04-22-2016-02:05:05 to 04-22-2016-03:05:05

@
1"NPT SwNn

oV

www.gov.il

|Top Targets |

Focused IP Under
Attack Daily Report

Nunmber 18
a Q
Attacks 3g

[Top Attackers |

&

N\

&

Top Tar get

Nunb
unber 2

a

W 84.95.208. 20, Israel

Attacks

Top Attackers




04-22-2016-02:05:05 to 04-22-2016-03:05:05

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-22-2016-02:05:05 to 04-22-2016-03:05:05

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-22-2016-02:05:05 to 04-22-2016-03:05:05

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-22-2016-02:05:05 to 04-22-2016-03:05:05

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
192.243.55.136 |lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 4
192.243.55.129 |lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |[SYNFACK retransnit wth different w ndow scal e noni t or 4
192.243.55.136 |Lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |SYNtACK retransnit with different w ndow scal e noni t or 4
192.243.55.137 |Uhited Sates 147.237.77.17 |mazi.idf.il |Bad TCP sequence noni t or 4
192.243.55.137 |lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 3
192.243.55.137 |Lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |SYNtACK retransnit wth different w ndow scal e noni t or 2
192.243.55.137 |Lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACXK nunber alert 2
192.243.55.132 |lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 2
192.243.55.138 |Whited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |SYNtACK retransnit wth different w ndow scal e noni t or 2
192.243.55.136 |lLhited Sates 147.237.77.17 |nazi.idf.il |[SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
192.243.55.134 |lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 2
192.243.55.135 |lLhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |SYNVACK retransnit with different w ndow scal e noni t or 2
192.243.55.132 |lhited Sates 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192.243.55.129 |lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 2
192. 243.55.137 |lhited Sates 147.237.77.17 |nazi.idf.il |[SYN At tack SYN -> SYN-ACK - > Ti neout rej ect 2
192.243.55.136 |Uhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 2
192.243.55.132 |lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNFACK retransmt wth different w ndow scal e noni t or 2
192.243.55.129 |Lhited Sates 147.237.77.17 |mazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192.243.55.132 |Lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACXK nunber alert 2
185. 106. 92. 47 Russi an Federation |[147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
192.243.55.134 |Whited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 1
192.243.55.135 |lhited Sates 147.237.77.17 |nazi.idf.il |[SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
192.243.55.129 |lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber alert 1
192.243.55.131 |lLhited Sates 147.237.77.17 |mazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
192.243.55.134 |lhited Sates 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
192.243.55.131 |lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNFACK retransnit wth different w ndow scal e noni t or 1
192.243.55.134 |Lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |SYNtACK retransnit wth different w ndow scal e noni t or 1




04-22-2016-02:05:05 to 04-22-2016-03:05:05

|Top Attackers In V\AF|
Attacker Address

|Attacker Geo |Target Address |gte | S gnature |Device Action  |Count |
84. 95. 208. 20 | srael 147.237.77. 17 nazi.idf.il |PH? Attenpt B ock 49
84. 95. 208. 20 | srael 147.237.77.17 nazi.idf.il |Miltiple Unauthorized URL Access from 84. 95. 208. 20 B ock 49
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