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|Top Attackers In IPS|

Attacker Address

|Attacker Geo \Target Address |S te |S gnature |Davi ce Action |Count |
177.185. 192. 98 Brazil 147.237.77.17 nazi.idf.il [5670: HITP. SQ Injection (SALECT) B ock 4
177.185. 192. 98 Brazil 147.237.77. 17 nazi.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address | gnature
177.185.192. 98 Brazil 147.237.77. 17 nazi.idf.il SQ Injection - Select Fom 24




04-22-2016-01:05:46 to 04-22-2016-02:05:46

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |S gnature |Devi ce Action |Count |
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPAK retransmit with different w ndow scal e noni t or 8
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 8
192. 243. 55. 134 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 6
192. 243. 55. 130 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 6
192. 243. 55. 129 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |[SYNtACXK retransmt wth different w ndow scal e noni t or 5
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPAXK retransmit wth different w ndow scal e noni t or 5
192. 243. 55. 134 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPAXK retransmit with different w ndow scal e noni t or 5
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 4
192. 243. 55. 130 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNFAK retransmit wth different w ndow scal e noni t or 4
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPACK retransmit wth different w ndow scal e noni t or 4
192. 243. 55. 137 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |[SYNtACXK retransmt wth different w ndow scal e noni t or 4
192. 243. 55. 129 Lhited Sates |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 4
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 4
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 4
192. 243. 55. 134 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 4
192. 243. 55. 137 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 4
192. 243. 55. 134 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber alert 3
192. 243. 55. 130 Lhited Sates |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 3
192. 243. 55. 133 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 3
192. 243. 55. 135 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 3
192. 243. 55. 130 Lhited Sates |147.237.77.17 |mazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 2
192. 243. 55. 137 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243. 55. 129 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 2
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber alert 2
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 2
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 2
192. 243. 55. 132 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243. 55. 137 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 2
192. 243. 55. 129 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 2
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPACK retransmit wth different w ndow scal e noni t or 1
192. 243. 55. 138 Lhited Sates |147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPAK retransmit wth different w ndow scal e noni t or 1
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 1
192. 243. 55. 138 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence [SYNtPAXK retransmt wth different w ndow scal e noni t or 1
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber alert 1
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|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Ste | S gnature | Devi ce Action |Count |
208. 115.113.91 |lhited Sates |147.237.77.17 |nazi.idf.il |Lhauthorized URL Access to nazi.idf.il/sip storage/files B ock 1
84. 95. 208. 20 | srael 147.237.77.17 |nazi.idf.il |PH? Attenpt B ock 1
84. 95. 208. 20 | srael 147.237.77.17 |mazi.idf.il |Uhaut hori zed URL Access to nazi.idf.il/14-he/ pi w k. php B ock 1
207.241.229.49 |lhited Sates |147.237.77.17 |nazi.idf.il |Uhauthori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefined B ock 1
66. 249. 69. 246 | srael 147.237.77.17 |nazi.idf.il |Lhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 1
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