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W 217.132.133.43, Israel
87.70.23.157, Israel

M 209. 126. 110. 228, Whited Sates
207.46.13.9, Lhited Sates

W 192.243.55.136, Lhited Sates

W 179.43.141. 194, Switzerland
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|Top Attackers | n DDoS- Def ence |
Attacker Address
179. 43.141. 194

| Attacker Geo | Target Address |gte

| gnature | Devi ce Action |CP | ocati on. Locat i on | count
Swi t zerl and 147.237.77. 17 nazi.idf.il B ock Np Al Net drop Net V- London 1
209. 126. 110. 228 Lhited Sates 147.237.77. 17 nazi.idf.il Bl ock_Udp Al _Nets drop Net V- London 1
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|Top Attackers In IPS|
Attacker Address

|Attacker Geo |Target Addr ess |Ste |S gnat ure |Davi ce Action \Ooum \
217.132.133. 43 | srael 147.237.77.17 nazi.idf.il C1000138: HITP:. prefix 1.01 in the URL B ock 75
87.70. 23. 157 | srael 147.237.77. 17 nazi .idf.il C1000138: HITP. prefix 1.01 in the URL B ock 26
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
81.218. 241. 26 | srael 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 128
176.13.5.77 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 55
109. 253. 132. 77  |lsrael 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 46
176. 13. 4. 155 | srael 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 25
87.70. 23. 157 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 19
94, 228. 34. 248 Uni ted Kingdom |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber alert 13
80. 246. 130. 7 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 13
192.243.55.133 |lLhited Sates 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 10
192.243.55.134 |lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 9
94. 228. 34. 248 Uni ted Kingdom |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 9
192.243.55.129 |lhited Sates 147.237.77.17 |mazi.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 6
192.243.55.136 |lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |[SYNtAXK retransmt wth different w ndow scal e noni t or 6
157. 55. 39. 192 Lhited Sates 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 5
192. 243.55.129 |lhited Sates 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 5
185. 27.105. 160 |l srael 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 4
109. 186. 42. 120 |l srael 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber aert 4
185. 27. 105. 160 |l srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |Invalid sequence nunber noni t or 4
192.243.55.136 |lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 4
131. 253. 25. 245 Lhited Sates 147.237.77.17 |mazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 4
192. 243. 55. 137 Lhited Sates 147.237.77.17 |mazi.idf.il |[Bad TCP sequence noni t or 4
109. 186. 42. 120 |l srael 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 4
68. 180.229.235 |lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 4
192.243.55.130 |lLhited Sates 147.237.77.17 |mazi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 4
192.243.55.129 |lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence noni t or 4
192. 243. 55. 135 Lhited Sates 147.237.77.17 |mazi.idf.il |[Bad TGP sequence noni t or 4
192. 243. 55. 136 Lhited Sates 147.237.77.17 |mazi.idf.il |[Bad TCP sequence noni t or 4
109. 186. 42. 120 |l srael 147.237.77.17 |nmazi.idf.il [Bad TCP sequence |Invalid sequence nunber noni t or 4
192.243.55.133 |lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence noni t or 4
192.243.55.136 |lhited Sates 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
157. 55. 39. 192 Lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber alert 4
192.243.55.133 |lhited Sates 147.237.77.17 |nmazi.idf.il [Bad TCP sequence |[SYNtAXK retransmt wth different w ndow scal e noni t or 4
192. 243. 55. 132 Lhited Sates 147.237.77.17 |mazi.idf.il |[Bad TCP sequence noni t or 4
192.243.55.137 |lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 3
192. 243.55.134 |lhited Sates 147.237.77.17 |mazi.idf.il |[SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 3
192.243.55.133 |lhited Sates 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 3
192.243.55.132 |lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 3
157. 55. 39. 183 Lhited Sates 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 3
66. 249. 66. 80 | srael 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 2
192.243.55.129 |lhited Sates 147.237.77.17 |nazi.idf.il [Bad TCP sequence |[SYNtAXK retransmt wth different w ndow scal e noni t or 2
192.243.55.136 |lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber aert 2
192.243.55.130 |lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransmit with different w ndow scal e noni t or 2
208.115.113.91 |lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 2
37.26. 149. 212 | srael 147.237.77.17 |mazi.idf.il |Bad TCOP sequence |lInvalid sequence nunber noni t or 2
192.243.55. 134 |lLhited Sates 147.237.77.17 |mazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 2
66. 249. 66. 86 | srael 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid ACK nunber noni t or 2
192. 243.55. 137 |lhited Sates 147.237.77.17 |mazi.idf.il |[SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 2
192.243.55.134 |lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNtACK retransmit with different w ndow scal e noni t or 2
192.243.55.129 |lhited Sates 147.237.77.17 |nazi.idf.il |[Bad TCP sequence |Invalid sequence nunber noni t or 2
192.243.55.135 |lLhited Sates 147.237.77.17 |mazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192.243.55. 137 |lLhited Sates 147.237.77.17 |mazi.idf.il |Bad TCP sequence |SYNtACK retransmit with different w ndow scal e noni t or 2
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|Top Attackers In V\AF|

Devi ce

At t acker ) )
Geo ‘Target Address |Ste ‘S gnature Action ‘Oount
192. 243. 55. 136 ;h;::g 147.237.77. 17 |mazi . i df . i fUhaut hori zed URL Access to igf.idf.il/tenpl ates/ general /n B ock 1

Lhi ted Unhaut hori zed URL Access to
207.46.13.9 Sates 147.237.77. 17 |nazi . i df . i |nazi . i df . i1/599-he/ i gf . aspx&a=u&ei =t hgi t oot | m goi kngl sf &ed=0cbqqf j ad&usg=af qj cne |B ock 1
_KkOj | 7d6l 9f - 7f r dr pk8wb6t opw
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