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Top Attackers

W 89.139.247.64, |srael
87.70.23.157, Israel

W 46.117.207.41, Israel
31.154. 33. 190, |srael

W 109. 253. 194. 173, |srael

W 54.72.182.187, Ireland

W 213.57.244. 47, |srael




04-11-2016-12:05:00 to 04-11-2016-13:05:00

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
54.72.182. 187 I'rel and 147.237.77. 17 mazi.idf.il [Block Wp Al Nets drop Net V- London 1




04-11-2016-12:05:00 to 04-11-2016-13:05:00

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste |Sgna1 ure |Devi ce Action \Ooum \
89. 139. 247. 64 | srael 147.237.77.17 nazi.idf.il C1000138: HITP:. prefix 1.01 in the URL B ock 30
87.70. 23. 157 | srael 147.237.77. 17 nazi .idf.il C1000138: HITP. prefix 1.01 in the URL B ock 10
46.117. 207. 41 | srael 147.237.77. 17 nazi.idf.il C1000138: HITP. prefix 1.01 in the URL ock 9
31.154. 33. 190 | srael 147.237.77.17 nazi.idf.il C1000138: HITP: prefix 1.01 in the URL B ock 2




04-11-2016-12:05:00 to 04-11-2016-13:05:00

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-11-2016-12:05:00 to 04-11-2016-13:05:00

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |S gnature |Devi ce Action |Count |
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPAK retransmit with different w ndow scal e noni t or 6
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 6
192. 243. 55. 133 Lhited Sates |147.237.77.17 |mazi.idf.il |[SYN Attack SYN - > SYN- ACK -> Ti meout rej ect 5
37.26.147. 210 | srael 147.237.77.17 |nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
213.57.244. 47 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 4
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 3




04-11-2016-12:05:00 to 04-11-2016-13:05:00

|Top Attackers In V\AF|

g::(:ker Target Address |Ste ‘Sgnat ure

Attacker Address

87.70. 23. 157 | srael 147.237.77. 17

nazi .idf.i|lhaut hori zed UR. Access to nazi.idf.il/inmages/transvi deocount er. gif B ock
.. . . |Paraneter Type M ol ation Mst er $ucHeader $ucSear chGont r ol $t xt Search in
109. 253. 194. 173|l srael 147.237.77. 17 |nazi . i df . i mazi .i df . i1/7003- 11031- he/ i gf . aspx B ock
213. 57. 244. 47 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock
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