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INTRODUCTION

Effective deterrence assumes rational actors who conduct cost/benefit analysis.  United States Joint doctrine defines deterrence as the “prevention of action by either the existence of a credible threat of unacceptable counteraction and/or belief that the cost of action outweighs the perceived benefits.”.
 This direct deterrence definition works well in a nuclear or total war scenario, but not as well with the cyber domain. If there were a direct deterrence that could affect nation state, non-state actors and opportunistic groups or individuals, this would be the Holy Grail of security in the twenty-first century.    

For many complexities that we will touch on, cyber deterrence isn’t as easy to find an agreed upon definition. The Journal of Strategic Security article entitled “Is Cyber Deterrence an Illusory Course of Action” by Emilio Iasiello defines cyber deterrence as, “A strategy by which a defending state seeks to maintain the status quo by signaling its intentions to deter hostile cyber activity by targeting and influencing an adversary’s decision making apparatus to avoid engaging in destructive cyber activity for fear of a greater reprisal by the initial aggressor.”
 This will be the common definition we ascribe to for the remainder of this composition.

How nation states deal with the complex and boundless cyber environment also varies to great degrees. This collaborative paper will examine aspects of how the United States and Singapore deal with these challenges. In the first section, the paper will discuss the cyber deterrence strategy of the United States, and how it is poised to try and accomplish this impossible task. The second section of the paper will describe Singapore’s cyber security strategy and discuss the value in pursuing classical deterrence by denial and punishment in the cyber domain given its context as a small state. The paper will then conclude that two very different nations, a global power and a small state, could also enhance cyber deterrence through synergistic international collaborations and partnerships. 

THE UNITED STATES

National Cyber Strategy

The cyber environment is such an enormous undertaking because of the size and scope of threats from a lone wolf independent operator to a large multinational assault. It would be an impossible task to prevent or deter all threats but with a proper campaign, use of the whole of government approach and ingenuity, it could reduce the threats they face. The U.S. National Security Strategy (NSS) of 2017, lays out Pillars of vital national interest
 and further parallels specific goals and objectives in its National Cyber Strategy of 2018. This National Cyber Strategy outlines how it will (1) defend the homeland by protecting networks, systems, functions, and data; (2) promote American prosperity by nurturing a secure, thriving digital economy and fostering strong domestic innovation; (3) preserve peace and security by strengthening the United States’ ability - in concert with allies and partners - to deter and if necessary, punish those who use cyber tools for malicious purposes; and (4) expand American influence abroad to extend the key tenets of an open, interoperable, reliable, and secure Internet.

In the case of cyber, U.S. interest lie in preventing cyber-attacks against critical national government and civilian infrastructure. For cyber deterrence to succeed in this arena, several steps need to be implemented. There will be a few mentioned here that could be a receipt for success. First, a clear national policy and goals outlined for all in the government to work toward similar objectives. The NSS and National Cyber Strategy go a long way at accomplishing this requirement. Deterrence is however only as strong as the warning message that cannot be misinterpreted. Key deterrence messaging in U.S. nuclear deterrence have worked for decades. All nations and people understand a tested and proven nuclear capability exists and will be used if certain identified lines are crossed. This process has been tested through the years, but the deterrence has held. These themes and messages must be consistently leveraged by civilian and military leaders alike. This step is a difficult one because senior U.S. officials and military members are often times ignorant of cyber and the things we don’t understand we stay away from. While a US strategy to deter cyber-attacks is possible, current US strategy lacks credibility. It will be effective only if we can swiftly and adequately punish malicious cyber actors such that aggression against our systems is not worth the potential reward.
 

Challenges to U.S. Cyber Deterrence

Many of the challenges to U.S. cyber deterrence lie in the lack of clear definition of what constitutes a cyber-attack and what is an appropriate measured response or retribution for such an attack. When you have so many tools in your tool kit, picking the right one that will send the right message is a difficult task.
 Another issue with deterrence is opportunistic attacks and rogue nations such as North Korea or Iran. North Korea and Iran have less to lose and show unbelievable opposition to US political and economic pressure and may be difficult to deter without credible threats of military actions. This was recently seen in a supposed U.S. cyber-attack to deter growing Iranian actions in the Gulf post September 14, 2019 attack on a Saudi Arabia oil facility. The issue is that the full impact of what took place and impact to the target are somewhat hidden and the messaging is vailed which might not deter other entities from trying to conduct physical or cyber-attacks against the United States. In a press release shortly after the cyber-attack, the Pentagon spokeswoman Elissa Smith said, “As a matter of policy and for operational security, we do not discuss cyberspace operations, intelligence, or planning.”
 swings the cost-benefit calculus in favor of the United States. With much congressional oversight and other legal obstacles, to be more effective, U.S. strategy must be multilayered and use all instruments of US national power. 
  We must understand the motives and levels of risk tolerance of all malicious cyber actors 
and tailor the strategy toward each group across the globe. 
SINGAPORE

Singapore’s Cybersecurity Strategy

The Cyber Security Agency of Singapore (CSA) was formed in Apr 2015. With its formation, all agencies and initiatives related to cyber security were brought under CSA’s charge. As the central agency, CSA oversees and coordinates all aspects of cyber security for Singapore, which includes developing and enforcing cyber security regulations, policies, and practices. In Oct 2016, following the establishment of the CSA, Singapore launched its Cybersecurity Strategy, which encompasses four pillars: (1) Building a Resilient Infrastructure to strengthen and secure its Critical Information Infrastructure (CII); (2) Creating a Safer Cyberspace by promoting involvement from not only the government but also industry, the community and individuals to counter cyber threats, combat cyber-crime and protect personal data; (3) Developing a Vibrant Cyber Security Ecosystem by working with industry and academia to grow the cyber security workforce; and (4) Strengthening International Partnerships, given that cyber threats is transnational.

Efforts of Singapore’s cybersecurity strategy is centered on building robustness and resilience in its cyber ecosystem. Layers of security will be added by improving the cyber protection to existing critical information infrastructure and incorporating cyber security at the front-end design of new information network systems. A whole-of-society approach which demands collective responsibility from the government, industry, individuals and the community towards cyber security has also been adopted. Taken together, it can raise the costs an adversary needs to overcome for a successful cyberattack. Building systemic capacity to expediently recover these information systems to regain normal functioning when a cyberattack materializes can also reduce the benefits an adversary hopes to achieve from conducting cyberattacks. While Singapore’s cyber security strategy is likely to be unable to deny all cyberattacks, it can increase the chances of preventing major cyberattacks.  Deterrence by punishment however remains an ability that is elusive to Singapore given its geostrategic context and limitations in its political, economic, or military means. 

Challenges for Singapore in Cyber Deterrence

Deterrence often relies on the attribution of an adversary’s actions. However, the notion of attribution remains one of the key challenges in cyber deterrence. In cyberspace, attribution can be difficult and time-consuming to achieve as it needs an analysis from a combination of multiple sources of information, including forensic analysis, human intelligence reports, signals intelligence, geopolitics and history.
 Even if attribution is possible, the state would need to seriously consider if it wants to attribute the adversary as the state may not want to reveal its sources or capabilities for the adversary could then study it to identify its vulnerabilities and develop counter capabilities. Following an investigation on a cyberattack on SingHealth, Singapore’s largest group of healthcare institutions, where 1.5 million patients’ record were stolen by hackers, it was reported that the authorities know who might be behind the attack, but the authorities also said that “We are not able to reveal more because of operational security reasons.”
 There is also a danger of misattribution in cyber warfare and the risks of imposing costs on the wrong actor is high. Particularly for a small state like Singapore, the potential escalations it could cause as a result of misattribution is likely to be a price that is too high for to pay.

To be able to deter by punishment effectively, there is a need to be able to project credibility and capability in punishment on an adversary.
 Hypothetically, assuming Singapore has the credibility and capability to deter by punishment, it would need to be especially careful in any response. As a small state, any disproportionate response to a cyberattack, which results in escalation by the adversary, could be potentially catastrophic given the vulnerability of Singapore’s economy, infrastructure, and physical size. Given these geostrategic considerations, deterrence by punishment might not be viable approach for Singapore. The use of force in deterrence by punishment need not necessarily be confined to a cyber response. Global or major powers such as US or China have the possibility of reacting to a cyber incident using a spectrum of diplomatic, information, military, economic, financial, and intelligence activity. Unlike global and major powers, Singapore has limited recourse to react in similar fashion as it does not have the substantial political or economic leverage to impose sanctions as punishments. Neither does Singapore possesses the offensive cyber military capabilities to retaliate militarily. Diplomatic protests can be an avenue, but it is likely to be met with limited effectiveness given the difficulty in attributing. The alleged cyberattack in Estonia in 2007 is one such example. Estonia suffered DDoS cyberattacks on the websites of its government ministries, major banks, newspapers and broadcasters.  Estonian officials then accused Russia of perpetrating the cyberattacks. EU and NATO technical experts were called in to investigate but were however unable to find evidences that attribute the cyberattack to Russia after investigation. Cyber deterrence by punishment therefore remains challenging for Singapore to attain.

Enhancing Cyber Defenses

Improving cybersecurity will significantly improve cyber defenses so that it is strong and contribute towards projecting deterrence by denial. Singapore has taken measures to step up its cyber protection through its cybersecurity strategy, and put in place mechanisms to create resilient systems, as well as espousing collective responsibility involving whole-of-society towards cybersecurity. In the military domain, the Singapore Armed Forces (SAF) will also be building up its capabilities to defend Singapore’s digital borders especially against foreign cyber actors, by setting up a SAF Cyber Command. In 2018, it launched a scheme to train full-time national servicemen to perform specialized operational roles in areas such as cyber incident response, monitoring of computer networks, and testing for security weaknesses in IT infrastructure and application.

The evolving nature of cyber conflict also means that the potential threat to small states from cyberspace no longer resides in just the physical protection of infrastructure, but also in the psychological aspects of conflict.
 To this end, Singapore has recently included Digital Defense as the sixth pillar in its Total Defense strategy. Digital Defense is a whole-of-nation effort to protect and defend the nation and secure its citizens online. It requires Singaporeans to practice good cybersecurity habits, guard against fake news and disinformation, and consider the impact of actions performed online on the wider community.  Singapore has also strengthened its legislation over disinformation online. The Protection of Online Falsehoods and Manipulation Act (POFMA) was legislated in 2019 and serves to guard against potential misuse of the internet for disinformation.

For Singapore, one of the ways to protect its national interest is to proactively participate in international norms discussions to create a rules-based order for cyberspace, lest the “laws of the jungle” prevails where strong states dictate. With international co-operations and legislation, this can help small states like Singapore overcome the power disparity against larger adversaries with more robust cyber military capabilities and cyber-economic strength. As such, Singapore has capitalized on forums such as Association of Southeast Asian Nations (ASEAN) to promote cyber diplomacy. One such outcome is the agreement among the ASEAN nations, during the ASEAN Ministerial Conference on Cybersecurity in 2018, to subscribe in principle to 11 voluntary norms recommended in the 2015 Report of the United Nations Group of Governmental Experts on Developments in the Field of Information and Telecommunications in the Context of International Security, as well as to focus on regional capascity building in implementing these norms.


CONCLUSION

The cyber domain is so vast that to believe one person or entity could dissuade another from use of all cyber actions, is a bit far-fetched. As was mentioned in the improvement and enhancement sections of both the United States and Singapore, there are many steps to improve cyber deterrence but ultimately the best practice is to create a cooperative environment where like-minded entities bound together
 to create the security that a democratized world will need to succeed. Both national level cyber strategy’s call for multinational cooperation. The U.S. stated that “
The United States will launch an international Cyber Deterrence Initiative to build such a coalition and develop tailored strategies to ensure adversaries understand the consequences of their malicious cyber behavior,
 while Singapore has been an active participant at international platforms on cyber security, working with international partners to promote the establishment of international cyber norms and legislation. Cyber threats transcend national boundaries and much like terrorists’ threats, coalition and strong international partnerships in cybersecurity can certainly strengthen a nation’s cyber defenses and make an adversary thinks twice before it decides to commit a cyberattack.
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Interesting, well organized and written analysis of the different deterrence approaches of the US and Singapore. However, there is somewhat of a logical leap between the analysis and the main conclusion regarding the supreme importance of creating an international cooperative environment for improving deterrence. This notion requires further development and clarification.
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�This definition neglects the concept of deterrence by denial


�Only in case the US relies solely on deterrence by punishment; deterrence by denial could overcome the complex challenge of swift attribution and punishment.


�True. However, ambiguity coupled with flexible response range can be leveraged to intensify the opponent’s uncertainty and support the deterring message.


�At least the serious ones. “All” seems, as you mention earlier, like mission impossible.


�Not clear how this is affecting on Singapore’s deterrence capabilities.


�The subject of international cooperation was shortly addressed as part of Singapore’s efforts to enhances its cyber security (not necessarily its deterrence) but hardly mentioned in the analysis US case. 


�?


�How?





