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12-30-2014-00:00:08 to 12-31-2014-00:00:08

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|IP_Map.site |Name Device Action|Sum(Packet_Count)|
201. 249. 64. 218 \enezuel a 147.237.77. 216 dover.idf.il JLMPurple Gon Limt Htp drop 16389
201. 249. 64. 218 \enezuel a 147.237.77. 216 dover.idf.il JLMPurple Gon Limt_Tcp drop 12705
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8951
202.216.114. 141 Japan 147.237.77.216 dover.idf.il JIMPurple Gon Linit Htp drop 3673
80. 250. 199. 114 Iran, |slanmc Republic off147. 237.77. 216 dover.idf.il JIMPurple Gon Linit Htp drop 3672
177. 85. 60. 202 Bazil 147.237.77.216 dover.idf.il JLMPurple Gn Linmt Htp dr op 2582
177. 85. 60. 202 Bazil 147.237.77.216 dover.idf.il JLM Purpl e Gon_Limt_Tcp dr op 2024
202.216.114. 141 Japan 147.237.77. 216 dover.idf.il JLMPurple Gon Limt_Tcp drop 1709
77.153. 96. 59 France 147.237.77. 216 dover.idf.il JLMPurple Gon Linmt Htp drop 1439
201. 236. 98. 35 Chile 147.237.77.216 dover.idf.il JLMPurple Gn Linmt Htp dr op 1342
216.155. 132. 114 Lhited Sates 147.237.77.216 dover.idf.il JLIMPurple Gon Linit_ Htp drop 868
202. 159. 228. 69 I ndi a 147.237.77.216 dover.idf.il JLMPurple Gn Linmt Htp dr op 820
80. 250. 199. 114 Iran, Islanic Republic off147. 237. 77. 216 dover.idf.il JLMPurple Gon Limt_Tcp drop 784
77.126.251. 251 | srael 147.237.77. 233 atal.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 707
41.230. 219. 45 Tuni si a 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 611
213.57.137. 77 | srael 147.237.72. 167 i shuri maka.i df. i JAnonal y- TLS-renegoti ati on-d i |dest-reset 543
77.153. 96. 59 F ance 147.237.77. 216 dover.idf.il JLMPurple Gon Limt_Tcp drop 539
79.177.151.176 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-A i |dest-reset 516
2.54.29. 86 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-A i |dest-reset 499
85. 64. 210. 184 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-d i |dest-reset 495
216.155.132. 114 Lhited Sates 147.237.77. 216 dover.idf.il JLMPurple Con Limt Tcp drop 396
201. 236. 98. 35 Gile 147.237.77. 216 dover.idf.il JLMPurple Gon Limt_ Tcp drop 375
109. 64. 12. 131 | srael 147.237.72. 167 i shuri maka.i df. i JAnonal y- TLS-renegoti ati on-d i |dest-reset 310
202. 159. 228. 69 Indi a 147.237.77. 216 dover.idf.il JLMPurple Gon Limt_Tcp drop 309
5.29.117. 52 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-A i |dest-reset 250
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-d i |dest-reset 232
85. 64. 76. 140 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-A i |dest-reset 227
180. 182. 76. 11 Korea, Republic of 147.237.77. 216 dover.idf.il JLMPurple Gon Linmt Htp drop 213
212.117. 143. 250 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i |dest-reset 210
79.181. 202. 210 | srael 147.237.72. 167 i shuri maka. i df. i JAnonal y- TLS-renegoti ati on-d i |dest-reset 186
79.181. 2. 208 | srael 147.237.72. 167 i shuri maka. i df. i JAnonal y- TLS-renegoti ati on-d i |dest-reset 181
85. 65. 222. 105 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-d i |dest-reset 179
46.117.137. 117 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i |dest-reset 175
77.127.132. 250 | srael 147.237.72. 167 i shuri maka.i df.iJAnonal y- TLS-renegoti ati on-d i |dest-reset 173
77.125. 76. 55 | srael 147. 237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-d i |dest-reset 171
46. 116. 252. 135 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-A i |dest-reset 166
5.29. 38. 219 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-A i |dest-reset 148
85. 65. 0. 230 | srael 147.237.72. 167 i shurimaka.idf.ijAnonal y-TLS renegoti ati on-A i |dest-reset 138
2.54. 36. 81 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i |dest-reset 133
46.120. 18. 25 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-A i |dest-reset 132
79.177.9. 202 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-A i |dest-reset 132
79.178. 150. 62 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-A i |dest-reset 128
87.68.121. 127 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-A i |dest-reset 125
85. 65.112. 71 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ati on-d i |dest-reset 121
149. 78. 176. 94 Lhited Sates 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i |dest-reset 120
85. 64. 57. 37 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-d i |dest-reset 118
93. 172. 20. 158 | srael 147. 237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-d i |dest-reset 111
79.179. 20. 213 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-A i |dest-reset 106
192. 116. 232. 69 | srael 147.237.72. 167 i shuri maka. i df. i JAnonal y- TLS-renegoti ati on-d i |dest-reset 105
109. 66. 15. 183 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ati on-d i |dest-reset 103
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

rget Address

dte

5. 254. 97. 109 Rormani a 147.237.77. 216 |dover.idf.il 12132: HITP: BA C DoS Tool B ock 232
192.117.113.18 |lsrael 147.237.76. 31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 18
109. 160. 223. 175]I srael 147.237.77. 216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 14
91. 227.164. 5 | srael 147.237.72. 166 |aka.idf.il C1000004: HTTP: options nethod (M crosoft) Bl ock 10
212.227.52.97  |Ger many 147.237.77.74 |lawidf. il 13248: HITP: Jooma JCE File Lpload Renote Code Execution B ock 10
Wl nerability

218.77.79.43 Chi na 147.237.76. 177 |ncore.idf.i| B ock Level 70 100 B ock 10
218.77.79.43 Chi na 147.237.76.86 |navy.idf.il B ock _Level 70 100 B ock 10
218.77.79.43 Chi na 147.237.76.201|e. atal .idf.il B ock _Level 70 100 B ock 9
185.23.124.23 |Saudi Arabia 147.237.77. 216 |dover.idf.il @23: HITP. admnistrator in UR Permt 9
197.9.134.199 |Tunisia 147.237.77. 216 |dover.idf.il 12026: HITP. LA C DDoS Tool (A\LY enabl e when under DoS attack) |B ock 9
218. 77.79. 43 Chi na 147.237.76.42 |refuah.idf.il ock Level 70 100 Bl ock 9
218.77.79.43 Chi na 147.237.76.31 |[nakchal .idf.il Bl ock_Level 70 100 B ock 9
14.14.145. 13 Japan 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 8
218.77.79. 43 Chi na 147.237. 76. 147 |chinuch. aka.idf.i| |Bl ock_Level 70 100 Bl ock 8
36. 79. 240. 209 | ndonesi a 147.237.77. 216 |dover.idf.il 8262: HITP. S oworis DoS Tool B ock 8
218.77.79. 43 Chi na 147.237. 76. 148 |gqcenter. aka.idf . il |Bl ock_Level 70 100 Bl ock 8
218. 77.79. 43 Chi na 147.237.76. 176 |test.ncore.idf.il ock Level 70 100 Bl ock 8
218.77.79.43 Chi na 147.237.76. 196 |e.sviva.idf.il Bl ock_Level 70 100 B ock 8
218.77.79. 43 Chi na 147.237.76.38 |e.e.neitav.idf.il |B ock Level 70 100 Bl ock 8
218.77.79. 43 Chi na 147.237.76. 197 |e. hi nush. i df . i | Bl ock_Level 70 100 Bl ock 7
218.77.79. 43 Chi na 147.237.76.39 |[nobile neitav.idf.i|B ock_Level 70 100 Bl ock 7
218.77.79. 43 Chi na 147.237. 76. 202 |e. hal ag.i df .i | Bl ock_Level 70 100 Bl ock 7
109. 67. 167. 137 |lsrael 147.237.72. 166 |aka.idf.il C1000004: HTTP:. options nmethod (M crosoft) Bl ock 7
218.77.79.43 Chi na 147.237. 76. 199 |e. nakchal .i df .i | B ock Level 70 100 B ock 7
218.77.79.43 Chi na 147.237.76.44 |e.refuah.idf.il Bl ock_Level 70 100 Bl ock 7
109. 64. 189. 45 | srael 147.237.77. 216 |dover.idf.il C1000004: HITP: options nethod (M crosoft) Bl ock 6
218.77.79. 43 Chi na 147.237.76.30 |[hinush.idf.il Bl ock_Level 70 100 Bl ock 6
192.118. 11. 124 |l srael 147.237.72. 166 |aka.idf .i | 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 6
218. 77.79. 43 Chi na 147.237.76. 198 |e. yohal an.i df .i | ock Level 70 100 Bl ock 6
104. 143.12. 42 147.237.77. 216 |dover.idf.il B ock Level 70 100 B ock 6
218.77.79.43 Chi na 147.237.76. 200 |ei tan. aka.i df .i| Bl ock_Level 70 100 B ock 6
10.0.0.2 147.237.76. 31 |[nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) Bl ock 6
109. 64. 168. 61 | srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP: options nethod (M crosoft) Bl ock 6
188. 120. 148. 115|I srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 5
218. 77.79. 43 Chi na 147.237.77. 216 |dover.idf.il ock Level 70 100 Bl ock 5
218.77.79.43 Chi na 147.237.77. 178 |e. nat pash. i df .i | B ock Level 70 100 B ock 5
212.34.12.154 |Jordan 147.237.77. 176 |nat pash. i df .i | 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 5
66. 240. 192. 138 |lLhited Sates 147.237.77.235|sviva.idf.il B ock _Level 70 100 B ock 5
218.77.79. 43 Chi na 147.237.76. 34 |yohal an.idf.il Bl ock_Level 70 100 Bl ock 5
212.34.12.154 |Jordan 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 5
71.6.167. 142 Lhited Sates 147.237.77. 176 |nat pash.i df .i | ock Level 70 100 Bl ock 4
71.6.167. 142 Lhited Sates 147.237.72. 166 |aka. i df .i | B ock Level 70 100 B ock 4
71.6.167. 142 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|B ock _Level 70 100 B ock 4
71.6.135.131 Lhited Sates 147.237.77.19 |lawforumidf.il Bl ock_Level 70 100 Bl ock 4
218.77.79. 43 Chi na 147.237.8.45 |e.eitan.idf.il Bl ock_Level 70 100 Bl ock 4
71.6.167. 142 Lhited Sates 147.237.77.61 |e.cogat.idf.il Bl ock_Level 70 100 Bl ock 4
71.6.135.131 Lhited Sates 147.237.76. 177 |ncore.idf.il ock Level 70 100 Bl ock 4
185.5.153. 116 |Saudi Arabia 147.237.77. 216 |dover.idf.il 8262: HITP. S oworis DoS Tool B ock 4
71.6.135.131 Lhited Sates 147.237.77. 205 |prisha.idf.il Bl ock_Level 70 100 B ock 4
84.109. 115. 97 | srael 147.237.0.34 |tikshuv.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 4
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LV wth fake user agent 125
80. 74. 98. 102 | srael 147.237.77. 216 [dover.idf.il ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 101
201. 249. 64. 218 |\enezuel a 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 83
180.182. 76.11 |07 PP 1447 937,77 216 |dover. i ot ET VEB_SERVER Fake Googl ebot UA 1 | nbound 32
209. 66. 70. 253  |lLhited Sates 147.237.77.74 |lawidf.il Tehila - Perl LW wth fake user agent 31
212.227.52.97 |Cer many 147.237.77.74 |lawidf.il Tehila - Perl LW with fake user agent 30
202. 159. 228. 69 |India 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 28
201.236.98.35 |Qiile 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 28
37.49.224.172  |Net her| ands 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 17
77.153. 96. 59 France 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 2 | nbound 11
151.217.171. 220 147.237.8.45 |e.eitan.idf.il ET SCAN Potential VNC Scan 5900- 5920 6
77.153. 96. 59 France 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 6
151.217.171. 220 147.237.76.42 |refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 5
202. 216. 114. 141|Japan 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 2 | nbound 5
151.217.171. 220 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 4
151.217.171. 220 147.237.77. 234 |hal ag.idf.il ET SCAN Potential WNC Scan 5900- 5920 4
151.217.171. 220 147.237.77. 216 |dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 4
216.155. 132. 114|lhited Sates 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake (oogl ebot UA 2 | nbound 4
202. 216. 114. 141|Japan 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 4
185.23.124.23 |[Saudi Arabia 147.237.77. 216 |dover.idf.il SQ Injection - Select From 4
151.217.171. 220 147.237.0.35 |akaws.idf.il ET SCAN Potential VNC Scan 5900- 5920 4
151.217.171. 220 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential WNC Scan 5900- 5920 3
59. 106. 108. 116 |Japan 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 3
61. 240. 144. 64 |Chi na 147.237.0.15 |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 3
151.217.171. 220 147.237.0.200 |nrdu.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
61.240. 144. 67 |China 147.237.76.201|e. atal .idf.il ET SCAN NVAP -sS wi ndow 1024 3
151.217.171. 220 147.237.76.30 |hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
61.240.144.65 |China 147.237.0.17 |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 3
151.217.171. 220 147.237.72. 156 |anan.idf .i | ET SCAN Potential VNC Scan 5900- 5920 3
151.217.171. 220 147.237.76. 177 |ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
151.217.171. 220 147.237.8.27 |e.nadimatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
185.23.124.23 |Saudi Arabia 147.237.77. 216 |dover.idf.il SERVER- WEBAPP adni n. php access 3
31.184. 242,17 g;z:;”i o 147. 237. 77. 216 |dover. i df .i | ET CROP Spanhaus DRCP Listed Traffic | nbound 3
151.217.171. 220 147.237.76.31 |[nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 3
151.217.171. 220 147.237.77.74 |lawidf.il ET SCAN Potential VNC Scan 5900- 5920 3
194. 114. 146. 2271 srael 147. 237. 72. 156 |aman.i o i SER\/ER—APAO—E Apache nod_ssl non-SSL connection to SSL port denial of 3
servi ce attenpt
151.217.171. 220 147.237.72. 166 |aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 3
151.217.171. 220 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 3
151.217.171. 220 147.237.76.196|e.sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
151.217.171. 220 147.237.8.46 |e.chinuch.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
208. 80. 155. 189 |lhited Sates 147.237.76.86 |navy.idf.il Tehila - Perl LW with fake user agent 2
151.217.171. 220 147.237.77. 243 |nobi l e.i df .i | ET SCAN Potential WNC Scan 5900- 5920 2
134.191. 232. 69 |Israel 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
37.26.147.230 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
151.217.171. 220 147.237. 76. 147 |chi nuch. aka.i df .i | ET SCAN Potential VNC Scan 5900- 5920 2
85. 65. 28. 99 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
79.183.17. 75 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
151.217.171. 220 147.237.77.179|e.nazi .i df .il ET SCAN Potential WNC Scan 5900- 5920 2
151.217.171. 220 147.237.77. 121 |e. navy.i df .il ET SCAN Potential VNC Scan 5900- 5920 2
193. 34.56. 101 |Israel 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte
80. 250. 199, 114 |.Fan Islamc 147.237.77. 216 |dover. i df . i SMrule drop drop 137166
Republ i ¢ of
177.85.60.202 |Brazil 147.237.77. 216 |dover.idf.il SAMrul e drop drop 108565
37.49.224. 172 Net her | ands 147.237.77. 216 |dover.idf.il SAMrul e drop drop 53179
177. 85. 60. 202 Brazil 147.237.77. 216 |dover.idf.il drop drop 20903
202. 216. 114. 141|Japan 147.237.77. 216 |dover.idf.il SAMrul e drop drop 17173
201. 249. 64. 218 |\enezuel a 147.237.77. 216 |dover.idf.il SAMrul e drop drop 15181
77.153. 96. 59 France 147.237.77. 216 |dover.idf.il SAMrul e dr op dr op 12546
201.236.98.35 |Ciile 147.237.77. 216 |dover.idf.il SAMrul e drop drop 12049
41.142.221.116 |Morocco 147.237.77. 216 |dover.idf.il drop drop 11074
216. 155.132. 114|lhited Sates 147.237.77. 216 |dover.idf.il SAMrul e drop drop 6679
181. 136. 93. 211 |Col onbi a 147.237.77. 216 |dover.idf.il SAMrul e drop drop 5998
202.216. 114. 141 |Japan 147.237.77. 216 |dover.idf.il drop drop 5971
202. 159. 228. 69 |India 147.237. 77. 216 |dover.idf.il SAMrul e dr op dr op 5514
37.49.224.172 |Netherl ands 147.237.77. 216 |dover.idf.il drop drop 5377
80. 250. 199. 114 IF;.$B| :i' zf"c 147.237.77. 216 |dover i df . Inval i d ACK nunber Bad TCP sequence  [nonitor  [3834
Iran, Islamc s .
80. 250. 199. 114 Republ i ¢ of 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence 3816
180. 182. 76. 11 Korea, Republic of 147.237.77. 216 |dover.idf.il SAMrul e drop drop 3284
41.143. 5. 36 Mor occo 147.237.77. 216 [dover.idf.il drop drop 3124
77.153. 96. 59 France 147.237.77. 216 |dover.idf.il drop drop 1798
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il drop drop 1420
41.230.219.45 |Tunisia 147.237.77. 216 |dover.idf.il dr op dr op 1264
80. 250. 199. 114 IF;ZEBI :i' ame 147.237.77. 216 |dover.idf.il  |Invalid sequence nunber Bad TCP sequence  |monitor  |1062
213. 43.169. 189 |Turkey 147.237.77. 216 |dover.idf.il drop drop 472
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il drop drop 435
37.98.218.250 |Poland 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 431
176. 31. 152. 147 |Fance 147.237.77. 216 |dover.idf.il Invali d ACK nunber Bad TCP sequence noni t or 419
80. 250, 199, 114 [L[& Islamc 147. 237. 77. 216 |dover. i df . drop drop 411
Republ i ¢ of
202. 159. 228. 69 |India 147.237.77. 216 |dover.idf.il drop drop 410
37.98.218.250 |Poland 147.237.77. 216 |dover.idf.il SAMrul e dr op dr op 409
104. 216. 126. 162 147.237.77. 216 |dover.idf.il SAMrul e drop drop 360
216. 155.132. 114|lhited Sates 147.237.77. 216 |dover.idf.il drop drop 255
105. 102. 25. 255 |Ageria 147.237.77. 216 |dover.idf.il drop drop 246
201. 249. 64. 218 |\enezuel a 147.237.77. 216 |dover.idf.il drop drop 231
84.17.226. 69 Russi an Federation |147.237.77.216|dover.idf.il SAMrul e drop drop 198
168. 235. 195. 18 147.237.72. 166 |aka.idf .i | dr op dr op 190
104. 216. 126. 162 147.237.77. 216 |dover.idf.il Invali d ACK nunber Bad TCP sequence noni t or 153
201. 249. 64. 218 |\enezuel a 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 105
104. 131. 93. 139 147.237.72. 166 |aka.idf.il SAMrul e drop drop 98
84.17.226. 69 Russi an Federation |147.237.77.216 |dover.idf.il Response out of state ?Ibr?;Iki ;TP Non noni t or 86
84.17.226.69  |Russian Federation |147.237.77.216 |dover.idf.il 11egal header format detected: Mlformed HITP Bl ock HTTP Non noni t or 83
fornat in request Conpl i ant
105. 102. 25. 255 |Ageria 147.237.77. 216 |dover.idf.il SAMrul e drop drop 81
104. 216. 126. 162 147. 237.77. 216 |dover . i df .1 111egal header fornat detected: Mlformed HITP \Bl ock HTTP Non monitor |81
format in request Gonpl i ant
62.219.195. 152 |Israel 147.237.72. 167 |i shuri maka.i df . i drop drop 78
104. 216. 126. 162 147. 237.77. 216 |dover. i df . 1legal header format detected: Invalid HITP End Bl ock HTTP Non monitor |77
G Line in request Gonpl i ant
95. 86. 74. 219 | srael 147.237.72. 166 |aka.idf .i | Inval i d sequence nunier Bad TCP sequence noni t or 76
41.42.178. 137  |Egypt 147.237.77. 216 |dover.idf.il drop drop 74
S Bl ock HTTP Non .
104. 216. 126. 162 147.237.77. 216 |dover.idf.il Response out of state Conpl i ant noni t or 73
46.19. 86. 100 | srael 147.237.72. 166 |aka.idf.il SAMrul e drop drop 71
31.168.197. 215 |lsrael 147.237.72. 166 |aka.idf .i | Inval i d sequence nunier Bad TCP sequence noni t or 67
41.42.156. 213 |Egypt 147.237.77. 216 |dover.idf.il drop drop 66
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Attacker Address Devi ce

Ste Action

Attacker Qountry |Target Address

‘Count

185.23.124.23 |Saudi Arabia 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 185. 23. 124. 23 B ock 1628
105. 102. 25. 255 |Ageria 147.237.77. 216 |dover.idf.il Mil tiple Mal fornmed URL from 105. 102. 25. 255 B ock 407
109. 253. 132. 99 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 244
77.109.139.27 |Satzerland 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 77.109. 139. 27 B ock 214
105. 102. 25. 255 |A geria 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to / B ock 213
46. 19. 86. 209 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 191
) . . . {Too Many of the Sane Response (ode (404) in Session from
82.102. 141. 221 |l srael 147.237.0. 19 nadi matal .idf.i 82.102. 141. 221 Bl ock 179
) . . . |Too Many of the Sane Response Code (404) in Session from
185.32.177.180 |[Israel 147.237.0. 19 nadi matal .idf.i 185. 32. 177. 180 Bl ock 157
84. 17. 226. 69 RJSIS:;”i o 147.237.77.216|dover.idf.il  |Distributed I1legal Bite Qe Character in Mthod B ock 151
176.12.156. 175 |lsrael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 140
46.19. 86. 133 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 131
104. 216. 126. 162 147.237.77. 216 |dover.idf.il Dstributed I11egal Byte Gde Character in Method B ock 129
109. 253. 134. 38 |[Israel 147.237.0.19 nadi matal .idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 125
84. 17. 226. 69 RJSS::{} o 147.237.77.216|dover.idf.il  [Distributed Unknown HTTP Request Mt hod B ock 121
207.241.226.120|Wited Sates  |147.237. 72. 166 |aka i of il Distributed Lhaut hori zed URL Access on B ock 120
waw aka. i df . i | // mai n/ har edi niwebr esour ce. axd
80. 246.141. 1 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 115
80. 246. 138. 114 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 111
84.17.226.69  [SSian 147.237.77.216|dover.idf.il  [Distributed Abnornally Long Request B ock 110
Federati on
Russi an . . .
84. 17. 226. 69 . 147.237.77. 216 |dover.idf.il D stributed Mal forned URL Bl ock 108
Federation
104. 216. 126. 162 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod B ock 100
104. 216. 126. 162 147.237.77. 216 |dover.idf.il D stributed Abnornal |y Long Request B ock 93
104. 216. 126. 162 147.237.77. 216 |dover.idf.il Dstributed Mal formed URL B ock 83
84. 17. 226. 69 RJSIS:;”i o 147.237.77.216 |dover.idf.il  |Dstributed I11egal Byte Gode Character in Header Nane B ock 77
176.228.43.89 |Israel 147.237.72. 166 |aka. i df .i | Distributed Lhauthori zed UR. Access on B ock 75
wane aka. i df . i | // nai n/ har edi nd webr esour ce. axd
84. 17. 226. 69 RJSIS:;”i o 147.237.77.216 |dover.idf.il  |Dstributed I11egal Bte Gode Character in LR B ock 70
104. 216. 126. 162 147.237.77. 216 |dover.idf.il Dstributed I11egal Byte Gode Character in Header Nane B ock 63
162.248.48.39 |lLhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 62
104. 216. 126. 162 147.237.77. 216 |dover.idf.il DOstributed I11egal Byte Gode Character in LRL B ock 61
46.19. 86. 209 | srael 147.237.0.19 [nadimatal.idf.i|Too Many of the Sane Response Code (404) in Session from46. 19. 86. 209 |B ock 57
149.78.251.11 |lhited Sates 147.237. 72. 156 |anan. i df .i | Mil tipl e Uhaut hori zed URL Access from 149. 78. 251. 11 B ock 56
37.77.55. 87 Iragq 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 55
46.19. 86. 154 | srael 147.237.0.19 [nadimatal.idf.i|Too Many of the Sane Response Code (404) in Session from46. 19. 86. 154 |B ock 54
37.77.55. 87 Irag 147.237.77. 216 |dover.idf.il Mil tiple Abnornal |y Long Request from 37.77.55. 87 B ock 54
80. 246. 138. 26 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 53
84. 17. 226. 69 RJSIS:;”i o 147.237.77.216 |dover.idf.il  |Distributed Abnormal |y Long Header Line B ock 43
84.228.173. 141 |Israel 147.237.72. 166 |aka.idf.il Mil ti pl e Doubl e URL Encodi ng from 84. 228. 173. 141 B ock 41
80. 246. 141. 144 |Israel 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 39
84.17.226.69  |SSian 147.237.77.216 |dover.idf.il  |Distributed Miforned HITP Header Line B ock 38
Feder at i on
84.17.226. 69 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.idf.il Dstributed I11egal Byte Gode Character in Header Val ue B ock 38
46.19. 86. 154 | srael 147.237.77.233|atal .idf.il D stributed Suspi ci ous Response Gode B ock 37
104. 216. 126. 162 147.237.77. 216 |dover.idf.il DO stributed Abnornal |y Long Header Line Bl ock 37
185.23.124.23 |Saudi Arabia 147.237.77. 216 |dover.idf.il Mil tiple Admin B ocking from 185. 23. 124. 23 B ock 36
104. 216. 126. 162 147.237.77. 216 |dover.idf.il DOstributed |11 egal Byte Gode Character in Header Val ue B ock 36
82.102. 141. 201 [l srael 147.237.72. 166 |aka. i df .i | Distributed Lhaut hori zed URL Access on B ock 35
wan aka. i df . i | // nai n/ har edi ni webr esour ce. axd
104. 216. 126. 162 147.237.77. 216 |dover.idf.il Dstributed I11egal HITP \ersi on B ock 34
84.17.226.60  |2SSian 147.237.77.216|dover.idf.il  |Oistributed Il1egal HITP Version B ock 34
Federati on
31.168. 197. 215 |Israel 147.237.72. 166 |aka.i df . i1 Distributed Lhaut hori zed URL Access on B ock 32
waw aka. i df . i | // mai n/ har edi niwebr esour ce. axd
104. 216. 126. 162 147.237.77. 216 |dover.idf.il DO stributed Ml forned HITP Header Line Bl ock 32
37.98.218. 250 |Poland 147.237.77. 216 |dover.idf.il DOstributed |11egal Byte Gode Character in Mt hod B ock 28
185.23.124.23 |Saudi Arabia 147.237.77. 216 |dover.idf.il Dstributed PHP At enpt B ock 27

12-30-2014-00:00:08 to 12-31-2014-00:00:08




