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12-22-2015 to 12-23-2015

|Top Attackers | n DDoS- Def ence |

Attacker Attacker Country ‘Target

‘Site ‘Signature

Address Address

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 89176
66. 249. 64. 145 I srael 147.237.77.74  |lawidt.il o hanashake violation, first packet not |4 o 6522
66. 249. 66. 75 I'sr ael 147.237.72.166  |akaidf.il ZS‘; handshake viol ation, first packet mot |, 3269
66. 249. 78. 146 I srael 147.237.72.166  |aka.idt. il o hanashake violation, first packet not |4 o 564
66. 249. 64. 151 I srael 147.237.77.74 lawidf.il ZS’; handshake violation, first packet mot |, 561
81. 218. 241. 26 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y- TLS-renegoti ation-d i dest - r eset 411
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 267
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 232
64. 145.79. 49 Lhited Sates 147.237.77. 74 lawidf.il SQ.- | nj - Pang- NonUn1 dest - r eset 108
66. 249. 64. 181 I srael 147.237.77.74 lawidf il ;C/]; handshake viol ation, first packet mot |, 28
46. 19. 85. 143 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
66. 249. 64. 238 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 12
185. 3. 146. 123 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page F ood Attack drop 10
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
195. 211. 116. 254 Lkrai ne 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
66. 249. 64. 178 I srael 147. 237.77. 74 lawidf.il ;C,]; handshake viol ation, first packet mot |, 6
146.185.57. 7 | srael 147.237.72. 156 anan.idf.il Bl ock Udp All Nets drop 6
146. 185.57.7 | srael 147.237.77.170 maarachot.idf.il |Bock Udp Al Nets drop 6
79.177.101. 223 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 6
46. 19. 86. 101 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
212.179. 28. 34 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 5
199. 203. 215. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
195. 211. 116. 252 Lkrai ne 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
188. 138. 57. 11 CGer many 147. 237. 76. 202 e halag.idf.il Bl ock_Ulp Al _Nets drop 4
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi .idf.il|Frk_Under Attack Con Htp drop 4
113.128.147. 21 Chi na 147.237. 76. 38 eeneitav.idf.il |Block Wdp All Nets drop 4
82. 166. 85. 150 | srael 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 3
91. 208. 129. 129 I srael 147.237.77. 216 dover.idf.il Block Wdp All Nets drop 3
46. 39. 226. 69 Russi an Federation 147.237.76. 202 e halag.idf.il Bl ock Udp All _Nets drop 3
212.179. 64. 162 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
80. 70. 128. 129 | srael 147.237.77.176 nat pash. i df . i | Bl ock_Ulp Al _Nets drop 3
183. 60. 48. 25 Chi na 147.237.76. 198 e.yohalan.idf.il |JLM Under Attack Con_Tcp drop 2
218.2.22.231 Chi na 147.237. 0. 200 ndu. i df il Frk _Under Attack Con Tcp drop 2
204. 42. 253. 130 Lhited Sates 147. 237.76. 86 navy. i df .i| Block Wdp All Nets drop 2
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 2
188. 138. 57. 11 CGer many 147.237.76. 42 refuah.idf.il Bl ock_Ulp Al _Nets drop 2
61.147.121.137 Chi na 147.237. 76. 38 eeneitav.idf.il |JLM Under Attack Con_Tcp drop 2
88. 247. 163. 65 Tur key 147.237.77. 234 hal ag.i df .il Frk_Under Attack Con_Tcp drop 2
115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Under Attack Con Htp drop 2
66. 249. 78. 2 I srael 147.237.72. 166 aka.idf il ZS’; handshake viol ation, first packet mot |, ) 2
82.213. 16. 130 glcis;ilgéan Territory, 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
58. 221. 42. 91 Chi na 147.237.0. 19 nadi matal .idf.il |Frk Under Attack Con Tcp drop 2
168. 235. 196. 172 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Whder Attack Con Htp drop 2
79.176. 203. 181 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 2
204. 42. 253. 130 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 2
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi .idf.illFrk Purple Gon Limt Htp drop 2
115. 239. 228. 10 Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under Attack Con Htp drop 2
204. 42. 253. 130 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Bock Wp Al Nets drop 2
63. 141. 217. 231 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2




12-22-2015 to 12-23-2015

|Top Attackers In IPS|

Attacker Address |Attacker Qountry ’Target Address |Site Sgnature

45.59. 196. 109 147.237.77. 216 |dover.idf .i | Cl000108: HITP. Trying to |l ocate existing FOkeditor Bl ock 36
45.59. 196. 109 147.237.77.216|dover . i df .i | 0854: HTTP. upl oad* Access Bl ock 12
106. 38. 241. 106 |Chi na 147.237.77. 170 |mmar achot . i df . i | C103: HTTP. User Agent Sogou+web+spi der Bl ock

106. 38. 241. 147 |Chi na 147.237.77. 216 |dover.idf .i | Cl03: HTTP. User Agent Sogou+web+spi der Bl ock

66.249. 64. 238  [Israel 147.237.77.216|dover . i df .i | Cl1000108: HTTP. Trying to |l ocate existing FQkeditor Bl ock
37.26.148.222 |israel 147. 237.77.176 |nat pash. i df . i | it“rlfr?g:) TP Blank User-/Agent (descriptor but no Bt ock 3
123. 126. 113. 154|Chi na 147.237.77. 216 |dover.idf . il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock
52.1.90. 117 Lhited Sates 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock
27.5.160. 123 I ndi a 147.237.77. 216 |dover . i df . i | Q008: HITP. Xenu User Agent B ock

. . . . 16798: HITP. QWU Bash HITP Header Renote Code
185. 63. 188. 120 [Russi an Federation 147.237.76.86 |[navy.idf.il Executi on Wl nerabi li ty Bl ock 2
. . . ; 16798: HITP: G\U Bash HITP Header Renote Code
185. 63. 188. 120 |Russi an Federation 147.237.77. 216 |dover.i df .i | Executi on Wl nerabi | i ty B ock 1
89.187.221.12 |Lebanon 147.237.77. 216 |dover.idf . il 3886: HITP. Qoss Ste Scripting in PCST Request Bl ock 1
81.110.84.149 |United Ki ngdom 147.237.77. 216 |dover. i df .i | C1000106: HTTP. maj estic bot B ock 1
52.1.90.117 Lhited Sates 147.237.72. 156 |anan. i df . i | 13840: TLS. QpenSSL Heartbeat Packet Bl ock 1
www. chamat z. aka. i df

188. 165. 15. 191 |FRance 147.237.77. 226 i 28: HITP. AhrefBot craw er B ock 1
89.187.221.13 |Lebanon 147.237.77.216|dover. i df . i | 3886: HITP. Qross Ste Scripting in PCBT Request B ock 1
66. 249. 79. 79 I srael 147.237.77. 216 |dover.idf .i | Cl000108: HITP. Trying to |l ocate existing FOkeditor Bl ock
138.128. 170. 124|lhited Sates 147.237.77.216|dover.idf .i | Q008: HTTP. Xenu User Agent Bl ock

85. 98. 25. 46 Tur key 147.237.72. 166 |aka. i df . i | 25: HITP. access to admnistrator/index. php -> B ock 1

Quar ant i ne

5.34. 160. 178 ga:lcisgi':éa” Territory, 147 237.77. 216 [dover . i df . i | 12618: HITP. VébQ i ser Ml nerabi | ity Scanner B ock 1
98. 218. 34. 60 Lhited Sates 147.237.72. 166 |aka. i df . i | C1000106: HTTP. naj estic bot Bl ock 1
69.30.213.138 [lnited Sates 147.237.77. 216 |dover.idf . il C1000106: HITP. maj estic bot Bl ock 1
181. 95. 43. 58 Argentina 147.237.77.216|dover . i df .i | Q008: HTTP. Xenu User Agent Bl ock 1
87. 250. 27. 93 Russi an Federat i on 147.237.77. 216 |dover . i df . i | Q008: HITP: Xenu User Agent Bl ock 1
64. 145. 79. 49 Lhited Sates 147.237.77.74 [lawidf.il 3630: HITP. SQ Injection (Bool ean | dentity) Bl ock 1
75.119. 220. 104 |wnited Sates 147.237.77.216|dover . i df .i | 28: HITP.  AhrefBot craw er B ock 1
51.254.97.219 |Wnited Ki ngdom 147.237.76.86 |navy.idf.il C1000106: HITP: maj estic bot Bl ock 1
89.163. 148.58  |Ger many 147.237.77. 216 |dover.idf . il C1000106: HITP. maj estic bot Bl ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover . i df .i | Cl1000108: HTTP. Trying to |l ocate existing FQ<editor Bl ock 1
31.13. 160. 217 g‘ijcis;i':('ja” Territory, 1447, 237.77. 216 |dover . i df . i | 3798: HITP. S Injection (Bool ean | dentity) B ock 1
78.211.217.15 |France 147.237.77.216|dover.idf . il Q008: HTTP. Xenu User Agent Bl ock
51.254.141.5 Lhi ted Ki ngdom 147.237.77.216|dover. i df .i | C1000106: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 75
66.249.65.18  |147.237.77.226|lhited Sates wa chanat z. aka. i df .il [ET SCAN NVAP -sA (2) 56
162. 216. 19. 183 |147. 237. 77. 216 |Wited Sates dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 6
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TGP D stributed Portscan 5
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
89.187.221. 13 |147.237.77. 216 |Lebanon dover.idf.il S Injection - Select From 3
66.249.93.97  [147.237.76.30 [Lhited Sates hi nush. i df .i | ET SCAN NVAP -sA (2) 2
89.187.221.13 (147. 237.77. 216 |Lebanon dover.idf.il GPL WEB_SERVER / et ¢/ passwd 2
59.45.79.117  |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 2
66.249.81.178 [147.237.77.74 [lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
212.179. 46. 189 (147. 237. 72. 166 |1 srael aka.idf.il portscan: TCQP D stributed Portscan 2
2.54.169.221 (147.237.76.86 |[Israel navy. i df .il ET SCAN NVAP -sA (2) 2
66. 249. 78. 153 |147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NMAP -sA (2) 2
182.75.6.126  |147.237.72.166India aka.idf.il ET SCAN NVAP -sS wi ndow 1024 2
86.59. 114. 184 |147.237.77. 176 |Austria nat pash. i df .i Tehila - Perl LWP with fake user agent 2
59.45.79.117 |147.237.77.234|China hal ag.idf.il ET SCAN Potential SSH Scan 2
66.249. 66. 77  [147.237.76.30 [lhited Sates hi nush. i df .i | ET SCAN NVAP -sA (2) 2
66.249. 64. 238 [147.237.77. 216 |lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
208. 80. 155. 223 [147. 237. 76. 200 [Uni ted Sates eitan aka. idf.il Tehila - Perl LWP with fake user agent 2
109. 65. 189. 138 |147. 237. 77. 170 |l srael naar achot . i df.il Er DOS Large anount of TCP ZeroWndow - Possi bl e 2
Nki |l er2 DDos attack
66.249. 64. 186 [147.237.77.74 [lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 81. 239 |147.237.72. 167 [Lhited Sates i shuri maka. i df.i| ET SCAN NVAP -sA (2) 2
182.75.6.126  |147.237.76. 177 |Indi a ncore.idf.il ET SCAN NVAP -sS w ndow 1024 2
80. 246. 130. 90 [147.237.76.30 |[lIsrael hi nush. i df .i | EI' DOS Large amount of TGP ZeroWndow - Possi bl e 2
Nki |l er2 DDos attack
59.45.79.117  [147.237. 76. 197 [Chi na e hinush. i of il ET SCAN Potential SSH Scan 2
212.179. 21. 194 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 2
59.45.79.117 |147.237.8.27 |China e.madimatal .idf.il ET SCAN Potential SSH Scan 2
66.249. 69. 46  [147.237.76.86 [Lhited Sates navy. i df .il ET SCAN NVAP -sA (2) 2
182.75.6.126  |147.237.8.28 |india e.mobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 2
208. 80. 155. 223 [147. 237. 77. 216 |Wnited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 2
82.205. 60. 175 [147.237.77.176 g‘ilcisgii;';an Territory, gt pash. i o i1 ET SCAN NVAP -sA (2) 2
66.249. 64. 209 [147.237.77.233|lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 165 |147.237.77.74 [lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
94.102.48.195 |147.237.77. 243 |Net her | ands nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 2
89.240.74.18 |147.237.76. 176 |uni ted K ngdom test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
208.69.30. 108 [147.237.0.16 [Lhited Sates ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
66.249. 93. 127 [147.237.77.233|lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
182.75.6.126  [147.237.77.227|India e. hanaz. i df . il ET SCAN NVAP -sS w ndow 1024 1
46.19.85.237  |147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
166. 63. 122. 229 [147. 237. 77. 234 |United Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 64. 43. 138 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
81.218.235.10 (147.237.77.216|lsrael dover.idf.il portscan: TGP D stributed Portscan 1
191.33.7.114  |147.237.0.200 |Brazil . i df il ET SCAN NVAP -sS w ndow 3072 1
59.45.79.117 |147.237.76. 202 |Chi na e halagidf.il ET SCAN Potential SSH Scan 1
173. 252. 74. 100 |147.237. 77. 216 |Wited Sates dover.idf.il portscan: TGP D stributed Portscan 1
5.39.222.253  |147.237.76.42 |[Netherlands refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 65. 165. 215 |147. 237. 76. 200 |Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
37.26.147. 174 (147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
147.27.11. 143 |147.237.77. 179 |G eece e.nazi.idf.il ET SCAN NVAP -f -sS 1
94.102. 48. 195 |147. 237. 77. 234 |Net her| ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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At acker

Devi ce

count ry ‘Target Address |Ste Signhature Action ‘Count
Sreanming Engine: TCP Invalid i i ssi
109.67.98.178 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssi on. drop 1761
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.52.163.106 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i1 9 =9 nvalid segnent retransmssi on. drop 1674
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
79. 176. 223. 134 |I srael 147, 237, 76. 200 |ei tan aka i o i1 | SN NG Engine: TCP Inval i d Invalid segnent retransmssi on. drop 864
Ret ransm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 788
reanming BEngine: TCP Invali i i ssi
79.179. 124. 217 |I srael 147. 237.76. 200 [ei tan. aka i of i1 | €AM NG Engine: TGP Invalid - finvalid segnent retransmissi on, drop 696
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.131.122  |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g nval i d segnent retransmssi on. drop 468
Ret r ansm ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
109. 67. 208. 104 |1 srael 147. 237.76. 200 [ei tan aka i of i1 | €AM NG Engine: TGP Invalid —finvalid segnent retransmissi on, drop 447
Ret ransmi ssi on Packet dropped.
155. 247.100. 30 |Lhited Sates [147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 234
78. 144. 65. 190 LK‘?'rfgegom 147.237.77. 216 |dover. i of . i drop First packet isnt SWN drop 171
78. 144. 65. 190 E;Ir:;gom 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 158
78. 144, 65. 190 LK‘?';;gom 147.237.72. 166 |aka.i df .| Bad TCP sequence Invalid ACK nunber alert 152
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 104
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 104
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 95
78. 144. 65. 190 E;Ir:;gom 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber noni t or 73
78. 144, 65. 190 LK‘?'rfgegom 147. 237. 77. 216 |dover. i df . i Bad TCP sequence Invalid ACK nunber alert 72
Sreamng Engine: TCP Invalid i i ssi
212.235.10.19 |Israel 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g nvalid segnent retransmssi on. drop 57
Ret ransm ssi on Packet dropped.
46.19. 85. 91 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 54
reanmn ine: TCP Invali i i ssi
212. 179. 180. 30 |I srael 147, 237, 76. 200 |ei tan aka i o i1 | SN NG Engine: TCP Inval i d nvalid segnent retransmssi on. drop 52
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212.179. 243. 45 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i1 9 =9 nvalid segnent retransmssi on. drop 51
Ret r ansni ssi on Packet dropped.
45.59. 196. 109 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
Sreamng Engine: TCP Invalid i i ssi
66.249.66.39 |Wited Sates |147.237.77. 234 |hal ag.idf. il 9 =9 nval i d segnent retransmssi on. drop 48
Ret r ansm ssi on Packet dropped.
81.218.241.26 |Israel 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 44
109. 64.1. 13 I srael 147.237.72. 167 |i shuri maka.i df .i|dr op First packet isn't SN drop 42
Sreaming Engine: TGP Invalid i i ssi
79. 183, 129. 123 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i1 9 =9 Invalid segnent retransmssi on. drop 36
Ret r ansni ssi on Packet dropped.
46.19.86.204 |Israel 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Inval i d ACK nunber noni t or 35
Sreamng Engine: TCP Invalid i i ssi
66.249.75.201 |Wited Sates |147.237.76.86 |navy.idt.il 9 =9 nval i d segnent retransmssi on. drop 34
Ret r ansm ssi on Packet dropped.
194.56. 215. 66 |l srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber alert 33
194.56. 215.66 |l srael 147.237.72. 167 [ishurimaka i df.i [Bad TCP sequence Invalid ACK nunber noni t or 33
66.249.93.123 [Lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 32
46. 19. 85. 191 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 31
Sreamng Engine: TCP Invalid i i ssi
193. 43. 245, 250 |I srael 147.237.77. 234 |nal ag.i of .11 9 =g Invalid segnent retransmssi on. drop 30
Ret r ansm ssi on Packet dropped.
66.249.81.212 |Uhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 29
89. 138. 176. 235 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
208.115.113.89 [Lhited Sates |147.237.72.166 |aka.idf.il drop SAMrul e drop 28
64.41.200.101 |Uhited Sates |147.237.77.61 |e.cogat.idf.il |Geo-| ocati on enfor cenent Geo- | ocati on inbound enf orcenent |drop 28
81.218.241.26 |Israel 147.237.72. 166 |aka.i df i drop First packet isn't SN drop 27
66. 249. 78. 254 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 26
46.19. 85. 97 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 26
212.179. 218. 43 |l srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 26
80. 246. 130. 90 |l srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 25
46. 19. 85. 150 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 25
46.19.85.181 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid ACK nunber noni t or 25
46.19.85.226  |Israel 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 25
66.249.81.218 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 24
72.9.148. 10 Lhited Sates |147.237.77.74 [lawidf.il drop First packet isn't SN drop 24
72.9.148.10 Lhited Sates |147.237.77.176 |natpash.idf.il dr op First packet isn't SN drop 24
46.19.85.171 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 24
46.19.85.244 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid ACK nunber noni t or 23
46. 19. 85. 64 I 'srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 23
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Attacker Address
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‘ Target Address |Site

dgnature

Devi ce

‘Count

Country Action
176.13.15.142 [l srael 147.237.0.19 |nadimatal .idf.il 1(7’2 hg.'ylglzge Sane Response (de (404) in Session from B ock 567
176.13.15. 142  |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 228
176. 12. 140. 145 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 216
185. 32.179. 162 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 215
176. 12. 140. 145 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 199
2.52.163. 106 I srael 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Same Response Code (404) B ock 192
2.52.13.238 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 188
176.13.23. 11 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 169
2.52.47.119 I srael 147.237.0.19 |nadi matal .idf.il gogzhﬁr;y 1°1f9the Sane Response (ode (404) in Session from Bl ock 159
185.32.179. 162 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 146
109. 253. 129. 220l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Gode B ock 139
79.176.223. 134 |lsrael 147.237.76.200|ei tan. aka. i df . i| [Dstributed Too Many of the Sanme Response Code (404) B ock 134
46. 19. 85. 103 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 132
176.13.17. 33 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 131
79.179. 124. 217 |l srael 147.237.76.200|ei tan. aka. i df . i| [Dstributed Too Many of the Sanme Response Code (404) B ock 129
46.210.145.41 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 128
176.13.23. 11 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 128
2.52.13.238 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 120
109. 67.98.178 |lIsrael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 116
84.108. 48. 76 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
2.52.47.119 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
2.52.13.238 I srael 147.237.0.19 |nadimatal .idf.il ;ngl\ﬁgy 2°3f8the Sane Response (bde (403) in Session from B ock 106
37.26.146.253 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 104
46.117.197. 1 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 100
46.117.197.1 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 99
81.218.251. 252 |Israel 147.237.76. 200 [ei tan. aka. i df .1 |90 o, 115 S Fesponse Cde (404) Tn Session from Bl ock 97
84.108. 48. 76 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 94
109. 253. 135. 201 i srael 147.237. 76. 200 |ei tan. aka. i df i | [Jog "ery O the S Fesponse Code (404) in Session from Bl ock 90
212.179.180. 30 |Israel 147.237.76.200 |ei tan. aka. i df . i | ;‘igl\f;rg fz;o.tgg Sane Response (ode (404) in Session from Bl ock 88
93.172.96.230 |Israel 147.237. 76. 200 |ei tan. aka. i df i | [go° b O 1 he Same Fesponse Code (404) in Session from Bl ock 87
37.26.146.253 |lIsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 84
176.13.22. 108 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 80
109. 253. 129. 2201 srael 147.237.0.19 |nadi matal .idf.il Igg.'\;;”g' ffzgt. geZOSama Response Cbde (404) in Session from Bl ock 79
2.54.37.183 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 78
37.26.148.223 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 74
176.13.15.142 [l srael 147.237.0.19 |nadimatal .idf.il 1(7’2 hg.'ylglzge Sane Response (bde (403) in Session from B ock 72
84.94.22. 199 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 69
176.12.151.52 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 68
46.19. 85. 214 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 67
2.54.46.52 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 65
176.13.23. 11 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (403) B ock 61
82.80.192.100 |l srael 147.237.72.167 i shuri maka. i df . i ;g?gl\(fnf'gzolflége Sane Response (ode (404) in Session from Bl ock 56
5.29.54. 213 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 53
2.52.44.0 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 49
176.13. 4. 50 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 49
46.19.85. 11 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 47
132.74.210. 146 |l srael 147.237.76. 200 |ei tan. aka. i df . i | Igghﬁnyzfé tlzz Sane Response (pde (404) in Session from B ock 46
176.13. 4. 178 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 45
109. 67. 208. 104 |l srael 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Same Response Code (404) B ock 45
176.13.23.2 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 42
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