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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker

Target

Address

Sum(Packet_Count

Country

‘IP_Map.site ‘Name

)

88. 95. 57. 26 Nor way 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 31546
212.150.112. 130 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di drop 363
2.54.130. 126 | srael 147.237.0.19 nadimatal .idf.il |Anonal y-TLS renegotiation-di dest - r eset 130
192. 114. 2. 36 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiation-Qi drop 94
213.57.198. 27 | srael 147.237.72. 156 anan.idf.il Anonal y-SSL-renegotiation-di drop 81
37.26. 147. 254 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 80
46.19. 86. 215 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 72
2.54.46. 215 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 69
82.102. 141. 208 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 67
82.102. 141. 214 | srael 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 65
82. 80. 79. 50 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di drop 63
82.102. 141. 200 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 30
66. 249. 78. 197 Lhited Sates 147.237.77.176  |natpash.idf.il :S: Zi':]dShake vioation, first packet |, ) 27
82.102. 141. 193 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 26
193. 109. 199. 151 Uni ted Ki ngdom 147.237.77.216 dover.idf.il B ock |p Wb In drop 17
82.102. 141. 206 | srael 147.237.72. 167 ishurimaka.idf.il |Invalid TCP H ags drop 16
197. 8. 100. 62 Tuni si a 147.237.77. 216 dover.idf.il UDS- GET-Lim t drop 13
82.102. 141. 201 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 12
82.102. 141. 214 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 11
82.102. 141. 200 | srael 147.237.72. 167 ishurimaka.idf.il |Invalid TQP H ags drop 11
82.102. 141. 208 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 9
82.102. 141. 248 | srael 147.237.0.19 nadi matal .idf.il |Invalid TCP H ags drop 9
82.102. 141. 217 | srael 147.237.72. 167 ishurimaka. idf.il |Invalid TGP H ags drop 9
82.102. 141. 193 | srael 147.237.77. 233 atal.idf.il Invalid TGP H ags drop 9
82.102. 141. 217 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 9
82.102. 141. 199 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 9
82.102. 141. 217 | srael 147.237.72. 166 aka.idf.il Invalid TP H ags drop 9
197. 8. 180. 19 Tuni si a 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- dun dest - r eset 8
82.102. 141. 249 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 8
82.102. 141. 193 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 8
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 8
81.218.183. 91 | srael 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 7
125. 64. 35. 67 Chi na 147. 237.76. 86 navy. i df .i | TGP Scan (vertical) drop 7
82.102. 141. 248 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 7
82.102. 141. 200 | srael 147.237.77. 216 dover.idf.il Inval id TGP H ags drop 7
195. 200. 205. 79 | srael 147.237.72. 166 aka.idf.il Anonal y- | P-bad-frag-bits drop 7
82.102. 141. 202 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 7
188. 15. 230. 90 Italy 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 6
62. 210. 244. 74 France 147. 237. 76. 39 nobi | e.neitav.idf.i|B ock Wdp All Nets drop 6
82.102. 141. 201 | srael 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 6
82.102. 141. 255 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 6
82.102. 141. 213 | srael 147.237.77. 243 nobi le.idf.il Invalid TGP H ags drop 6
125. 64. 35. 68 Chi na 147.237. 76. 86 navy.idf.il TP Scan (vertical) drop 6
82.102. 141. 213 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 6
82.102. 141. 255 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 5
82.102. 141. 218 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 5
82.102. 141. 251 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 5
82.102. 141. 215 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 5
94. 176. 148. 28 Romani a 147.237.77. 74 lawidf.il Invalid TGP H ags drop 4
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

get Address

66. 249. 78. 96 Lhited Sates 147.237.77.74 |lawidf.il Cl000157; HTTP. Access to GetFil e. aspx B ock 101
66. 249. 78. 15 Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx B ock 96
66. 249. 78. 22 Lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx B ock 90
120. 24. 64. 253  |Chi na 147.237.77. 176 |nat pash. i df . i | Cl000108: HITP: Trying to | ocate existing FCKedi t or B ock 89
66. 249. 78. 89 Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 87
66. 249. 78. 29 Lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFil e. aspx B ock 82
66. 249. 78. 82 Lhited Sates 147.237.77.74 |lawidf.il Cl000157; HTTP. Access to GetFil e. aspx B ock 49
27.153.204. 157 |Chi na 147.237.72. 166 |aka.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 35
5. 43, 210. 235 g‘ilcisgi':('ja” Tertitory, {147 237.77. 216 |dover. i of . i1 @O1: HITP. Access to - adnin.asp B ock 32
62.90. 243. 139 |lsrael 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFil e. aspx B ock 27
85. 250. 53. 200 | srael 147.237.72. 166 |aka.idf.il 1090;: HITP. |IS .asp Source Gode Read Pernit 24
79.180.104.23 |lIsrael 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx B ock 24
68. 180. 228. 118 |lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFil e. aspx B ock 18
77.125.92. 58 | srael 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 17
212.179.61. 126 |lsrael 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 16
62.219.113. 188 |lsrael 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFil e. aspx B ock 14
188. 165. 15.84 |Fance 147.237.77.74 |lawidf.il Cl000157; HTTP. Access to GetFil e. aspx B ock 14
87.68. 86. 237 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i | |B ock_Level 70 100 B ock 12
192. 115. 177. 202|l srael 147.237.77. 216 [dover.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 12
192. 115. 177. 203l srael 147.237.77. 216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 12
66.249. 78.118 |Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 12
66.249.78.125 |lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFil e. aspx B ock 10
82. 80. 168. 133 | srael 147.237.77.74 |lawidf.il Cl000157; HTTP. Access to GetFil e. aspx B ock 10
66.249. 64. 135 |lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx B ock 10
188. 165. 15. 181 |[Fance 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx B ock 9
95. 86. 114. 84 | srael 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 9
188. 165. 15. 98 |Fance 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 9
66.249.78.111 |lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFil e. aspx B ock 9
85. 65. 86. 93 | srael 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx B ock 9
188. 165. 15.87 |Fance 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 9
77.125.86.159 |lsrael 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx B ock 9
192.118. 11. 124 |lsrael 147.237.76. 31 |[nakchal .idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 8
188. 165. 15. 26  |Fance 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 8
188. 165. 15. 160 |Fance 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFil e. aspx B ock 8
82.102.172. 158 |Israel 147.237.72. 166 |aka.idf.il C1000004: HTTP:. options nmethod (M crosoft) B ock 8
66.249. 64. 131 |lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx B ock 8
93.39.151.180 |ltaly 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx B ock 8
109. 64. 204. 74 | srael 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 7
188. 165. 15. 97 |Fance 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 7
188. 165. 15. 240 |Fance 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFil e. aspx B ock 7
46.19. 85. 200 | srael 147.237.77.74 |lawidf.il Cl000157; HTTP. Access to GetFil e. aspx B ock 7
207. 232. 36. 85 | srael 147.237.77.74 |lawidf.il C1000004: HTTP:. options nethod (M crosoft) B ock 7
79.178. 151. 39 | srael 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx B ock 7
207.46.13.108 |Whited Sates 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 6
81.218. 251. 249 |lsrael 147.237.77. 170 |naarachot . i df . i | C1000004: HTTP:. options nethod (M crosoft) B ock 6
s 17056: TLS nSS | nval i d Session Ticket Denial-of-Service .

213.57.63. 30 | srael 147.237.77. 216 |dover.idf.il Al ner abi | i t)?J(eO\LY enabl e under DoS att ack) Pernit 6
37.26.147.201 |lsrael 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx B ock 6
87.68. 63. 163 | srael 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx B ock 5
84.228. 144. 206 |l srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 5
66.240. 192. 138 |Lhited Sates 147.237.77.235|sviva.idf.il Bl ock_Level 70 100 B ock 5
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name

80. 74. 98. 102 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound

195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LVP wth fake user agent

46.19. 85. 228 | srael 147.237.72. 167 ishurimaka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt

46. 19. 86. 63 | srael 147.237.77. 216 dover.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt

213. 151. 47. 159 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound

5. 43. 210. 235 Pal estinian Territory, Qccupi ed 147.237.77. 216 dover.idf.il Admin | ogin page scan - Havij

5. 39. 219. 26 Net her | ands 147.237.77.216 dover.idf.il Tehila - Perl LVWP wth fake user agent

85. 250. 188. 63 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan

80. 230. 4. 232 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012

37.142. 152. 219 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 8
5. 43. 210. 235 Pal estinian Territory, Gcupi ed 147.237.77.216 |dover.idf.il SERVER WEBAPP admi nl ogi n access 7
82. 80. 198. 164 | srael 147.237.72. 166 aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 7
5. 43. 210. 235 Pal estinian Territory, Qcupied 147.237.77.216 |dover.idf.il SERVER- WEBAPP adnmi n. php access 7
107. 167. 110. 60 Lhited Sates 147.237.72. 166 aka.idf.il Tehila - Perl LV wth fake user agent 5
176. 228. 182. 148 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 4
77.127.68. 101 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 4
94, 159. 217. 230 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 4
202. 77.120. 66 | ndonesi a 147.237.0.19 nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 4
202. 77. 120. 66 | ndonesi a 147.237.76. 198 e. yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 4
82. 205. 18. 196 Pal estinian Territory, Qcupied 147.237.77.176 nat pash. i df .i | ET SCAN NVAP -sA (2) 3
5.43. 210. 235 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il SERVER WEBAPP | ogi n. ht m access 3
212. 68. 144. 42 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 3
202.77.120. 66 | ndonesi a 147.237.0. 15 kosher-kravi.idf.il |ET SCAN Potential WNC Scan 5900- 5920 3
46.19. 86. 210 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
212.38.181.116 Uni ted Ki ngdom 147.237.76. 30 hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 2
188. 120. 152. 136 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
213. 151. 39. 216 | srael 147.237. 72. 166 aka.idf.il portscan: TCP D stributed Portscan 2
79.182. 105. 88 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
202.77.120. 66 | ndonesi a 147.237.76. 147  |chinuch. aka.i df.i | ET SCAN Potential VNC Scan 5900- 5920 2
85. 64. 42. 247 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
213.57.198. 27 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_ RULES DCS attack 01/2012 2
176. 228. 152. 22 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
66. 249. 93. 211 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
5. 29. 240. 170 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
121.141. 225. 10 Korea, Republic of 147.237.0. 34 tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
213.57. 37. 87 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
79. 180. 196. 89 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_ RULES DCS attack 01/2012 2
109. 65. 170. 31 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
74. 208. 155. 85 Lhited Sates 147.237.77. 235 svivaidf.il ET SCAN Potential SSH Scan 2
61. 174.50. 251 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 2
202.77.120. 66 | ndonesi a 147.237.76. 38 eeneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
80. 246. 137. 219 | srael 147.237.72. 167 ishurimaka.idf.il ET DOS SSL Bonb DoS Attenpt 2
74. 208. 155. 85 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
79.178. 164. 36 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
5.29.16.72 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
202. 77. 120. 66 | ndonesi a 147.237.76. 30 hi nush. i df .il ET SCAN Potential VNC Scan 5900- 5920 2
109. 64. 166. 132 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
46. 120. 107. 35 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
79.177.195. 208 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_ RULES DCS attack 01/2012 2
74. 208. 155. 85 Lhited Sates 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Action ‘Oount
88. 95. 57. 26 Nor way 147.237.77. 216 |dover.idf.il SAMrul e drop drop 10935
68. 180. 228. 242 |lLhited Sates 147.237.72.14 |dover.idf.il (ol d) drop drop 934
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il drop drop 904
93.172.52. 44 | srael 147.237.72. 166 |aka.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 584
88. 95. 57. 26 Nor way 147.237.77. 216 |dover.idf.il drop drop 462
41. 33. 232. 65 Egypt 147.237.77. 216 [dover.idf.il drop drop 437
68.180. 228. 118 |Lhited Sates 147.237.77.74 |lawidf.il SAMrul e drop drop 312
95. 86. 112. 233 | srael 147.237.72.14 |dover.idf.il (ol d) drop drop 297
212.179. 140. 133|l srael 147.237.76.31 |nakchal .idf.il SAMrul e drop drop 180
84.41.108.220 |Jovenia 147.237.72.14 |dover.idf.il (ol d) drop drop 179
68. 180. 228.242 |lLhited Sates 147.237.72.14 |dover.idf.il (ol d)|l nvalid ACK nunber Bad TCP sequence 142
68. 180. 228. 242 |lhited Sates 147.237.72.14 |dover.idf.il (ol d)|l nvalid ACK nunber Bad TCP sequence noni t or 141
66. 249. 78. 82 Lhited Sates 147.237.77.74 |lawidf.il SAMrul e drop drop 126
213.151.42. 231 |lsrael 147.237.72.14 |dover.idf.il (ol d) drop drop 113
197. 8. 100. 62 Tuni si a 147.237.77. 216 |dover.idf.il drop drop 106
84.95.211. 33 | srael 147.237.72. 166 |aka.idf.il drop drop 103
188. 165. 15. 187 |FHance 147.237.77.74 |lawidf.il SAMrul e drop drop 102
192.114. 180. 34 |lsrael 147.237.72. 167 |i shurimaka.idf.i|lnval i d sequence nunber Bad TCP sequence noni t or 97
66.249.78.109 |lWhited Sates 147.237.72.14 |dover.idf.il (ol d) drop drop 94
66.249. 78.102 |Lhited Sates 147.237.72.14 |dover.idf.il (ol d) drop drop 94
66.249.78.116 |lhited Sates 147.237.72. 14 |dover.idf.il (ol d) drop drop 92
77.75.77. 17 Czech Republic 147.237.72.14 |dover.idf.il (ol d) drop drop 84
192. 115. 248. 2 | srael 147.237. 72. 156 |anan. i df .i | Inval i d sequence nunber Bad TCP sequence noni t or 84
197. 8. 100. 62 Tuni si a 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 66
157.55.39.211 |lhited Sates 147.237.72.14 |dover.idf.il (ol d) drop drop 63
80. 215. 160. 85 |Fance 147.237.72. 166 |aka.idf.il drop drop 63
74.81. 89. 139 Lhited Sates 147.237.72. 14 |dover.idf.il (ol d) drop drop 60
62.90.159. 249 | srael 147.237.72. 167 |i shuri maka. i o . ||V 1 d Segment retransmssi on. Streaning Bngine: TP Invalid o o) 59
Packet dropped. Ret r ansn ssi on
192.114.87.2 | srael 147.237.72. 167 |i shurimaka.idf.i |l nval i d sequence nunber Bad TCP sequence noni t or 57
81.218. 77. 163 | srael 147.237.77. 216 |dover.idf.il drop drop 56
66.249.78.159 |lited Sates 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. Streamng Engine: TP Invalid 1, 56
Packet dropped. Ret r ansni ssi on
208. 93. 0. 48 Lhited Sates 147.237.72.14 |dover.idf.il (ol d) drop drop 55
66.249.78.159 |lnited Sates 147.237.77. 216 |dover. i df . i Invalid segnent retransnission. Streaning Engi ne: TGP Inval i d 55
Packet dropped. Ret r ansni ssi on
212.179. 140. 133|lI srael 147.237.72. 166 |aka.idf.il SAMrul e drop drop 54
212, 179. 140. 133|l srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 54
213. 244. 82. 139 g‘ilcisgi':('ja” Tertitory, 1447 237.77. 176 |nat pash. i o . i1 drop drop 52
194.90. 105.94 |l srael 147.237.72.14 |dover.idf.il (ol d) dr op drop 52
192. 114.87.2 | srael 147.237.72. 166 |aka.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 51
192.114.180. 34 |lsrael 147.237.72. 167 |i shurimaka.idf.i|lnval i d sequence nunber Bad TCP sequence 51
109. 65. 106. 193 |l srael 147.237.72. 166 |aka.i df .i | Inval i d sequence nunier Bad TCP sequence noni t or 49
46.116. 139. 166 |l srael 147.237.72.14 |dover.idf.il (ol d) drop drop 49
81.218. 183. 91 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 48
157.55.39. 1 Lhited Sates 147.237.72.14 |dover.idf.il (ol d) dr op drop 48
109. 65. 106. 193 |l srael 147.237.72. 166 |aka.idf.il Inval i d sequence nunber Bad TCP sequence 47
188. 143. 232. 111|Russi an Federation 147.237.72.14 |dover.idf.il (ol d) drop drop 47
62.219. 111. 152 |Israel 147.237.72. 167 |i shuri maka. i o . | V& 1 d Segnent retransnissi on. Streaning Bngine: TP Invalid o o) 43
Packet dropped. Ret r ansni ssi on
198. 204. 249. 34 |Lhited Sates 147.237.72. 166 |aka.idf .i | dr op drop 42
157. 55. 39. 95 Lhited Sates 147.237.72.14 |dover.idf.il (ol d) drop drop 42
23.236.125.249 |lhited Sates 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 41
197.8.196.178 |Tunisia 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 40
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Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Acti on ‘Count
197. 8. 100. 62 Tuni si a 147.237.77. 216 |dover.idf.il D stributed Uaut hori zed URL Access on 147.237.77.216// Bl ock 2658
2.54.32. 19 I srael 147.237.0.19  [nadi matal it i12°0 ‘o 1‘3 the Same Response Code (404) in Session from B ock 661
46. 19. 86. 64 | srael 147.237.0.19 |nadimatal .idf D stributed Too Many of the Sane Response Code (404) B ock 521
2.54.130. 126 | srael 147.237.0.19 |nadimatal.idf D stributed Too Many of the Sane Response Code (404) B ock 346
38.111.147.84 |lhited Sates 147.237.77.74 |lawidf.il Mil tiple Whaut horized URL Access from 38. 111. 147. 84 B ock 322
46.19. 86. 150 | srael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 314
37.26.146. 144 |lsrael 147.237.0.19 |nadimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 298
5. 43. 210. 235 z'cf;i'géa” Territory, 1147 237.77. 216 |dover. i of . il Ml tipl e Unaut horized URL Access from 5.43.210. 235 B ock 272
176.12. 137. 162 |l srael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 210
109. 253. 135. 227l srael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 155
207.241.226. 64 |United Sates 147. 237, 72. 166 |aka. i df i Distributed Lhaut hori zed LRL Access on Bl ock 148
wan aka. i df . i | // mai n/ har edi i webr esour ce. axd
176. 12. 143. 237 |l srael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 134
38.111.147.84 |lhited Sates 147.237.77. 176 |nat pash.idf . i | Mil tiple Whaut horized URL Access from 38. 111. 147. 84 B ock 130
176.12.145.32 |Israel 147.237.0.19  |nadi matal .icf.i1| 00 MY of the Same Response Code (404) in Session from B ock 119
176. 12. 145. 32
176.12.150. 119 |lsrael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Sane Response Code (404) B ock 111
5. 43, 210. 235 g‘ijcis;i':('ja” Tertitory, 1147 237.77. 216 |dover. i o . i1 Mil tiple Admin B ocking from 5. 43, 210. 235 B ock 104
5.43.210.235 |destinanTerritory, 1,7 537 77 216|dover.idf il PHP At enpt Bl ock 98
Qccupi ed
176. 12. 138. 30 | srael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Same Response Code (404) B ock 97
88. 95. 57. 26 Nor way 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 91
. . . D stributed Unaut hori zed URL Access on
66. 249. 79. 73 Lhited Sates 147.237.72. 166 |aka. i df . il 147. 237. 72. 166/ / edi nd yoran/ enl ar ge. asp B ock 79
s D stributed Unauthori zed URL Access on
95. 86. 82. 47 I srael 147.237.72. 166 |aka.idf .il v akaL i df i 1// mai v/ har edi i webr esour ce. axd Bl ock 78
. . . ., |Too Many of the Same Response Code (404) in Session from
80. 246. 136. 220 |l srael 147.237.0.19 |madimatal.idf.il 80. 246. 136. 220 B ock 70
66. 249. 78. 95 Lhited Sates 147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 95 B ock 70
66.249. 78.109 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 109 B ock 65
} . . D stributed Unaut hori zed URL Access on
66. 249. 79. 81 Lhited Sates 147.237.72. 166 |aka.idf.il 147. 237. 72. 166/ / edi i yonan/ enl ar ge. asp Bl ock 65
176.12.144.119 |lsrael 147.237.0.19 |madimatal.idf.il|D stributed Too Many of the Sane Response Code (404) B ock 63
88. 95. 57. 26 Nor way 147.237.77. 216 |dover.idf.il Post Request - Mssing Gontent Type from 88. 95. 57. 26 B ock 63
) . .« ., |Too Many of the Same Response Code (404) in Session from
109. 253. 146. 155|I srael 147.237.0. 19 nadi matal .idf.il 109. 253, 146. 155 Bl ock 62
95.86.119. 149 | srael 147. 237, 72. 166 |aka. i df i Distributed Lhaut hori zed LRL Access on Bl ock 62
wan aka. i df . i | // mai n/ har edi i webr esour ce. axd
176.12.144.17  |israel 147.237.0.19  |nadimatal .idf.i1|100 M of the Same Response Cbde (404) in Session from B ock 60
176.12.144. 17
: s D stributed Uhaut hori zed LRL Access on
66. 249. 79. 65 Lhited Sates 147.237.72. 166 |aka. i df . il 147. 237. 72. 166/ | edi nd yoran/ enl ar ge. asp B ock 60
66. 249. 78. 102 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 102 B ock 59
176. 12. 148. 75 I srael 147.237.0.19 nadi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 50
95.86.60.133 I srael 147. 237.72. 166 |aka. i df . i | Distributed thaut hori zed URL Access on B ock 44
wwyv aka. i df . i |// mai n/ har edi nd webr esour ce. axd
176.12.142. 174 |lsrael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Sane Response Code (404) B ock 40
213.151. 32. 163 |Israel 147.237. 72. 166 |aka. i df .| Distributed thauthori zed URL Access on B ock 39
waw aka. i df . i1 //nai n/ har edi miwebr esour ce. axd
213.151.43.4  |israel 147. 237, 72. 166 |aka. i df i Distributed Lhaut hori zed LRL Access on Bl ock 36
wan aka. i df . i | // mai n/ har edi i webr esour ce. axd
: C e D stributed Unauthori zed URL Access on
198. 24. 146. 194 |lnited Sates 147.237.76.86 |navy.idf.il navy. i df . i 11/ 994- 8613- hel navy. aspx. aspx Bl ock 36
81.218.68.234 |l srael 147.237.72. 166 |aka i df i Distributed Lhaut hori zed LRL Access on Bl ock 35
wan aka. i df . i | // mai n/ har edi i webr esour ce. axd
S D stributed Unauthori zed URL Access on
93.173.7.27 I srael 147.237.72. 166 |aka.idf.il v aka. i df i 1// mai v/ har edi i webr esour ce. axd Bl ock 33
212, 150. 112. 130|I sr ael 147.237.72. 166 |aka i df i Distributed Lhaut horized LR Access on Bl ock 30
wan aka. i df . il // nai n/ rabanut / webr esour ce. axd
82.102. 141. 248 |l srael 147.237.0.19 |nadimatal.idf.il|D stributed Too Many of the Sanme Response Code (404) B ock 30
212.143.99.62 |Israel 147.237. 72. 166 |aka. i df .| Distributed Whauthorized LR Access on B ock 28
vy aka. i df . i | // mai n/ rabanut / webr esour ce. axd
77.125.7. 20 I srael 147.237.72. 166 |aka. i df .i | Distributed Lhauthorized URL Access on B ock 25
wan aka. i df.il//nmai n/ rabanut/webr esour ce. axd
81.218.48.37  |Israel 147.237. 72. 166 |aka. i df .| Distributed Whauthorized LR Access on B ock 24
vy aka. i df . i | // mai n/ rabanut / webr esour ce. axd
132.70.66.10  |Israel 147.237.72. 166 |aka. i df .| Distributed Lhauthorized URL Access on B ock 24
wan aka. i df . i | // mai n/ har edi i webr esour ce. axd
. . . . .|Too Many of the Sane Response Code (404) in Session from
85. 250. 125. 120 |l srael 147.237.72. 167 |i shurimaka.i df . i 85. 250. 125. 120 Bl ock 23
46.117.57. 33 | srael 147.237.72. 166 |aka.idf.il D stributed Uhaut hori zed URL Access on waw aka. i df.il//val tam B ock 22
188. 143. 232. 111|Russi an Federation 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 188. 143. 232. 111 Bl ock 22
74.6.254.141  |Uited Sates 147.237.0.34  |tikshuv.icf.i |authorized LR Access to . Bl ock 21
v ti kshuv. i df.il/tenpl ates/ general /. vj cxuyusv8e
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