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Attacker

Attacker
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Sum(Packet_Count

‘IP_Map.site ‘Name

Address Country Address Action )
192. 249. 64. 102 Lhited Sates 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 8168
146. 185. 58. 66 I srael 147.237.77.216  |dover.idf.il Ig: Zi‘/ﬂdShake violation, first packet . 3078
212.179. 87. 185 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 2627
212.143. 110. 33 I srael 147.237.77.216  |dover.idf.il Ig: Zi‘/ﬂdShake vidation, first packet |, 2576
109. 64. 15. 58 I srael 147.237.77.216  |dover.idf.il :Stj Zi?]dShake vioation, first packet g 433
66. 249. 93, 224 Wited Sates 147.237.72.166  |akaidf.il Ig: Zi‘/ﬂdShake vidation, first packet |, 269
176. 12. 144. 97 | srael 147.237.0. 19 nadi matal .idf.il|Anonal y-TLS renegotiation-di dest - r eset 268
95. 86. 78. 47 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-SS.-renegoti ati on-Q i drop 115
85. 64. 76. 140 | srael 147.237.72. 156 anan.idf.il Anonal y- SSL-renegoti ation-d i dr op 99
82.102. 141. 201 | srael 147.237. 76. 42 refuah.idf.il Invalid TGP H ags drop 97
17.78.132.119 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i drop 75
46.19. 85. 111 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 71
68. 180. 228. 242 Wited Sates 147.237.72.14  |dover.idf.il (ol d) :Stj Zirr‘]dsr‘ake vioation, first packet g 47
82.102. 141. 204 | srael 147.237. 76. 42 refuah.idf.il Invalid TGP H ags drop 42
82.102. 141. 255 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 33
82.102. 141. 199 | srael 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 33
82.102. 141. 208 | srael 147.237.72. 167 ishurimaka.idf.i|lnvalid TGP H ags drop 21
82.102. 141. 248 | srael 147.237.0. 19 nadi matal .idf.il|lnvalid TGP Hags drop 21
82.102. 141. 217 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags dr op 19
82.102. 141. 195 | srael 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 15
79.177.126. 56 | srael 147.237.72. 167 ishurimaka.idf.i|B ock Udp All Nets drop 13
147. 236. 50. 28 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 11
193. 109. 199. 166 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il B ock_Ip V¢b In drop 11
82. 145. 216. 14 Eur ope 147.237.76. 42 refuah.idf.il B ock_Ip V¢b_In drop 10
82.102. 141. 198 | srael 147.237.72. 166 aka. idf.il Invalid TGP H ags dr op 10
82.102. 141. 220 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 10
82.102. 141. 201 | srael 147.237.77. 216 dover.idf.il Invalid TP H ags drop 10
82.102. 141. 200 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 9
79.177.126. 56 | srael 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 8
79.177.126. 56 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 8
82.102. 141. 205 | srael 147.237.72. 166 aka. idf.il Invalid TGP H ags dr op 8
82.102. 141. 210 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 7
82.102. 141. 196 | srael 147.237.72. 167 i shurimaka.idf.i|lnvalid TGP H ags drop 7
82.102. 141. 205 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 7
82.102. 141. 222 | srael 147. 237.76. 42 refuah.idf.il Invalid TGP H ags drop 7
85. 64. 210. 250 I'srael 147.237.77.216  dover icf.il [IF :";rr‘]dShake vioation, first packet g 6
81.218. 125. 142 I srael 147.237.77.216  |dover.idf.il E ZilildShake violation, first packet g 6
82.102. 141. 249 | srael 147.237.0. 19 nadi matal .idf.il|lnvalid TGP Hags drop 6
82.102. 141. 214 | srael 147.237.72. 166 aka. idf.il Invalid TGP H ags dr op 6
82.102.141. 211 | srael 147.237.72. 166 aka idf.il Invalid TGP H ags drop 6
94.188. 248. 70 | srael 147.237.72. 167 i shurimaka.idf.i|lnvalid TGP H ags drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 6
82.102. 141. 215 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 6
82.145.211. 172 Eur ope 147.237.76. 42 refuah.idf.il B ock_Ip V¢b_In drop 6
82.102. 141. 208 | srael 147.237.72. 166 aka. idf.il Invalid TGP H ags dr op 6
82. 145. 217. 245 Eur ope 147.237.76. 42 refuah.idf.il B ock Ip Véb In drop 5
82.102. 141. 220 | srael 147.237.77. 216 dover.idf.il Invalid TP H ags drop 5
58.0.138. 127 Japan 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 5
82.102. 141. 220 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 4
82. 10. 254. 99 Uni ted Ki ngdom 147.237.76. 196 e.sviva.idf.il B ock_UWp Al _Nets drop 4
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

157. 55. 39. 92 Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 89
207.46.13.108 |lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 87
207.46. 13. 36 Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 84
66.249. 69.187 |Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 78
66.249. 75. 115 |Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 75
66.249. 75. 147 |lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 63
207. 46. 13. 29 Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 57
94, 159. 169. 189 |Israel 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 53
93.173. 169. 193 |l srael 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 24
109. 64. 22. 111 | srael 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 20
66. 249. 78. 22 Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 19
66. 249. 78. 15 Lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 16
62.219. 149. 17 | srael 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 15
66. 249. 78. 89 Lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 14
66. 249. 78. 29 Lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 13
213.57.167. 152 |lsrael 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 12
192. 115. 248. 2 | srael 147.237.72. 166 |aka.idf .il C1000004: HITP. options nethod (M crosoft) Bl ock 12
188.165.15. 79  |Fance 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 11
66. 249. 78. 96 Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 11
66. 249. 78. 82 Lhited Sates 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 10
5.29.70.185 | srael 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 10
80. 246. 130. 5 | srael 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 10
79.177.146. 176 |lsrael 147.237.76.31 |[nakchal .idf.il C1000004: HITP. options nethod (M crosoft) Bl ock 9
93.172. 166. 235 |l srael 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 9
79.183. 38. 234 | srael 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 8
188. 165. 15. 239 |Rance 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 8
188. 165. 15. 211 |Rance 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 8
188. 165. 15. 10  |Fance 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 8
66.249. 75.133 |lLhited Sates 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 7
188. 165. 15. 196 |Fance 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 7
188. 165. 15. 176 |Fance 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 7
188. 165. 15. 5 France 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 7
72.245.29.151 |Uited Sates 147.237.77.74 |lawidf.il Qig}ol? Segment Qverlap Wth Different Data, e.g., g o 7
192.115.248.2 |lsrael 147.237. 77. 226 |waw chanmat z. aka. i df . i| |C1000004: HTTP: options net hod (M crosoft) Bl ock 6
46.121. 16. 26 | srael 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 6
46. 20. 210. 72 (F;ajcis;i';'ja” ferritory, 147.237.77.74 |lawidf.il CL000157: HITP. Access to GetFile.aspx B ock 6
66.249. 75. 148 |Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx Bl ock 6
87. 68. 218. 79 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 6
80. 230. 114. 220 |Israel 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 6
81.218.251. 250 |lsrael 147.237.72.166 |aka.idf.il C1000004: HITP. options nethod (M crosoft) Bl ock 6
188. 165. 15. 187 |Rance 147.237.77.74 |lawidf.il C1000157: HITP. Access to GetFile. aspx Bl ock 6
62. 219. 47. 140 | srael 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 6
68. 180. 228. 118 |Lhited Sates 147.237.77.74 |lawidf.il Cl000157: HITP. Access to GetFil e. aspx Bl ock 6
147.236.73.45 |lsrael 147.237.72. 166 |aka.idf .il C1000004: HTTP. options nethod (M crosoft) Bl ock 6
212.179.61. 125 |Israel 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 5
80. 179. 223. 31 | srael 147.237.77.74 |lawidf.il Cl000157: HTTP. Access to GetFil e. aspx Bl ock 5
46.19. 85. 71 I srael 147. 237. 72. 166 |aka i of . i | 7120 TP Segrent Qverlap Wth Dfferent Dta, e.g., g 5
Fragroute
71.6.165. 200 Lhited Sates 147.237.76.86 |navy.idf.il Bl ock_Level 70 100 Bl ock 5
66.240. 192, 138 |Lhited Sates 147.237.8.50 |e.tikshuv.idf.il Bl ock Level 70 100 Bl ock 5
212.117. 143. 250]I srael 147.237.76.31 |[nakchal .idf.il C1000004: HITP. options nethod (M crosoft) Bl ock 5
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|Top Attackers In |D|

Atacker Address |Attacker Qountry | Target Address |Ste | Name | count |
80. 74. 98. 102 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 158
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 15
192. 35. 222. 17 Lhited Sates 147.237.77.216 |dover.idf.il ET DO5 SSL Bonb DoS Attenpt 11
184. 168. 193. 42 Lhited Sates 147.237.72.166 |aka.idf.il SQ Injection - Select From 8
184. 168. 193. 42 Lhited Sates 147.237.72.166 |aka.idf.il ET WEB SERVER ATTACKER SQLi - SELECT and Schema Col umms 8
184. 168. 193. 42 Lhited Sates 147.237.72.166 |aka.idf.il ET WBB SERVER SQLi - SHLECT and sysobj ect 8
137.117.195.240 |Lhited Sates 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 7
137.117.195.240 |Lhited Sates 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 6
185. 32. 179. 146 | srael 147.237.72.166 |aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 5
137.117.195.240 |lhited Sates 147.237.76. 148 |ggcenter.aka.idf.il ET SCAN Potential SSH Scan 5
137.117.195.240 |Whited Sates 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 5
137.117.195.240 |Lhited Sates 147.237.77.178 |e.natpash.idf.il ET SCAN Potential SSH Scan 5
137.117.195.240 |Lhited Sates 147.237.72.217 |e.idf.il ET SCAN Potential SSH Scan 4
137.117.195.240 |Lhited Sates 147.237.76.199 |e.nakchal .idf.il ET SCAN Potential SSH Scan 4
208. 109. 168. 9 Lhited Sates 147.237.77. 74 lawidf.il ET WBB SERVER SQLi - SH.ECT and sysobj ect 4
208. 91. 199. 41 Mrgin Islands, British |147.237.77.74 lawidf.il SQ Injection - Select From 4
94, 159. 167. 69 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 4
208. 91. 199. 41 Mrgin lIslands, British |147.237.77.74 lawidf.il ET WEB SERVER ATTACKER SQLi - SELECT and Scherma Col ums 4
137.117.195.240 |Lhited Sates 147.237.77.121 |e.navy.idf.il ET SCAN Potential SSH Scan 4
137.117.195.240 |Lhited Sates 147.237.77.234 |halag.idf.il ET SCAN Potential SSH Scan 4
208. 109. 168. 9 Lhited Sates 147.237.77. 74 lawidf.il SQ Injection - Select From 4
137.117.195.240 |lhited Sates 147.237.72.156 |anan.idf.il ET SCAN Potential SSH Scan 4
208. 109. 168. 9 Lhited Sates 147.237.77. 74 lawidf.il ET WEB SERVER ATTACKER SQLi - SELECT and Scherma Col urms 4
137.117.195.240 |lhited Sates 147.237. 8. 50 e. tikshuv.idf.il ET SCAN Potential SSH Scan 4
176. 12. 144. 95 | srael 147.237.0.19 nadi matal .idf.il ET SCAN Possi ble S3. Brute Force attack or Ste Gaw 4
208.91.199. 41 Mrgin Islands, Bitish |147.237.77.74 lawidf.il ET WBB SFRVER SQLi - SH.ECT and sysobj ect 4
137.117.195.240 |lhited Sates 147.237.77.170 |naarachot.idf.il ET SCAN Potential SSH Scan 4
137.117.195.240 |lhited Sates 147. 237. 8. 27 e.nadi matal .idf.il ET SCAN Potential SSH Scan 4
137.117.195.240 |Lhited Sates 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 4
137.117.195.240 |lhited Sates 147.237.77.19 | awforumidf.il ET SCAN Potential SSH Scan 3
137.117.195.240 |Lhited Sates 147.237.77.235 |sviva.idf.il ET SCAN Potential SSH Scan 3
216. 239. 136. 23 Lhited Sates 147.237.77.74  |[lawidf.il ET VBB SERVER SQLi - SELECT and sysobj ect 3
137.117.195.240 |lhited Sates 147.237.72.166 |aka.idf.il ET SCAN Potential SSH Scan 3
137.117.195.240 |lhited Sates 147.237.76.197 |e. hinush.idf.il ET SCAN Potential SSH Scan 3
137.117.195.240 |lhited Sates 147.237.0. 15 kosher - kravi .i df .l ET SCAN Potential SSH Scan 3
137.117.195.240 |lhited Sates 147.237.77.212 |e.dover.idf.il ET SCAN Potential SSH Scan 3
137.117.195.240 |Lhited Sates 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 3
84.228. 177. 159 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 3
193. 253. 246. 198 |Rance 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 3
137.117.195.240 |lhited Sates 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 3
93. 174. 93. 106 Net her | ands 147.237.77.61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 3
137.117.195.240 |lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |ET SCAN Potential SSH Scan 3
137.117.195.240 |Lhited Sates 147.237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 3
137.117.195.240 |Lhited Sates 147.237.77.243 |mobile.idf.il ET SCAN Potential SSH Scan 3
216. 239. 136. 23 Lhited Sates 147.237.77. 74 lawidf.il SQ Injection - Select From 3
137.117.195.240 |lhited Sates 147.237.76. 30 hinush.idf.il ET SCAN Potential SSH Scan 3
137.117.195.240 |lhited Sates 147.237.76.200 |eitan. aka.idf.il ET SCAN Potential SSH Scan 3
216. 239. 136. 23 Lhited Sates 147.237.77. 74 lawidf.il ET WEB SERVER ATTACKER SQLi - SELECT and Scherma Col ums 3
137.117.195.240 |Lhited Sates 147.237.77.227 |e. hanaz.idf.il ET SCAN Potential SSH Scan 3
93. 174. 93. 106 Net her | ands 147.237.77.234 |halag.idf.il ET SCAN NVAP -sS w ndow 1024 3




12-10-2014-00:00:01 to 12-11-2014-00:00:01

|Top Attackers In FW |

Attacker Address | Attacker Country | Target Address |ste | Message [Name |Device Action |count |
212.25.102. 63 | srael 147.237.77.216 dover.idf.il drop drop 4583
212.179.61.127 | srael 147.237.77.216 dover.idf.il drop drop 2654
212.179. 61. 125 | srael 147.237.77. 216 dover.idf.il drop drop 2463
192. 115. 177. 203 | srael 147.237.77. 216 dover.idf.il drop drop 2166
198. 7. 58. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 1870
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop drop 1413
192. 249. 64. 102 Lhited Sates 147.237.77.216 dover.idf.il drop drop 1187
94. 230. 86. 72 | srael 147.237.77. 216 dover.idf.il drop drop 1144
176. 106. 40. 96 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop drop 945
82. 145. 210. 155 Eur ope 147.237.77. 216 dover.idf.il drop drop 868
192.114. 23. 211 | srael 147.237.77. 216 dover.idf.il drop drop 849
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il drop drop 821
46. 19. 86. 251 | srael 147.237.77. 216 dover.idf.il drop drop 795
212.179. 46. 23 | srael 147.237.77.216 dover.idf.il drop drop 769
68. 180. 228. 118 Lhited Sates 147.237.77. 74 lawidf.il SAMrul e drop drop 733
84. 95. 80. 199 | srael 147.237.77. 216 dover.idf.il drop drop 722
190. 24. 146. 71 Qol onbi a 147.237.77. 216 dover.idf.il drop drop 718
193.68.41. 17 Hungary 147.237.77. 216 dover.idf.il drop drop 690
212.35.67. 11 Jor dan 147.237.77. 216 dover.idf.il drop drop 654
68. 180. 228. 242 Lhited Sates 147.237.72.14 dover.idf.il (ol d) drop drop 609
41. 33. 232. 65 Egypt 147.237.77. 216 dover.idf.il drop drop 595
66. 249. 78. 159 Lhited Sates 147.237.77.216 dover.idf.il dr op dr op 592
85. 64. 122. 32 | srael 147.237.77. 216 dover.idf.il drop drop 529
109. 186. 62. 115 | srael 147.237.77. 216 dover.idf.il drop drop 479
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il drop drop 403
2.54.21.128 | srael 147.237.77.216 dover.idf.il drop drop 396
46. 19. 86. 67 | srael 147.237.77. 216 dover.idf.il drop drop 394
212.179. 46. 20 | srael 147.237.77. 216 dover.idf.il drop drop 351
46. 19. 85. 51 | srael 147.237.77. 216 dover.idf.il drop drop 350
46.19. 86. 111 | srael 147.237.77. 216 dover.idf.il drop drop 347
54.72.0.55 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 342
54.72.73.168 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 316
66. 249. 69. 171 Lhited Sates 147.237.77. 74 lawidf.il SAMrul e drop drop 294
46. 19. 86. 82 | srael 147.237.77. 216 dover.idf.il drop drop 287
84.108. 244. 238 | srael 147.237.77. 216 dover.idf.il drop drop 284
212.179.21.198 | srael 147.237.77. 216 dover.idf.il drop drop 282
68. 180. 228. 117 Lhited Sates 147.237.77.216 dover.idf.il drop drop 272
37.26.147. 172 | srael 147.237.77. 216 dover.idf.il drop drop 262
148.177.129. 213 Eur ope 147.237.77. 216 dover.idf.il drop drop 259
66. 249. 69. 155 Lhited Sates 147.237.77. 74 lawidf.il SAMrul e drop drop 256
46. 19. 86. 240 | srael 147.237.77. 216 dover.idf.il drop drop 219
109. 66. 142. 230 | srael 147.237.77. 216 dover.idf.il drop drop 218
212.76.127.10 | srael 147.237.77.216 dover.idf.il drop drop 211
37.239.0.111 Iraq 147.237.77. 216 dover.idf.il drop drop 210
193. 46. 64. 93 | srael 147.237.77. 216 dover.idf.il drop drop 194
212.179. 21. 196 | srael 147.237.77.216 dover.idf.il drop drop 191
212.179. 46. 21 | srael 147.237.77. 216 dover.idf.il drop drop 179
66. 249. 75. 131 Lhited Sates 147.237.77. 74 lawidf.il SAMrul e drop drop 176
149. 78. 250. 25 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 165
103. 245. 44. 14 Indi a 147.237.77. 216 dover.idf.il drop drop 164
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Action ‘Count
185. 32.178. 216 |l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 558
80. 246. 140. 35 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 558
176.12.144.95 |lsrael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 342
82.102. 141. 248 |lsrael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 332
176.12.137.188 |lsrael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 304
46. 60. 59. 112 glcis;ilgéan Territory, 147.237.77. 176 [natpash.idf.il |Unaut horized URL Access to waw cogat.idf.il/tenpl ates/fag/fag. aspx |B ock 301
46. 19. 86. 29 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 299
176.12. 144.97  |israel 147.237.0.19  |naci matal .icf.if 00 MW Of the Same Response Cbde (404) in Session from Bl ock 266
176.12. 144. 97
2.54.152. 122 I srael 147.237.0.19 nadi matal .idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 225
176. 12. 143. 157 |Israel 147.237.0. 19 nadi matal .idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 216
46.19.85.226  |Israel 147.237.0.19  |maci matal .icf.if 100 MY Of the Same Response Cbde (404) in Session from B ock 197
46. 19. 85. 226
46.19. 86. 80 I srael 147.237.0.19 |nadimatal .idf.i ZZ"lZ“;yG ogothe Same Response (ode (404) in Session from B ock 89
82.102. 169. 113 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 83
95.86.127.18 [l srael 147.237.72. 166 |aka. i of .i | Distributed Lhauthorized URL Access on B ock 75
wan aka. i df.il// nmai n/ rabanut / webr esour ce. axd
209. 95. 34. 86 Lhited Sates 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 72
66. 249. 78. 159 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 Bl ock 69
84. 228. 165. 135 || srael 147.237.72. 166 |aka. i of . i Distributed Lhaut horized LR Access on Bl ock 58
wan aka. i df . i | // nai n/ rabanut / webr esour ce. axd
R Unaut hori zed URL Access to
84.109.102.44 I srael 147.237.72. 166 |aka. i df . viwv aka. i df . il /https:/ww aka.idf.il/nain/giyus/general . aspx Bl ock 54
176.12.146. 201 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 53
176.12.147.3  |israel 147.237.0.19 |madi matal.idf.i| 00 MY of the Same Response Code (404) in Session from B ock 49
176.12. 147. 3
. . D stributed Unaut hori zed URL Access on
82.80. 196. 44 | srael 147.237.72. 166 |aka.i df.il v aka, i df i 1// mai v/ har edi m webr esour ce. axd B ock 48
185. 32.178.114 |lsrael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 40
213.151. 32. 163 |Israel 147.237.72. 166 |aka i df . i1 Distributed Lhaut hori zed URL Access on B ock 39
waww aka. i df . i1/ /nmai n/ har edi miwebr esour ce. axd
2.54.144.228  |Israel 147.237.0.19 |nadi matal .idf.i| 00 MY of the Same Response Code (404) in Session from B ock 38
2.54.144. 228
81.218. 251. 249 |Israel 147.237.72. 166 |aka i df . i1 Distributed Lhauthorized UL Access on B ock 36
waw aka. i df . i 1// mai n/ rabanut / webr esour ce. axd
46. 19. 86. 140 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 34
176.12.151. 123 |l srael 147.237. 77. 243 |nobi l e.idf .i | Suspi ci ous Response Code B ock 28
144, 76.182. 149 |Ger many 147.237.0.34 |tikshuv.idf.il [Miltiple Wauthorized UR. Access from 144. 76. 182. 149 B ock 27
79.180. 122. 47 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 26
2.54.48.131 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 25
. . D stributed Unaut hori zed URL Access on
79.179. 185. 127 |l srael 147.237.72. 166 |aka.i df.il v aka, i df i 1// mai v/ har edi m webr esour ce. axd B ock 22
109. 64. 169. 125 |I srael 147.237.72. 166 |aka. i of .i | Distributed Lhauthorized URL Access on B ock 21
wan aka. i df.il// nmai n/ rabanut / webr esour ce. axd
5.29. 15. 40 | srael 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 20
87.68.241. 140 |Israel 147. 237, 72. 166 |aka. i df .i Distributed Lhauthorized URL Access on B ock 20
wan aka. i df . i | // nai n/ rabanut / webr esour ce. axd
176.12. 147.3 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 19
66. 249. 78. 95 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 95 B ock 18
81.144.138.34 |United K ngdom 147.237.0.34 |tikshuv.idf.il |[Miltiple Wauthorized URL Access from 81.144.138. 34 B ock 18
85. 65. 206. 184 I srael 147. 237, 72. 166 |aka. i df .i Distributed thauthori zed UL Access on B ock 17
ww aka. i df.il//mai n/scripts/css3pie. htc
31.44.141.165 |Israel 147.237.72. 166 |aka i df . i1 Distributed Lhaut hori zed URL Access on B ock 16
waww aka. i df . i1/ /nmai n/ har edi miwebr esour ce. axd
157. 55. 39. 82 Lhited Sates 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 16
95. 108. 158. 233 |Russi an Federati on 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 95. 108. 158. 233 B ock 16
) . . . {Too Many of the Sane Response Code (404) in Session from
185. 32.178. 161 |[Israel 147.237.0. 19 nadi matal .idf.i 185. 32. 178. 161 B ock 16
84.94.200.249 |Israel 147. 237. 72. 166 |aka. i df . Distributed Lhauthorized URL Access on B ock 15
wan aka. i df . i | // nai n/ rabanut / webr esour ce. axd
212.179. 210. 122|lI srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to ww aka.idf.il/nai n/scripts/css3pie. htc B ock 15
R Unaut hori zed URL Access to
77.126. 219. 37 | srael 147.237.72. 166 |aka. i df .i | wiw aka. i df . i | / mai v gi yus/ cont rol s/ at uda/ A B ock 15
. . D stributed Unaut hori zed URL Access on
89.139.171.58 I srael 147.237.72. 166 |aka. i of . ww aka. i df .il//nmai n/ gi yus/ aut henti cati onservi ce. asnx/ get user detai | s Bl ock 15
37.26.148.243 |Israel 147.237.0.19  |nadi matal .icf.if 0 MW Of the Same Response Cbde (404) in Session from B ock 15
37.26. 148. 243
66.249. 78.102 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 102 B ock 15
167.220. 196. 67 |Uni ted Ki ngdom 147.237.72. 166 |aka. i of .i Distributed Lhaut horized LR Access on Bl ock 14
wan aka. i df . i | // nai n/ rabanut / webr esour ce. axd
79.176.131. 141 |Israel 147.237. 72. 166 |aka. i df . Distributed Lhauthorized URL Access on B ock 14

waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
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