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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
Address

Sum(Packet_Count

)

‘IP_Map.site Name

‘Attacker Country ‘

46.117. 38. 236 I srael 147.237.77.216  |dover.idf.il Ig Zizdsmke vioation first packet |, 3219
77.127.80.215 | srael 147.237.72. 156 anan.idf.il TP Scan (vertical) dr op 2019
66. 249, 78. 172 Wited Sates 147.237.77.216  |dover.idf.il :g Zigdsmke vioation, first packet |, 739
82. 145. 222. 168 Eur ope 147.237.77.216  |dover.idf.il :g; ZizdShake vidation, first packet |, 452
193. 109. 199. 147 Uni ted Ki ngdom 147.237.0. 34 tikshuv.idf.il |Bock |p Vb In drop 292
178. 214. 76. 121 ?Cis;i':('ja“ erritory, 1147 237.77.216  |dover.idf.il  |SYNF ood unverified cookie drop 118
213.8.46. 2 | srael 147.237.72. 156 anan.idf.il Anonal y- SSL-renegoti ation-d i drop 94
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 70
87.69. 53. 28 | srael 147.237.72. 156 anan.idf.il Anonal y- SSL.-renegoti ation-di drop 65
46. 120. 208. 231 | srael 147.237.72. 156 anan.idf.il Anonal y- SSL-renegoti ation-d i drop 63
84.108. 173. 241 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 51
193. 109. 199. 147 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il ock Ip Vb In drop 35
85. 64. 106. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 33
37.142.204. 157 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 30
212.76.124.11 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 18
79.181. 36. 84 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18
82.102. 141. 203 | srael 147.237.0. 19 nadi matal .idf.ilnvalid TGP H ags drop 16
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 15
2.54.178. 175 I st ael 147.237.77.216  |dover.idf.il Ig: Zirr‘ldsmke violation, first packet |, 13
176.12.143. 178 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP-FI N ACK drop 13
84.111.122.137 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 13
79.176. 164. 17 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
176.12.141. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
192. 249. 64. 102 Lhited Sates 147.237.77.216  |dover.idf.il :S: I;f;:dshake vioation, first packet |, 12
83.28.44.76 Pol and 147.237.77.216  |dover.idf.il Ig Zizdsmke vioation, first packet |, 11
2.54.53. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 9
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 8
192.115. 113. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
82.102. 141. 210 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 8
46.117.57. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7
79.176. 164. 17 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7
82.102. 141. 255 | srael 147.237.72. 166 aka.idf.il Invalid TP H ags dr op 7
109. 67. 175. 226 | srael 147.237.72. 166 aka.idf.il Invalid L4 Header Length drop 6
193. 109. 199. 147 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il Bl ock Ip Vb In drop 6
79.176.151. 124 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
95.172. 79. 156 Uni ted Ki ngdom 147.237. 76. 86 navy.idf.il ock Udp Al _Nets drop 6
77.127.130. 215 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
213.151.63. 3 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 5
66. 249. 81. 225 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
66. 249. 78. 133 Wited Sates 147.237.0. 34 tikshuv. i df il :g 232‘15“3“‘9 vidation, first packet |, 4
82.102. 141. 217 | srael 147.237.72. 166 aka idf.il Invalid TGP H ags drop 4
79.178. 107. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 4
85.64.221.1 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
207. 239. 4. 66 Lhited Sates 147.237.77.216  |dover.idf.il :g Zi?ldsmj‘e vidation, first packet |, 4
82.102. 141. 251 | srael 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 4
91. 143. 234. 208 | srael 147.237.72. 166 aka.idf.il ock Wp Al Nets dr op 4
79.178. 199. 234 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
82.102. 141. 218 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 4
46. 116. 163. 237 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
82.102. 141. 193 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess |Ste

|Name

|Davi ce Action|Oount|

193. 201. 224. 168|Wkrai ne 147.237.72.14 |dover.idf.il (ol d) Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 32
92.53. 98. 158 Russi an Federation|147.237. 76. 147 |chi nuch. aka.i df .i | ock Level 70 100 B ock 7
113.92.236. 197 |Chi na 147.237.72. 166 |aka.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 6
213. 8.194. 56 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 6
89. 139. 174. 124 |lsrael 147.237.72. 166 |aka. i df .i | 1106: HITP. 11S..9%c Encoded \ in R Per m t 6
87.69. 208. 193 | srael 147.237.72. 166 |aka.idf.i | 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute|B ock 6
46.19. 85. 143 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 5
46. 19. 85. 251 | srael 147.237. 77. 216 |dover. i df .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 5
77.125. 95. 25 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 5
92. 53. 98. 158 Russi an Federation|147.237. 72. 156 |anan.i df .i | Bl ock_Level 70 100 B ock 5
197. 163. 4. 119 Egypt 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 5
62.219. 131. 84 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute|B ock 4
92. 53. 98. 158 Russi an Federation|147.237. 76. 197 |e. hi nush.idf.il ock_Level 70 100 B ock 4
92.53. 98. 158 Russi an Federation|147.237.8.24 |e.lifestyle.idf.il ock Level 70 100 B ock 4
85. 250. 2. 141 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 4
92. 53. 98. 158 Russi an Federation|147.237.72. 166 |aka.idf.il Bl ock_Level 70 100 B ock 4
46.117. 225. 121 |l srael 147.237.0.34 |tikshuv.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 4
92. 53. 98. 158 Russi an Federation|147.237.8.27 |e.nadimatal.idf.il ock Level 70 100 B ock 4
46. 19. 85. 95 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 3
79.213.119.16 |Ger nany 147.237. 77. 216 |dover. i df .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 3
92. 53. 98. 158 Russi an Federation|147.237.0.17 |mny-kosher-kravi.idf.il |B ock Level 70 100 B ock 3
46.19. 85. 146 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 3
92. 53. 98. 158 Russi an Federation|147.237.77. 176 |nat pash.idf.il Bl ock_Level 70 100 B ock 3
92. 53. 98. 158 Russi an Federation|147.237.8.50 |e.tikshuv.idf.il ock Level 70 100 B ock 3
46.19. 85. 100 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 3
92.53. 98. 158 Russi an Federation|147.237.0.200 |mdu.idf.il ock Level 70 100 B ock 3
92.53. 98. 158 Russi an Federation|147.237. 76. 198 |e.yohal an.i df.i | Bl ock Level 70 100 B ock 3
92. 53. 98. 158 Russi an Federation|147.237. 76. 199 |e. nakchal .i df .i | Bl ock_Level 70 100 B ock 3
92. 53. 98. 158 Russi an Federation|147.237.72.217 |e.idf.il Bl ock_Level 70 100 B ock 3
92. 53. 98. 158 Russi an Federation|147.237.76. 202 |e.hal ag.idf.il ock Level 70 100 B ock 2
46. 165. 222. 171 |Ger nany 147.237.77.74 |lawidf.il Q041: HITP. Access to - index. php?opti on=comjce B ock 2
92. 53. 98. 158 Russi an Federation|147.237.8.46 |e.chinuch.idf.il ock Level 70 100 B ock 2
109. 64. 103. 153 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 2
213.57.9. 33 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 2
46.19. 85. 187 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 2
84.108. 37. 193 | srael 147.237.72.14 |dover.idf.il (ol d) 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute|B ock 2
50. 63. 202. 30 Lhited Sates 147.237.76.31 |nakchal .idf.il ock_Level 70 100 B ock 2
5.22.135. 241 | srael 147.237. 77. 216 |dover. i df .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 2
77.127.124. 36 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 2
176.9. 126. 88 Ger nany 147.237.77.74 |lawidf.il Q041: HITP. Access to - index. php?opti on=comjce B ock 2
46.19. 85. 254 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 2
85. 130. 223. 9 | srael 147.237.72. 166 |aka.idf.i | 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute|B ock 2
95.141.20.196 |Spain 147.237.77. 216 |dover.idf.il 5674: HITP. SQ I njection (Bool ean | dentity) B ock 2
82.102. 141. 251 |lsrael 147.237. 72. 156 |anan. i df .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 2
79.181.176. 135 |Israel 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute|B ock 2
220.162.184. 79 |China 147.237.72. 14 |dover.idf.il (ol d) C1000108: HITP. Trying to | ocate existing FO<edit or B ock 2
46.19. 85. 237 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 2
197. 85.186. 126 |South Arica 147.237.77.74 |lawidf.il Q041: HITP. Access to - index. php?opti on=comjce B ock 2
24.187.205. 131 |Whited Sates 147.237.77. 176 |nat pash. i df . i | Q41: HITP. Access to - index. php?opti on=comjce B ock 2
80.179.78.211 |lsrael 147.237.72. 166 |aka.idf .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 2
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|Top Attackers In |D|

Attacker Address | A tacker Country | Target Address |gte | Name |count |
80. 74. 98. 102 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 173
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 85
46.19. 85. 241 | srael 147.237.72. 166 aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 12
173. 246. 105. 43 Lhited Sates 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 9
79.179. 167. 17 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 6
46. 121. 66. 216 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 4
46.117. 225. 121 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 4
187.121. 44. 150 Bazil 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -f -sS 3
103. 41. 124. 60 147.237.76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 3
93.173.39.6 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 3
187.121. 44. 150 B azi | 147.237.72.14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 3
84.109. 211. 20 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
79.182. 181. 58 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
89. 139. 60. 170 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
103. 41. 124. 60 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 2
84. 109. 74. 58 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
37.142.118. 17 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
89. 138. 80. 225 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
37.142.52. 54 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
149. 78. 204. 43 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
87.69. 207. 126 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
109. 186. 172. 195 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
149. 78. 31. 153 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
103. 41. 124. 60 147.237.0. 35 akaws. i df . i | ET SCAN Potential SSH Scan 2
87. 68. 96. 94 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
77.127.220. 234 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
109. 66. 37. 30 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
80. 246. 130. 209 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
176. 31. 252. 38 France 147.237.77. 176 nat pash. i df .i | Tehila - Perl LW with fake user agent 2
212.227.254.19 Ger nany 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 2
85. 65. 49. 107 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
64. 14.51. 142 Lhited Sates 147.237.72. 166 aka.idf.il ET DOS SSL Bonb DoS Att enpt 2
212.179. 243. 144 | srael 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 3072 2
85. 64. 164. 198 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46.116. 251. 121 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
5.29. 116. 153 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
212.179. 243. 144 | srael 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 1024 2
84. 229. 149. 70 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
2.54.50. 102 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
164.77.237. 171 Gile 147.237.76. 38 eeneitav.idf.il ET SCAN NVAP -sS w ndow 2048 2
84.111.5. 27 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
93. 174. 93. 106 Net her | ands 147.237.0. 17 m ny- kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 2
89. 139. 75. 229 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
164.77.237. 171 Cile 147.237.76. 38 eeneitav.idf.il ET SCAN NVAP -f -sS 2
84. 109. 105. 198 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
37.142. 237. 203 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
212.143.112. 85 | srael 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 1024 2
79.182. 35. 98 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
89. 139. 57. 100 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
132.76.50. 5 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2




|Top Attackers In FW |

11-22-2014-00:00:00 to 11-23-2014-00:00:00

Attacker Address | Attacker Qountry | Target Address |gte |Message  |Name |Device Action |count |
109.64. 7. 75 | srael 147.237.77. 216 dover.idf.il drop drop 32589
82. 145. 222. 168 Eur ope 147.237.77.216 dover.idf.il drop drop 7355
212.116.173. 226 | srael 147.237.77. 216 dover.idf.il drop drop 5562
46. 19. 86. 28 | srael 147.237.77. 216 dover.idf.il drop drop 5141
82.81.128. 134 | srael 147.237.77. 216 dover.idf.il dr op drop 4525
46. 19. 86. 45 | srael 147.237.77. 216 dover.idf.il drop drop 3214
105. 208. 50. 218 South Africa 147.237.77. 216 dover.idf.il drop drop 2900
46. 19. 85. 34 | srael 147.237.77. 216 dover.idf.il drop drop 2589
46.19. 86. 235 | srael 147.237.77. 216 dover.idf.il drop drop 2428
46.19. 85. 135 | srael 147.237.77. 216 dover.idf.il drop drop 2168
68. 180. 228. 243 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) dr op drop 2012
81.218. 63. 91 | srael 147.237.77. 216 dover.idf.il drop drop 1522
41.33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop drop 1513
192. 249. 64. 102 Lhited Sates 147.237.77.216 dover.idf.il drop drop 1486
79.182. 140. 207 | srael 147.237.77. 216 dover.idf.il drop drop 1467
5.22.129.220 | srael 147.237.77. 216 dover.idf.il drop drop 1444
107. 147. 203. 188 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 1258
79.181.183. 219 | srael 147.237.77. 216 dover.idf.il drop drop 1247
176. 106. 45. 57 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop drop 1242
37. 26. 146. 247 | srael 147.237.77. 216 dover.idf.il drop drop 1176
37.142. 133. 26 | srael 147.237.77. 216 dover.idf.il drop drop 993
2.54.145. 216 | srael 147.237.77. 216 dover.idf.il drop drop 962
46.121. 253. 80 | srael 147.237.77. 216 dover.idf.il dr op drop 722
37.26.147. 192 | srael 147.237.77. 216 dover.idf.il drop drop 660
46.116. 58. 176 | srael 147.237.77. 216 dover.idf.il drop drop 658
41. 33. 232. 65 Egypt 147.237.77. 216 dover.idf.il drop drop 644
213.57. 156. 14 | srael 147.237.77. 216 dover.idf.il drop drop 612
68. 180. 228. 121 Lhited Sates 147.237.77.216 dover.idf.il dr op dr op 608
37. 8. 66. 248 Pal estinian Territory, Cecupied 147.237.77. 216 dover.idf.il dr op drop 592
109. 186. 38. 219 | srael 147.237.77. 216 dover.idf.il drop drop 588
213.57.143. 195 | srael 147.237.77. 216 dover.idf.il drop drop 573
54.72.0.55 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 571
149.78.114. 7 | srael 147.237.77. 216 dover.idf.il drop drop 570
109. 186. 168. 71 | srael 147.237.77. 216 dover.idf.il drop drop 564
54.72.73. 168 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 544
212.179. 21. 195 | srael 147.237.77. 216 dover.idf.il drop drop 526
93.172. 135. 126 | srael 147.237.77. 216 dover.idf.il drop drop 523
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 488
182. 19. 200. 61 S ngapor e 147.237.77. 216 dover.idf.il drop drop 460
46.117. 132. 33 | srael 147.237.77. 216 dover.idf.il drop drop 444
46. 19. 85. 67 | srael 147.237.77. 216 dover.idf.il dr op drop 441
91. 64. 66. 72 Ger nany 147.237.77. 216 dover.idf.il drop drop 431
66. 249. 78. 165 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 407
66.249. 78. 172 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 393
194. 126. 7. 147 Lebanon 147.237.77. 216 dover.idf.il drop drop 389
66. 249. 78. 158 Lhited Sates 147.237.77.216 dover.idf.il drop dr op 385
207.239. 12. 14 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 368
80. 178. 235. 28 | srael 147.237.77. 216 dover.idf.il drop drop 362
207. 239. 4. 66 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 361
208. 202. 136. 135 Lhited Sates 147.237.72. 166 aka.idf.il drop drop 336
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ; Count
Country Action
46.19. 85. 72 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Same Response Code (404) in Session from46. 19. 85. 72 B ock 260
10.110. 110. 38 147.237.72. 166 |aka.idf.il O stributed Suspi ci ous Response Gode B ock 214
2.54.13.171 | srael 147.237.0.19 |nadimatal.idf.i|{Too Many of the Sane Response Code (404) in Session from2.54.13.171 B ock 200
R D stributed Lhaut hori zed URL Access on
84.108.26. 198 | srael 147.237.72. 166 |aka. i df .11 wn aka. i df . i 1//sites/resources/chi nuch/ styl es/i nport/bottonmavi gat on. asp Bl ock 141
) . .« . |Too Many of the Same Response Code (404) in Session from
91. 135. 102. 188 |l srael 147.237.0. 19 nadi matal .idf.i 91. 135. 102. 188 B ock 137
46.19. 85. 110 | srael 147.237.0.19 |nadimatal.idf.i|{Too Many of the Sane Response Code (404) in Session from46.19.85.110 |B ock 122
207. 46. 13. 25 Lhited Sates 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Code B ock 115
5.255.253.36 | USSIan 147. 237. 72. 166 |aka i df . i | Distributed Suspicious Response Qode B ock 99
Federati on
109. 66. 56. 176 |l srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Same Response Code (404) in Session from109. 66.56. 176 |B ock 95
66.249.64.116 |Lhited Sates 147.237.72.166 |aka.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 64. 116 B ock 79
66.249.64.124 |lLhited Sates 147.237.72.166 |aka.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 124 B ock 76
79.183. 101. 223 |l srael 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to waw aka.idf.il/nai n/ hone/ gi yus B ock 69
66.249. 78.158 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 158 B ock 54
66.249. 78.165 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 165 B ock 53
66.249.78.172 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 172 B ock 50
84.108.70.233 |Israel 147. 237.72. 166 |aka i df . i | Distributed Lhaut horized LR. Access on B ock 49
wan aka. i df . i1/ / nai n/ har edi m webr esour ce. axd
2.54.40. 91 I srael 147.237.72. 166 |aka. i df . Distributed thauthori zed URL Access on B ock 48
wan aka. i df . i1/ / mai n/ har edi i webr esour ce. axd
66.249.78.108 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 108 B ock 42
66.249. 78. 101 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 101 B ock 42
66.249. 64. 120 |lhited Sates 147.237.72. 166 |aka.i df .il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 120 B ock 39
] s D stributed Unaut hori zed URL Access on
209. 95. 34. 86 Lhited Sates  [147.237.76.86 |navy.idf.il navy. i df i 11/ 994- 8613- hel navy. aspx. aspx B ock 36
R Unaut hori zed URL Access to
84.229.182. 130 |Israel 147.237.72. 166 |aka. i df .11 wn aka. i df . i1/ sites/resources/chi nuch/ styl es/i nport/bottonmavi gat on. asp Bl ock 36
109. 253. 128. 178|l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 35
s DO stributed Unaut hori zed URL Access on
46.120.125. 133 I srael 147.237.72. 166 |aka. i df .11 ww aka. i df . i1//sites/resources/chi nuch/ styl es/i nport/bott onmavi gat on. asp Bl ock 33
209. 95. 34. 86 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 32
66. 249. 78. 94 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 94 B ock 31
93.173.45.57  |Israel 147.237.72. 166 |aka. i df . Distributed thauthorized URL Access on B ock 28
wwwv aka. i df.i | //mai n/scripts/css3pie. htc
157.55.39.123 |lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode B ock 27
207.46. 13. 75 Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code B ock 25
37.26.147.137 |lsrael 147.237.0.19 |nadimatal .idf.i|D stributed Too Miny of the Sanme Response Code (404) B ock 24
157.55.39.216 |lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode B ock 22
66.249.64.120 |Whited Sates 147.237.72. 166 |aka.idf.il O stributed Suspi ci ous Response Gode B ock 22
66.249.64.116 |lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode B ock 22
218.30.103.52 |China 147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ def aul t. aspx B ock 22
’ s D stributed Lhaut hori zed URL Access on
149.78.224.8 United Sates 147.237.72. 166 |aka. i df .11 wn aka. i df . i 1//sites/resources/chi nuch/ styl es/i nport/bottonmavi gat on. asp Bl ock 19
s DO stributed Unaut hori zed URL Access on
93.173.2.209 I srael 147.237.72. 166 |aka. i df .11 ww aka. i df . i 1//sites/resources/chi nuch/ styl es/i nport/bott onmavi gat on. asp Bl ock 18
68. 180. 228. 232 |lhited Sates 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to www aka.idf.il/doctor B ock 18
s D stributed Lhaut horized URL Access on
80. 246. 130. 194 |l srael 147.237.72. 166 |aka.idf.il v aka, i df i 1// i n/ r abanut / vebr esour ce. axd B ock 18
R D stributed Lhaut hori zed URL Access on
31. 210. 186. 46 | srael 147.237.72. 166 |aka.idf .il Ve aka i dff i 1// mai v r abanut / webr esour ce. axd B ock 17
s D stributed Lhaut horized URL Access on
89. 139. 165. 135 |l srael 147.237.72. 166 |aka.idf.il v aka, i df i 1// mai n/ r abanut / vebr esour ce. axd B ock 16
R D stributed Lhaut hori zed URL Access on
87.69.208.193  Israel 147.237.72. 166 |aka. i df. 11 wwv aka. i df .il//sites/resources/chi nuch/ styl es/i nport/bottommavi gat on. asp Bl ock 16
31.44.139.25  |Israel 147.237.72. 166 |aka. i df . Distributed thauthorized URL Access on B ock 15
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
212.179. 243. 144|| srael 147.237.72. 166 |aka.idf .il Mitiple Illegal Byte Gode Character in Method from?212.179. 243. 144 B ock 15
R D stributed Lhaut hori zed URL Access on
37. 26. 148. 221 | srael 147.237.72.166 |aka.idf .il v aka, i df i 1// mai n/ r abanut / vebr esour ce. axd B ock 15
84.108. 70. 233 | srael 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to wan aka. i df.il/nmai n/ haredi miwebresource. axd |B ock 14
213.57. 234. 55 | srael 147.237.72. 166 |aka.idf.il O stributed Suspi ci ous Response Gode B ock 14
R D stributed Lhaut hori zed URL Access on
5.29. 90. 248 | srael 147.237.72. 166 |aka. i df .il Ve aka i dif i 1// mai n/ r abanut / webr esour ce. axd B ock 14
109.67.101.62 | srael 147.237.72. 166 |aka. i df . Distributed thauthorized LRL Access on B ock 14
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
149.78.232.35 |Wnited Sates  [147.237.72. 166 |aka. i cf il Distributed thaut horized URL Access on Bl ock 14
wan aka. i df . i1/ /mai n/ har edi i webr esour ce. axd
212.179. 243. 144|| srael 147.237.72. 166 |aka.i df .il Mil tiple NILL Character in Method from212.179. 243. 144 B ock 13
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