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11-08-2015 to 11-09-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 66684
66. 249. 64. 186 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 20539
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14845
185. 26. 180. 162 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6402
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4638
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4579
66. 249. 78. 79 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 4056
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 3490
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2535
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2534
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1878
198. 58. 103. 102 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1787
66. 249. 75. 198 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 1560
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1195
37.26. 148. 207 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 939
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 760
66. 249. 64. 181 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 432
66. 249. 93. 196 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 418
107. 170. 63. 50 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 417
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 367
220.181.108. 115 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 273
192.118. 30. 102 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 269
220.181. 108. 120 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 265
207. 232. 36. 181 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 260
220. 181. 108. 93 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 255
46. 19. 85. 249 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 232
68. 194. 38. 8 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 226
81.218.37.2 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 216
81. 218. 241. 25 | srael 147. 237. 72. 156 anan. i df.il Anonal y-TLS-renegoti ation-d i dest - r eset 177
192. 118. 30. 102 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 150
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 110
81.218. 241. 25 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y- TLS-renegotiation-Qi dest - r eset 94
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 80
37.26.147.188 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 67
109. 65. 105. 29 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 63
207. 232. 36. 181 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i forward 61
220.181.108. 101 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 60
176.13.12. 99 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 59
81.218.234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 58
212.199. 108. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 39
149. 78. 235. 51 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 38
176. 13. 0. 238 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 37
95. 86. 108. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
80. 246. 139. 85 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 36
46.19. 85. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
70. 209. 136. 46 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 36
212.179. 155. 129 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 36
87.69. 61. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
109. 65. 36. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
109. 64. 56. 34 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35




11-08-2015 to 11-09-2015

|Top Attackers In IPS|

At t acker

Attacker Address Count ry rget Address |Site Sgnature

37.26.147.242 |israel 147.237.72. 166 [aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 8
109. 186. 27. 195 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 5
79.183.181.62 |[lIsrael 147. 237.77. 226 V\TA:W chamat z. aka. i df C1000004: HTTP: options nethod (M crosoft) B ock 4
62.90.158.251 |[Israel 147.237.77. 176 |nat pash. i df . i | 14170: HITP. B ank User-Agent (descriptor but no string) B ock 4
116.8.99.171 Chi na 147.237.77.233|atal .idf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 4
84.108.117.56 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HITP. options nethod (M crosoft) B ock 4
5.29. 76. 69 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
109. 65. 4. 204 I srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP:. options nethod (M crosoft) Bl ock 2
134.191. 232. 69 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HITP. options nethod (M crosoft) B ock 2
93.173.166. 152 |[Israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
62. 90. 255. 56 I srael 147.237.72. 166 |aka. i df . i | C1000122: HITP. Access to - .exe or .dll Per nit 2
81.218.245. 1 I srael 147.237.76.31 |nakchal .idf.il C1000004: HITP. options nethod (M crosoft) B ock 2
52.1.90. 117 Lhited Sates 147.237.72. 166 [aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 2
134.191.232.72 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
212.68.157.177 |Israel 147.237.77.74 |lawidf .il C1000004: HITP. options nethod (M crosoft) B ock 2
109. 186. 146. 36 |l srael 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
62. 0. 102. 190 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
2.54.169. 231 I srael 147.237.72. 166 |aka. i df . i | 13840: TLS QpenSSL Heartbeat Packet B ock 1
195. 154. 216. 164|France 147.237.77.216|dover . i df . i 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
109. 64. 116. 214 |l srael 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
223.73.45.53 Chi na 147.237.77.216|dover.i df . il Q025: HTTP. access to adninistrator/index. php -> Quarantine |8 ock 1
41.96.27.171 Ageria 147.237.77. 216 |dover.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
119.226.241.82 [india 147.237.77. 216 |dover . i df . i | (1‘;);26 o'glzr)u ﬁ’lir;ﬂxoiki)ru' lity Fake Anti-Spyvare User-Agent |g 1
85. 250. 182. 155 [l srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
5.9.89.170 Ger many 147.237.77. 216 |dover.idf . il C1000106: HITP. maj estic bot B ock 1
195. 160. 240. 11 |l srael 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 1
80. 230. 24. 46 I srael 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
46.118.118. 215 |Wkraine 147.237.77.74 [lawidf.il Q025: HITP. access to adninistrator/index. php -> Quarantine |B ock 1
198. 20. 69. 74 Lhited Sates  [147.237.76.176|test. ncore.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
5.9.138. 211 Ger many 147.237.77.216|dover.idf .l C1000106: HITP. maj estic bot B ock 1
105. 102. 76. 176 |Ageria 147.237.77.216|dover . i df . il 3909: HITP. Qoss Ste Scripting (Aert function) B ock 1
69.30.215.122 |[Lhited Sates  |147.237.77.216|dover.idf .il C1000106: HTTP. ngj estic bot B ock 1
82.166.197.93 [Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 |dover.idf . il 13840: TLS. (penSSL Heartbeat Packet B ock 1
167. 114. 156. 16 |Canada 147.237.77.216|dover.idf . il 8262: HITP. Soworis oS Tool Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
77.246. 240. 183 giiztr‘ion 147.237.77.216|dover . i df . il 12580: HITP. SQ Injection (Qooki e Header) B ock 1
212.199. 69. 213 |lIsrael 147.237.77.216|dover.idf . il C1000004: HITP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

66.249.73.220 [147.237.77.176|lhited Sates nat pash. i of .i | ET SCAN NVAP -sA (2) 216
66.249. 73.212 |147.237.77.176|lhited Sates nat pash. i df . i | ET SCAN NVAP -sA (2) 161
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 119
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 53
77.125. 118. 187 (147. 237. 72. 166 || srael aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 22
66.249. 64. 186 [147.237.77.74 [Uhited Sates lawidf.il ET SCAN NVAP -sA (2) 12
66.249. 64. 181 [147.237.77.74 [lLhited Sates lawidf.il ET SCAN NVAP -sA (2) 11
41.96.27.171  |147.237.77.216 (A geria dover.idf.il SQ Injection - Select From 10
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 10
66.249. 64. 191 [147.237.77.74 [ULhited Sates lawidf.il ET SCAN NVAP -sA (2) 9
41.96.27.171  |147.237.77.216 (A geria dover.idf.il ET WEB SERVER Possible SQ Injection Attenpt SHECT FROM 8
o ET DO5 Large amount of TCQP ZeroWndow - Possible Nkiller2 DDos
213.151. 32. 163 |147. 237. 77. 233 |1 srael atal .idf.il 8
at t ack
41.96.27.171  |147.237.77.216 (A geria dover.idf.il ET VEB SERVER MYSQL SELECT OONCAT S I njection Attenpt 6
41.96.27.171  |147.237.77.216 (A geria dover.idf.il QA use of concat function wth select - likely SQ injection 6
66.249.67.13  [147.237.72.166|lhited Sates  |akaidf.il ET SCAN NVAP -sA (2) 6
41.96.27.171  |147.237.77.216 (A geria dover.idf.il SQ union select - possible sgl injection attenpt - GET paraneter (6
41.96.27.171  |147.237.77.216 (A geria dover.idf.il ET VBB SERVER Possi ble SQL Injection Attenpt UN ON SEHLECT 6
212.179. 21. 194 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP O stributed Portscan 4
. . ET DC5 Large anmount of TCP ZeroWndow - Possi bl e Niller2 DDos
31.44.128.201 |147.237.76.30 |[lIsrael hi nush. i df .i | 4
attack
66.249. 75.198 [147.237.77.170|Uited Sates naarachot.idf.il |ET SCAN NVAP -sA (2) 4
66.249. 64. 165 [147.237.77.74 [lLhited Sates lawidf.il ET SCAN NVAP -sA (2) 3
176.13.13.44  |147.237.77. 216 [l srael dover.idf.il GPL SCAN nyscan 2
188.138.9.51  |147.237.77. 178 |Ger many enatpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 2
_ L ET VBB SERER /bin/sh In LR Possibl e Shell GCommand Execution
41.96.27.171  |147.237.77.216 (A geria dover.idf.il — 2
ALt enpt
, L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
128. 234. 92. 44 |147.237.77. 216 |Ronmani a dover.idf.il . . - 2
deni al of service attenpt
41.96.27.171 |147.237.77.216|A geria dover.idf.il SERVER WEBAPP /et c/ passwd fil e access attenpt 2
41.96.27.171  |147.237.77.216|A geria dover.idf.il PQLICY-OHER script tagin LR - likely cross-site scripting attenp|2
138.94.98.128 |147.237. 76. 44 erefush.idf.il  |ET SCAN Potential SSH Scan 2
41.96.27.171 |147.237.77.216|A geria dover.idf.il GPL WEB SERVER /et ¢/ passwd 2
66.249.93.199 [147.237.72. 166 |lhited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
46.151.52.8 147.237.8.14 |Wkraine e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 2
_ L ET VB SERER <ript tag in UR, Possible Goss Ste Scripting
41.96.27.171  |147.237.77.216 (A geria dover.idf.il — 2
ALt enpt
31.184.242.17 |147.237.77.216 gzz:;'} o dover i df .l ET DROP Spanhaus DRCP Listed Traffic | nbound 2
66.249. 75. 206 [147.237.77.170|lhited Sates nearachot.idf.il |ET SCAN NVAP -sA (2) 2
176.13.13. 44  [147.237.77.216 |l srael dover.idf.il I NDI CATOR- SCAN myscan 2
62.90.255.56  |147.237.72. 166 I srael aka.idf.il WEB- FRONTPACE / _vti _bin/ access 2
_ L ET VB SERVER /systenB82/ in Ui - Possible Protected Drectory
41.96.27.171  |147.237.77.216 (A geria dover.idf.il — 2
Access Attenpt
_ L QA url ending in comment characters - possible sgl injection
41.96.27.171 147.237.77. 216 |Ageria dover.idf.il 2
at t enpt
188.138.9.51  |147. 237. 76. 147 |Ger many chinuch. aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 2
66. 249. 67. 6 147.237.72.166|Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
41.96.27.171 |147.237.77.216|A geria dover.idf.il SERVER | | S crmdl. exe access 2
L ET DC5 Large anmount of TCP ZeroWndow - Possible Niller2 DDos
79.178. 199. 100 (147. 237. 76. 31 [l srael nakchal .i df il 2
attack
31.6.71. 154 147.237.8.27 |Pol and e.madimatal .idf.i |[ET SCAN NVAP -sS wi ndow 1024 2
188.138.9.51  |147.237. 72. 166 |Ger many aka.idf.il ET SCAN NMAP -sS wi ndow 1024 2
. L G5 WNDOMB Mcrosoft Forefront UAGjavascript handler in UR XSS
41.96.27.171 147.237.77. 216 |Ageria dover.idf.il 2
att enpt
_ L ET WEB SERVER cmd. exe In UR - Possi bl e Command Executi on
41.96.27. 171 147.237.77. 216 |Ageria dover.idf.il - 2
At t enpt
66.249. 75. 214 [147.237.77. 170 |Uited Sates nearachot.idf.il |ET SCAN NVAP -sA (2) 2
31.168.9.50 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 2
46.121. 135. 120 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
5.199.172.36  [147.237.77. 233 |Li t huani a atal.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

82. 145. 220. 249 |Eur ope 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 16656

212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 9552

185. 26. 180. 162 LK*i"rf:gom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SIN drop 6831

31.44.141. 77 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3434

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3367

77.127.240.136 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2140

31.168.196.216 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1585

54.187.55.213 |Lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 1465

77.125.132.226 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1355

85. 250. 216. 178 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1177

95. 86. 90. 233 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1167

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1095

52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 1070

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1033

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 1018

68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 1006

212.76.108.86 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 959

81.218.101.2 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 915

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 891

79.178. 6. 169 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 881

208.115.111. 73 |lLhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SN drop 693

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 684

212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 604

50.87.144.145 |lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SN drop 576

2.54.9.104 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 510

s SWNretransmt wth different .

80. 246. 133. 232 |[Israel 147.237.77.233|atal .idf.il Bad TCP sequence vi ndow scal e noni t or 488
Sreamng Engine: TCP Invalid i i ssi

37.122. 154. 225 |israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 471
Ret r ansni ssi on Packet dr opped.

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 469

2.54.176. 224 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 459
Sreaning Engine: TGP Invalid i i ssi

81.218.154.15 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. drop 456
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TQP Invalid i i ssi

66.249.65.231 |lhited Sates |147.237.77.216|dover.idf.il 9 =g Invalid segnent retransmssion. drop 440
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi

66.249. 65.238 |Uited Sates |147.237. 77. 216 |dover.idf il 9 =9 Invalid segnent retransmssion. drop 434
Ret r ansni ssi on Packet dr opped.

2.54.172.226 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 417

132.70.192. 184 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 403
Sreaning Engine: TP Invalid i i ssi

66.249. 65. 224 |lnited Sates |147.237.77. 216 |dover.idf i1 9 =g Inval i d segnent retransnission. drop 394
Ret r ansm ssi on Packet dr opped.

212.143.3. 44 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 386

66.249. 65. 231 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 371

208.115.113.89 |Lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 371
Sreamng Engine: TCP Invalid i i ssi

77.127.196. 132 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 369
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi

79.180.154. 48 | srael 147. 237. 76. 200 |ei tan. aka i f . 9 =g Inval i d segnent retransnission. drop 363
Ret r ansmi ssi on Packet dr opped.

66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 350

109. 200. 30. 154 E?Ir:;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 348

108.59.253.71 |[Uhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 340

66. 249. 65. 238 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 338

132.66.40.116 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 333

157.55.39.175 |[Uhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 318
Sreamng Engine: TCP Invalid i i ssi

37.26.146.135 |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. drop 309
Ret r ansni ssi on Packet dr opped.

37.241.249.3 Saudi Arabia |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 303

5.29.8.50 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 297

37.236. 136. 218 |lraq 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 282
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At acker Devi ce

Target Address |[Site S gnature

‘Count

Gountry Action
213.57.182.42 |Israel 147.237.0.19 |nadimatal .idf.i ;‘ig'\g;nylg; ;ge Same Response (pde (404) in Session from B ock 493
2.54.43. 85 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 435
84.94.176.7  |Israel 147.237.0.19 |nadimatal .idf .j [[° MY of the Sane Response Code (404) in Session from Bl ock 369
84.94. 176. 7

46. 19. 86. 94 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 358
176.12.142.56 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 356
2.54.31.21 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 319
213.57.182.42 |israel 147.237.0.19 |nadimatal .idf.i ;‘ig“g‘yl;; zge Same Response (bde (403) in Session from Bl ock 270
46. 19. 86. 94 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 263
176.13.23.220 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 262
46.19.86.229 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 261
176.12.142.56 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 235
84.228.201. 173 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 226
176.13.23.220 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 224
176.13.18.49 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 217
176.13.17.61 |Israel 147.237.0.19 |madimatal .idf. i Ic;cé.l\gr.\ylgfﬁihe Same Response (bde (404) in Session from B ock 213
2.54.153. 48 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 205
2.54.153. 48 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 199
176.13.18.49 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 195
37.26.146.212 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 184
46.210.143.76 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 179
109. 67. 135. 226 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 166
46.19. 85. 30 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 164
46.19.85.104 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 162
46.19.86.229 |lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 151
46.19.85.184 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 149
46.19.86.158 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 148
46.10.86.94  |Israel 147.237.0.19 |nadimatal .idf. i 14-2?1':?;3.0; 4the Sane Response (bde (404) in Session from Bl ock 142
84. 228. 201. 173 [Israel 147.237.0.19 |nadimatal .idf.i ;Z(,)z'\zd:;yzgi. tlgg Same Response (pde (404) in Session from Bl ock 136
2.54. 46. 39 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 130
84.94.176.7  |Israel 147.237.0.19 |nadimatal .idf.i ;Z?gfqy?g;the Sane Response (bde (403) in Session from Bl ock 121
2.52.171.168 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 120
46.19.85.104 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 117
80. 246. 136. 123 || srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 108
87.69. 162. 144 |Israel 147.237.76. 200 |ei tan. aka. i df . i | ;‘;?thnlyﬁzflﬂe Same Response Cbde (404) in Session from B ock 108
84.94.176.7 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 108
2.54.59.225 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 107
213.57.182.42 |Israel 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock 107
2.54.31.21 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 107
176. 12. 137. 197 [l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 106
37.142.132. 133 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 105
46.19.85.184 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 104
176.13.17.61  |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 104
2.54. 59, 225 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 104
2.54.43.85 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 104
109. 67. 135. 226 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 104
46.19.86.156 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 102
2.54.166.111 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 94

176. 12. 140. 108 [l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 93

176. 12. 140. 154 (I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 90

176.13.20. 211 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 87
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