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11-05-2015 to 11-06-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 398692
66. 249. 79. 43 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 73013
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 70850
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 54959
66. 249. 79. 45 Lhited Sates 147.237.77. 170 naar achot . i df . i1 | TGP handshake viol ation, first packet not syn |drop 50566
66. 249. 79. 16 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 42042
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 40653
66. 249. 79. 41 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 34335
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 22105
66. 249. 79. 10 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 19863
66. 249. 79. 13 Lhited Sates 147.237.72. 166 aka idf.il TCP handshake viol ation, first packet not syn |drop 17652
41. 252. 100. 163 Li byan Arab Janahiriya |147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14872
92.231.217.192 Ger many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 11074
66. 249. 65. 231 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10079
66. 249. 67. 227 Lhited Sates 147.237.77. 176 nat pash.idf.il |TQP handshake viol ation, first packet not syn |drop 10054
66. 249. 65. 238 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9710
66. 249. 93. 200 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 9581
90. 220. 4. 109 United Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9115
66. 249. 65. 224 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 9063
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka idf.il TCP handshake viol ation, first packet not syn |drop 8979
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8285
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 8095
24.189. 215.5 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 8081
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7894
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 7811
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7714
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 6553
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6213
66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash. i df .| TCP handshake viol ation, first packet not syn |drop 5624
207. 46.13. 111 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 5595
62. 24. 252. 133 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 5315
207.46. 13. 93 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4631
66. 249. 93. 207 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4584
66. 249. 67. 210 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 4523
129. 184. 84. 40 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4177
66. 249. 67. 219 Lhited Sates 147.237.77.176 nat pash.idf.il |TGP handshake viol ation, first packet not syn |drop 4064
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 3575
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3571
37.26.148. 220 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3484
60. 242. 188. 235 Australia 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3436
78.133.219. 163 Pol and 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 3325
5. 102. 235. 209 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 3236
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 3218
208. 115. 111. 73 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3216
73.136.136. 103 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3191
200. 83. 42. 233 il e 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3177
41. 252. 87. 139 Li byan Arab Janahiriya |147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 3082
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 3038
46. 19. 86. 92 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2698
66. 249. 67. 202 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 2684




11-05-2015 to 11-06-2015

|Top Attackers In IPS|

Attacker Address |Attacker Qountry ’Target Address |Site Sgnature

95. 215. 110. 250 |Russian Federation |147.237.77.233|atal .idf.il 20086: HITP. Mi ebl ackcat Security Scanner Bl ock 5
95.215. 110. 250 |Russian Federation |147.237.72.166|aka.idf.il 20086: HITP. Mi ebl ackcat Security Scanner Bl ock 4
31.168. 136. 9 I srael 147.237.76.31 |nakchal .idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 3
213. 8. 44. 227 I srael 147.237.77.74 [lawidf.il C1000004: HTTP. options method (M crosoft) Bl ock 3
132.74.56.238 |lIsrael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nmethod (M crosoft) Bl ock 3
62.219.13.180 |[lIsrael 147.237.76.31 |nakchal .idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 3
85. 64. 32. 140 I srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options method (M crosoft) Bl ock 3
85. 64. 245. 240 [Israel 147.237.76.31 |nakchal .idf.il [C1000004: HTTP. options nethod (M crosoft) Bl ock 2
212.235.22.9 I srael 147.237.76.31 |nakchal .idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 2
74.208.133.60 [lLhited Sates 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variable Declaration Evasion Bl ock 2
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Cl1000169: B ock - dns poisoning (Qalit) Per nit 1
95. 215. 110. 250 |Russian Federation |147.237.72.166|aka.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request Bl ock 1
66.249. 65. 224 [Israel 147.237.77. 216 |dover.idf .il CL000108: HTTP. Trying to | ocate existing FQkeditor Bl ock 1
212.83.160.32 |France 147.237.77.216|dover.idf .il Q008: HTTP: Xenu User Agent Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C103: HTTP: User Agent Sogou+web+spi der Bl ock 1
195. 154. 191. 165 |France 147.237.77. 216 |dover . i df . i | 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
66.249. 65.231 [Israel 147.237.77.216|dover.idf .il C1000108: HTTP. Trying to | ocate existing FQkeditor Bl ock 1
123.126.113.80 |China 147.237.72. 166 |aka. i df . i | C103: HTTP: User Agent Sogou+web+spi der Bl ock 1
88.150.221.26 [United Ki ngdom 147.237.77. 216 |dover.idf .il Q008: HTTP: Xenu User Agent Bl ock 1
41.252. 100. 163 'J‘;s:hai”rx:b 147.237.77. 216 |dover.i df . i | 9221: HITP. PUT Method Execution over HITP/ WbDAV B ock 1
195. 160. 240. 11 |l srael 147.237.76.31 |nakchal .idf.i| |Cl000004: HITP. options nethod (M crosoft) Bl ock
95.215.110. 250 |Russian Federation |147.237.77.233|atal .idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request Bl ock 1
89. 19. 29. 90 Tur key 147.237.76.42 |refuah.idf.il |3808: HITP. SQ Injection Variable Declaration Evasion Bl ock

62. 210. 113. 143 |France 147.237.77. 216 |dover . i df . i | \ﬁﬁ?;bms G\ Bash HTTP Header Remote Code Bxecution Bl ock 1
197. 131. 41. 103 |Mbr occo 147.237.77. 216 |dover.idf . il 5141: HTTP. Sgl map HTTP Request Bl ock 1
74.208.133.60 |Lited Sates 147.237.77.74 |lawidf.il 3809: HITP. SQ Injection Evasion SQ Conment Ter ninat or Bl ock 1
213.87.122.152 |Russian Federation |147.237.77.216|dover.idf.il 12580: HITP. SQ Injection (Cookie Header) Bl ock 1
5.9.138. 211 Ger many 147.237.77. 216 |dover.idf . il C1000106: HTTP. naj estic bot Bl ock 1
167. 114. 156. 16 |Canada 147.237.77.216|dover. i df .i | 8262: HITP. Soworis DoS Tool Bl ock 1
89. 19. 29. 90 Tur key 147.237.76.42 [refuah.idf.il [5670: HITP. SQ Injection (SELECT) Bl ock 1
198.20.69.74  |wnited Sates 147.237.8.24 |e.lifestyl e.idf|13840: TLS QpenSSL Heartbeat Packet B ock 1
104.207.153.7 |Uhited Sates 147.237.77. 216 |dover. i df .i | Q008: HTTP: Xenu User Agent B ock 1
5.29.0.178 I srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options method (M crosoft) Bl ock 1




11-05-2015 to 11-06-2015

|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature

82.165. 24. 123 |147.237. 77. 233 |Ger many atal.idf.il QA Injection - Select From 1421
66.249. 67.227 [147.237.77.176|Whited Sates nat pash. i df . il ET SCAN NVAP -sA (2) 140
41.33.231.90 |147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 126
197. 131. 41. 103 |147. 237. 77. 216 |Mor occo dover.idf.il | NDI CATCR SCAN sql map SQL i nj ection scan attenpt 85
197. 131. 41. 103 |147. 237. 77. 216 |Mor occo dover . idf.il ET SCAN Sgl map SQ I njection Scan 79
41. 252. 100. 163 |147. 237. 77. 216 'J"ar?;'hai”rip;:b dover. i df il GPL WEB_SERVER / et ¢/ passwd 58
41.252.100. 163 [147. 237. 77. 216 E;zhai””p;;b dover i df il SQ Injection - Select From 58
' PQICY-OHR script tagin LR - likely cross-site scriptin
41.252.100. 163 |147. 237. 77. 216 |- YN Arad dover. i df.il Pt tag y PG 15y
Janahi riya at t enpt
' ET VBB SERVER Sceript tag in WR, Possible Gross Site Scriptin
41.252.100. 163 |147. 237. 77. 216 |H YA Adb dover. i df i — Pt tag PING |54
Janahi ri ya At t enpt
' ET VB SERVER /bin/sh In UR Possible Shell Gommand
41.252.100. 163 |147. 237. 77. 216 |- YA Arad dover. i df il = 54
Janahi riya Execution Attenpt
' url ending in corment characters - possible sgl injection
41.252.100. 163 |147. 237. 77. 216 |H YA Adb dover. i df i S 9 P an 54
Janahi ri ya at t enpt
41.252.100. 163 [147. 237. 77. 216 'J"ar?;'hai”rip;:b dover. i df il SERVER | 1S cnul. exe access 54
' C5-WNDOAE M crosoft Forefront UAGjavascript handler in LR
41.252.100. 163 |147. 237. 77. 216 |- YA Adb dover. i df i J P 54
Janahi ri ya XSS at t enpt
Li byan Arab . ET VB SERVER cnd. exe In UR - Possi bl e Conmand Executi on
41.252.100. 163 |147. 237. 77. 216 L dover.idf.il - 54
Janahi riya At t enpt
41. 252. 100. 163 |147. 237. 77. 216 E;zhai””p;;b dover. i df il ET VB SERVER Possible SQ Injection Attenpt SELECT FR(M |54
' ET VB SFRVER /systenB82/ in Wi - Possible Protected Director
41.252.100. 163 |147. 237. 77. 216 |- YA Arad dover. i df.il ~ y Y54
Janahi riya Access Attenpt
41.252.100. 163 [147. 237. 77. 216 E;zhai””p;;b dover.idf.il SERVER VEBAPP / et c/ passwd fil e access attenpt 54
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 51
197. 131. 41. 103 |147. 237. 77. 216 |Mor occo dover.idf.il S Injection - Select From 37
197. 131. 41. 103 |147. 237. 77. 216 |Mor occo dover . idf.il ET VBB SERVER Possibl e SQL Injection Attenpt SHLECT FROM 34
41. 252. 100. 163 |147. 237. 77. 216 'J"ar?;'hai”rip;:b dover. i df il ET WEB_SERVER Possi bl e OVE-2014-6271 Attenpt in Headers |17
url ending in corment characters - possible sgl injection
197. 131. 41. 103 |147. 237. 77. 216 |Mor occo dover.idf.il S 9 P q ) 15
at t enpt
Li byan Arab S
41.252. 100. 163 |147. 237. 77. 216 Jarahiriya dover.idf.il SERVER- WVEBAPP TRACE at t enpt 10
197. 131. 41. 103 |147. 237. 77. 216 |Mor occo dover.idf.il ET VB SERVER QL I njection Sel ect 9 eep Tine el ay 10
ET WEB SERVER Possi bl e i Attenpt Infornation
197. 131. 41. 103 [147. 237. 77. 216 |Mor occo dover.idf.il - WS Sd P 8
Schema Access
167. 114. 156. 16 |147. 237. 77. 216 |Canada dover.idf.il portscan: TGP D stributed Portscan 8
89. 19. 29. 90 147.237.76.42 |Turkey refuah.idf.il SQ Injection - Select From 8
197. 131. 41. 103 |147. 237. 77. 216 |Mor occo dover.idf.il Q waitfor delay function - possible SQ injection attenpt 8
74.208.133.60 |[147.237.77.74 |Whited Sates lawidf.il S Injection - Select From 7
197. 131. 41. 103 |147. 237. 77. 216 |Mor occo dover.idf.il QA use of concat function with select - likely SQ injection |7
66.249.79.10 |147.237.72.166 |Lnited Sates akaidf.il ET SCAN NVAP -sA (2) 7
197. 131. 41. 103 |147. 237. 77. 216 |Mor occo dover.idf.il ET WEB SERVER MYSQL SELECT OONCAT S I njection Attenpt 7
L | NDI CATCR CBFUSCATI ON | arge nunber of calls to char
197.131. 41. 103 |147. 237. 77. 216 |Mor occo dover.idf.il . . . . . 6
function - possible sgl injection obfuscation
212.179. 21. 194 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 5
197. 131. 41. 103 |147. 237. 77. 216 |Mor occo dover.idf.il SQ generic convert injection attenpt - CGET paranet er 5
66.249.79.43 |147.237.77.170|lnited Sates n@ar achot . i df . | ET SCAN NVAP -sSA (2) 4
31.184.242.17 |147.237.77.216 ?;Z:;:}m dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 4
66.249. 73. 199 |147.237.77.170|lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 4
66.249.79.13  |147.237.72.166 |Lnited Sates akaidf.il ET SCAN NVAP -sA (2) 4
66.249. 67.194 |147.237.77.74 |thited Sates lawidf.il ET SCAN NVAP -sA (2) 4
83.149.99. 157 |147.237.0.16 |Netherlands ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 3
41. 252. 100. 163 |147. 237. 77. 216 'J"ar?;'hai”rip;:b dover. i df il ET WEB SERVER Possi bl e OVE-2014-6271 Attenpt in UR 3
' ET WEB_SERVER Possi bl e CVE-2014- 6271 Attenpt in HITP
41.252.100. 163 |147. 237. 77. 216 |H YA Adb dover. i df i e P 3
Janahi riya Cooki e
62.210. 113. 143 [147. 237. 77. 216 |France dover.idf.il ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 3
66.249.79.41 |147.237.77.170|thited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 3
62. 210. 113. 143 |147. 237. 77. 216 |France dover . idf.il Tehila - Perl LW with fake user agent 3
177.96.93. 234 [147.237.0.19 |Bazil nedi matal .idf.il ET SCAN NVAP -sS w ndow 1024 2
202. 79. 243. 160 |147. 237. 77. 216 |Japan dover.idf.il Tehila - Perl LWP wth fake user agent 2
89. 248. 160. 192 147. 237. 76. 39 |Net her| ands nobi le.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 2
66.249. 67. 235 |147.237.77.176|lnited Sates nat pash. i df .i1 ET SCAN NVAP -sA (2) 2




11-05-2015 to 11-06-2015

|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address ‘Ste ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 34262
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3224
212.179.46.16 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2234
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1572
176. 106. 227. 173|lI srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 1528
94.159. 191. 227 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1403
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1388
2.52.1.143 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 1301
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1248
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1193
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 1167
8. 37. 225. 41 g”;(’;ymus 147.237.77. 216 |dover.idf.il |drop First packet isn't SIN drop 1143
70.39.184.225 |Satellite Provider|147.237.77.216|dover.idf.il |dr op Frst packet isn't SWN drop 1080
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1061
212.76.114.7 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 919
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 807
46. 19. 86. 103 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 786
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 767
41.33.148.100 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 715
212.199.0.56  |Israel 147, 237.76. 200 |eitan. aka i of || 2 NG Engine: TCP Invalid  invalid segnent retransmssion drop 702
Ret r ansni ssi on Packet dr opped.
2.52.144. 166 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 683
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 656
46. 19. 86. 196 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 653
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 637
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 631
91.227.71.250 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 625
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 586
46. 19. 86. 170 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 540
154.59.142.26 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 492
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 472
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 456
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 452
80.178.9.171 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 442
185.58.201.28 [Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 440
80.178.97.80  |israel 147. 237, 76. 200 [6i tan aka. i of . { | €M NG Engine: TCP Invalid i mvalid segnent retransmssi on. drop 438
Ret r ansni ssi on Packet dr opped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 423
109. 200. 30. 154 [United Kingdom [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 417
77.127.240.136 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 403
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 388
95. 86. 121. 238 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 377
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 371
151. 236.176. 71 |[lraq 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 370
105.235.234.2 |Equatorial Qinea [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 369
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 358
72.234.181.211 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 355
66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 351
192.114. 23. 208 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 349
23.27.44.219 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 338
94. 139. 128. 42 :L:g‘?i' o 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 332
128.177.108. 218|lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 332
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site S gnature Action ‘Count
37.142.119.63 |Israel 147.237.76. 200 |ei tan. aka. i df . i | g(;(.)l'\g.‘yllo; ége Sane Fesponse (bde (404) in Session from B ock 536
46.19.86.235 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 340
46.19.86.235 |[Israel 147.237.0.19 |nadimatal .idf.i ng’l'\g.i%y&o;aéhe Sane Response Code (404) in Session from B ock 271
46.19.86.235 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 271
37.26.149.221 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 261
37.26.149.221 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 252
46.19. 85. 51 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 215
2.54.133.213 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 205
46. 19. 85. 51 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 180
2.54.132.78  |Israel 147.237.0.19 |nadimatal .idf.i ?g:ﬁ?’zlc’;gthe Sane Response (bde (404) in Session from Bl ock 169
2.54.161.159 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 149
80. 246. 137. 131 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 148
176.13.18.54 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 141
2.54.161.159 |[Israel 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Sane Response Code (404) B ock 128
212.109.0.56 | srael 147.237.76.200 |ei tan. aka. i df . i | ;ig'\l%gy (;fséhe Sane Response (ode (404) in Session from Bl ock 123
46.19.86.144  |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 46. 19. 86. 144 B ock 113
176.13.19.28 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 112
2.54.133.213 |Israel 147.237.0.19 |nadi matal . idf. i |Suspici ous Response Code B ock 111
46.117.207.54 |israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 110
2.54.132.78 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 106
46.117. 155. 166 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 91
37.26.146.218 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 90
94. 159. 178. 219 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 89
176.13.18.54 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 83
176.13.9.171 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 83
192.118. 11. 120 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 82
176. 12. 140. 225 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 75
176.13.18. 150 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 73
46. 19. 86. 84 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 73
46.19. 85.75 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 70
176.12.150.9 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 69
79.178.11. 157 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 69
176.13.19. 206 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 69
5.28.138.171 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 61
46.19.86.235 |Israel 147.237.0.19 |nadimatal .idf.i Zg?l'\:%y&o;s;he Sane Response (bde (403) in Session from B ock 60
2.54.133.213 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 53
46.117.207.54 |Israel 147.237.0.19 |nadimatal .idf.i Zg?l'\f;r_‘yzg; ;Ze Sane Response Code (404) in Session from B ock 52
80. 246. 136. 216 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 49
80. 246. 136. 86 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 46
176.13.9.171 [ srael 147.237.0.19 |nadimatal .idf.i I‘;‘é '\g.'yg.obihe Sane Response (bde (404) in Session from B ock 45
176. 13. 20. 254 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 44
176. 12. 148. 141 |I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 42
37.26.146.184 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 42
149. 78.76. 243 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 40
192. 116. 232. 69 |l srael 147.237.76.200|ei tan. aka. i df . i | |Mi tiple Wauthorized URL Access from 192.116. 232. 69 B ock 38
79.180.52.12  |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 38
2.54.144.106 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 35
109. 66. 99. 105 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 109. 66. 99. 105 B ock 34
72.9.148.10  |Wited Sates  |147.237.76.86 |navy.idf.i| muagsg' B e e/ navy. aspx. aspx B ock 34
176.13.19.28 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 32

11-05-2015 to 11-06-2015




