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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 67700
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6807
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 5686
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3668
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 3668
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3054
66. 249. 67. 34 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 3031
37.140. 188. 78 Russi an Federation 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2686
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2575
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1848
66. 249. 88. 81 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1409
50. 58. 193. 130 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1255
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 1068
66. 249. 64. 186 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 860
66. 249. 67. 224 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 374
66. 249. 64. 181 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 348
66. 249. 67. 27 Lhited Sates 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |[drop 244
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 221
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 183
46.19.86. 4 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 166
81.218.37.2 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 157
220.181. 108. 80 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 152
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 148
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DC5- Var 1 dest - reset 121
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 112
81.218.37.2 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi dest - r eset 107
192.114.163. 81 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 98
212.235. 98. 139 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 85
2.54.151. 154 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 84
31.154.6.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 81
85. 65. 244. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 77
46. 19. 85. 144 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 76
109. 186. 146. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 75
81.218. 241. 26 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y-TLS renegotiation-di dest - reset 66
84.24.130. 76 Net her | ands 147.237.77.216 dover.idf.il SYNHood full table drop 66
192. 115. 248. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 63
109. 67.16. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 61
213.151. 40. 119 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 58
46.117. 24. 15 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 53
95. 86. 69. 152 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 52
84.110. 38. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 46
23.242.215. 155 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 42
78.108. 161. 226 Lebanon 147.237.77. 216 dover.idf.il SYNHood full table drop 42
109. 67. 57. 185 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 39
46.19. 86. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 39
46.117. 219. 208 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 38
80. 246. 136. 82 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 36
79.179. 145. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
79.183. 145. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
46. 19. 85. 236 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 36
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|Top Attackers In IPS|

Attacker Address ’Attacker Qount ry | Target Address Sgnature

91. 228. 248. 251 |[lIsrael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nmethod (M crosoft) Bl ock 54
104. 155. 224. 27 |Uhited Sates 147.237.77.74 [lawidf.il 13375: HITP. Jooni a Conponent JCE BOT for JCE Bl ock 25
104. 155. 224. 27 |wited Sates  |147.237.77.74 |lawidf.il \1A31I2:§rab||-nl_|rf)y Joonta JCE File Lpload Renote (ode Bxecution g 24
194.90.99. 193 |l srael 147. 237.77. 226 :’\?NN chanat z. aka. i df . C1000004: HTTP. options method (M crosoft) Bl ock 12
138. 134. 102. 15 |l srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options method (M crosoft) Bl ock 12
138. 134. 102. 16 |l srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 12
212.179.60.30 [Israel 147.237.77.216|dover . i df .i | C1000004: HTTP. options method (M crosoft) Bl ock 11
212.143.3. 44 I srael 147.237.76.86 |navy.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 6
84.228.109. 215 [Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 5
78.142.19. 47 Bul garia 147.237.72.167|i shuri maka. i df . il 20086: HITP. Mii ebl ackcat Security Scanner Bl ock 5
37.142. 68. 49 I srael 147.237.77. 170 |n@ar achot . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 5
164. 138. 121. 176|l srael 147.237.77. 170 [maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 4
31.168.209.12 [israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) Bl ock 4
85. 65. 198. 97 I srael 147.237.77.216|dover. i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 3
80.246.139.60 |[Israel 147.237.77.216|dover.idf .i | 13840: TLS. (penSSL Heartbeat Packet Bl ock 3
31.154.10.131 [Israel 147.237.77.216|dover . i df .i | C1000004: HTTP. options nmethod (M crosoft) Bl ock 2
79.180. 14. 147 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
109. 66. 204. 84 |l srael 147.237.76. 42 |refuah.idf.il C1000004: HTTP. options nmethod (M crosoft) Bl ock 2
82. 80. 33. 42 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
94.159. 157. 9 I srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 2
79.177.202.171 [israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nmethod (M crosoft) Bl ock 2
51.254.143.239 |United Kingdom [147.237.72.166|aka.idf.il C1000106: HTTP. naj estic bot Bl ock 1
146. 66. 172. 10 :Z:::t”i on 147.237.77. 216 |dover.idf .i | 15323: HTTP. User-Agent (MRSPUTN K) Bl ock 1
95. 86.103. 148 [Israel 147. 237.77. 226 :’\?NN chanat z. aka. i df . C1000004: HTTP. options method (M crosoft) Bl ock 1
79.179. 55. 49 I srael 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
109. 66. 133. 120 |l srael 147.237.72. 166 [aka. i df . i | Q008: HTTP: Xenu User Agent Bl ock 1
62.210. 113. 143 |France 147.237.77. 216 |dover . i df . i | \13735%”1;'; G\ Bash HTTP Header Renote Code Execution fg 1
212.199.144.80 |[Israel 147. 237.77. 226 :A:NW chanat . aka. i df C1000004: HTTP. options method (M crosoft) B ock 1
152. 62. 109. 210 |Eur ope 147.237.77.216|dover . i df .i | C1000004: HTTP. options method (M crosoft) Bl ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.27 |e.nadi matal .idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
31.154.25.122 |[israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 1
78.142.19. 47 Bul garia 147.237.72.167|i shuri maka.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request Bl ock 1
212.235.20. 201 |[lsrael 147.237.76.86 |navy.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
212.112.126.13 |Kyrgyzstan 147.237.77. 176 |mat pash. i df . i | 12580: HITP. SQ Injection (Qookie Header) Bl ock 1
93.173.188.46 |[Israel 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nmethod (M crosoft) Bl ock 1
167. 114. 156. 16 |Canada 147.237.77.216|dover.i df .i | 8262: HITP. Soworis oS Tool Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
188. 214. 249. 146|Ronmani a 147.237.77.74 [lawidf.il Q008: HTTP. Xenu User Agent Bl ock 1
5.102. 219. 94 I srael 147.237.77.216|dover. i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 1
106. 38. 241. 147 |Chi na 147.237.77. 216 |dover.idf .i | Cl03: HTTP:. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry
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41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 115
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 61
2.54.188.81 147.237. 72. 166 [I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 34
66. 249. 67. 34 147.237.77.170|Whited Sates  [mmarachot.idf.il |ET SCAN NVAP -sA (2) 16
62.210. 113. 143 |147.237.77. 216 |France dover.idf.il Tehila - Perl LWP wth fake user agent 11
62.210. 113. 143 |147.237.77. 216 |France dover.idf.il ET WEB _SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 11
167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 11
77 197 134. 236|147 237, 0.34 |1 s ael Cikshovid il ET DO5 Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 9
attack
66.249. 67. 6 147.237.72.166 |Wited Sates  [akaidf.il ET SCAN NVAP -sA (2) 6
185.58.201.28 |147.237.76.30 |Lebanon hi nush. i df . i ET SCAN NVAP -sA (2) 4
104. 155. 224. 27 (147.237.77.74 |Wited Sates lawidf.il Tehila - Perl LWP wth fake user agent 4
31.184.242.17 |147.237.77.216 E;jj:t”im dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 4
66. 249. 69. 92 147.237.77.74 |Wnited Sates  [lawidf.il ET SCAN NVAP -sA (2) 4
66. 249. 69. 76 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 4
66. 249. 67. 20 147.237.77.170|thited Sates  [mmarachot.idf.il |ET SCAN NVAP -sA (2) 3
209.98.225. 211 |147.237.72.217 |Wited Sates  |e.idf.il ET SCAN NVAP -sA (2) 3
185. 32, 179. 207 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 2
66.249.67.208 |147.237.72.166|Wiited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
66.249.67.122 |147.237.72.166|Wited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 67. 25 147.237.77.170|Lhited Sates  [mmarachot.idf.il |ET SCAN NVAP -sA (2) 2
66. 249. 67. 13 147.237.72.166 |Lhited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
66.249.83. 161 |147.237.76.42 |Wited Sates  |[refuah.idf.il ET SCAN NVAP -sA (2) 2
5.8.66. 101 147. 237.76. 86 23:::;'}0” navy. i df il ET SCAN Potential SSH Scan 2
66. 249. 65. 43 147.237.76.42 |lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
213.151.53.59  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 2
66.249. 74. 96 147.237.77.176|Lhited Sates  [natpash.idf.il |ET SCAN NVAP -sA (2) 2
66.249.64.186 |147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 69. 84 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
176.13.4.75 147.237.0.19 [Israel nadi matal .idf.il [| NDI CATOR- SCAN nmyscan 2
5.8.66. 101 147.237.77. 243 ?;Z:;:I”ion mobile.idf.il  [ET SCAN Potential SSH Scan 2
213.61.218. 123 |[147.237. 76. 198 |Ger many e.yohalan.idf.il |ET SCAN NVAP -sA (2) 2
176.228.57. 213 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 2
46.120.17. 143  [147.237.72. 166 || srael aka.idf.il portscan: TP Dstributed Portscan 2
173. 230. 150. 170|147. 237. 77. 121 |Lhited Sates e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
66. 249. 75. 76 147.237.77.74 |Whited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 153  |147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 2
185.82.201. 17  [147.237.77.216 dover.idf.il ET DC5 SSL Bonb DoS At enpt 2
176.13.4.75 147.237.0.19 |[Israel nadi matal.idf.il [GPL SCAN nyscan 2
60. 10. 71. 39 147. 237. 72. 167 [Chi na ishurimaka.idf.il|ET SCAN Potential SSH Scan 1
177 34.86. 195 |147. 237 76. 34 |mrasi] yohal an.i df i ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
o4 48, 200. 14 147 237 76.31 |Pierto R o vekehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
119. 10. 8. 133 147. 237. 76. 147 |Chi na chinuch. aka.idf .i I[ET SCAN Potential SSH Scan 1
87.69. 235. 78 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
213.61.218. 123 |147.237.76. 44 |Ger many e.refush.idf.il |ET SCAN NVAP -sA (2) 1
66.249.67.224 |147.237.72.166|W0ited Sates  |aka idf.il ET SCAN NVAP -sA (2) 1
192. 114. 163. 81 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 100 147, 237. 72. 166 |I srael aka.idf.il portscan: TP Dstributed Portscan 1
149. 88. 63. 246  |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
5.8.66. 101 147. 237. 8. 50 gg::;”ion etikshu.idf.il |ET SCAN Potential SSH Scan 1
109. 64. 185. 165 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S te ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 40445
82.145.222. 210 |Europe 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12031
84.94.32.197 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11732
79.177.182. 150 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8554
192.114. 163. 81 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7496
212.76.103. 252 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4635
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4521
173.76.102. 236 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4180
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3264
46. 19. 86. 68 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3114
85. 64. 80. 160 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1571
185.58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1540
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 1514
2.54. 33. 157 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1400
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1261
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 1210
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1188
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1024
132. 66. 40. 116 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1000
77.126.89.118 | srael 147. 237, 76. 200 |ei tan aka i of || S2M NG ENgine: TCP Invalid - Jinvalid segnent retransnission drop 963
Ret ransm ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 922
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 909
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 842
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 840
81.218.2.118 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 764
46. 19. 85. 104 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 709
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 683
2.54.191.136 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 631
79.178.226. 137 |Israel 147. 237, 76. 200 i tan. aka i of . || @M NG Engine: TCP Invalid invalid segnent retransmssion drop 630
Ret r ansni ssi on Packet dr opped.
109. 66. 27. 195 I srael 147. 237, 76. 200 [ei tan aka i of | | S2M NG Egine: TCP [nvalid - Jinvalid segnent retransnission drop 627
Ret r ansni ssi on Packet dr opped.
2.54.3.3 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 605
212.199. 244. 112|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 533
81.218. 241. 26 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 516
37.140. 188. 78 gcsj:;:ﬂ on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 502
2.54.23.141 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 458
2.54.179. 216 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 457
199. 203.223.3 |lIsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 456
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 452
109. 200. 30. 154 [United Ki ngdom|147.237.77.216 |dover.idf.il |drop Frst packet isn't SYN drop 451
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 451
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 448
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 426
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 424
62.90. 5. 212 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 420
82.80.196.44  |Israel 147.237.72.166 |aka i of il |Bad TOP sequence md:;tvrsin;nlt wth different monitor  [420
80. 179.202. 18 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 418
172.242.21.12 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 418
99. 116. 17. 81 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 395
37.26.146.159 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 373
81.218.126. 176 |Israel 147, 237. 76. 200 |ei tan. aka i of | | @M NG Engine: TQP Invalid - finvalid segnent retransnission drop 369

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 186. 186. 32 |l srael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 675
176.12.142.79 |Israel 147.237.76.200|ei tan. aka. i df .i | Dstributed Too Miny of the Sane Response Code (404) B ock 194
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. | df i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 160
89. 138. 68. 96 I srael 147.237.76.200|ei tan. aka. i df . i | D stributed Too Many of the Sane Response Code (404) B ock 123
46.120.29.238 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 105
109. 66. 27. 195 |l srael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 103
46.121.82.102 |[Israel 147.237.76.200|ei tan. aka. i df . i | D stributed Too Many of the Sane Response Code (404) B ock 93
68.180.229.239 |lnited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 90
31.184.238. 101 |¥SS'&N 147.237.72. 166 |aka. i df . i | Ostributed PP Attenpt B ock 90
Federati on
31. 184, 238. 101 RJSf;;”i o 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 31.184. 238. 101 B ock 75
77.126.89.118 [Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 73
70, 178. 226. 137 |1 srael 147.237.76. 200 |ei tan. aka. i df .i | Too Many of the Sanme Response Code (404) in Session from 8 ock 68
79.178. 226. 137
66.249.78.128 |[Israel 147.237. 76. 147 [chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 61
183.12.245.90 |China 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 60
183.12.245.90 [China 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/defaul t.aspx B ock 45
m ny- kosher - kravi . i i EVENTV/ i
216. 239. 164. 100|Wnited Sates  [147.237.0.17 ny Paraneter Type Mol ation | ALIDAION in B ock 45
df.il mny-kosher-kravi.idf.il/tenpl ates/trai ning/trai ni ng. aspx
89. 139. 53. 57 I srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 41
212.25.102.57 |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from Bl ock 41
212.25.102. 57
46.120. 140. 120 |[Israel 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 36
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 35
54.244.22.103 |Wnited Sates [147.237.76.147|chi nuch. aka.i df .i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 35
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 35
. . D stributed Unhaut hori zed LRL Access on
66.249. 67. 71 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ i yus/ gener al . aspx Bl ock 33
66. 249. 78. 52 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm Bl ock 32
. . Unaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ mai n/ smal i nd showbi g. aspx B ock 30
_ m ny- kosher - kravi . i _ ,
216. 239. 164. 100|Lhited Sates 147.237.0. 17 df il DOstributed I11egal Paraneter Encodi ng None 30
i www. chamat z. aka. i df
180. 150. 227. 242 Okfrea' Republic |1 47 237.77. 226 O PHP At t enpt B ock 30
157.55.39.200 |thited Sates |147.237.72.166|aka.idf .i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 30
' wwwv. chamat z. aka. i df i
180. 150. 227. 242078 FePUWDIIC |1 47 537 77 206 [ Wnaut hori zed URL Access to B ock 30
of il wan chanat z. aka. i df . i | /wp-1ogi n. php
. . Mul ti pl e Uhaut hori zed Method for Known URL from
85.250. 198. 80 |Israel 147.237.72. 166 |aka. i df . i | 85. 250, 198. 80 Bl ock 24
66.249.67.6 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 22
. . D stributed Unaut hori zed LRL Access on
66.249. 67.250 |[lIsrael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ i yus/ gener al . aspx Bl ock 22
66. 249. 78. 66 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Distributed thauthorized URL Access on Bl ock 20
waw chi nuch. aka. i df .il/404. htm
77.126.151. 204 |[israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 17
. . Uhaut hori zed URL Access to
66. 249. 67. 65 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ rai n/ smal i nd showbi g. aspx Bl ock 17
. . Unaut hori zed URL Access to
66.249. 67. 71 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 17
66.249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 16
185. 24. 78. 65 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 16
. . D stributed Unhaut hori zed LRL Access on
185. 24. 78. 65 I srael 147.237.72. 166 [aka. i df . i | voww aka. i o i 1/ aj ax/ updat est at us. php Bl ock 16
66. 249. 69. 97 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 16
. . Unaut hori zed URL Access to
66.249.67.234 [Israel 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ yohal an/ nai n/ nai n. asp B ock 16
66.249.69.84  |israel 147.237.77.74 |lawidf il Ilegal Faraneter Encoding searchlext in None 16
v | aw i df . i |/ 275- hel pat zar . aspx
. . D stributed Unaut hori zed URL Access on
185. 24. 78. 65 I srael 147.237.72. 166 [aka. i df . i | e aka i df i1/ ufifreaction B ock 16
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1398-he/ atal . aspx |B ock 15
54.245.64.111 |Uhited Sates |147.237.77.176 |nat pash. i df .i | Lhaut hori zed UR. Access to ww cogat . i df.il/894-he B ock 15
107. 20. 255. 148 |United Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wo/ wp-admn/ B ock 15
. . Uhaut hori zed URL Access to
31.154.0. 27 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 15
46.19. 85. 121 I srael 147.237.77.74 |lawidf.il Ml tiple Ml formed URL from 46. 19. 85. 121 B ock 15
157. 55. 39. 14 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 15
37.187.114.171 |France 147.237.77.74 [lawidf.il Lhaut hori zed LRL Access to /xmii/illuninator Bl ock 15
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