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10-30-2015 to 10-31-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 45497
66. 249. 67. 27 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 23570
66. 249. 67. 34 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 21459
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 19334
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 17881
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 13670
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 4628
66. 249. 78. 190 Lhited Sates 147.237.77. 176 nat pash.idf.il |TCQP handshake viol ation, first packet not syn |drop 3093
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3035
46.121. 235. 6 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2586
93. 173. 244. 80 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2582
96. 54. 248. 209 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2285
196. 217. 64. 222 Mor occo 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1740
95. 86. 86. 118 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1644
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 1594
96. 91. 243. 195 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1562
46.5. 86. 83 Cer many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 945
176. 205. 61. 144 Lhited Arab Bmrates 147.237.77.216 dover.idf.il HTTP- M SC- WebLogi c- St r - BO dest - r eset 891
66. 249. 75. 60 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 850
66. 249. 67. 32 Lhited Sates 147.237.77. 170 naar achot . i df . i| | TP handshake viol ation, first packet not syn |drop 714
146. 148. 48. 61 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 691
198. 58. 103. 102 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 675
141. 0. 13. 206 Nor way 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 539
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 516
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 506
157. 55. 39. 183 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 478
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 444
46. 19. 85. 135 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 440
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 339
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 291
157. 55. 39. 55 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 268
79.179. 100. 72 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 257
220.181.108. 111 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 247
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 179
66. 249. 78. 134 Lhited Sates 147.237.0. 34 tikshuv.idf.il |TGP handshake viol ation, first packet not syn |drop 178
2.52.12. 25 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 104
79.181. 37.211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 102
2.54.24.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 99
5.29. 164. 247 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 89
2.52.44.211 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 87
45.78. 201. 65 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 78
84.114.135. 151 Austria 147.237.77.216 dover.idf.il SYNHood full table drop 70
77.125.148. 168 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 42
207.232.21. 105 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 36
109. 66. 196. 91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
2.54.21.82 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 36

85. 250. 214. 113 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.181. 26. 18 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
213.151. 35. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
87.69. 110. 239 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 30




10-30-2015 to 10-31-2015

|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address [Site Sgnature

176. 205. 61. 144 |lhited Arab Emirates |147.237.77.216|dover.idf .i | C1000203: HITP: Thorshamer - Post to root dir B ock 316
196. 217. 64. 222 |Morocco 147.237.77. 216 |dover.i df.il 1633: HTTP. \WWbDAV Prot ocol PRCPFI ND Met hod B ock 71
212.117. 143. 250]l srael 147.237.76.31 |nakchal .idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 7
149. 255. 204. 91 |iraq 147.237.77.216|dover.idf.il 8262: HITP. Soworis DoS Tool B ock 3
85. 65. 50. 115 I srael 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 3
77.127.206.7 I srael 147.237.76.31 |nakchal .idf.il |Cl000004: HTTP:. options nethod (M crosoft) B ock 3
31.186. 169. 8 Net her | ands 147.237.77.216|dover.idf.il 16643: HITP. Protected File Access ( /proc/sel f/environ) B ock 2
196. 217. 64. 222 |Mbr occo 147.237.77. 216 |dover.i df . il 0820: HITP. adnin files Access Bl ock 2
46.120.203. 47 [l srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP:. options nethod (M crosoft) B ock 2
77.125.117.85 |[Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
212.143. 132. 216|I srael 147.237.76.86 |navy.idf.il (143?:% s ﬁoﬁr;ﬂxoikj)ru' ity Fake Anti-Spyvare Lber-Agent g o 2
82. 102. 250, 133 (F;dcis;iigjja” Territory, 147 237.77. 216 |dover. i df . i | 5670: HITP. S I njection (SELECT) Bl ock 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
162.210.196. 97 |Uited Sates 147.237.77.216|dover. i df .il C1000106: HTTP. naj estic bot Bl ock 1
83. 60. 127. 93 Spai n 147.237.77.216|dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
37.29. 74. 207 Russi an Federati on 147.237.77.74 [lawidf.il 12580: HITP. SQ Injection (Qookie Header) Bl ock 1
143.53.85.143 |Unhited Ki ngdom 147.237.77. 170 |maar achot . i df . i [|C1000004: HTTP: options nethod (M crosoft) B ock 1
37.210.121. 249 |Qtar 147.237.77.216|dover. i df . il 3643: HITP. N kto HTTP Request B ock 1
149. 255. 204. 30 |iraq 147.237.77. 216 |dover.i df . il 8262: HITP. Soworis DoS Tool Bl ock 1
5.8.66.78 Russi an Federation 147.237.77.216|dover.idf.i | 20085: HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
178. 124. 234. 110|Bel arus 147.237.77.74 [lawidf.il 12580: HITP. SQ Injection (Qookie Header) B ock 1
87.68.51. 141 I srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 1
41.35.206.121 |Egypt 147.237.77.216|dover. i df . il C1000098: Bl ock - dns poi soni ng Bl ock 1
149. 255. 204. 52 |iraq 147.237.77.216|dover.idf .l 8262: HITP. Soworis DoS Tool B ock 1
78.36. 31. 106 Russi an Federati on 147.237.77. 176 |nat pash. i df . i | [12580: HITP: SQ Injection (Cookie Header) Bl ock 1
5.29.126. 78 | srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 1
185. 82. 201. 17 147.237.77.216|dover.idf .l Q025: HITP. access to administrator/index. php -> Quarantine B ock 1
89.139.191.39 [Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 1
41.207.212.87 |ote Divoire 147.237.76.42 |refuah.idf.il |14062 HITR SpanB ockerUility Fake Anti-Spynare User-Agent g .\ 1

(SpanB ockerUility x.x.Xx)




10-30-2015 to 10-31-2015

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 131
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 90
66. 249. 69. 76 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 65
46.19. 86. 131 147.237.77. 216 [I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 54
66. 249. 67. 20 147.237.77.170|Wnited Sates maar achot . i df . i | ET SCAN NVAP -sA (2) 44
196. 217. 64. 222 [147.237. 77. 216 |Mor occo dover.idf.il SEFNER APACHE Apache Toneat al | owLi nking LR encodi ng 14
directory traversal attenpt
66. 249. 67. 27 147.237.77.170 |Lhited Sates naar achot . i of .i | ET SCAN NVAP -sA (2) 14
196. 217. 64. 222 |147.237.77. 216 |Mor occo dover.idf.il ET SCAN Metasploit VWAP CET len 0 and type 13
66. 249. 75. 68 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 12
66. 249. 67. 25 147.237.77.170 |Lhited Sates naar achot . i df .i ET SCAN NVAP -sA (2) 10
149. 78.171. 222 |147.237. 72. 166 |I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 8
66.249. 75. 76 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 6
149. 202. 52. 100 |147.237. 77. 216 |Ger many dover.idf.il SERVER- WEBAPP Set up. php access 6
66. 249. 75. 60 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 6
66. 249. 67. 34 147.237.77. 170 |Wnited Sates n@ar achot . i of .i ET SCAN NVAP -sA (2) 6
66. 249. 69. 92 147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 6
94. 23. 252. 53 147.237. 77. 216 |France dover.idf.il Tehila - Perl LW with fake user agent 6
5.8.66.78 147.237. 77. 216 |Russi an Federati on dover.idf.il SERVER WEBAPP Set up. php access 5
66. 249. 67. 6 147.237.72.166 |Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 4
66. 249. 65. 37 147.237.76.42 |Wnited Sates refuah.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 75. 2 147.237.77. 233 |Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 65. 43 147.237.76.42 |Whited Sates refuah.idf.il ET SCAN NVAP -sA (2) 4
66.249. 67. 122 |147.237.72. 166 |Lnited Sates aka.idf.il ET SCAN NVAP -sA (2) 4
66.249.78.190 |147.237.77.176|Wited Sates nat pash. i of . i1 ET SCAN NVAP -sA (2) 4
194, 114. 146. 227|147. 237. 72. 166 |I srael aka.idf.il SERVER APAO._E Apache rpd_ssl non-SSL connection to 3
SS. port denial of service attenpt
181.198. 213. 98 |147. 237. 76. 176 |Ecuador test.ncore.idf.il ET SCAN Potential SSH Scan 2
178.63.10.138  |147. 237. 72. 166 |Ger many aka.idf.il SERVER- WEBAPP backup access 2
212.1.114.195 |[147.237.77. 234 |krai ne hal ag. i df .il ET SCAN Potential SSH Scan 2
31.184.242.17 |147.237.77. 216 |Russi an Federation dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
122.252.246.9 |147.237.76.198|Indi a e.yohal an.idf.il ET SCAN Potential SSH Scan 2
197.97.138. 176 [147.237.77.226|South Africa woawv chanat z. aka. i df . il [ET SCAN Potential SSH Scan 2
122.252.246.9 |147.237.76.42 |India refuah.idf.il ET SCAN Potential SSH Scan 2
66. 249. 69. 84 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
181. 198. 213. 98 [147.237.0.15 |Ecuador kosher-kravi .idf .il ET SCAN Potential SSH Scan 2
213.151.32. 163 |147.237. 72. 166 | srael aka. idf.il ET DO Large amount of TGP zeroWndow - Possi bl e 2
Nki |l er2 DDos attack
173. 241. 106. 102(147. 237. 72. 217 |Canada eidf.il ET SCAN Potential SSH Scan 2
38.129.240.45 [147.237.0.19 |Wwited Sates nadi matal .idf.il ET SCAN Potential SSH Scan 2
196. 217. 64. 222 [147. 237. 77. 216 |Mor occo dover.idf.il SERVER- WEBAPP TRACE at t enpt 2
176. 13. 4. 182 147.237.72. 166 | srael aka.idf.il I NDI CATOR- SCAN nyscan 2
38.129.240.45 [147.237.77.178|Wited Sates e. nat pash. i df . i | ET SCAN Potential SSH Scan 2
122.252.246.9 |147.237.72.156|India aman. i df il ET SCAN Potential SSH Scan 2
66.249.78.197 |147.237.77.176|lnited Sates nat pash. i df . i1 ET SCAN NVAP -sA (2) 2
176.13. 0. 27 147.237.72. 166 |l srael akaidf.il I NDI CATOR- SCAN nyscan 2
66.249.78.159 |147.237.77.216|Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 13 147.237.72.166 |Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
181.198. 213. 98 [147.237. 76. 196 |Ecuador e.svivaidf.il ET SCAN Potential SSH Scan 2
66.249.75.106 |147.237.77.233|Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
36.102. 160. 48  |147.237.77. 235|Chi na svivaidf.il ET SCAN Potential SSH Scan 2
207.232.21.105 |147.237.72. 166 | srael aka.idf.il ET DB Large anount of TCP ZeroWndow - Possi bl e 2
Nki |l er2 DDos attack
82.102. 250. 133 |147. 237. 77, 216 |73 St N A Territory, 1o it i SERVER VERAPP encoded cross site scripting HTM. Inage |,

Qccupi ed

tag attenpt




10-30-2015 to 10-31-2015

|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address ‘Ste ‘Signature
41. 140. 146. 187 |Morocco 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 9364
141. 0. 13. 206 Nor way 147.237.77. 216 |dover. i df .il|dr op Frst packet isn't SYN drop 3636
197.40.224.50 |Egypt 147.237.77. 216 |dover. i df . i 1|dr op Frst packet isn't SYN drop 2934
176. 205. 61. 144 gﬁi:aetdesﬁrab 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 2162
149.78.154.69 |l srael 147.237.77. 216 |dover. i df.il|dr op First packet isn't SYN drop 1782
82.145.223. 63  |Europe 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 1766
2.54.3.1 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 1654
149.88.58.195 |l srael 147.237.76.42 |refuah.idf.i|Bad TOP sequence mdgir::;rit wth different moni tor  |1550
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 1070
128.199.41.16 |9 ngapore 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 928
46. 5. 86. 83 Ger many 147.237.77. 216 |dover. i df . i 1|dr op Frst packet isn't SYN drop 851
54.187.55.213 |lhited Sates 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SN drop 711
212.76.105.185 |lsrael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 668
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df . i 1|dr op Frst packet isn't SYN drop 622
66.249.78.166 |Lnited Sates 147. 237, 77. 216 |dover i 11| €AM NG Engine: TCP Invalid —invalid segnent retransnissi on drop 518
Ret r ansni ssi on Packet dr opped.
66.249. 78. 159 |Lhited Sates 147, 237.77. 216 |dover i ar.11| S €AM N9 Engine: TP 1nval i d Invalid segnent retransmssion drop 496
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 447
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 438
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SYN drop 434
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 430
196. 217. 64. 222 |Morocco 147.237.77. 216 |dover. i df . i I{dr op drop 404
66.249.78.173 |Wnited Sates 147, 237. 7. 216 |dover it 11| €2 NG Engine: TCP Invalid nvalid segnent retransmssion. drop 400
Ret r ansni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SN drop 363
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df.i l|dr op SAMrul e drop 353
2.54.9.190 | srael 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 349
197.135.127. 21 |Egypt 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 341
54.244.22.103 |lhited Sates 147.237.77. 216 |dover. i df.i l|dr op First packet isn't SYN drop 335
79.178.183. 153 |l srael 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 305
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 288
41.254.6. 15 lJ‘;rt:;/halnr iﬁ;:b 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 257
185.58. 201. 28 |Lebanon 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SN drop 252
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 249
212.179.90. 106 |l srael 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SYN drop 246
197. 133. 170. 251 |Egypt 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SN drop 240
151.80.31.112 (italy 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 225
203.24.32.42 Australia 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SYN drop 223
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 218
37.237.208.20 |lraq 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 217
2.54.36.18 | srael 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SYN drop 217
92.241.35.79 Jordan 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 216
107.77.97.25 Lhited Sates 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 216
109. 64.81. 131 |l srael 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SYN drop 210
179. 87.169. 143 |Brazil 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 185
196. 217. 64. 222 [Mor occo 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 185
109. 200. 30. 154 [United Kingdom [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SYN drop 178
166. 137. 139. 114|lLhited Sates 147.237.77. 216 |dover. i df .i1|dr op Frst packet isn't SN drop 172
89.13.108. 114  |Ger many 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 165
130.154.0.250 |Whited Sates 147.237.77. 216 |dover. i df . i 1|dr op Frst packet isn't SYN drop 162
70.39.186.244 |Satellite Provider |147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 154
83.235.21.210 |Geece 147.237.77. 216 |dover. i df .il|dr op First packet isn't SYN drop 154




10-30-2015 to 10-31-2015

|Top Attackers In V\AF|

Devi ce

A tacker

ount ry Target Address |Site Sgnature Action ‘Count
197. 40. 224. 50 |Egypt 147.237.77. 216 |dover.i df . il Mil tipl e Unhaut hori zed URL Access from 197. 40. 224. 50 B ock 1063
) . - Unhaut hori zed URL Access to
72.9.148.10  |tnited Sates  |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 600
213. 151. 42. 200 I srael 147. 237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bl ock 585
213.151. 42. 209
65.242.178.130 |Uhited Sates  |147. 237.76. 200 |ei t an. aka. i df . i | Too My of the Sane Response Code (404) in Session from Bl ock 555
65. 242. 178. 130
41. 140. 146. 187 |Mor occo 147.237.77. 216 |dover. i df .l Post Request - Mssing Content Type from 41.140. 146. 187 Bl ock 499
199. 30. 24. 184 |lLhited Sates 147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 480
198. 204. 235. 26 |Lhited Sates  [147.237.76.31 |nakchal .idf.il Mil ti pl e Unhaut hori zed LRL Access from 198. 204. 235. 26 B ock 375
208. 115. 113. 88 [United Sates  |147.237.76.86 |navy.idf.il tnaut hori zed UR. Access to B ock 360
navy.idf.il/giyus/forunasp/ showf orum asp
91.200.12.86 |lkraine 147.237.77. 176 [nat pash. i df . i | PHP At t enpt B ock 300
. . . Paraneter Type M ol ati on NewPassword in
37.142.64. 138 |[Israel 147.237.77. 243 |nobi l e.idf . il nobi | e, i df .| / sachar / changepassvor d B ock 285
. . . Paraneter Type Mol ation Qurrent Password in
46. 120. 50. 83 | srael 147.237.77.243|nobi le.idf . il mobi | e. i df . i |/ sachar/ changepasswor d Bl ock 270
176. 205. 61. 144 ﬁ:;de:’ ab 147.237.77.216|dover.i df . il Mil tipl e Abnormal |y Long Request from 176. 205. 61. 144 Bl ock 255
37.142. 253. 76 |1 srael 147. 237.77. 243 |mobi 1 e. i df .i | Ostributed Paraneter Type Mol ation on nobile.idf.il/sachar/login B ock 255
par anet er Passwor d
m ny- kosher - kravi . i d _ _
176. 13. 8. 157 I srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 238
68. 180. 228. 112 |Lhited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 225
208.115.113. 88 |Lhited Sates  [147.237.76.86 |navy.idf.il Mil tiple Unauthorized URL Access from 208. 115. 113. 88 Bl ock 195
198. 204. 235. 26 |Lhited Sates  [147.237.76.31 |nakchal .idf.il Mil ti pl e Admin Bl ocki ng from 198. 204. 235. 26 Bl ock 195
91.200.12.86 |lkraine 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 91.200. 12. 86 B ock 180
151.80. 31. 112 [italy 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 165
66.249.67.6 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 66. 249. 67. 6 Bl ock 165
66.249.67.13 |Israel 147.237.72.166|aka. i df . i | Mil ti pl e Unaut horized URL Access from 66.249. 67. 13 Bl ock 165
176. 228. 129. 98 |I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 150
54.244.22.103 |lhited Sates  [147.237.76.147|chi nuch. aka. i df . il D stributed Suspicious Response Code Qust om Tenpor ary B ock 150
. . O stributed Whaut hori zed URL Access on
176. 228. 129. 98 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 150
. - O stributed Whaut hori zed URL Access on
66.249.67.65 |[Israel 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 135
66.249.78. 166 |Israel 147.237.77.216|dover. i df . il Mil tipl e Lhaut hori zed UR. Access from 66. 249. 78. 166 B ock 120
91.200.12.86 |lkraine 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/xmrpc. php B ock 120
2.54.0. 163 I srael 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Repeat Passvord in B ock 120
nobi | e. i df . i|/sachar/changepasswor d
176.13.9.218 |[Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 120
79.179. 118. 207 |I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 120
217.150. 81. 35 |Lebanon 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to wanidf.il/arr/ B ock 120
62.90.35.177 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 120
66.249. 78. 159 |Israel 147.237.77.216|dover.idf .il Mil tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 120
. . D stributed Uhauthorized URL Access on
66.249.67.71 |israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 120
. - DO stributed Whaut hori zed URL Access on
62.90.35.177 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 120
. . . Unaut hori zed Met hod CPTIONS for
187.133. 44. 215 |Mexi co 147.237.72.166 [aka. i df . i | v aka. i df . i | / mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 105
81. 218. 226. 208 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for v aka. i df.il/ B ock 105
198. 204. 235. 26 |Lhited Sates  [147.237.76.31 |nakchal .idf.il PHP At tenpt Bl ock 105
66.249.78.173 |Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 105
178. 63. 10. 138  |Ger many 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 178. 63. 10. 138 B ock 105
. . . Unaut hori zed URL Access to
109. 67. 107. 48 |l srael 147.237.77. 243 |nobi l e. i df . il nobi | e, o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 105
178. 63. 10. 138 |Ger many 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 105
66.249. 78. 166 |l srael 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 105
5.28.164.130 |[Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 90
46.116. 136.62 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 90
84.108.90.56 |Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 90
. . D stributed Uhauthorized URL Access on
66.249.67.59 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 90
66.249. 78. 128 |Israel 147.237.76. 147 |chi nuch. aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 90
84.108.90.56 |l srael 147.237.72. 166 |aka. i df . i | Distributed Lhauthori zed URL Access on B ock 90
wn aka. i df . i |/ aj ax/ updat est at us. php
66. 249. 67. 122 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 90
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