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10-28-2015 to 10-29-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
68. 180. 229. 121 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il TCP handshake viol ation, first packet not syn|drop 771316
68. 180. 228. 49 Lhited Sates 147.237.76. 30 hi nush. i df.il TCP handshake vi ol ation, first packet not syn|drop 178147
77.235.133. 57 Lebanon 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 146658
66. 249. 93. 203 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 69809
66. 249. 67. 32 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 65055
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 37105
66. 249. 64. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 34960
106. 79. 130. 100 I ndi a 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 34139
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 30199
82.192. 68. 46 Net her | ands 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 29776
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 29498
37.105. 195. 79 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 14788
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 14373
66. 249. 69. 69 Lhited Sates 147.237.77.176 nat pash. i df .i | TCP handshake vi ol ation, first packet not syn|drop 11106
66. 249. 64. 153 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 9860
66. 249. 67. 194 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 8885
82. 145. 210. 64 Eur ope 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 6974
66. 249. 67. 224 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 6883
89. 138. 228. 198 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 6097
66. 249. 67. 216 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 6045
66. 249. 69. 85 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake vi ol ation, first packet not syn|drop 5902
66. 249. 67. 202 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 5755
66. 249. 64. 168 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 5618
66. 249. 64. 159 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 5436
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 5264
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 4916
2.89.113. 46 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 4900
66. 249. 78. 109 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 4739
5.141.12. 212 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4726
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4698
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4206
66. 249. 67. 34 Lhited Sates 147.237.77. 170 naar achot . i df .i | TCP handshake vi ol ation, first packet not syn|drop 4129
65. 29. 36. 51 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3728
66. 249. 67. 208 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 3724
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3479
66. 249. 67. 122 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 3474
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3417
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3271
199. 203. 53. 3 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2961
66. 249. 64. 236 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 2936
66. 249. 64. 161 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 2516
109. 110. 121. 24 Lebanon 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2495
66. 249. 64. 156 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 2366
41.29.77.248 South Africa 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 2285
145.83.2.6 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2180
66. 249. 78. 204 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn|drop 1984
66. 249. 93. 207 Lhited Sates 147. 237. 72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 1897
68. 180. 230. 240 Lhited Sates 147.237.77.170 naarachot . i df .| TCP handshake viol ation, first packet not syn|drop 1845
66. 249. 64. 151 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 1590
37.139. 52. 36 Ger many 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1573




10-28-2015 to 10-29-2015

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address |Site Sgnature Devi ce Action |Count |
74.208.184.106 |Lhited Sates 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 33
5. 249. 138. 60 Italy 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 30
87.106. 15. 191 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Quer | Pv4 B ock 27
151.236.50. 27  |Wnited Kingdom |[147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 27
138.134.192.10 |[Israel 147.237.72.166 |aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 24
188. 165. 246. 177 |France 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Evasion |B ock 22
212.227.89.212 |Ger many 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 21
113. 52. 133. 86 Hong Kong 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 21
23.91.70.77 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. Q. Injection \ariable Declaration Bvasion |B ock 18
94, 231.110.223 [Denmark 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 18
212.114. 110. 141 |Net her| ands 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 16
81.169.186.84  |Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 15
46.22.131.43 Ireland 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 15
92.39.241. 111 France 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 15
37.128. 146. 58 Net her | ands 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 15
85.214. 142. 233  |Ger many 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 14
85.214. 136. 8 Ger nany 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 14
82.165. 39. 81 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Quver | Pv4 B ock 12
138.134.102. 15 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 12
217.160.93.86  |Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 12
74.208.199.191 |Lhited Sates 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 12
85.214.109. 173 |Ger many 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 12
94.102.153.186 |[United Kingdom [147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 12
162. 244. 66. 58 Lhited Sates 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 12
130. 193.82.202 |Wnited Ki ngdom |[147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 12
149. 202. 52. 100 |Ger many 147.237.76.31 |nakchal .idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 11
81.169. 224.5 Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 10
81.169. 172.208 |Ger many 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 10
95. 110. 188. 8 Italy 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 9
91.142.210.18 |[Spain 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 9
209. 95. 43. 10 Lhited Sates 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 9
85.214.213.91  |Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 9
81.169.159. 137 |Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 9
87.106. 109. 190 |Ger many 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 9
85.214.129.80  |Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 9
144.76.67.145  |Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 9
82. 98. 156. 47 Spain 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 9
85.214.141. 253 |Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 8
93.104.211.56  |Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 8
87.106.109.57  |Ger many 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 8
85.214.128.88  |Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer | Pv4 B ock 8
5. 249. 140. 179 Italy 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 8
85. 214. 55, 57 Ger many 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 8
192. 116. 239. 100 [l srael 147.237.77.226 [wwv chanmat z. aka. i df . i | |Cl1000004: HTTP. options nethod (M crosoft) B ock 7
85.214.103.41  |Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 6
95.110.185. 153 |[italy 147.237.77.216 |dover.idf.il 4684: |P. |6 Tunneling Qrer | Pv4 B ock 6
87.106. 216. 158 |Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 6
80. 80. 231. 10 St zerl and 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Quver | Pv4 B ock 6
138.134.102. 16 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6
74.208. 205. 59 Lhited Sates 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 6




10-28-2015 to 10-29-2015

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 67
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 55
23.91.70.77 147.237.77.233|Wnited Sates  [atal .idf.il SQ Injection - Select From 27
188. 165. 246. 177|147. 237. 77. 74 |France lawidf.il SQ Injection - Select From 24
66. 135. 63. 82 147.237.72.166|lhited Sates  [akaidf.il SQ Injection - Select Fom 8
2.54.7.136 147.237. 72. 166 [I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 6
93. 89. 16. 110 147. 237. 72. 166 | Tur key aka.idf.il QA Injection - Select From 5
176.98. 69. 225  [147. 237. 72. 166 |Ukr ai ne aka.idf.il SERVER- WEBAPP backup access 5
66.249.78.173 |147.237.77.216|W0ited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 4
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 3
185.58.201.28 |147.237. 77. 233 |Lebanon atal .idf.il ET SCAN NVAP -sA (2) 3
46.19. 85. 127 147.237.77. 216 I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
198. 255, 151. 117|147, 237. 77. 216 |Lhited Sates  |dover.idf.il portscan: TCP O stributed Portscan 2
79.180.193.73  |147.237.72. 166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
66.249.81.218 |147.237.77.216|W0ited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
37.19.119.133  |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 2
185.58.201.28 |147.237.76.42 |Lebanon refuah.idf.il ET SCAN NVAP -sA (2) 2
31.184.242.17 |147.237.77.216 gjzg'im dover. i df.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
59. 45.79. 117 147.237.8.27 |China e.nedimatal .idf.i|[ET SCAN Potential SSH Scan 2
66.249.67.216 |147.237.72.166|Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
66.249.67.122 |147.237.72.166|Wiited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
109. 66. 128. 217 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 2
169.57.5. 20 147. 237. 77. 205 |Net her | ands prisha idf.il ET SCAN NVAP -sS wi ndow 1024 2
212.179.90. 106 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 2
77.235.133.57 |147.237.77. 216 |Lebanon dover.idf.il portscan: TCP O stributed Portscan 2
176.13.23.154 |147.237.72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 2
59. 45. 79. 117 147. 237. 77. 178 |Chi na e.matpash.idf.il |ET SCAN Potential SSH Scan 1
128.127.0. 45 147.237.76.202|Itay e halag.idf.il ET SCAN NVAP -f -sS 1
37.142.68.75 147, 237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
95. 154. 229. 204 |147.237.77. 216 |Uni ted Ki ngdom |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
219 o1 186. 104 147 237 76.86 |india ey, i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.52.143. 205 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
84.109. 166. 96 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
192.115.248.2 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.125.126. 235 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
163. 53. 247. 3 147.237.77. 216 [Macau dover.idf.il ET SCAN Potential SSH Scan 1
46.120. 104. 233 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 67. 116. 45  |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
5.28. 146. 207 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
89.138.245.52 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
207.232.27.5 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.182.228.91 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
176.13.16.238 |147.237.72. 166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
81.218.201. 224 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 27.105. 132 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
66.249.67.210 |147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 1
149. 202. 52. 100 |147.237.76.31 |Ger many nakchal .i df .il ET WEB_SERVER Mii ebl ackcat scanner 1
46. 19. 85. 222 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na aka.idf.il portscan: TCP O stributed Portscan 1
2.54.161. 82 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1




10-28-2015 to 10-29-2015

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Oount
212.179.21.194 |israel 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SWN drop 25423
197. 37. 146. 189 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2992
212.76.101. 122 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2425
213. 251. 182. 103|Fance 147.237.77.176 |nat pash. i df . il dr op Frst packet isn't SN drop 2380
S reamng Engi ne: TCP i
80.179. 255.94 | srael 147.237.77. 233 |atal i of .i | 9 =g TCP segnent out of naxi mmalloved |, 2153
Segrent Limt Enforcenent sequence. Packet dropped.
141. 0. 13. 130 Nor way 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2127
Sreamng Engi ne: TCP i
82.80.196.44  |israel 147. 237. 72. 166 |aka. i of . i 9 =9 TCP segment out of naxi mmalloved |, 1947
Segnent Limt Enforcenent sequence. Packet dropped.
2.54.184.198 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1819
Sreaning Engi ne: TCP i
149.78. 44. 254 |Israel 147.237.76.86 |navy.idf.il 9 =9 TCP segrent out of naxi mmalloved |, . 1785
Segnent Limt Enforcenent sequence. Packet dropped.
212.25.102.63 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1755
167. 114. 156. 198|Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1614
Sreamng Engi ne: TCP i
79.178.65.155 |Israel 147. 237.72. 166 |aka i df . i | 9 =9 TCP segment out of naxi mumalloved |, 1574
Segnent Limt Enforcenent sequence. Packet dropped.
S reaning Engi ne: TCP i
91.193.51.174 |israel 147.237.77.233|atal .idf il 9 =g TCP segnent out of maxi mmalloved |, 1556
Segrent Limt Enf orcenent sequence. Packet dropped.
Sreamng Engi ne: TCP i
79.176. 160. 189 I srael 147.237.76.86 |navy.idf.il 9 =9 TCP segment out of naxi mumalloved |, 1422
Segnent Limt Enforcenent sequence. Packet dropped.
195. 226. 71. 212 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1381
reamn ine: T i
212.179.21. 194 |israel 147. 237.77. 216 |dover. i df . i1 Streamng Engine: TCP TCP segrent out of naxi mmalloved |, . 1353
Segnent Limt Enforcenent sequence. Packet dropped.
Sreamng Engi ne: TCP i
176.12. 142. 126 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g TCP segnent out of naxi mmalloved |, 1319
Segnent Linmt Enforcenent sequence. Packet dropped.
105. 156. 37. 33  |Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1273
S reamng Engi ne: TCP i
46.19. 85. 1 I'srael 147.237.72. 167 |i shuri maka. i f . 9 =g TCP segnent out of naxi mmalloved |, 1168
Segrent Limt Enforcenent sequence. Packet dropped.
reamng Engi ne: T i
46.19.85.127  |Israel 147. 237, 72. 167 | shurimaka i of i | | SAM NG Engine: TCP TCP segnent out of naxi numal loved |, ) 1080
Segrnent Limt Enforcenent sequence. Packet dropped.
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1045
S reaning Engi ne: TCP i
157.55.39.31  |Wited Sates |147.237.77.74 |lawidf.il 9 =g TCP segnent out of maxi mmalloved |, 1007
Segrent Limt Enf orcenent sequence. Packet dropped.
5.28. 139. 186 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 959
Sreamng Engi ne: TCP i
46.19.85.123  |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g TCP segnent out of naxi mmalloved | 854
Segnent Linmt Enforcenent sequence. Packet dropped.
reamn ine: T i
149.78.235.34 |israel 147 237.72. 167 | shurimaka i of i | | SAM NG Engine: TCP TCP segnent out of naxi numal loved |, ) 735
Segnent Limt Enforcenent sequence. Packet dropped.
Sreamng Engi ne: TCP i
52.16.5. 197 Lhited Sates |147.237.77. 216 |dover.idf.il 9 =g TCP segnent out of naxi mmalloved | 726
Segnent Linmt Enforcenent sequence. Packet dropped.
reamn ine: T i
85. 64. 66. 84 I srael 147. 237.72. 166 |aka i df . i | Streanmng Engine: TCP TCP segrent out of naxi mumalloved |, 680
Segnent Limt Enforcenent sequence. Packet dropped.
Sreamng Engi ne: TCP i
2.52.179. 39 I srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g TCP segnent out of naxi mmalloved | 680
Segnent Linmt Enforcenent sequence. Packet dropped.
reamn ine: T i
2.54.12. 41 I srael 147. 237.72. 166 |aka i df . i | Streanmng Engine: TCP TCP segrent out of naxi mumalloved |, 665
Segnent Limt Enforcenent sequence. Packet dropped.
Sreamng Engi ne: TCP i
82.80.196.44  |Israel 147. 237. 72. 156 |anan. i df . 9 =g TCP segnent out of naxi mmalloved | 661
Segnent Linmt Enforcenent sequence. Packet dropped.
82.192. 68. 46 Netherlands |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 654
S reamng Engi ne: TCP i
209.88.198.1  |Israel 147.237. 72. 167 |i shuri maka. i f . 9 =g TCP segnent out of naxi mmalloved |, 647
Segrent Limt Enforcenent sequence. Packet dropped.
Sreaning Engi ne: TCP i
54.72.0.55 Irel and 147. 237. 77. 216 |dover . i df . 9 =9 TCP segrent out of naxi mumalloved |, 646
Segnent Limt Enforcenent sequence. Packet dropped.
Sreamng Engi ne: TCP i
46.19.85.84  |israel 147.237.72. 167 |i shuri maka. i f . 9 =g TCP segnent out of naxi mmalloved |, 643
Segrent Limt Enforcenent sequence. Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.166 |Uited Sates |147.237. 77. 216 |dover.idf il 9 =g nvalid segnent retransmssion. Packet . 632
Ret ransni ssi on dr opped.
S reamng Engi ne: TCP i
5.22.129.216  |Israel 147.237.72. 167 |i shuri maka. i f . 9 =g TCP segnent out of naxi mmalloved |, 629
Segrent Limt Enforcenent sequence. Packet dropped.
Sreaning Engi ne: TCP i
72.11.211.243 |Wited Sates |147.237.77. 216 |dover.idf. il 9 =9 TCP segrent out of naxi mumalloved |, 616
Segnent Limt Enforcenent sequence. Packet dropped.
S reamng Engi ne: TCP i
68.180.228.59 |[Lnited Qates |147.237.77.74 |lawidf.il 9 =g TCP segnent out of naxi mmalloved |, 606
Segrent Limt Enforcenent sequence. Packet dropped.
Sreaning Engi ne: TCP i
79.181.119. 151 |israel 147. 237. 72. 156 |anan. i of . i1 9 =g TCP segnent out of naxi mumal loved |, ) 576
Segnent Limt Enforcenent sequence. Packet dropped.
S reamng Engi ne: TCP i
82.80.198.164 |l srael 147.237.72. 166 |aka i df .i 9 =g TCP segnent out of naxi mmalloved |, 568
Segrent Limt Enforcenent sequence. Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.78.159 |United Sates |147.237. 77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. Packet . 564
Ret ransni ssi on dr opped.
S reamng Engi ne: TCP i
54.72.73.168  |Irel and 147. 237. 77. 216 |dover . i of . | 9 =g TCP segnent out of naxi mmalloved |, 562
Segrent Limt Enforcenent sequence. Packet dropped.
Sreaning Engi ne: TCP i
207.46.13.58  |Wited Sates [147.237.77.74 [lawidf.il 9 =g TCP segnent out of naxi numal loved |, ) 531
Segnent Limt Enforcenent sequence. Packet dropped.
2.54.165. 181 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 530
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Sream ng Engi ne: TCP

TCP segrent out of naxi num al | oned

31.154.19.5 I srael 147.237.72. 167 |i shuri maka. i df . i . dro| 529
Segnent Limt Enforcenent sequence. Packet dropped. P

52. 16. 5. 197 Lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 529

190. 24.146.71  |Col onbi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 525
Sreamng Engine: TCP Invalid i i ssi

66.249.78.173 |Uited Sates |147. 237. 77. 216 |dover. i df .i | 9 =g Invalid segnent retransmssion. Packet . 524
Ret ransm ssi on dr opped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 524
Sreaning Engi ne: TCP i

37.26.146.234 |israel 147.237.72. 166 |aka.i df . i 9 =g TCP segnent out of maxi mmalloved |, 521

Segnent Limt Enforcenent

sequence. Packet dropped.
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Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
. . Unhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | v cogat i i 1/si p._storagelfi 1 es/ O/ si 7e220x0/ 3410, j pg. SF ¢ Bl ock 2730
95.86.124.134 |Israel 147.237.76.200 |ei tan. aka. i df . i | Too My of the Sane Response Qode (404) in Session from B ock 2590
95. 86. 124. 134
213.151.52. 202 |israel 147.237.76.200 |ei tan. aka. i df . i | Too Mny of ‘the Sane Response Qode (404) in Session from B ock 1106
213. 151. 52. 202
. . . Paraneter Type Mol ati on Qurrent Password in
149. 78. 85. 39 I srael 147.237.77.243|nobi | e. i df . i | nobi | e. i df i |/ sachar/ changepassvor d Bl ock 630
85. 65. 13. 4 I'srael 147.237.76.200 |ei tan. aka. i df . i | 2206'?%2: the Sane Response Code (404) in Session from B ock 480
68.180.228.112 |nited Sates [147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 308
105. 156. 37. 33  |Mbrocco 147.237.77. 216 |dover.idf . il Post Request - Mssing Content Type from 105. 156. 37. 33 B ock 272
176. 12. 145. 117 |Israel 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 255
. . . Unaut hori zed URL Access to
87.68.241.254 |lIsrael 147.237.0.19 |nadimatal .idf.il nadi matal i df i |/ shar ed! aj ax/ updat enakat qaunt i ty. aspx B ock 240
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 67. 6 Bl ock 229
79.176. 35. 28 I srael 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 225
. . DO stributed Whaut hori zed URL Access on
79.176. 35. 28 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 225
. . Mul tipl e Whaut horized Method for Known URL from
77.125.136.36 |[Israel 147.237.72. 166 [aka. i df . i | 27 125, 136. 36 B ock 210
31.154. 145. 153 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 31. 154. 145, 153 B ock 195
109. 65.194. 97 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LR Bl ock 180
95.86.111.181 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 168
. . DO stributed Whaut hori zed URL Access on
95.86.111.181 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ updat est at us. php Bl ock 168
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |lhited Sates |147.237.77.176|nat pash.idf.il v cogat . i df . i 1/ 1043- he/ cogat . asp Bl ock 165
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 158
66.249.78.166 |lsrael 147.237.77. 216 |dover. i df . i | D stributed Suspici ous Response Code Bl ock 155
176.12. 145. 117 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 150
79.178.175. 207 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 150
85. 64.205. 157 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte de Character in URL B ock 150
. . D stributed Whaut hori zed URL Access on
79.178.175. 207 |lsrael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ a ax/ updat est at us. php B ock 150
84.108.37.223 |israel 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed LR Access on B ock 140
wa aka. i df . i | /aj ax/ updat est at us. php
84.108.37.223 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 138
_ m ny- kosher - kravi . i d _ _
172.56. 37. 84 Lhited Sates |147.237.0.17 £l Ostributed |11 egal Paraneter Encodi ng None 135
87.69. 87. 164 I srael 147.237.72. 166 |aka. i df . i | Ostributed PHP At tenpt Bl ock 135
. . D stributed Whaut hori zed URL Access on
87.69. 87. 164 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php B ock 135
54.244.22.103 |lhited Sates |[147.237.76.147|chi nuch. aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 129
. . . Paraneter Type Mol ati on Qurrent Password in
176.13.1.24 I srael 147.237.77.243|nobi | e. i df . i | nobi | e. i df i | / sachar/ changepassvor d B ock 126
5.29.193. 157 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 126
. . D stributed Uhaut hori zed URL Access on
5.29.193. 157 I srael 147.237.72. 166 [aka. i df . i | v aka. i o . i 1/ a ax/ updat est at us. php B ock 126
107. 6. 154. 229  |Net herl ands 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 107. 6. 154. 229 B ock 120
46.19. 85. 35 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Viol ation NewPassword in Bl ock 118
nobi | e. i df .i|/sachar/changepassword
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 67. 122 B ock 116
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Unauthorized URL Access from 66.249. 67. 13 B ock 115
5.22.129. 253 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 113
. . D stributed Whaut hori zed URL Access on
5.22.129. 253 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ a ax/ updat est at us. php B ock 113
79.178.111. 161 |lsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 112
79.178.133.75 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 112
. . DO stributed Whaut hori zed URL Access on
79.178.133.75 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ updat est at us. php Bl ock 112
82.102. 170. 200 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 105
213.151.57. 156 |Israel 147.237.76.200 |ei tan. aka. i df . i | Too My of the Sane Response Qode (404) in Session from B ock 105
213.151. 57. 156
79.182.196. 134 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 105
2.54. 48. 47 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qustom Tenpor ary B ock 105
. . DO stributed Whaut hori zed URL Access on
82.102. 170. 200 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 105
. . D stributed Uhaut hori zed URL Access on
79.182.196. 134 [Israel 147.237.72. 166 [aka. i df . i | voww aka. i o . i 1/ ax/ updat est at us. php B ock 105
2.52.27.168 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/sachar/index B ock 105
. . D stributed Uhaut hori zed URL Access on
66.249.67.234 [Israel 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ r obot s. £ xt B ock 104
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