10-27-2015 to 10-28-2015

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
150, 000§
120, 000"
i B dover.idf.il
90, 000 Meitan aka idf.il
i W akaidf.il
60, 000" B nadi matal .idf.il
N”gber - M rvat pash. i df . i |
At acks 30, 000+ [ | @bl le.i fjf' i I
[ tikshuv.idf.il
0- : M i shurimaka.idf.i
& RS S « - R idf.il
RSN S RSN S anen. 1 et
& F N 2> XSRS B N f EN M atal.idf.il
® & 4 & P QE <L
X L X & O O
& &> & N
& 2
Top Tar get

Nunber
(6]
At acks

M 79.181. 177. 227
212.179. 21. 194
W 212.179. 132. 203
105. 158. 32. 81

Il 95. 35. 153. 124

Il 80. 230.98. 65
[ 84.111. 163. 105
M 2.54.184. 198
2.54.151. 226
M 109. 64. 36. 229

Top Attackers



10-27-2015 to 10-28-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10017
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6328
74.215. 76. 204 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6037
85. 64. 191. 144 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5701
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5694
212.156. 70. 118 Tur key 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3372
46.19. 86. 109 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2753
192.198. 151. 37 Eur ope 147.237.72. 167 i shurimaka. i df . i ||TGP handshake viol ation, first packet not syn |drop 2349
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 2311
66. 249. 78. 254 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2232
66. 249. 67. 227 Lhited Sates 147.237.77.176 nat pash. i df.il TCP handshake viol ation, first packet not syn |drop 1311
192. 118. 30. 102 | srael 147.237.72. 167 i shuri maka.idf.il|Anonmal y- TLS renegoti ation-d i dest - reset 796
52. 23. 156. 32 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 564
79. 180. 18. 248 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 502
176. 12. 150. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 321
89. 138. 250. 190 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 310
93.172.186. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 309
66. 249. 67. 219 Lhited Sates 147.237.77.176 nat pash.idf.il TCP handshake viol ation, first packet not syn |drop 265
41.142. 26. 6 Mor occo 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 255
199. 58. 81. 144 Canada 147.237.77.216 dover.idf.il DCS- LA C- TCP- 80- cat dest - r eset 255
80. 246. 136. 56 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 245
185. 32. 179. 215 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 200
66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake vi ol ation, first packet not syn |drop 172
80. 246. 136. 9 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 162
220. 181. 108. 77 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 154
168. 235. 194. 228 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-d i f orward 146
66. 249. 64. 146 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 128
212.25. 84. 200 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 127
46.19. 86. 121 | srael 147. 237. 72. 167 i shuri maka. i df. i l|Anonal y- SSL-renegotiation-A i dest - r eset 123
46. 19. 86. 67 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 114
207. 232. 36. 181 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 112
217.41.11.42 Uni ted Ki ngdom 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 105
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 93
37.26. 148. 243 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 93
81. 218. 241. 26 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 84
46. 19. 86. 82 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 77
2.54.131. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 75
46. 19. 86. 198 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 70
176. 13. 15. 156 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 68
2.54.32.103 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 68
37.26. 147. 242 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 68
2.54.186. 56 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 63
80. 246. 139. 175 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 63
2.54.146. 196 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 56
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 53
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al Nets drop 51
10.0.0.3 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 51
2.52.7.184 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 50
212.179. 159. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 45
37.26. 147. 219 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 45




10-27-2015 to 10-28-2015

|Top Attackers In IPS|

Attacker Address |Attacker Country [Target Address |Site Sgnature

98.19.222.133 [lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 60
104. 203. 59. 254 |Uhited Sates 147.237.77.74 [lawidf.il C1000108: HTTP. Trying to | ocate existing FQkeditor Bl ock 36
104. 203.59. 254 |Lhited Sates 147.237.77. 176 |nat pash. i df . i | C1000108: HITP. Trying to | ocate existing FCKeditor B ock 36
104. 203. 59. 254 |Uhited Sates 147.237.77.216|dover. i df .i | Cl000108: HTTP. Trying to | ocate existing FQkeditor Bl ock 34
103.21.58.191 |india 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection \ariabl e Decl arati on Bvasion B ock 20
104. 203.59. 254 |Lhited Sates 147.237.77. 176 |nat pash. i df . i | 0854: HTTP: upl oad* Access B ock 12
104. 203. 59. 254 |Uhited Sates 147.237.77.74 [lawidf.il 0854: HTTP. upl oad* Access Bl ock 12
212.29.202.206 |[Israel 147.237.76.42 |refuah.idf.il C1000004: HTTP. options method (M crosoft) Bl ock 12
104. 203.59. 254 |Uhited Sates 147.237.77.216|dover. i df .i | 0854: HTTP: upl oad* Access B ock 11
93.172.186.255 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) Bl ock

64.186. 146. 196 |Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection \ariabl e Declarati on Bvasion B ock

199.58. 81. 144 |Canada 147.237.77.216|dover. i df . i | 10725 TOP. LA C DDoS Tool B ock
87.69.152.189 [Israel 147. 237.77. 226 :’\:NN chanat z. aka. i df . C1000004: HTTP. options method (M crosoft) Bl ock 5
84.109. 214. 160 |l srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 4
46.121.228. 158 |Israel 147.237.77. 216 |dover . i df . i | C1000098: Bl ock - dns poi soni ng B ock 3
195. 200. 205.2 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Cl000122: HITP. Access to - .exe or .dll Per nit 3
46.117.219. 208 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 3
74.208.66.220 [lLhited Sates 147.237.76.31 |nakchal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 2
62. 90. 255. 56 I srael 147.237.77.74 [lawidf.il C1000004: HTTP. options nmethod (M crosoft) Bl ock 2
41.105.127. 249 |Ageria 147.237.77. 216 |dover . i df . i | ggzaﬁt:t az‘:)rp' LO € DOoS Tool - (ANLY enabl e when under B ock 2
209. 15.196. 171 [Canada 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock
173.201.196. 172|Uhited Sates 147.237.72. 166 [aka. i df . i | 3593: HITP. SQ Injection (UINQN Bl ock
52.1.90.117 Lhited Sates 147.237.72. 166 |aka. i df . i | 13840: TLS QpenSSL Heartbeat Packet B ock

62. 90. 96. 102 I srael 147. 237.77. 226 :’\:NN chanat z. aka. i df . C1000004: HTTP. options method (M crosoft) Bl ock 2
24.156.108.59 |lhited Sates 147.237.77.216|dover. i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 1
94.29.124.83 gz::;”ion 147.237.77.216|dover. i df . i | 12580: HITP. SQ Injection (Qooki e Header) B ock 1
173.201. 196. 161|Lhited Sates 147.237.72. 166 [aka. i df . i | 3593: HITP. SQ Injection (UINQN Bl ock 1
104. 203.59. 254 |[lhited Sates 147.237.77.74 |lawidf.il 9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
212.129.31.161 |France 147.237.77.216|dover.i df .i | Q008: HTTP: Xenu User Agent Bl ock 1
188.121.41.45 |Netherl ands 147.237.72. 166 [aka. i df . i | 3593: HITP. SQ Injection (UINQN Bl ock 1
74.208.66.220 |lhited Sates 147.237.76.31 |nakchal .idf.il 5670: HITP. SQ Injection (SALECT) B ock 1
46. 252. 205. 141 |Net her| ands 147.237.72. 166 [aka. i df . i | 3593: HITP. SQ Injection (UINQN Bl ock 1
89. 19. 29. 90 Tur key 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 1
188.138.17. 205 |France 147.237.76.176|test. ncore. i df .i | 13840: TLS penSSL Heartbeat Packet B ock 1
45.79.109. 226 147.237.72. 166 [aka. i df . i | 3624: HTTP. SQ Injection (SELECT) Bl ock 1
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf .il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
101.108.30. 10 |Thai l and 147.237.77.216|dover.i df .i | 12580: HITP. SQ Injection (Qokie Header) B ock 1
77.126.195. 146 |[Israel 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nmethod (M crosoft) Bl ock 1
209. 15.196. 171 [Canada 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 1
179.7.78.2 Peru 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options method (M crosoft) Bl ock 1
50.62.161.232 [lLhited Sates 147.237.72. 166 [aka. i df . i | 3593: HITP. SQ Injection (UINQN Bl ock 1
89. 19. 29. 90 Tur key 147.237.76.86 |navy.idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 1
64.186. 146. 196 |[Lhited Sates 147.237.77. 74 |lawidf.il 3809: HITP. SQ Injection Evasion SO Comment Terminator |[B ock 1
45.79.109. 226 147.237.72.167|i shuri maka. i df . il 3624: HTTP. SQ Injection (SELECT) Bl ock 1
162. 210. 196. 97 |Uhited Sates 147.237.77. 216 |dover . i df .i | C1000106: HITP. naj estic bot Bl ock 1
82.158.30.199 [Spain 147.237.77. 176 |nat pash. i df . i | Q008: HTTP: Xenu User Agent B ock 1
209.58.178.49 [lnited Sates 147.237.72. 166 [aka. i df . i | C1000106: HITP. naj estic bot B ock 1
184. 168. 152. 170|Uhited Sates 147.237.72. 166 [aka. i df . i | 3593: HITP. SQ Injection (UINQN Bl ock 1
66.194.11.113 |lhited Sates 147.237.77.216|dover. i df .i | Q008: HTTP: Xenu User Agent B ock 1
198.71.228.36 |Uited Sates 147.237.72. 166 [aka. i df . i | 3593: HITP. SQ Injection (UINQN B ock 1




10-27-2015 to 10-28-2015

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
98.19.222.133 |147.237.77.233|Wnited Sates atal.idf.il SQ Injection - Select From 153
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 58
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 24
64.186. 146. 196 |147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 8
98.19.222.133 |147.237.77.233|lhited Sates atal.idf.il ET VBB SERVER SQi - SELECT and sysobj ect 6
08.19.222.133 |147.237.77.233|Wited Sates atal .idf.il ET VEB_SERVER ATTACKER SQUi - SELECT and Schena 6
Col umms
66.249.78.173  |147.237.77.216|Wited Sates dover.idf.il portscan: TCP D stributed Portscan 4
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 3
46. 19. 85. 99 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 2
46.117. 245,208 |(147.237.77.216 |l srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
66.249.93.220 |147.237.77.233|Wnited Sates atal .idf.il ET SCAN NVAP -sA (2) 2
195.200.205.2  [147.237. 76. 147 |I srael chinuch. aka. i df .i | WEB- FRONTPACE / _vti _bin/ access 2
176.12.136. 15 [147.237.76.42 |Israel refuah.idf.il GPL SCAN nyscan 2
195. 117. 135. 75 |147. 237. 77. 205 [Pol and prisha.idf.il ET SCAN Potential SSH Scan 2
54.209. 60. 63 147.237.72. 166 [Lhited Sates akaidf.il SERVER APAO_E Apac.he mod_sslnon-S3. connection to SS. 2
port denial of service attenpt
5.160.170. 106  |147. 237. 76. 86 :égu”'b”'z'?c navy. i df il ET SCAN Potential SSH Scan 2
176.12.136. 15  [147.237.76.42 |Israel refuah.idf.il | NDI CATOR- SCAN nyscan 2
46. 19. 85. 120 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
171. 249. 220. 240(147. 237. 76. 38 |V et nam eeneitav.idf.il ET SO Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
103. 243.138. 30 |147.237.8.28 |China e.mobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
84.108. 0. 15 147.237. 72. 166 |I srael akaidf.il portscan: TCQP D stributed Portscan 1
58.63.239.135 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
194. 90. 144. 146 |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
12.216.138.71 |147.237.0.17 [thited Sates mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
115.182.17. 13  [147.237.76.38 |China e.eneitav.idf.il ET SCAN NVAP -sS w ndow 4096 1
93.174.95. 77 147.237.0.17  |Netherl ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
77.202.11.135 |147.237.76.38 |Fance e.eneitav.idf.il ET SCAN NVAP -sS w ndow 2048 1
212.7.209.9 147.237.76. 44 |Nether| ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.182.118.95 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
212.235.68.170 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
46.121.247. 46  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
185.32. 179. 103 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.29.194. 192 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
109. 160. 169. 242|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
89.138.196.24  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
66.102. 8. 173 147.237.77. 216 |Wnited Sates dover.idf.il portscan: TCQP D stributed Portscan 1
195. 117. 135. 75 [147.237. 77. 226 |Pol and wan chanat z. aka. i df . i1 |ET SCAN Potential SSH Scan 1
37.26.147.161 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
119. 254. 103. 15 |147. 237. 76. 201 |Chi na eaal.idf.il ET SCAN Potential SSH Scan 1
101. 231. 154. 154(147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
103.232.35.93  |147.237.72. 167 [Hong Kong i shuri maka.idf.il ET SCAN NMAP -sS w ndow 3072 1
84. 94. 66. 97 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
58.63.239.135 |147.237.76. 147 |Chi na chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
193.201.224.8 [147.237.72. 166 |krai ne aka.idf.il SERVER- WEBAPP adm n. php access 1
5.160.170.106  |147.237. 77. 226 :égu”'b”'z'?c ww chanat z. aka. i df i1 |ET SCAN Potential SSH Scan 1
115.182.17. 13  [147.237.76.38 |China e.eneitav.idf.il ET SCAN NVAP -f -sS 1
93.174.93.138 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.158. 88. 41 147.237. 77. 216 |France dover.idf.il portscan: TCQP D stributed Portscan 1
212.7.209.9 147.237. 72. 167 [Net her | ands i shurimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
169. 57. 5. 20 147.237.8.14  [Netherl ands e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1




10-27-2015 to 10-28-2015

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 14205
212.179. 132. 203|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7876
105.158.32.81 |Morocco 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6185
95. 35.153. 124 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4379
80. 230. 98. 65 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4184
79.181.177. 227 |israel 147. 237. 76. 200 [6i tan. aka. i of . { | €A NG Engi ne: TCP Inval id - finvalid segnent retransmssi on drop 3708
Ret r ansni ssi on Packet dr opped.
2.54.184.198 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3609
5.29.79. 89 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2766
41.142.26.6 Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2156
93.184.3.73 g‘ilcisgii:;a” Territory.ly 47, 237. 77. 216 |dover. icf. i1 |dr op Frst packet isn't SN drop 2091
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1824
80.178. 158. 133 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1717
95. 35.167. 154 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1686
109. 67. 35. 147 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1335
46. 163. 68. 109  [Ger nany 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1308
149. 78. 103. 229 |(Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1193
212.179. 42. 225 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1193
95. 35. 68. 192 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1141
2.54.11.19 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1056
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 863
2.54.182.202 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 806
109. 64.36. 229 |Israel 147. 237.76. 200 [ei tan aka. i of .| | S2M NG Engine: TP Invalid imvalid segrent retransnission. |, o 774
Ret r ansm ssi on Packet dr opped.
84.95.252. 17 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 765
212.76.101. 122 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 759
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 753
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 726
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 717
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 713
176. 106. 46. 249 g";'cisgiigcija” Territory:|147. 237. 7. 216 |dover.idt.il  |drop First packet isn't SWN drop 649
209.88.198.1 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 616
95. 35.177. 42 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 585
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 580
81. 218. 205. 183 I srael 147. 237.76. 200 [ei tan aka. i of .| | SN NG Engine: TP Invalid invalid segrent retransnission. |, o 570
Ret r ansm ssi on Packet dr opped.
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 538
2.54.10. 42 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 529
2.54.187. 149 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 519
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 507
92.229. 17. 127 Cer many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 497
85. 132. 24. 46 Azerbai j an 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 442
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 441
66.249.78.159 |United Sates 147, 237.77. 216 |dover i .11 |} SAM NG Engine: TCP Inval id invalid segnent retransmssion. |, o 437
Ret r ansm ssi on Packet dr opped.
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 436
37.60. 44. 80 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 413
77.125.10.75 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 406
79.180. 151. 209 | srael 147. 237. 76. 200 [6i tan. aka i of | | €A NG Engi ne: TCP Inval id - invalid segnent retransmssion drop 381
Ret r ansni ssi on Packet dr opped.
66.249.78.166 |Uited Sates 147.237.77. 216 |dover 111 |} SAM NG Engine: TCP Inval id invalid segnent retransmssion. |, o 380
Ret r ansm ssi on Packet dr opped.
95. 35. 85. 179 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 376
66.249.78.173 [Uited Qates 147.237.77. 216 |dover.ich.i1 |} e ng Endine: TP Invalid - imvalid segnent retransmssion. | o 367
Ret r ansm ssi on Packet dr opped.
94.249.61.146 |Jordan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 351
37.26.149.180 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 339
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Oount
79.181.177. 227 |lsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 14976
84.111. 163. 105 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 3725
2.54.151. 226 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 3415
109. 64.36.229  |Israel 147.237.76.200|ei tan. aka. i df . i Too Miny of the Sane Response Cbde (404) in Session from Bock [2086
109. 64. 36. 229
192. 116. 232. 69 |l srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Uhaut horized LRL Access from 192. 116. 232. 69 B ock 1858
176.13.20. 224 |Israel 147.237.0.19 |nadimatal .idf.il 100 M of the Sane Response Code (404) in Session from Bock  [1421
176. 13. 20. 224
81.218.205. 183 |Israel 147.237.76.200|ei tan. aka. i df . i Too Miny of the Sane Response (bde (404) in Session from Bock  |1148
81.218. 205. 183
Lhited . . Uhaut hori zed URL Access to
72.9.148. 10 Sates 147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bock  [895
. . Unaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | Wi cogat i o i /i p storagelfi1 es/ O/ si 2e220x0/ 3410.  pg. Src Bl ock 840
46.19. 86. 192 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 777
213.8.67.71 I srael 147.237.77. 216 |dover.idf . il Mil tipl e Unauthorized LRL Access from213.8.67.71 Bl ock 756
105.158.32.81 |Morocco  [147.237.77.216|dover.idf .il Post Request - Mssing Content Type from 105. 158. 32. 81 B ock 749
149.78.93.21  [Israel 147.237.76.200|ei tan. aka. i df il 100 M of the Sane Response Code (404) in Session from Bock 630
149. 78. 93. 21
46.19.85. 1 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Whknown HTTP Request Method from 46. 19. 85. 1 B ock 490
68. 180. 228. 112 g];::: 147.237.77.216|dover.i df .i | D stributed Suspici ous Response Code B ock 490
104. 203. 59. 254 g“;:s 147.237.77.74 [lawidf.il Mil tipl e Unhaut horized LRL Access from 104. 203. 59. 254 B ock 406
104. 203. 59. 254 g"alt:g 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unhaut hori zed URL Access from 104. 203. 59. 254 B ock 350
104. 203. 59. 254 g“;:s 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut horized LRL Access from 104. 203. 59. 254 B ock 329
37.26.146.190 |[Israel 147.237.0.19 |[madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 308
95.35.204. 124 [Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 308
79.180. 151. 209 |l srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 307
109. 65. 158. 174 |l srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 224
109. 65. 158. 174 |l srael 147.237.72. 166 |aka. i df . i | Distributed thauthori zed UL Access on Bock  [224
vwwv aka. i df . i |/ aj ax/ updat est at us. php
5. 28.131. 167 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 5. 28. 131. 167 B ock 209
66.249. 78.166 |l srael 147.237.77.216|dover . i df . il D stributed Suspicious Response Code B ock 196
68. 180. 230. 29 LSthlatt:sd 147.237.77. 176 |nat pash. i df . i | Paranet er Type M ol ation PageNumin waw cogat . i df.il/901-he/ cogat.aspx |B ock 168
Lhited . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [o . 147.237.77. 176 (@t pash. i df . i | v cogat . i df . i |/ 1934- he/ cogat . aspx Bock  |168
66.249.78.173 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 154
46.19. 85. 196 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 154
. . Paraneter Type M ol ati on ct| 00$Cont ent A acetbl der 1$t xt Last Nane i n
2.52.11. 250 I srael 147.237.76.42 [refuah.idf.il v r ef ua. at al i df .1/ 1518-hel r ef uah. aspx Bock  [148
m ny- kosher - kr avi
77.127.147. 244 |lsrael 147.237.0. 17 i (;T]‘y i Dstributed I11egal Paraneter Encodi ng None 147
46.19.86.199  |israel 147.237.0.19 |nadimatal .idf.il |00 M of the Sane Response Code (404) in Session from Bock  [140
46.19. 86. 199
66.249. 78.166 |l srael 147.237.77.216|dover.idf . il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 140
91. 200. 12. 49 kr ai ne 147.237.77. 216 |dover.idf.il Distributed PHP Attenpt B ock 126
84.109.176.71 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed PHP Att enpt Bl ock 126
91. 200. 12. 49 Wrai ne 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 126
. . D stributed Uhaut hori zed URL Access on
84.109.176.71 |Israel 147.237.72. 166 |aka. i df . i | v aka. i of . i 1/ aj ax/ updat est at us. php Bl ock 126
Cooki e Tanpering on cooki e . ASPNETAUTH Expect ed
01022617FBD451DED208FE268F3CA054DED2080009330031003800310
46.19. 85. 31 I srael 147.237.76.39 |[nobi | e. nei tav. i df.il|03600370035003100370000012F00FF, Cbser ved None 126
0102CAFE5A3E8FDCD208FECA769C0992DCD208000933003100380031
003600370035003100370000012F00FF
176.12. 148. 129 |l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 126
84.108.70. 140 | srael 147.237.72. 166 |aka. i df . i | Distributed thauthori zed UL Access on Bock  [112
vwwv aka. i df . i |/ aj ax/ updat est at us. php
84.108.70.140 [israel 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 112
46. 19. 86. 94 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 98
66.249.78.173 |lsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 98
79.176.216. 131 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 98
Dstributed Paraneter Read Only Mol ation
213.57.206. 174 |[Israel 147.237.72. 166 [aka. i df . i | wwe aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 98
par anet er
31.154.135.45 |Israel 147.237.77. 176 |nat pash. i df . i | Faraneter Type Mol ation Searchext in Block |98
wWav cogat . i df . i1 /938-en/ cogat . aspx
. . D stributed Lhauthori zed URL Access on
79.176.216. 131 |[Israel 147.237.72. 166 [aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 98
2.52.133. 69 I srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Newassvord in Bock |08
nobi | e. i df . i |/ sachar/ changepassword
. . . Unaut hori zed URL Access to
46.120.95.131 |Israel 147.237.77.243|nobi [ e.i df . i | nobi | e.i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 98
68. 180. 228. 112 g;g: 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 96
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