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10-26-2015 to 10-27-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count]|
5.29. 153. 220 | srael 147.237. 72. 166 aka.idf.il TAP Scan (vertical) drop 77888
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 9284
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3624
66. 249. 93. 246 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 3548
176. 13. 21. 165 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2595
170. 251. 175. 185 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1998
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1627
36. 76. 78. 115 | ndonesi a 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 962
41.35.194. 73 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 819
99.116.17. 81 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 806
50. 116. 30. 23 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 804
66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash. i df.il TCP handshake viol ation, first packet not syn |drop 677
85.130.177. 122 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 639
66. 249. 67. 219 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn |drop 561
220.181.108. 110 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 516
66. 249. 67. 53 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 515
64.233.172. 163 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 510
66. 249. 78. 148 Lhited Sates 147.237. 72. 156 anan.idf.il TCP handshake viol ation, first packet not syn |drop 465
66. 249. 67. 65 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 460
2.84.83.162 G eece 147.237.72. 167 i shuri maka. i df . i ||TGP handshake viol ation, first packet not syn |drop 452
64.233.172.171 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 452
212.64. 228. 100 Eur ope 147.237.72. 167 i shuri maka.idf.il|TGP handshake viol ation, first packet not syn |drop 431
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 423
208. 87. 233. 201 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 376
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 360
176. 31. 150. 152 France 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 353
185. 54. 16. 16 Lhited Arab BEmirates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 277
147.235.236. 1 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y-TLS renegotiation-di dest - reset 228
80. 246. 136. 59 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 183
46.19. 85. 231 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 170
2.52.170. 156 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 154
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 146
79.181. 15. 195 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 135
2.52.139.192 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 132
77.127.196. 198 | srael 147. 237. 72. 167 i shuri maka. i df.il|Anonal y- SSL-renegotiation-d i dest - r eset 124
220.181.108. 111 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 122
37.26.149. 189 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 110
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 110
149. 88. 182. 12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 102
2.52.128. 33 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 99
82. 145. 216. 148 Eur ope 147.237.76. 31 nakchal .i df . il B ock | p VWb In drop 98
81. 218. 241. 26 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- TLS renegotiation-d i dest - reset 91
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 89
5.22.130. 184 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 87
46.116. 116. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 78
109. 160. 219. 185 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 74
2.54.2.247 | srael 147. 237. 72. 167 i shuri maka. i df. i l|Anonal y- SSL-renegotiati on-A i dest - r eset 74
79.182. 163. 97 | srael 147.237.0. 19 nadi matal .idf.il |Anonmal y- TLS renegotiation-d i dest - reset 74
66. 249. 67. 59 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 71
212. 64.228. 100 Eur ope 147.237.77.216 dover.idf.il SYNHood full table drop 69




10-26-2015 to 10-27-2015

|Top Attackers In IPS|

At t acker

Attacker Address Count ry rget Address |Site Sgnature

203.171.41.47 |New Zeal and 147.237.77.74 |lawidf.il 12715 HITP. Bind SQ Injection in WR B ock 20
97. 88. 205. 32 Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 20
123.141. 29. 11 ?re& Republic 1147 237.77. 234 |hal ag. i df . i | 3&1?:&:17[3 G\ Bash HTTP Header Renote Code Bxecution g o 19
117.79.238.206 |China 147.237.77. 234 |hal ag. i df .i | \lﬁi?e?;bm'; @\ Bash HITP Header Renote Code Bxecution g 19
181.61.253.58  |Col onbi a 147.237.77.234|hal ag. i df . i | \1572?%:11:3 G\ Bash HITP Header Renote Code Execution g oo 18
208.39.114. 154 |Uhited Sates  |147.237.77.234|hal ag. i df . i | \lﬁi?e?;bm'; @\ Bash HITP Header Renote Code Bxecution g 18
213.8.242.98 I srael 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 18
62.210. 113. 143 |France 147.237.72. 166 |aka. i df . i | \13735:31):-:1;[';: @\ Bash HITP Header Renote Code Bxecution g 14
89. 139. 39. 65 | srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 5
84.111. 154. 107 |[Israel 147.237.77. 74 |lawidf .il C1000004: HTTP. options nethod (M crosoft) B ock 4
50.59.103.190 |lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 3
217.168. 145. 10 |United Ki ngdom [147.237.77. 176 |nat pash. i df . i | 19863: HITP. WrdPress Revslider/ Showbi z PHP File Wl oad B ock 3
84.108.87.125 |[Israel 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
15.203.178.12 |Fance 147.237.77. 226 V\:V\:W chamat z. aka. i df CLl000004: HTTP: options nethod (M crosoft) Bl ock 3
89.138.229.119 |[Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 2
213.57.237.62 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
84.94.199.239 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
117.79. 238. 206 |Chi na 147.237.77.234|hal ag. i df . i | 0932: HITP. Shel | Command Execution (bash) B ock 1
46.252.131.34  |Germany 147.237.72. 166 [aka. i df . i | C1000106: HITP. maj estic bot B ock 1
98.19.222.133 |lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 1
81.218.198.54 |[lIsrael 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 1
117.79. 238. 206 [Chi na 147.237.77.234|hal ag.i df . i | 0947: HITP. test-cgi Access B ock 1
208.39.114. 154 [lhited Sates 147.237.77.234|hal ag. i df . i | 0932: HTTP. Shel | Cormand Execution (bash) B ock 1
142. 4.218. 204 |Canada 147.237.0.15 |kosher-kravi.idf.il @25: HITP. access to adninistrator/index. php -> Quarantine |B ock 1
98.19.222.133 [lhited Sates 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
188.138.17. 205 |France 147.237.76.38 |e.e.neitav.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
89. 148. 240. 68 :Zj;”ion 147.237.77. 216 |dover.idf . il 12580: HITP. SQ Injection (Cookie Header) B ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
208.39. 114. 154 |Wited Sates 147.237.77.234|hal ag. i df . i | 0947: HITP. test-cgi Access B ock 1
178.94.229. 176 |lkrai ne 147.237.77. 216 |dover.i df . i 12580: HTTP. SQ Injection (Cookie Header) B ock 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
188. 138.17. 205 |France 147.237.76.202|e. hal ag. i df .i | 13840: TLS (penSSL Heartbeat Packet B ock 1
117. 241.209. 46 |India 147.237.72. 166 |aka. i df . i | §2§§7$sum| ﬂlab??i t?/-“ery String Paraneter |nfornation Bl ock 1
93.173.15.230 |[Israel 147.237.77. 216 |dover.i df . il C1000004: HTTP. options nethod (M crosoft) B ock 1
178. 240. 160. 206 | Tur key 147.237.77.74 [lawidf.il Q@025: HITP. access to admnistrator/index. php -> Quarantine |B ock 1
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
37.26.148.242 |israel 147.237.77. 216 |dover.i df . il 14170: HITP. B ank User-Agent (descriptor but no string) B ock 1
199. 58. 86. 209 |[lhited Sates 147.237.77.216|dover.i df . il C1000106: HTTP. ngj estic bot B ock 1
123 1412011 |78 Republic 1147 237.77. 234 |hal ag. i df . i | 0932: HITP. Shell Command Execution (bash) Bl ock 1
66. 249. 67. 65 I srael 147.237.77.216|dover.i df . il C1000108: HITP. Trying to locate existing FO<editor Bl ock
181.61.253.58 |Col onbi a 147.237.77.234|hal ag. i df . i | 0932: HTTP. Shell Conmand Execution (bash) B ock 1




10-26-2015 to 10-27-2015

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry \Signature
5.29. 153. 220 147. 237. 72. 166 |I sr ael aka.idf.il ET SCAN NVAP -sS w ndow 1024 967
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 47
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 35
203.171.41.47 |147.237.77.74 |New Zeal and lawidf.il SQ Injection - Select From 20
5.29. 153. 220 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 9
98.19.222. 133 |147.237.77.74 |Wited Sates lawidf.il S Injection - Select From 6
87.68.253.211 |[147.237.72. 156 || srael aman. i df .| PCLI CY- OTHER TCP packet with urgent flag attenpt 5
82. 80. 196. 44 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 5
50.59.103.190 |147.237.77.74 |Wited Sates lawidf.il S Injection - Select From 4
178. 234. 148. 13 [147.237. 77. 170 |Russi an Federati on naar achot . i df . | ET WEB SERVER Fake Googl ebot UA 1 | nbound 3
178.63.10. 138  [147.237. 72. 166 |Ger nmany aka idf.il SERVER- WEBAPP backup access 2
130. 255. 67. 15  |147. 237.77. 176 g‘z'cisgiig;a” Territory, | ot pash. i of i ET SCAN NVAP -sA (2) 2
62.219. 164. 106 |[147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 2
79.180. 208. 184 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 2
213.225.220.68 [147.237.77.74 |itay lawidf.il Tehila - Perl LWP wth fake user agent 2
66. 249. 67. 53 147.237.77. 216 |Whited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
94.102. 48.194  |147.237. 72. 167 |Net her | ands i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 2
77.127.153.20 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 2
5.29.31. 44 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 2
37.26.148.245 |147.237.77. 216l srael dover.idf.il portscan: TP D stributed Portscan 2
192.146.6. 2 147.237.72. 166 |Whited Sates akaidf.il portscan: TCP D stributed Portscan 2
82.80.198. 164  [147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 2
212.76. 96. 24 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
5.2.197.181 147.237.8.14 |Romani a e.orchot.idf.il ET SCAN Potential SSH Scan 1
104. 43. 200. 179 [147.237.77.226|Wited Sates wan chanat z. aka. i df.il [ET SCAN Potential SSH Scan 1
81.218.194.39 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
37.143.82.50 147.237. 77. 235 [Net her | ands sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
193. 107. 16. 206 [147.237.0.200 |Russian Federation . i df . il ET SCAN NVAP -sS w ndow 1024 1
78.160.117.58 |147.237.76.30 |Turkey hi nush. i df . i BT K}AN Behavi or _Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
223.4.174. 30 147.237.76. 42 |Chi na refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5.199.172. 154 |147.237.76.39 |Lithuania nobi | e. nei tav.idf. il ET SCAN NVAP -sS w ndow 3072 1
190. 14. 48. 80 147.237.77.74 |Qiile lawidf.il Tehila - Perl LWP wth fake user agent 1
109. 186. 141. 44 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
82.166. 146. 12  [147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
46.120. 255. 194 [147. 237.72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
199. 168. 136. 173(147. 237. 77. 212 |Wnited Sates e.dover.idf.il ET SCAN Potential SSH Scan 1
169. 57. 5. 20 147.237.76.31 |Netherl ands nakchal .i df .i ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.194 |147.237.76. 200 |Net her | ands eitan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 43.200. 179 |147.237.76.30 |Lhited Sates hi nush. i df .i ET SCAN NVAP -sS w ndow 1024 1
80.246. 136. 48  [147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
37.143.82.50 147.237.8.27 [Netherl ands e.madi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
192. 240. 155. 234(147. 237. 77. 235 |Wnited S ates sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 65. 165. 215 |147.237.0.19 [Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
87. 68. 22. 138 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
61.182.170.38 |147. 237.76. 148|Chi na gacenter. aka. i df .i| ET SCAN Potential SSH Scan 1
211.99.229.31 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
2.54.164.19 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
176.228. 163. 61 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
5.199.172.154 |147.237.76.39 |Lithuania nobi | e. nei tav. i df .il ET SCAN NVAP -f -sS 1
189. 115. 74. 225 [147.237. 77. 226 |Brazi wan chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1




10-26-2015 to 10-27-2015

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S te ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10266
95. 86. 76. 62 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6898
78.40.181. 34 Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5644
185. 54. 16. 16 Lhited Arab Emrates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 3433
81.218.116.129 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2878
212.179.180. 30 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2784
213. 251. 182. 103|F ance 147.237.77. 176 |matpash.idf.il |dr op First packet isn't SN drop 2644
77.127.240.136 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2497
95. 86. 118. 129 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2301
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1637
79.178.188.47 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1148
82.145. 218. 187 |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1130
185. 26.180. 111 |Uhited Ki ngdom 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1074
212.143.3. 44 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1047
46. 19. 85. 154 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 990
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 864
109. 65. 73. 2 I srael 147. 237, 76. 200 [ei tan aka. i of | | S NG Engine: TP Invalid Jinvalid segnent retransmssion. |y 777
Ret r ansn ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 761
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 736
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 720
8.37.227.150 Anonynous Pr oxy 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 617
2.54.134.104 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 578
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 557
212.101. 249. 140|Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 555
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 533
213. 244. 65. 90 glcisgiig;a” Territory. 147 237.77. 216 |dover.idf. i1 |dr op First packet isnt SN drop 529
80. 246.130. 60 I srael 147.237.76.42 |refuah.idf.il |Bad TOP sequence mdﬁrsa:;me” wth different monitor  |498
84.228.107. 196 |Israel 147, 237. 76. 200 i tan. aka. i of . { | @M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 468
Ret r ansni ssi on Packet dr opped.
93.173.233.91 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 465
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 428
46.19. 85. 43 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 426
2.54.11.179 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 416
79.182.97.5 I srael 147. 237, 76. 200 [ei tan aka. i of | | S NG Engine: TP Invalid Jinvalid segnent retransmssion. | 411
Ret r ansni ssi on Packet dr opped.
192. 116. 190. 2501 srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 405
37.26. 149. 206 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 403
37.26.148.179 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 398
82.166.84.159 |Israel 147. 237, 76. 200 | tan. aka. i of .| | ST NG ENgi ne: TGP | nvalid Jinvalid segnent retransnissi on. drop 393
Ret r ansni ssi on Packet dr opped.
99.116.17.81 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 387
77.127.247.146 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 366
54.187.55.213 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 358
84.94.32.197 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 358
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 347
2.54.9.191 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 335
2.54.155. 120 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 333
141. 0. 10. 235 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 315
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 302
110.141.181.5 |Australia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 296
132.66.40. 116 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 292
164. 138.118.59 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 286
41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 279
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Oount
79.182.163.97 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 11384
79.182. 147.210 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 5680
46.19.86.3 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 5525
5.29.231. 147 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 5090
46. 19. 86. 168 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 4294
109. 64. 143. 147 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 3934
176.13.19. 148 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 3562
37.26.149.183 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2513
46. 210. 216. 219 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 2317
46. 19. 86. 157 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 2314
46.19. 86. 117 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2156
109. 65. 73. 2 I srael 147.237.76.200(ei tan. aka. i df. il Dstributed Too Mainy of the Sane Response Code (404) B ock 2142
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | mué:;t"zi?tﬂ‘sf;f;s;;g‘;ﬁ s/ 0 s 7622040/ 3410, pg. sr B ock 1781
2.54.10. 61 I sr ael 147.237.0.19 |madimatal .idf.il ;024'\%3’ Golf the Sane Response Code (404) in Session from B ock 1764
37.26.146.201 |israel 147.237.0.19 |madimatal .idf.il ;2?2hgnly4§f2(t)2e Sane Response (pde (404) in Session from B ock 1539
176.13.20. 103 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 1372
72.9.148.10  |Wited Sates [147.237.76.86 |navy.idf.il e (1] 904 813 wel navy. asp. ASDX B ock 1344
46.19. 86. 110 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 1215
2.54.55. 129 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 1106
192.118.11. 118 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 1008
149.88.141.59 |israel 147.237.0.19 |madimatal .idf.il Izg.hslag.lyl ﬂ. ;ge Sane Response (bde (404) in Session from B ock 910
37.26.146.201 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 709
84.228.107. 196 |Israel 147.237.76. 200 |ei t an. aka. i df . i | ;2?2'\2?3’18; tlgz Sane Response (bde (404) in Session from g o 672
46.19.86.168  |Israel 147.237.0.19 |nadimatal .idf.il 12?1'\:%_0{6;“ Sane Response (bde (404) in Session from B ock 518
46.116.132.0 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 490
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 458
79.182.97.5 I srael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Miny of the Sane Response Code (404) B ock 420
46.19. 85. 217 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 406
68.180.229.239 [lnited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 305
82.166.84. 159 I srael 147. 237.76. 200 |ei tan. aka. i df . i | oD ey of Loe Sane Fesponse ode (404) Tn Sesston from g oo 280
46.19. 86. 123 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 238
66. 249. 67. 53 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 66.249. 67. 53 B ock 224
192. 116. 232. 69 |Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 192. 116. 232. 69 Bl ock 224
2.54. 46, 229 I'sr ael 147.237.0.19 |madimatal .idf.il ;‘.3‘;4'.\%3.’ Zozfgthe Sane Response (bde (404) in Session from B ock 210
66. 249. 67. 65 I srael 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from 66.249. 67. 65 B ock 182
50.76.255.221 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 140
79.183.35.219 | srael 147.237.72. 166 |aka. i df . i | 7“;'_ t1|8[2’>|.635l-.h;f£t9h0” zed Method for Known UR. from B ock 126
66. 249. 67. 59 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut horized URL Access from 66.249. 67. 59 Bl ock 122
178.63.10. 138 [Ger many 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 112
176.13. 8. 87 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 112
69.16.199. 109 |lhited Sates [147.237.72.166aka.idf.il Dstributed PHP At t enpt Bl ock 112
176.13.15.228 [israel 147.237.0.17 ;nlrrly kosher-kravi.id |, . ple I11egal Paraneter Encoding fromi76.13. 15. 228 None 08
69.16.199.109 [lnited Sates |147.237.72.166|aka.idf.il Mil tipl e Unauthori zed URL Access from 69. 16. 199. 109 B ock 98
178.63.10. 138  |Ger many 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed URL Access from 178. 63. 10. 138 Bl ock 98
68.180.230. 167 |lhited Sates |147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 84
68.180.229.239 [lnited Sates |147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed LRL Access from 68. 180. 229. 239 B ock 84
176.13.6.178 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from176.13.6. 178 B ock 84
68.180.230.29 [United Sates |147.237.77.176 |nat pash. i df .i | mag;z e M /Oigéé_ogef?gggfnaggx Bl ock 84
66. 249. 69. 51 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 84
68.180. 230. 224 [Lhited Sates [147.237.76.31 |nakchal .idf.il Paraneter Type Mol ation PageNimin B ock 84
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