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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Target

Address

‘Signature

204. 93, 58. 113 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 712162
66. 249. 67. 59 Wited Sates 147.237.77.216  |dover.idf.il I;];ha”ds"ake violation first packet mot 276432
66. 249. 67. 65 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 177592
66. 249. 67. 53 Wited Sates 147.237.77.216  |dover.idf.il I;];ha”ds"ake violation first packet mot 120694
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 43929
92. 224. 201. 48 Ger many 147.237.77.216  |dover.idf.il ;C/]: handshake violation, first packet mot |, 37860
54.72. 0. 55 Irel and 147.237.77. 216 dover i df il I;]; handshake violation, first packet mot |, ., 21708
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il ;c/]:ha”dShake vioation, first packet not drop 18798
141. 0. 15. 225 Nor way 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . ) 18218
149. 255. 204. 25 Irag 147. 237.77. 216 dover.idf il ;c/]: handshake violation, first packet mot |, 14426
37. 140. 188. 78 Russi an Federation 147.237.77. 216 dover i df il I;]; handshake violation, first packet mot |, ., 13894
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il ;c/]: handshake vi ol ation, first packet not drop 13611
41.218. 182. 144 Egypt 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . ) 12663
109. 200. 30. 154 Uhited Ki ngdom 147. 237.77. 216 dover.idf il ;c/]: handshake violation, first packet mot |, 11539
89.13.1. 19 Ger many 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . ) 10742
184. 107. 80. 90 Canada 147.237.77.216  |dover.idf.il ;C/]: handshake violation, first packet mot . 8490
207. 241. 237. 209 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 8090
105. 156. 35. 126 Nbr occo 147. 237.77. 216 dover.idf il ;c/]: handshake violation, first packet mot |, 7346
75. 43. 18. 202 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 7284
178. 6. 236. 110 Ger many 147.237.77.216  |dover.idf.il ;c/]: handshake violation, first packet mot . 6960
5.29. 153. 220 | srael 147.237.72. 166 aka.idf.il TP Scan (vertical) drop 6825
66. 249. 67. 77 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot ) 6627
65. 19. 138. 34 Lhited Sates 147.237.77. 216 dover.idf.il ;c/]; handshake violation, first packet mot |, 6522
198. 58. 102. 156 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot ) 6468
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il ;c/]; handshake violation, first packet mot |, 5744
212.179. 21. 194 I srael 147.237.77. 216 dover i df il I;]; handshake violation, first packet ot |, ., 5370
157. 166. 216. 10 Lhited Ki ngdom 147.237.77. 216 dover i df il ;c/]; handshake violation, first packet mot . 4640
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 4453
176.13. 2. 232 I srael 147.237.77.216  |dover.idf.il Z;J; handshake violation, first packet not 1, ) 2652
132. 66. 40. 116 I srael 147.237.77. 216 dover.idf.il :;J; handshake violation, first packet mot . 2525
68. 96. 59. 120 Wited Sates 147.237.77.216  |dover.idf.il Z;J; handshake violation, first packet mot |, 1810
213. 251. 182. 106 Fr ance 147. 237. 77. 216 dover i df.i | HTTP- POST- Segnent ed- DoS dest - eset 1593
41. 44. 94. 229 Egypt 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . ) 864
41.206. 11. 88 Ngeria 147.237.77. 216 dover.idf.il ;c/]: handshake vi ol ation, first packet not drop 743
192. 118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 738
31.134.27. 34 Russi an Feder at i on 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet ot |, ., 500
193. 106. 54. 34 I srael 147.237.77. 216 dover.idf il ;c/]; handshake violation, first packet mot . 387
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 373
66. 249. 67. 79 Wited Sates 147. 237.77. 74 lawid.il Z;J; handshake violation, first packet mot |, 266
178. 256. 215. 87 France 147.237.77. 216 dover.idf.il :;J; handshake violation, first packet mot . 249
157, 55. 39, 53 Wited Sates 147.237.77.74 lawidf.il Z;J; handshake violation, first packet mot |, 248
66. 249. 78. 97 Lhited Sates 147.237.77.170 naar achot . i df .| :;J; handshake violation, first packet mot . 241
100. 100. 33. 111 147.237.77. 216 dover.idf.il Z;]; handshake violation, first packet mot |, 191
192. 198. 151. 43 Eur ope 147. 237.72. 166 aka.idf.il :;J; handshake violation, first packet mot . 186
85. 65. 32. 165 | srael 147.237. 72. 167 i shurimaka. i df. i |Anonal y- SSL-renegoti ation-d i dest - r eset 157
176. 106. 42. 80 Pal est_| nian Territory, 147. 237. 77. 216 dover . idf.il TCP handshake vi ol ation, first packet not drop 153
Qceupi ed syn
5.29. 153. 220 | srael 147.237.72. 166 aka.idf.il JLMPurple Gon Linit_Tcp drop 149
213.251. 182. 106 France 147.237.77. 216 dover.idf.il HTTP-M SC Sl owl ori s- DOS- Var 1 dest - reset 135
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 121
46.19. 86. 118 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 112
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|Top Attackers In IPS|

Attacker Address ’Attacker Qount ry| Target Address Sgnature
194. 88. 154. 138 |Pol and 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 20
138.134.102. 16 |l srael 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 18
62.210. 113. 143 |France 147.237.76.86 |navy.idf.i| 16798: HITP: G\U Bash HTTP Header Renote Code Execution |, 14
Wl nerability
82.80. 17. 163 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock
138.134.102. 15 |Israel 147.237.77.74 |lawidf.il C1000004: HTTP:. options nethod (M crosoft) B ock
Wy, chanat z. aka. i df . .
84.111.24.117 |lsrael 147.237.77. 226 i C1000004: HTTP. options nethod (M crosoft) B ock 5
5.28.177.136 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 3
46.117.70.209 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
96. 224. 6. 115 Lhited Sates 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
80.74.107.118 [Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 2
wwy, chanat z. aka. i df . .
80. 74.114. 77 | srael 147.237.77. 226 i C1000004: HTTP. options nethod (M crosoft) B ock 2
wawy, chamat z. aka. i df . )
84.111. 123. 52 | srael 147.237.77. 226 il C1000004: HITP:. options nethod (M crosoft) B ock 2
180. 250. 149. 158 |l ndonesi a 147.237.77.74 |lawidf.il 19813: HITP. WrdPress Thene Ovi Drectory Traversal B ock 2
Wl nerability
188.138. 17. 205 |France 147.237.77.179|e. mazi . i df . i | 13840: TLS (enSSL Heartbeat Packet B ock
86. 41. 125. 22 I'rel and 147.237.72. 166 |aka. i df . i | Q008: HTTP. Xenu User Agent Bl ock
Wy, chanat z. aka. i df . .
79.181.196. 232 |l srael 147.237.77. 226 i C1000004: HTTP. options nethod (M crosoft) B ock 1
143.53.85.143 |United Ki ngdom [147.237.77.170 |naar achot . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
202.29. 22. 38 Thai | and 147.237.77. 216 |dover.i df .i | Q)25: HITP. access to admini strator/index. php -> Quarantine |B ock 1
96. 224. 6. 115 Lhited Sates 147.237.77.216|dover.idf .i | C1000004: HTTP. options nethod (M crosoft) B ock 1
167. 114. 208. 224|Canada 147.237.72. 166 [aka. i df . i | Q025: HITP. access to adninistrator/index. php -> Quarantine |B ock 1
62.212.73.211 |Netherl ands 147.237.77.216|dover. i df .i | C1000106: HTTP. naj estic bot B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP:. User Agent Sogou+web+spi der B ock 1
80. 80. 200. 59 RJSIS::t”ion 147.237.72. 166 |aka. i df . i | 3617: HITP. Paros Proxy HITP Request B ock 1
84.228.110.71 |Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock
79. 176. 205. 4 I srael 147.237.72. 166 [aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1

81.218.33.77 I srael 147.237.77.216 |dover. i df . il C1000004: HTTP:. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 116
5.29.153.220 |147.237.72. 166l srael aka.idf.il ET SCAN NVAP -sS w ndow 1024 91
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 30
194. 88. 154. 138 [147. 237. 77. 74 |Pol and lawidf.il S Injection - Select From 26
2.54.167.249 |147.237.72. 156 |l srael aman.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 4
2.52.191.175 |147.237.72.166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 3
176. 12. 145. 255 [147. 237. 72. 166 || srael aka.idf.il @GPL SCAN nyscan 2
46.162. 116. 221 |147. 237. 77. 178 |Sweden e. mat pash. i df . i ET SCAN NVAP -sS w ndow 1024 2
66.249.67.73 [147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 2
66.249.67.59 [147.237.77.216|Wited Sates  [dover.idf.il portscan: TCP D stributed Portscan 2
46.19.86.0 147.237. 72. 166 |I srael aka.idf.il portscan: TP Dstributed Portscan 2
213.225. 220. 68 |147. 237.77. 176 |Italy mat pash. i df .i Tehila - Perl LWP wth fake user agent 2
66.249.67.53 [147.237.77.216|Wited Sates  [dover.idf.il portscan: TCP D stributed Portscan 2
191.37.72.139 |(147.237.0.16 |Brazil ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
54.72.73.168 [147.237.77.216|Irel and dover.idf.il portscan: TCP D stributed Portscan 2
46.151.52. 8 147.237.8.27 |Wkraine e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 2
176. 12. 145. 255 |147. 237. 72. 166 || sr ael akaidf.il I NDI CATOR- SCAN nyscan 2
94.102. 48. 194 |147.237.77. 176 |Net her| ands mat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 2
46.162. 116. 221 [147. 237. 77. 170 [Sweden maar achot . i df . i ET SCAN NVAP -sS wi ndow 1024 2
93.172. 186. 124 |147. 237.77. 216 || srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
185. 82. 201. 17 |147.237.77.216 dover.idf.il ET DC5 SSL Bonb DoS At enpt 2
66.249.93.196 [147.237.72.167 |lhited Sates  |[ishurimaka idf.il ET SCAN NVAP -sA (2) 2
66.249.67.67 [147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 2
46.162. 116. 221 |147. 237.76. 38 |Sweden e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 2
66.249.67.59 [147.237.77.216|lhited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 2
95. 86. 71. 31 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
82.80.17.163  [147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
223.4.244.13 |147.237.76.30 [China hi nush. i df . i ET SCAN Potential SSH Scan 1
58.248.197. 74 |147.237.76.30 |China hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
191.37.72.139 |[147.237.0.34 |Fazil tikshuv.idf.il ET SCAN Potential SSH Scan 1
122.177.185.79 [147.237.8.24 |india elifestyle.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
o1 140.218. 4 |147 237 72. 156 | ki t avan. i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
77.236.96.52  |147.237.77. 179 |Ger many e.mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
205.203.135.1 [147.237.77.216|Wited Sates  [dover.idf.il portscan: TP D stributed Portscan 1
46.19. 85.145  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
178.0.52.240 |147.237.77. 216 |Ger many dover.idf.il portscan: TCP DO stributed Portscan 1
13 103, 17131 |147. 237, 76, 147 |RUSSi@n chi nuch ke i df i | ET SCAN Behavi oral Uusual |y fast inbound Tel net CGonnecti ons, 1
Federation Potential Scan or Brute Force
46.162. 116. 221 |147.237.0. 15  |Sweden kosher -kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
188. 68. 224. 151 |147. 237. 77. 243 |Pol and nobi | e.i df .il ET SCAN NVAP -sS w ndow 3072 1
109. 64. 153. 81 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.111. 113. 151 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 87. 76. 23 147.237.77.216|Wited Sates  |dover.idf.il portscan: TCP Distributed Portscan 1
191. 37.72. 139 [147.237. 77. 226 |Brazil wan chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
37.142.64.47  |147.237.72. 166 || srael aka.idf.il portscan: TCP DO stri buted Portscan 1
160. 146. 110, 62 |147. 237.0.34  [Turkey Cikshov.id il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.174.93. 138 |147.237.72. 217 |Net her| ands eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.181.32.195 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
81.218.191. 33 [147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
223.4.212.53 |147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
54.215. 188. 240 |147. 237.76. 147 |Uhited Sates  |chinuch. aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
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Devi ce

Attacker Address |Attacker Qountry |Target Address |Ste Signature Action ‘Oount
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23276
132.70.66.9 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5025
31.154. 27. 186 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4466
213. 151. 48. 96 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4148
94.159. 152. 7 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3584
2.54. 44. 146 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3055
85.250. 129. 170 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2973
149.78.138.15 |[Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2194
212.76.101. 122 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2145
162. 201. 186. 120|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1873
213.251. 182. 106 |F ance 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1435
o Sreamng Engi ne: TCP TCP segnment out of maxi mum
85.64.63. 3 | srael 147.237.72. 166 |aka. i df .i | Segrrent Limt Enforcenent al l oved sequence. Packet dropped. drop 1263
S reaning Engi ne: TCP i
212.179.21.194 | srael 147. 237. 77. 216 |dover. i of . i1 9 =g TCP segment out of maxi mm drop 1209
Segnent Linit Enforcenent al | owned sequence. Packet dropped.
85. 65. 10. 177 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1168
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1158
S reaning Engi ne: TCP ' i ssi
79.183.223. 131 | srael 147. 237.76. 200 |ei tan. aka.i of . i mng tngine- 1 nval i d segnent retransmssi on. drop 1062
I nval i d Retransnissi on Packet dr opped.
31.44.131.129 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1056
164. 138. 115. 176l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1053
46.116.198.47 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 957
141. 0. 15. 159 Eur ope 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 935
S reaning Engi ne: TCP i
81.218.97.114 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g TCP segment out of maxi mm drop 923
Segnent Linit Enforcenent al | oned sequence. Packet dropped.
82.145.223.95 |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 814
68.180.228. 112 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 775
82. 166. 226. 139 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 762
105. 156. 35. 126 |Mor occo 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 704
31.168.171. 134 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 691
S reaning Engi ne: TCP i
79.181.60. 244 | srael 147.237. 72. 167 |i shuri maka. i of .| 9 =g TCP segment out of maxi mum drop 666
Segnent Linit Enforcenent al | oned sequence. Packet dropped.
2.54.19.10 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 665
2.54.27.243 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 646
e Streamng BEngi ne: TCP TCP segnent out of naxi num
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df .i Segmant Limt Enforcenent all oved sequence. Packet dropped. drop 633
84.94. 32. 197 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 577
S reaning Engi ne: TCP i
184.151. 178. 87 |Canada 147.237.76.30 |nimsh.idf.il 9 =g TCP segment out of maxi mum drop 577
Segnent Linit Enforcenent al | oned sequence. Packet dropped.
o Sreamng Engi ne: TCP TCP segnent out of naximm
46. 19. 85. 228 | srael 147.237. 72. 156 |anan.i df . il Segmant Limt Enforcenent all oed sequence. Packet dr opped. drop 566
149. 255. 204. 25 |Iraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 551
Pal esti ni an L Sreamng Engi ne: TCP TCP segnent out of maxi num
82.102. 254. 108 Territory, Gecupied 147.237.77.176 [nat pash.i df . i1 Segrrent Limt Enforcenent al l oved sequence. Packet dropped. drop 525
S reaning Engi ne: TCP i
176.13.22.195 |l srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g TCP segment out of maxi mim drop 525
Segnent Linit Enforcenent al | oned sequence. Packet dropped.
77.127.240.136 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 502
Sreaning Engi ne: TCP i i ssi
85.130.248.80 |l srael 147. 237. 76. 200 |ei tan. aka. i df . i | mng Ehgine: 7 nval i d segnent retransmssi on. drop 498
I nval i d Retransnissi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 491
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 483
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 467
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 461
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 461
2.54.60. 110 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 448
Sreamng Engi ne: TCP i
46.19.85.105  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 TCP segment out of maxi mum drop 448
Segnent Li mt Enforcenent al | oned sequence. Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.182.119. 222 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng thgine. nvalid segnent retransmssi on. drop 438
I nval i d Retransnissi on Packet dr opped.
o Streamng BEngi ne: TCP TCP segnent out of naxi num
185. 32.179. 208 |l srael 147.237.77. 243 |nobi le.idf . il Segnent Linit Enforcenent al | owed sequence. Packet dr opped. drop 433
74.104. 207. 83 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 427
. - Streaming Engi ne: TCP TCP segnent out of naximum
212.143.3. 44 | srael 147.237.0.34  |tikshuv.idf.il Segment Linit Enforcenent al | oved sequence. Packet tropped. drop 419
o Sreamng Engi ne: TCP TCP segnent out of naximm
80. 246. 136. 72 | srael 147.237. 72. 156 |anan.idf .il Segmant Limt Enforcenent all oed sequence. Packet dr opped. drop 409
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Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count ‘
89. 138.229. 119 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 385598
176. 13. 8. 57 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 10324
109. 67. 137. 145 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 6809
93.172.137.170 | srael 147.237.0.19 |nadimatal .idf.i ;golngnylg tlgg Same Response (bde (404) in Session from B ock 3976
46. 19. 85. 190 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 3766
176.12.146.91 |Israel 147.237.0.19 |[nadimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) B ock 3623
79.183.223. 131 |Israel 147.237.76.200|ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) B ock 3486
5.22.131.140  |israel 147.237.0.19 |nadimatal .idf.i gf’;z'_\ﬁgyl_olf 4(t)he Same Response (bde (404) in Session from Bl ock 3423
2.52.183. 169 I srael 147.237.0.19 |[nadimatal .idf.i|DOstributed Too Many of the Same Response Code (404) B ock 2832
77.126.137.74  |Israel 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Many of the Sane Response Code (404) B ock 2366
5.28.133.125  |Israel 147.237.76. 200 |ei t an. aka. i df . i | gf’gs'_\";?;_olfzéhe Sane Response (ode (404) in Session from Bl ock 2282
176.13.2.63 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 2133
46.117.39.222 |Israel 147.237.76.200(ei tan. aka. i df .i| [Ostributed Too Many of the Sane Response Code (404) B ock 1988
46.19. 85. 139 I srael 147.237.0.19 |[nmadimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) Bl ock 1848
62.0.34.177 I srael 147.237.76.200|ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) B ock 1792
176. 13. 8. 162 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 1695
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | m”é:;;t"ziz(f"m‘sf;f?;;g%/ {11 s/ O si 26220x0) 3410, b, Sr ¢ Bl ock 1678
176.13.17.121 [ srael 147.237.0.19 |nadimatal .idf.i Ecé.“ﬁ?yﬁflxe Same Response (bde (404) in Session from Bl ock 1554
46. 19. 85. 46 I stael 147.237.0.19 |nadimatal .idf.i Igf’l';é%’g'oighe Sane Response (pde (404) in Session from B ock 1396
149. 78.179. 136 |l srael 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Many of the Sane Response Code (404) B ock 1372
124.82.72.216 |Mlaysia 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ undef i ned |Bl ock 1341
176.12.141.60 |Israel 147.237.0.19 |[nmadimatal .idf.i|DOstributed Too Many of the Same Response Code (404) B ock 1246
176.12.151.22 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 1101
176. 13. 7. 220 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 1025
46.19. 86. 51 I srael 147.237.0.19 |[nmadimatal .idf.i|DOstributed Too Many of the Same Response Code (404) B ock 952
37.26.147.146 |Israel 147.237.0.19 |nadimatal .idf.i ;‘;?2'\:”13'4;'(1;29 Sane Response (bde (404) in Session from Bl ock 908
46.19. 86. 104 I srael 147.237.0.19 |[nadimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) B ock 868
72.9.148.10  |[nited Sates |[147.237.76.86 [navy.idf.il m“tnzs;' e e ) navy. aspx. aspx B ock 856
66.249.93.248 |[Israel 147.237.76.200(ei tan. aka. i df . il [Ostributed Too Many of the Sane Response Code (404) B ock 728
66.249. 93. 245 |Israel 147.237.76.200|ei tan. aka. i df.i| [Dstributed Too Many of the Sane Response Code (404) B ock 718
176.12.138.59 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 700
89.138.229.119 [Israel 147.237.72. 166 [aka. i df . i | Aut onat ed Ml nerabi |ty Scanni ng B ock 700
31.210.191. 117 |[lIsrael 147.237.77.216|dover. i df .l Mil tipl e Unaut hori zed URL Access from 31.210. 191. 117 Bl ock 588
66.249.93.251 |[Israel 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Many of the Sane Response Code (404) B ock 504
46.19.86. 1 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 434
85.130.248.80 |Israel 147.237.76.200|ei tan. aka. i df.i| [Dstributed Too Many of the Sane Response Code (404) B ock 434
81.218.56.125 | srael 147.237.76.200|ei tan. aka. i df . i | ;g?zﬁrfysgfl;ge Same Response (bde (404) in Session from Bl ock 420
176.13.11. 135 |Israel 147.237.0.19 |[nmadimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) B ock 406
66. 249. 67. 53 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 66. 249. 67. 53 B ock 350
66. 249. 67. 59 I srael 147.237.77.216|dover.idf .il Ml tipl e Unauthorized URL Access from 66.249. 67. 59 B ock 346
68.180.229.239 [lnited Sates |[147.237.72.166|aka.idf.il Distributed Suspicious Response Code_Qust om Tenpor ary B ock 334
68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 322
66. 249. 67. 65 I srael 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 304
66. 249. 67. 65 I srael 147.237.77. 216 |dover.i df.il Ml tiple Unauthorized URL Access from 66.249. 67. 65 B ock 280
192. 116. 232. 69 |l srael 147.237.77.216|dover. i df .l Ml tipl e Unauthorized URL Access from 192.116. 232. 69 B ock 280
66. 249. 67. 53 I srael 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 266
79.178.199. 178 |israel 147.237.76. 200 |ei tan. aka. i df . j | [J00 MY of the Sane Response Cbde (404) in Session from Bl ock 266
79.178.199. 178
185.32.179.96 |l srael 147.237.0.19 |nadimatal .idf.i Igcs).'\:g.]ylg. ége Sane Response (bde (404) in Session from Bl ock 263
68.180. 229. 239 [Lhited Sates |[147.237.72.166|aka. i df .i | m”;:;rii dzfeldi I%ﬂiﬁf?‘zoﬁ; doc ryr/ general . aspx Bl ock 252
2.52.182.157  |israel 147.237.0.19 |nadimatal .idf.i ?gz’.\ﬁ%yzloiséhe Sane Response (bde (404) in Session from Bl ock 224
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