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|Top Attackers | n DDoS- Def ence |

Attacker ‘Attacker ‘Target Sum(Packet_Count

‘ IP_Map.site

Address Country Address )
46.120.78. 171 I srael 147.237.77.216  |dover.idf.il :OG; Zirrzdsmke vioation, first packet |, 8912
82. 145. 222. 46 Eur ope 147.237.77.216  |dover.idf.il Ig: Zi‘lrgdShake violation, first packet |, 423
82. 145. 222. 129 Eur ope 147.237.77.216  |dover.idf.il :OG; Zirrzdsmke vioation, first packet |, 220
89. 139. 27. 79 | srael 147.237.77.216 dover.idf.il HTTP- PCST- Segnent ed- DoS forvard 218
85. 250. 114. 59 | srael 147.237.0.16 ny-kosher-kravi .idf.il |Anonal y-TLS-renegoti ati on-Q i forvard 175
95.35.51. 2 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i forvard 138
82.102. 141. 201 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 126
82.102. 141. 209 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 110
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS drop 107
89. 139. 27. 79 | srael 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS drop 106
109. 64. 182. 110 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cooki e drop 103
46.117. 155. 193 | srael 147.237. 72. 156 anan.idf.il Anonal y-SSL-renegotiation-Ai drop 80
46. 120. 36. 131 | srael 147.237. 72. 156 anan.idf.il Anonal y-SSL-renegotiation-Ai drop 80
46. 19. 85. 155 | srael 147.237. 72. 156 anan.idf.il Anonal y-SSL-renegotiation-di drop 73
82.102. 141. 218 | srael 147.237.76. 31 nakchal .idf.il Invalid TGP H ags drop 65
2.54.29. 26 | srael 147.237. 72. 156 anan.idf.il Anonal y- SSL-renegotiation-di drop 61
82.102. 141. 218 I srael 147.237.72.166  |aka.idf.il Invalid TCP A ags drop 44
82.102. 141. 214 I srael 147.237.76. 42 refuah.idf.il Invalid TCP A ags drop 33
77.127. 238. 63 I srael 147.237.77.216  |dover.idf.il :OG; Zirrzdsmke vioation, first packet |, 24
79.183. 10. 99 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 23
82.102. 141. 214 | srael 147.237.72. 166 aka.idf.il Invalid TP H ags drop 19
147.236. 238. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 18
109. 160. 172. 152 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 18
194. 90. 83. 233 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 18
84.108. 176. 33 | srael 147.237.77.216 dover.idf.il Invalid TGP H ags drop 16
95. 86. 110. 69 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cookie drop 15
82. 145, 221. 236 Eur ope 147.237.77.216  |dover.idf.il E zi?]dsmke violation, first packet |, 14
82.102. 141. 198 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 14
37.26. 147. 189 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 13
192.115.141.1 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 12
149. 78. 16. 1 I srael 147.237.77.216  |dover.idf.il E zi?]dsmke violation, first packet |, 12
46. 121. 59. 197 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
82.102. 141. 196 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 9
95. 35. 51. 244 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 9
81.218.198. 254 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 8
82.102. 141. 194 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 8
79.181. 147. 95 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 8
10.0.0.6 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
46. 19. 85. 23 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 8
205. 189. 187. 4 Canada 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
5.28. 179. 248 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
82.102. 141. 195 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 6
212.25.119. 136 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 6
77.125. 86. 140 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
93.172.189. 241 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 6
109. 186. 103. 96 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
213.57.31.98 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
217.132. 68. 109 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
82.102. 141. 208 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 6
190. 190. 17. 76 Argentina 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

get Address

Ste

212.34.12.141 |Jordan 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 7
212.34.12. 144 |Jordan 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 6
213. 8.194. 56 | srael 147.237.72. 166 |aka. i df . il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute Bl ock 6
212.34.12.169 |Jordan 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 6
119. 235.66.223 |Hji 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 5
14.97.65.136  [india 147.237.77.74 |lawid.il 12348: HITP. PHP-Q3 Query String Parameter command Injection g 4
Wl nerability
84.108. 101. 65 | srael 147.237.72. 166 |aka.i df . il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 4
84. 91. 26. 76 Por t ugal 147.237.77. 234 |nal ag.i df .1 12348: HITP. PHP-Qd Query String Paraneter Command Injection g o 4
Wl nerability
212.179.77.106 |lsrael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 4
77.125.84.174 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 4
5. 29. 109. 23 | srael 147.237.76.86 [navy.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute Bl ock 3
46. 19. 85. 27 | srael 147.237.72. 166 |[aka. i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 3
5.29. 126. 185 | srael 147.237.72. 166 |aka. i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 3
190. 196. 65. 125 |ahile 147.237.72.14 |dover.idf.il (ol d) 13248: HITP: Jooma JCE File Lpload Remote Code Execution B ock 2
Wl nerability
82.119. 113. 42 9 ovaki a 147.237.77. 176 [nat pash. i df . i | Q041: HITP. Access to - index. php?opti on=comjce Bl ock 2
213. 8. 194. 56 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 2
80. 246. 137. 10 | srael 147.237.72. 166 |[aka. i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 2
86. 39. 149. 39 Bel gi um 147.237.77. 176 |nat pash. i df .i | Q41: HITP:. Access to - index. php?opti on=comj ce Bl ock 2
175.107.132.65 |Australia 147.237.72. 166 |aka.idf.il Q41: HITP. Access to - index. php?opti on=comjce Bl ock 2
77.125.84.174 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 2
87. 68. 248. 196 | srael 147.237.72. 166 |aka.i df.i | 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
46.19. 85. 120 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 2
91. 200. 12. 75 Lkrai ne 147.237.77.74 |lawidf.il Cl000108: HITP. Trying to | ocate existing FCKedi t or Bl ock 2
24.171. 8. 169 Lhited Sates 147.237.72.14 |dover.idf.il (ol d) 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Bl ock 2
46. 210. 237. 46 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 2
46.19. 85. 217 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 2
93. 62. 137. 6 Italy 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
77.126.161. 237 |lsrael 147.237.72. 166 |[aka. i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 2
46.19. 85. 233 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 2
108. 176. 209. 159|Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Bl ock 2
87.69. 243. 141 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
79.178. 22. 223 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
46. 19. 85. 85 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
14.97. 65. 136 India 147.237.77.74 |lawidf.il 0543: HITP. php.cgi Access Bl ock 1
84.229. 185. 74 | srael 147.237.72. 166 |aka. i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 1
71.6.135.131 Lhited Sates 147.237.0.16 |ny-kosher-kravi.idf.il |13840: TLS (penSSL Heartbeat Packet Bl ock 1
185. 4.227.194  |Turkey 147.237.77.74 |lawidf.il Q98: B ock - dns poi soni ng Bl ock 1
46. 120. 34. 40 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
109. 186. 185. 68 |l srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 1
84.94. 80. 25 | srael 147.237.72. 166 |[aka. i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 1
46.19. 85. 129 | srael 147.237.72. 166 |aka. i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 1
93.173. 232. 253 |l srael 147.237.72. 166 |aka. i df .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
79.182.187.219 |lsrael 147.237. 72. 156 |anan.i df . il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
77.127.182. 80 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
42.232.77.225 |China 147.237.77. 176 |nat pash.i df .i | C1000108: HITP. Trying to | ocate existing FO<editor B ock 1
85. 250. 88. 40 | srael 147.237.72. 166 |[aka. i df .i | 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 1
50. 63. 76. 1 Lhited Sates 147.237.8.24 |e.lifestyle.idf.il Tehila B N over_70 Bl ock 1
157. 166. 167. 129|Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
84.108.128. 198 |Israel 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
46.19. 86. 91 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
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|Top Attackers In |D|

Attacker Address | A tacker Country | Target Address |gte | Name |count |
80. 74. 98. 102 | srael 147.237.77.216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 242
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW with fake user agent 132
37.26.147. 128 | srael 147.237.72. 166 aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 12
46.19. 85. 114 | srael 147.237.72. 166 aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 12
84.94.77. 25 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 8
84.110. 215. 38 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 6
109. 66. 49. 139 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 4
182.73.67.2 I ndi a 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 4
202.183. 192. 140 Thai | and 147.237.0. 35 akavs.idf.il ET SCAN Potential SSH Scan 4
62. 210. 237. 30 France 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 4
107. 167. 110. 60 Lhited Sates 147.237.72. 156 anan.idf.il Tehila - Perl LW with fake user agent 4
190. 196. 65. 125 Cile 147.237.77. 74 lawidf.il Tehila - Perl LW wth fake user agent 4
62. 210. 237. 30 F ance 147.237.0. 35 akavs. i df.il ET SCAN Potential SSH Scan 3
62. 210. 237. 30 France 147.237.0. 17 mny-kosher-kravi .idf.il ET SCAN Potential SSH Scan 3
66. 249. 69. 183 Lhited Sates 147.237.77.170 naarachot . i df . il ET SCAN NVAP -sA (2) 3
66. 249. 65. 151 Lhited Sates 147.237.77.170 naarachot . i df . il ET SCAN NVAP -sA (2) 3
62.210. 237. 30 France 147.237. 0. 200 . i df i | ET SCAN Potential SSH Scan 3
62. 210. 237. 30 France 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 3
182.73.67. 2 Indi a 147.237. 0. 200 ndu.idf.il ET SCAN Potential SSH Scan 3
182.73.67. 2 Indi a 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 3
5. 29. 204. 190 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
149. 88.114. 8 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46.117.225. 121 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84. 229. 50. 230 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
82.102. 141. 196 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84. 228. 216. 28 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
62. 210. 237. 30 F ance 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 2
87.69. 192. 219 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 7. 220. 55 Lhited Sates 147.237.72. 166 aka.idf.il Tehila - Perl LW with fake user agent 2
202. 183.192. 140 Thai | and 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
212.143.112. 85 | srael 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 1024 2
182.73.67. 2 Indi a 147.237.0. 35 akavs.idf.il ET SCAN Potential SSH Scan 2
94. 159. 183. 171 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
182.73.67. 2 I ndi a 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
62. 210. 237. 30 France 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
79.181. 143. 222 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
85. 65. 229. 184 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
62. 154. 249. 179 Ger nany 147.237.0. 17 mny-kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
50. 57. 49. 186 Lhited Sates 147.237. 0. 200 nu.idf.il ET SCAN Potential SSH Scan 2
64.13. 133. 152 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Tehila - Perl LV wth fake user agent 2
79.180. 5. 158 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
213.57.210. 219 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
62. 154, 249. 179 Cer many 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
181. 198. 213. 98 Ecuador 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 2
79.178. 146. 138 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
212.179. 243. 144 | srael 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 4096 2
50. 57. 49. 186 Lhited Sates 147.237. 0. 33 idf.il ET SCAN Potential SSH Scan 2
122.227.169. 102 Chi na 147.237.72. 14 dover.idf.il (ol d) GPL SCAN nmap TCP 2
77.127.153. 119 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
212.179. 243. 144 | srael 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 2048 2
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Ste Action ‘Oount
82.145. 222. 46  |Eur ope 147.237.77. 216 |dover.idf.il drop drop 11838
77.127.180. 246 |lsrael 147.237.77. 216 |dover.idf.il drop drop 6391
95. 35. 50. 177 | srael 147.237.77. 216 |dover.idf.il drop dr op 5811
95. 35. 51. 249 | srael 147.237.77. 216 |dover.idf.il dr op drop 5479
82. 145. 220. 167 |Eur ope 147.237.77. 216 |dover.idf.il drop drop 2289
212.179. 46. 19 | srael 147.237. 77. 216 |dover.idf.il drop drop 1545
82. 145. 221. 236 |Eur ope 147.237.77. 216 |dover.idf.il drop drop 1509
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il drop drop 1492
46. 19. 85. 225 | srael 147.237.77. 216 |dover.idf.il drop dr op 1470
213.57.113.241 |lsrael 147.237.77. 216 |dover.idf.il dr op drop 1214
82.145. 221. 43  |Europe 147.237.77. 216 |dover.idf.il drop drop 1179
109. 186. 117. 243|i srael 147.237.72. 166 |aka.i df . Invalid segnent retransmssion. Packet |Sreaning Engine: TCP Invalid 1086
dr opped. Ret r ansni ssi on
109. 186. 117. 243 srael 147. 237. 72. 166 |aka. i f . Invalid segnent retransmssion. Packet —|Sreaning Engine: TCP Invalid dr op 1086
dr opped. Ret r ansn ssi on

82.102. 141. 200 |l srael 147.237. 77. 216 |dover.idf.il drop drop 989
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il drop drop 955
95. 35. 50. 63 | srael 147.237.77. 216 |dover.idf.il drop drop 845
82.145. 222. 129 |Eur ope 147.237.77. 216 |dover.idf.il drop dr op 727
108. 59. 8. 217 Lhited Sates |147.237.77.216|dover.idf.il dr op drop 709
54.72.0.55 Lhited Sates |147.237.77.216|dover.idf.il drop drop 695
208.115.111.73 |lhited Sates |147.237.77.216|dover.idf.il drop drop 683
54.72.73.168 Lhited Sates |147.237.77.216 |dover.idf.il drop drop 616
46.19. 86. 194 | srael 147.237.77. 216 |dover.idf.il drop drop 606
37. 60. 45. 224 | srael 147.237.77. 216 |dover.idf.il drop dr op 555
82.145. 210. 3 Eur ope 147.237.77. 216 |dover.idf.il dr op drop 530
95. 86. 111. 217 | srael 147.237.77. 216 |dover.idf.il drop drop 523
79.182. 141. 247 |lsrael 147.237. 77. 216 |dover.idf.il drop drop 509
46.116. 126. 152 |l srael 147.237.77. 216 |dover.idf.il drop drop 446
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il drop drop 384
109. 186. 117. 243 |l srael 147.237.72. 166 |aka.idf .il drop dr op 382
66.249.78.172 |lhited Sates |147.237.77.216|dover.idf.il dr op drop 380
109. 67. 158. 36 | srael 147.237.77. 216 |dover.idf.il drop drop 357
63. 73. 199. 69 Lhited Sates |147.237.77.216 |dover.idf.il drop drop 355
66. 249. 78. 158 Lhited Sates |147.237.77.216 |dover.idf.il drop drop 346
5.29.71. 69 | srael 147.237.77. 216 |dover.idf.il drop drop 331
50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il drop dr op 325
46.19. 85. 19 | srael 147.237.77. 216 |dover.idf.il dr op drop 297
23.27.249. 182 Lhited Sates |147.237.77.216|dover.idf.il drop drop 268
195. 34. 150. 18 Austria 147.237. 77. 216 |dover.idf.il drop drop 250
46. 19. 86. 80 | srael 147.237.77. 216 |dover.idf.il drop drop 247
68.180.228. 121 |lhited Sates |147.237.77.216|dover.idf.il drop drop 239
46. 19. 86. 224 | srael 147.237.77. 216 |dover.idf.il drop dr op 224
208.115.113.86 |Lhited Sates |147.237.72.14 |dover.idf.il(old drop drop 199
79.176.108. 171 |lsrael 147.237.77. 216 |dover.idf.il drop drop 184
66. 249. 93. 8 Lhited Sates |147.237.77.216|dover.idf.il drop drop 181
82. 145. 218. 140 |Eur ope 147.237.77. 216 |dover.idf.il drop drop 177
194. 90. 83. 233 | srael 147.237.77. 216 |dover.idf.il drop drop 177
184.151. 36. 103 |Canada 147.237.77. 216 |dover.idf.il drop dr op 175
76.214. 8. 255 Lhited Sates |147.237.77.216|dover.idf.il drop drop 170
70.197. 73. 160 Lhited Sates |147.237.77.216|dover.idf.il drop drop 157
132, 185. 160, 96 | ' 147.237.77. 216 |dover. i df .| drop drop 156
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address ‘Tar get Address ‘S’ te ) ‘Count
Country Action
109. 186. 117. 243|l srael 147.237.72.166 |aka.idf.il |Miltiple Abnornally Long Request from 109. 186.117. 243 B ock 609
109. 186. 117. 243|l srael 147.237.72.166 |aka.idf.il |Automated Ml nerability Scanni ng B ock 526
109. 186. 117. 243l srael 147.237.72. 166 |aka.idf.il |Too Many of the Sane Response Code (400) in Session from 109. 186. 117. 243 B ock 461
213.57.193. 117 |Israel 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 147
87.109.34.159 |Saudi Arabia |147.237.77.216|dover.idf.i|Unhaut hori zed UR. Access to 147.237.77.216/ B ock 120
109. 186. 117. 243|l srael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 106
5.29.217. 207 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response CGode B ock 87
66. 249. 78. 94 Lhited Sates |147.237.77.216 |dover.idf.i|Miltiple Unauthorized URL Access from 66.249. 78. 94 B ock 85
66.249.78.108 |lhited Sates |[147.237.77.216|dover.idf.i|Miltiple Wauthorized UR Access from 66.249. 78. 108 B ock 64
85. 65. 246. 242 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 60
77.127.82.102 |lsrael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 58
31.210.182.171 |lsrael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 53
79.183. 8. 188 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Gode B ock 52
62. 128. 48. 46 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Gode B ock 51
77.125.7.243 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 49
157. 55. 39. 65 Lhited Sates |147.237.72.166|aka.idf.il |Dstributed Suspici ous Response (de B ock 49
95. 86. 125. 112 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 49
157.55.39. 193 |lLhited Sates [147.237.72.166|aka.idf.il |O stributed Suspi ci ous Response Gode B ock 48
77.126. 219. 26 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Gode B ock 47
37.142.228. 215 |lsrael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 46
82.102. 141. 209 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 45
46. 19. 85. 60 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 44
84.111.157. 248 |lsrael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 42
80. 246. 136. 132 |l srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Gode B ock 40
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il|Uauthorized URL Access to navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 40
87.69.53.179 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 39
212.199. 205. 68 I srael 147.237.72. 166 |aka i of .j| |0 StI1buted thauthorized LR Access on Bl ock 39
wwn aka. i df . i1/ /nai n/ har edi i webr esour ce. axd
84.111.182.71 |lsrael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 38
85. 64. 251. 42 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Gode B ock 38
66.249.78.101 |lhited Sates |[147.237.77.216|dover.idf.i|Miltiple Whauthorized URL Access from 66.249. 78. 101 B ock 37
82.166. 235.69 |lsrael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 37
82.102. 141.221 |lsrael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 37
77.127.195. 114 |lsrael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 36
109. 64. 104. 109 |l srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Gode B ock 36
192. 116. 130. 156l srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 35
79.181. 6. 62 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 33
37.142.206.77 |lsrael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 33
. . ., |DOstributed Whaut horized URL Access on
87.142.237. 21 Israel 147.237.72. 166 |aka. i df. 11 ww aka. i df.i1//sites/resources/chinuch/styl es/inport/bottommavi gat on. asp Bl ock 33
213.57.51. 185 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 33
157. 55. 39. 129 Lhited Sates |147.237.72.166|aka. idf.il |D stributed Suspici ous Response Code B ock 32
109. 66. 27. 110 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 32
46.120. 192. 148 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 31
208. 115.113. 88 |lhited Sates |[147.237.76.86 |navy.idf.il|Miltiple Uauthorized URL Access from 208.115. 113. 88 B ock 31
. . .. |Unauthorized URL Access to

84.109.224.71 I srael 147.237.72. 166 |aka. i df .11 waw, aka. i df . i |/ nmai n/giyus/eurl.axd/ 57242c64ea3ca74aa7e6d7261edd8939/ Bl ock 31
80. 230. 66. 123 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 31
85. 64.51. 184 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 31
66.249. 78. 152 |lhited Sates |[147.237.72.166 |aka.idf.il |Miltiple Wauthorized URL Access from 66.249. 78. 152 B ock 30
89. 138.212. 151 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 30
94. 159. 210. 15 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 30
109. 186. 34. 91 | srael 147.237.72.166 |aka.idf.il |D stributed Suspi ci ous Response Code B ock 30
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