10-23-2014-00:00:07 to 10-24-2014-00:00:07

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
100, 000"
80, 000"
60, 000"
4 1
Nunber 0. 000
a 1.
Actacks 20,0007
0 « ~ > ' $ § 3
\6\ ‘Zr\é @\& \\\ .\6\ ' . \& é\\b N S $\6 *‘\&
& o : N\ Ca Y
o T &Y Y e
\)O AQ’\ (@*r\ < O
ey Y
A
Top Tar get

[Top Attackers |

5, 000

M dover.idf.il

M aka.idf.il

M ishurimaka.idf.i

M dover.idf.il(old

M nat pash. i df.il

M anan.idf.il

W refuah.idf.il

M tikshuv.idf.il
law idf.il

M navy.idf.il

Nunber
(6]
At acks

‘ D : Q , 34 ) N
>y R Y e & P
QD o o AN v > ~ Ec)
o O
Y . 9 <5 N &) &) .
AT P PR R YW

Top Attackers

M 212.179.21.196
213.151. 44. 51
I 62.90. 122. 234
80. 250. 148. 225
Il 109. 67. 170. 26
W 212.179. 21. 194
[ 66.249.81.8
M 46. 19. 86. 231
164. 138. 112. 214
M 41.33.231.86




10-23-2014-00:00:07 to 10-24-2014-00:00:07

|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
Address

Sum(Packet_Count

)

Name

‘ IP_Map.site

‘Attacker Country ‘

84. 94. 56. 28 I srael 147.237.77.216  |dover.idf.il :S: :%ds"ake violation, first packet |, 3287
82. 145, 220. 229 Eur ope 147.237.77.216  |dover.idf.il :S: ZzﬂdShake vidation, first packet |, 3243
80. 250. 148. 225 I srael 147.237.72.166  |aka.idf.il JLMPurple Gon Limt Htp drop 2682
80. 250. 148. 225 | srael 147.237.72. 166 aka.idf.il JLMPurple Con Limt_Tcp drop 2282
0.0.0.0 147.237.72. 166 aka.idf.il JLMPurple Gon_Li mt_Tcp Dest forvard 2049
118. 100. 96. 208 Ml aysi a 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 1737
80. 250. 148. 225 | srael 147.237.72.166  |aka.idf.il JLMPurple Gon Linit Htp Dst forvard 1378
204. 93. 154. 200 Lhited Sates 147.237.72. 14 dover.idf.il (ol TP Scan (vertical) drop 833
204. 93. 154. 220 Lhited Sates 147.237.72. 14 dover.idf.il (ol TGP Scan (vertical) drop 632
0.0.0.0 147.237.72.166  |aka.idf.il JLMPurple Gon Limit Htp Dst forvard 610
0.0.0.0 147.237.72. 166 aka.idf.il JLM Purpl e Gon Lint_Htps_Dst forvard 446
204. 93. 154. 215 Lhited Sates 147.237.72. 14 dover.idf.il (o TQP Scan (vertical) drop 351
82.102. 141. 192 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 80
80. 250. 148. 225 | srael 147. 237. 72. 166 aka.idf.il JLM Purple Gon Limt_Tcp Dest forward 71
82.102. 141. 195 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 71
46. 117. 45. 159 | srael 147.237. 72. 156 anan.idf.il Anonal y-SSL-renegoti ation-A i drop 69
213.57.230. 59 | srael 147.237.72. 156 anan.idf.il Anonal y- SSL-renegoti ation-d i drop 68
84.111.6.114 | srael 147.237. 72. 156 anan. i df.il Anonal y-SSL-renegotiation-Ai drop 68
46. 120. 36. 131 | srael 147.237. 72. 156 anan. i df.il Anonal y- SSL-renegotiation-Ai drop 64
82.102. 141. 216 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 55
82.102. 141. 223 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 50
82.102. 141. 193 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 50
82.102. 141. 208 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 49
176. 67. 126. 126 Palestinian Territory, 11,7 537 77. 216 |dover.idf.il | |o nandsheke violation, first packet . 46
Cceupi ed not syn

82.102. 141. 253 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 43
82.102. 141. 214 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 42
82.102. 141. 218 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 41
82.102. 141. 204 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 38
82.102. 141. 213 | srael 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 37
82.102. 141. 212 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 35
82.102. 141. 206 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 34
82.102. 141. 213 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 32
82.102. 141. 200 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 32
185. 32. 178. 94 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 26
213.57.148. 151 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 25
82.102. 141. 199 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 25
82.102. 141. 203 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 25
95. 35. 50. 170 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 24
213.57.7. 4 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 23
82.102. 141. 196 | srael 147.237.77. 243 nobi | e.idf.il Invalid TGP H ags drop 22
217.200. 201. 34 Italy 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 22
82.102. 141. 222 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 22
62. 135. 87. 156 Egypt 147.237.77.216  |dover.idf.il :S: :%ds"ake violation, first packet |, 21
82.102. 141. 250 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 21
82.102. 141. 221 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 20
82.102. 141. 198 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 19
93.172. 44. 138 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 19
84.111.5.220 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 18
82.102. 141. 255 | srael 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 18
46. 120. 152. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 18
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|Top Attackers In IPS|

Attacker Address |Attacker Country|Target Address \Ste

|NarTe

|Davi ce Acti on| Count

66.160.173. 108 |Lhited Sates 147.237.72.14 |dover.idf.il (ol dCL000108: HITP. Trying to | ocate existing FO<editor B ock 36
76.164.224.10 |lhited Sates 147.237.72. 14 |dover.idf.il (ol dCl000108: HITP. Trying to | ocate existing FO<edi tor B ock 36
66.160. 173. 108 |Lhited Sates 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 36
105. 150. 89. 107 |Morocco 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 7
192.118. 11. 124 |l srael 147.237.77.74 |lawidf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 6
79.177. 146. 253 |l srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 6
201. 9. 89. 232 Brazil 147.237.72.14 |dover.idf.il (ol d7120: TGP Segnent Qverlap Wth Different Data, e.g., Fragroute B ock 5
2.54.25. 210 | srael 147.237.72. 166 |aka.idf . il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 5
105. 144. 246. 152|Mor occo 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
217.208.176.98 |Sweden 147.237.77. 216 |dover.idf.il Q98: B ock - dns poi soni ng B ock 4
213.57.106. 172 |lsrael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 4
79.181.173.216 |lsrael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 4
194.201.253.5 |United Kingdom |147.237.77. 176 |natpash.idf.il ]13248: HITP. Joonta JCE H e Ll oad Renote Gode Execution Wul nerability |[B ock 4
37.142.104.15 |lsrael 147.237. 72. 156 |anan.i df .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 4
213. 57. 49. 47 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
109. 65. 64. 179 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
74.166. 228. 75 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 3
109. 186. 162. 246|l srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 3
193. 106. 204. 8 | srael 147.237.77.74 |lawidf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 3
109. 66. 98. 242 |l srael 147.237.72. 166 |aka.idf .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 3
46.19. 85. 102 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
77.127.179.236 |lsrael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
188.50. 143. 228 |Saudi Arabia 147.237.77. 216 |dover.idf.il 12715; HITP. Bind SQ Injectionin R B ock 2
87. 69. 90. 200 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
82.102. 141. 193 |l srael 147.237.72.14 |dover.idf.il (ol d7120: TGP Segnent Qverlap Wth Different Data, e.g., Fragroute B ock 2
46. 19. 85. 238 | srael 147.237.72. 166 |aka.idf .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
84.109. 116. 194 |Israel 147.237. 72. 156 |anan. i df .i | 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
207.232.27.5 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
109. 67. 191. 245 |l srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
108. 6. 181. 53 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
84.94.188.170 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
37.142.74.194 |lsrael 147.237.72. 166 |aka.idf .i | 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
189.51.101.30 |Brazil 147.237.77. 216 |dover.idf.il 16798: HITP. G\U Bash HITP Header Renote Code Execution Mul nerability |B ock 2
68. 230. 23. 80 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
46.19. 85. 192 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 2
46.19. 85. 75 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
213.57.150.211 |lsrael 147.237.72.14 |dover.idf.il (ol d7120: TGP Segnent Qverlap Wth Different Data, e.g., Fragroute B ock 2
82.102. 169. 113 |l srael 147.237.72. 166 |aka.idf .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
176. 228. 202. 162|l srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
5.29. 164. 107 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
200. 141. 73. 226 |Brazil 147.237.72. 14 |dover.idf.il (ol d16798: HITP. G\J Bash HTTP Header Renote Code Execution Mul nerability [B ock 2
87. 68.241. 126 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
46. 19. 86. 94 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
84.228.227.9 | srael 147.237.72. 166 |aka.idf .i | 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
5.29.32.9 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
79. 180. 126. 60 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
109. 67. 63. 96 | srael 147.237.72. 166 |aka.i df .i | 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 1
46.19. 85. 135 | srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
84.110.111. 174 |lsrael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
192.116. 190. 26 |l srael 147.237.72. 166 |aka.idf .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
80. 74. 98. 102 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 187
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 102
85. 130. 130. 44 | srael 147.237. 72. 166 aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 67
95. 35. 51. 127 | srael 147.237. 72. 166 aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 48
2.54.27.15 | srael 147.237.72. 166 aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 12
95. 35. 51. 206 | srael 147.237.72. 166 aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 10
194. 201. 253. 5 Uni ted Ki ngdom 147.237.77.176 nat pash. i df .i | Tehila - Perl LW wth fake user agent 8
212.83.149. 193 Fance 147.237.0. 200 ndu.idf.il ET SCAN Potential SSH Scan 7
95. 35. 51. 91 | srael 147.237.76. 86 navy.idf.il ET SCAN NVAP -sA (2) 6
82.102. 141. 207 | srael 147.237.77. 216 dover.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 6
64. 49. 215. 220 Lhited Sates 147.237.72.14 dover.idf.il (ol d) Tehila - Perl LW wth fake user agent 5
79.176.111.101 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 4
190. 196. 65. 125 Cile 147.237.77.74 lawidf.il Tehila - Perl LVP wth fake user agent 4
80. 246. 136. 11 | srael 147.237.72. 166 aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 3
212.83. 149. 193 F ance 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 3
59. 106. 108. 116 Japan 147.237.72. 14 dover.idf.il (ol d) Tehila - Perl LV wth fake user agent 3
1.234. 88. 156 Korea, Republic of 147.237. 0. 200 nu.idf.il ET SCAN Potential SSH Scan 3
80. 246. 136. 207 | srael 147.237.72. 166 aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 2
202.183. 192. 140 Thai | and 147.237. 0. 200 ndu.idf.il ET SCAN Potential SSH Scan 2
109. 186. 59. 154 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
37.26. 147. 250 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
84. 229. 13. 26 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
5.29.182. 92 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
95. 35.51. 129 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
84.228.194. 147 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
177.207. 223. 227 Brazil 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
109. 65. 51. 116 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
192. 241. 149. 119 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
31.168.91.51 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
77.127.59. 223 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
101. 227. 248. 48 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
212. 83. 149. 193 France 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
85. 214. 48. 76 CGer many 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
212.179. 243. 144 | srael 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 2048 2
66. 249. 79. 115 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
58. 30. 32. 50 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 2
101. 227. 248. 48 Chi na 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
190. 151. 15. 10 Cile 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 2
93.172. 163. 192 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
85. 130. 223. 17 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
212.179. 243. 144 | srael 147.237.72. 166 aka.idf.il ET SCAN NVAP -f -sS 2
128. 134. 54. 242 Korea, Republic of 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
101. 227. 246. 250 Chi na 147.237. 0. 200 ndu.idf.il ET SCAN Potential SSH Scan 2
79.178.168. 70 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
212.150. 214. 130 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
190. 151. 15. 10 Cile 147.237.0. 17 m ny- kosher -kravi .i df . il ET SCAN Potential SSH Scan 2
59. 108. 78. 243 Chi na 147.237.0. 15 kosher - kravi .i df il ET SCAN Potential SSH Scan 2
1.234. 88. 156 Korea, Republic of 147.237.0. 17 m ny- kosher -kravi .idf.il ET SCAN Potential SSH Scan 2
149. 88. 99. 12 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
212.143.112. 85 | srael 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 2048 2




|Top Attackers In FW |

10-23-2014-00:00:07 to 10-24-2014-00:00:07

Attacker Address | Attacker Country | Target Address |Ste | Message | Name | Devi ce Action | count |
212.179. 21. 196 | srael 147.237.77. 216 dover.idf.il drop drop 5221
213.151. 44. 51 | srael 147.237.77.216 dover.idf.il drop drop 3699
62. 90. 122. 234 | srael 147.237.77. 216 dover.idf.il drop drop 2752
109. 67. 170. 26 | srael 147.237.77. 216 dover.idf.il drop drop 2281
212.179.21. 194 | srael 147.237.77.216 dover.idf.il drop drop 2013
66. 249. 81. 8 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 1777
46.19. 86. 231 | srael 147.237.77. 216 dover.idf.il drop drop 1676
164.138. 112. 214 | srael 147.237.77.216 dover.idf.il drop drop 1608
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop drop 1579
80. 91. 185. 22 Lkr ai ne 147.237.77. 216 dover.idf.il drop drop 1412
82.145. 221. 16 Eur ope 147.237.77.176 nat pash. i df . i | drop drop 1168
46. 120.217. 35 | srael 147.237.77. 216 dover.idf.il drop drop 1156
208. 115. 113. 89 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 1148
157. 55. 39. 155 Lhited Sates 147.237.72. 166 aka.idf.il SAMrul e drop drop 1138
212.179. 61. 122 | srael 147.237.77. 216 dover.idf.il drop drop 985
192. 80. 95. 243 Lhited Sates 147.237.77.216 dover.idf.il dr op dr op 958
62.219. 139. 183 | srael 147.237.77.216 dover.idf.il dr op drop 956
151. 151. 16. 19 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 857
54.72.73.168 Lhited Sates 147.237.77.216 dover.idf.il drop drop 769
208. 115. 111. 73 Lhited Sates 147.237.77.216 dover.idf.il drop drop 735
82. 145. 220. 229 Eur ope 147.237.77. 216 dover.idf.il drop drop 727
41. 33. 232. 65 Egypt 147.237.77. 216 dover.idf.il drop drop 718
87. 68. 78. 252 | srael 147.237.77.216 dover.idf.il drop drop 713
54.72.0. 55 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 697
95. 35. 50. 61 | srael 147.237.77. 216 dover.idf.il drop drop 676
46. 116. 72. 65 | srael 147.237.77.216 dover.idf.il drop drop 655
212.179.61.124 | srael 147.237.77. 216 dover.idf.il drop drop 569
46. 19. 86. 69 | srael 147.237.77. 216 dover.idf.il drop drop 548
46.116. 126. 152 | srael 147.237.77.216 dover.idf.il drop drop 544
79.178.167.217 | srael 147.237.77. 216 dover.idf.il drop drop 529
95. 35. 50. 35 | srael 147.237.77. 216 dover.idf.il drop drop 518
212.179. 46. 20 | srael 147.237.77.216 dover.idf.il drop drop 498
93.172.118. 215 | srael 147.237.77. 216 dover.idf.il drop drop 484
66. 249. 78. 158 Lhited Sates 147.237.77.216 dover.idf.il dr op dr op 470
95. 86. 125. 166 | srael 147.237.77.216 dover.idf.il drop drop 458
190. 24. 146. 71 Col onbi a 147.237.77. 216 dover.idf.il drop drop 458
66.249. 78. 172 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 452
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il drop drop 450
46. 19. 86. 243 | srael 147.237.77. 216 dover.idf.il drop drop 435
79.176. 105. 60 | srael 147.237.77. 216 dover.idf.il drop drop 429
212.179.21. 197 | srael 147.237.77.216 dover.idf.il drop drop 427
82.102. 141. 198 | srael 147.237.77. 216 dover.idf.il drop drop 408
109. 66. 130. 68 | srael 147.237.77.216 dover.idf.il drop drop 389
95. 86. 116. 63 | srael 147.237.77. 216 dover.idf.il drop drop 376
199. 203. 64. 19 | srael 147.237.77. 216 dover.idf.il drop drop 367
2.54.128. 146 | srael 147.237.77. 216 dover.idf.il drop drop 363
69. 22. 186. 85 Lhited Sates 147.237.77.216 dover.idf.il drop drop 362
93.172.27.76 | srael 147.237.77. 216 dover.idf.il drop drop 340
149. 78. 73. 20 | srael 147.237.77. 216 dover.idf.il drop drop 320
213.163. 120. 100 147.237.77.216 dover.idf.il dr op drop 317
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|Top Attackers In V\AF|

Devi ce

At acker

Qount ry Target Address ‘S’ te Action ‘Count
80. 250. 148. 225 |l srael 147.237.72. 166 |aka.idf.il |Too Many of the Sane Response Gode (404) in Session from 80.250. 148. 225 B ock 2051
149. 78.207.48 |lhited Sates |147.237.72.166|aka.idf.il |O stributed Suspi ci ous Response Code B ock 101
109. 65. 30. 202 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Gode B ock 90
84.108. 41. 241 |Israel 147.237.72.166|aka.idf.il |Dstributed Too Many of the Sane Response Code (302) B ock 73
212.76.98.215 |Israel 147. 237.72. 166 |aka idf i1 |D Stributed Lhauthorized LR Access on B ock 68
wane aka. i df . i | // mai n/ har edi mi webr esour ce. axd
31.210. 186. 43 |Israel 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Gode B ock 64
208. 115. 113. 88 |Lhited Sates |147.237.76.86 |navy.idf.il |Miltiple Uauthorized URL Access from 208. 115. 113. 88 B ock 61
46.117.128. 170 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response bde B ock 57
93.173.225.36 |Israel 147.237.72. 166 |aka if.j| [ Stributed tnauthorized LR Access on Bl ock 56
wane aka. i df . i | // mai n/ har edi mi webr esour ce. axd
46.19. 86. 198 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code B ock 50
66.249. 78. 108 |lLhited Sates |147.237.77.216|dover.idf.il|Miltiple Wauthorized UR Access from 66.249. 78. 108 B ock 49
) s Distributed Lhaut hori zed URL Access on
66.249. 78. 242 |Whited Sates |[147.237.72.166|aka.idf.il 147.237.72. 166/ / edi i yoman/ enl ar ge. asp B ock 48
213.57.150. 199 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Gode B ock 45
72.9.148. 10 Lhited Sates |147.237.76.86 |[navy.idf.il |Uhauthorized URL Access to navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 45
79.177.23.176 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Gode B ock 44
213.57.123. 153 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response bde B ock 44
82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf.il |DO stributed Suspici ous Response Gode B ock 44
109. 160. 244. 35 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response de B ock 43
46.19. 86. 61 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response ode B ock 42
) R O stributed Unaut hori zed URL Access on
66.249.78.235 |lLhited Sates |[147.237.72.166 |aka.idf.il 147. 237. 72. 166/ / edi rd yoman/ enl ar ge. asp B ock 41
37.142.85.249 |lsrael 147.237.72. 166 |aka.idf.il |DO stributed Suspici ous Response Gode B ock 41
) R Distributed Lhaut hori zed URL Access on
66. 249. 78. 249 |lWhited Sates |[147.237.72.166 |aka. idf.il 147. 237. 72. 166/ / edi i yonan/ enl ar ge. asp B ock 40
84.108. 23. 242 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Gode B ock 39
79.178.143.65 |lsrael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Gode B ock 38
37.142. 150. 111 |I srael 147. 237.72. 166 |aka idf i1 |D Str1buted Lhauthorized LR Access on B ock 38

wawv aka. i df . i | // nmai n/ gi yus/ eurl . axd/ 57242c64ea3ca74aa7e6d7261edd8939/
O stributed Unaut hori zed URL Access on

212.76.104.90 |Israel 147.237.72. 166 |aka. i df . wawv. aka. i df . i | // nai n/ gi yus/ eurl . axd/ 57242c64ea3ca74aa7e6d7261edd8939/ Bl ock 36
157. 55. 39. 65 Lhited Sates |147.237.72.166|aka.idf.il |Dstributed Suspici ous Response de B ock 36
85. 64. 117. 26 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code B ock 35
66.249. 78.172 |Whited Sates |[147.237.77.216|dover.idf.il|Miltiple Whauthorized UR Access from 66.249.78. 172 B ock 34
213.151.37.13 [Israel 147, 237.72. 166 |aka. i df. i1 |0 Stributed Lhauthorized LR Access on Bl ock 34
wwn aka. i df . il // mai n/ rabanut/webresour ce. axd
217.132.66.78 |lsrael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Gode B ock 34
79. 181. 130. 220 |I srael 147.237.72. 166 |aka i df i1 | St71Puted thauthorized LR Access on B ock 34

wawv aka. i df . i | //nai n/ gi yus/ eurl . axd/ 57242c64ea3ca74aa7e6d7261edd8939/
Distributed Lhaut hori zed URL Access on

37.142.227.53 |Israel 147.237.72. 166 |aka. i df . il v aka. i df i 1// nai v/ har edi m vebr esour ce. axd B ock 33

37.142.116. 201 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code B ock 33

66. 249. 78. 94 Lhited Sates |147.237.77.216|dover.idf.il|Miltiple Unauthorized UR Access from 66.249.78. 94 B ock 32

103, 238. 188, 34 I srael 147, 237.72. 166 |aka i df. i1 |D Stributed Lhauthorized LR Access on Bl ock 32
wwn aka. i df . i1/ /nai n/ har edi i webr esour ce. axd

37.26.147.233 |lsrael 147.237. 77. 243 |nobi | e.i df .i [Mil ti pl e Unaut hori zed URL Access from 37.26. 147. 233 B ock 32

85. 64. 201. 68 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code B ock 32

5.29.164.107 |l srael 147.237.72. 166 |aka i df i1 [P St'1buted Lhauthorized LR Access on B ock 32
ww aka. i df . i1/ / mai n/ har edi i webr esour ce. axd

157.55.39.193 |lhited Sates [147.237.72.166|aka.idf.il |Ostributed Suspi ci ous Response Code B ock 31

89.139. 178. 166 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response de B ock 30

S Distributed Lhaut hori zed URL Access on

84.109.224.71 |l srael 147.237.72. 166 |aka. i df .1 waw, aka. i df . il // mai n/ gi yus/ eurl . axd/ 57242c64ea3ca74aa7e6d7261edd8939/ Bl ock 28

82. 80. 64. 2 I'srael 147, 237. 72. 166 |aka iof .| [0 Stributed Unauthorized LR Access on Bl ock 28
ww aka. i df . i1/ / nai n/ har edi i webr esour ce. axd

89. 138. 69. 75 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response de B ock 28

46. 19. 86. 54 | srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Gode B ock 28

77.127.195. 114 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Gode B ock 28

2.54.173.237 |Israel 147, 237. 72. 166 |aka iof .| [0 Stributed Unauthorized LR Access on Bl ock 27

waw aka. i df . i | // nai n/ har edi ni webr esour ce. axd
R O stributed Uhaut hori zed URL Access on
79.181.184.40 |l srael 147.237.72. 166 |aka. i df . waw, aka. i df . il // mai n/ gi yus/ eurl . axd/ 57242c64ea3ca74aa7e6d7261edd8939/ Bl ock 27
. . O stributed Uhaut hori zed URL Access on

77.127.54.36  |Israel 147.237. 72. 166 |aka i 11| o owa i dif i1/ mai n/ gi yus/ eur| . axdl 57242c64ea3ca74aale6d7261edd8939/ Bl ock 21

82.166.49. 174 |l srael 147.237.72. 166 |aka.idf.il |D stributed Suspici ous Response Code B ock 27
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