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10-17-2014-00:00:10 to 10-18-2014-00:00:10

|Top Attackers | n DDoS- Def ence |

Attacker ‘Attacker ‘Target

Device Sum(Packet_Count

‘IP_Map.site Name

Address Country Address Action )
79. 180. 51. 158 I srael 147.237.77.216  |dover.idf.il :Stj Zir;dsr‘ake violation, first packet g ) 2973
46. 19. 86. 138 I srael 147.237.77.216  |dover.idf.il IS: ﬁdShake violation, first packet drop 2849
212.76.116. 222 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 165
37.26.146. 192 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegot i ation-d i forward 134
87.69. 19. 152 | srael 147.237.72. 156 anan.idf.il Anonal y- SSL-renegoti ation-di dr op 77
108. 49. 164. 147 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 57
46.121. 250. 154 | srael 147, 237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 44
82.102. 141. 212 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 24
46.19. 86. 167 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 21
94. 159. 153. 80 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 21
109. 67. 43. 201 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 19
82.102. 141. 196 | srael 147.237.77. 243 nobi | e.idf.il Invalid TGP H ags drop 19
95. 86.127. 17 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 15
77.127.115. 239 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
109. 253. 146. 128 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 12
185. 32. 179. 25 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 9
82.102. 141. 210 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags dr op 7
85. 250. 95. 50 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
2.54.131.52 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
85. 250. 25. 219 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
82.102. 141. 254 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 6
10.0.0.1 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
5. 28. 158. 97 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 4
192. 168. 14. 31 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
84.108. 218. 135 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
77.125.130.7 I srael 147.237.77.216  |dover.idf.il IS: Zz's]dsmke vioation, first packet 4
109. 160. 202. 19 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 3
82.102. 141. 199 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 3
84.111. 236. 212 I srael 147.237.77. 216 dover. i df.il Block Udp All Nets drop 3
62.219. 63. 134 | srael 147.237.72. 166 aka.idf.il L4 Source or Dest Port Zero drop 3
82.102. 141. 203 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 3
82.102. 141. 194 | srael 147.237.77. 243 nobi | e.idf.il Invalid TGP H ags drop 3
76.186. 41. 233 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 3
192. 168. 1. 103 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
84.94. 32. 168 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
82.102. 141. 255 | srael 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 2
188. 55. 45. 78 Saudi Arabi a 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
197.131.171. 55 Mor occo 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
82.102. 141. 255 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 2
109. 67. 110. 84 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2
121.112. 6. 53 Japan 147.237.72. 14 dover.idf.il(olc:g: g}dsr‘ake vioation, first packet 2
109. 65. 8. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
46. 19. 85. 109 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
82. 166. 252. 77 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
109. 67. 179. 64 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
95. 86. 92. 204 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
212.179. 61. 122 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
82.102. 141. 195 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 2
46.19. 85. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2




10-17-2014-00:00:10 to 10-18-2014-00:00:10

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Ste

121.112. 6. 53 Japan 147.237.72. 14 |dover.idf.il (ol d) Q14: HITP. Fuck in url B ock 59011

5.29.100.218 [ srael 147.237.72. 166 |aka.i df .i 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., |y 9
Fagrout e

212.34.12.124  |Jordan 147.237.77. 176 |nat pash. i o . i | gligrolf Segrent Qverlap Wth Dfferent Data, e.g., g 8

79.181. 124. 134 |Israel 147. 237. 72. 166 |aka i of . i | glzgrolf Segment Qverlap Wth Dfferent Data, e.g., g 5

66. 249. 78. 159 |United Sates 147. 237. 72. 166 |aka i of .| 1090; HITP. I1S . asp Source Qode Read Pernit 4

89.138.207.21 | srael 147.237.72. 166 |aka i df .i 7120: TGP Segrent Qverlap Wth Dfferent Data, e.g., |y 0 4
Fragrout e

177.135.61.24 |prazil 147. 237. 77. 216 |dover . i of . i | 7120. TP Segrent Qverlap Wth Dfferent Dta, e.g., |y 4
Fragrout e

46.19.85.63  |Israel 147.237.72. 166 |aka i df .i 7120: TGP Segrent Qverlap Wth Dfferent Data, e.g., |y 0 4
Fragrout e

181. 167. 146. 47 |Argentina 147. 237. 77. 216 |dover . i of . i | gligrolf Segment Qverlap Wth Dfferent Data, e.g., g 3

188. 161. 185. 151 Pal est_| nian Territory, 147 237. 77. 216 |dover i df i1 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., B ock 3

Qccupi ed Fragroute

190.2.96.221  |Argentina 147. 237. 77. 216 |dover . i of . i | 7120. TP Segrent Qverlap Wth Different Dta, e.g., |y 3
Fragrout e

72.201.17.216 |lnited Qates 147. 237. 77. 216 |dover . i of . i ;fgrofep Segnent Qverlap Wth Dfferent Dta, e.g., g 3

213.57.49.47  |israel 147. 237. 72. 166 |aka. i of . i | 7120. TP Segrent Qverlap Wth Different Dta, e.g., |y 3
Fragrout e

84.94.181.145 |Israel 147. 237. 77. 216 |dover . i of . i 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., |y oy 3
Fragrout e

2.35.112.138  |italy 147. 237. 77. 216 |dover . i of . i | 7120. TP Segrent Qverlap Wth Dfferent Dta, e.g., |y 3
Fragrout e

46.210.208.60 | srael 147. 237. 77. 216 |dover . i of . i 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., |y oy 2
Fragrout e

46.19.85.123  |israel 147.237.76.86 |navy.idf.il 7120. TP Segrent Qverlap Wth Dfferent Dta, e.g., |y 2
Fragrout e

178.124.110. 95 |Bel arus 147. 237. 77. 216 |dover . i of . i ;fgrofep Segnent Qverlap Wth Dfferent Dta, e.g., g o 2

46.19. 85. 90 I srael 147. 237. 77. 216 |dover . i of . i | 7120. TP Segrent Qverlap Wth Dfferent Dta, e.g., |y 2
Fragrout e

78.188.129. 143 [Turkey 147. 237. 77. 216 |dover i df . i ;fgrofep Segment Qverlap Wth Dfferent Data, e.g.. g 1

105. 157. 41. 164 |Morocco 147.237.72. 166 |aka.idf .il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1

46.19. 85. 35 I srael 147. 237. 77. 216 |dover . i of . i | 7120. TP Segrent Qverlap Wth Dfferent Dta, e.g., g 1
Fragrout e

86. 169. 106. 131 |United Ki ngdom 147. 237. 77. 216 |dover. i df . i1 ;rligmlf Segnent Qverlap Wth Dfferent Dta, e.g., g 1

80. 187. 100. 123 |Ger many 147.237.72. 14 |dover.idf.il (ol d) Q98: B ock - dns poi soni ng B ock 1

2.54.41.142  |israel 147.237.72. 166 |aka i df .i 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., g 1
Fagroute

132. 64. 160. 121 |Israel 147.237.72. 166 |aka.i df .i 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., |y o 1
Fagrout e

93.174.93.116  |Nether! ands 147.237.0.17 ("™ kosher-kravi i df.i 113510 TS QpenSSL Heartbeat Packet B ock 1

84.111.54.202 | srael 147.237.0.34  |tikshuv.idf.il 7120: TP Segnent Qverlap Wth Dfferent Data, €.g., |y o0 1
Fagrout e

37.142.124.5  |israel 147.237.72. 166 |aka i df .i 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., g 1
Fagroute

185. 4.227.194  |Turkey 147.237.72.14 |dover.idf.il (ol d) Q098: Bl ock - dns poi soni ng B ock 1

79.177.179. 204 |israel 147. 237. 72. 166 |aka. i of . i | 7120. TP Segrent Qverlap Wth Dfferent Dta, e.g., |y 1
Fagrout e

107.183. 141. 18 |Wnited Sates 147.237.72. 166 |aka.i df .i ;fgrofep Segnent Qverlap Wth Dfferent Dta, e.g., g o 1

46.210. 210. 118 |Israel 147. 237. 77. 216 |dover . i of . i | 7120. TP Segrent Qverlap Wth Dfferent Dta, e.g., |y 1
Fagrout e

46.19.85.38  |Israel 147.237.76.42 |refuah.idf.il 7120: TCP. Segrent Qverlap Wih Dfferent Data, e.g., |y oo 1
Fragrout e

82.102. 141. 194 |Israel 147. 237. 77. 216 |dover . i of . i | 7120. TP Segrent Qverlap Wth Dfferent Dta, e.g., |y 1
Fagrout e

2.54.182.249  |Israel 147.237. 72. 156 |aman. i of . | 7120: TCP. Segrent Qverlap Wih Dfferent Data, e.g., |y oy 1
Fragrout e

176. 106. 46. 74 Pal est'l nian Territory, 147. 237. 77. 216 ldover i df i | 7120: TCQP. Segnent Qverlap Wth Dfferent Data, e.g., B ock 1

Qccupi ed Fragroute

93.219. 106. 74  |Ger many 147.237.72.14 |dover.idf.il (ol d) C1000106: HTTP. naj estic bot B ock 1

46.19.85.202  |israel 147. 237. 77. 216 |dover. i df .i 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., g o 1
Fagrout e

85.17.132.38  |Nether!ands 147.237.72. 14 |dover.idf.i1 (ol d) 25: HITP. access to admnistrator/index. php -> B ock 1
Quaranti ne

37.142.151.26 |israel 147. 237. 77. 216 |dover. i df .i ;fg;olf Segment Qverlap Wth Dfferent Data, e.g., g 1

185. 4. 227.194  |Turkey 147.237.77.74 |lawidf.il Q98: Bl ock - dns poi soni ng B ock 1

54.221.162.7 Lhited Sates 147.237.77. 216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1

109. 67. 140. 188 |Israel 147.237.72. 166 |aka i df .i 7120: TCP. Segrent Qverlap Wth Dfferent Data, €.g., |y ooy 1
Fragrout e

46. 19. 85. 54 I srael 147. 237. 77. 216 |dover . i of . i | 7120. TP Segrent Qverlap Wth Dfferent Dta, e.g., |y 1
Fragrout e

91. 200. 12. 75 Lkr ai ne 147.237.72. 166 |aka.idf .il (C1000108: HITP. Trying to | ocate existing FO<edi tor B ock 1

82.102. 169. 113 |israel 147. 237. 72. 166 |aka. i df . | 7120. TP Segrent Qverlap Wth Dfferent Data, e.g., |y o 1
Fagrout e

192.116.166.6 |Israel 147. 237. 77. 216 |dover . i of . i | 7120. TCP Segrent Qverlap Wth Dfferent Dta, e.g., g 1
Fragrout e

74.100. 83. 65 Lhited Sates 147.237.72. 14 |dover.idf.il (ol d) Q008: HITP: Xenu User Agent B ock 1

96.41.150.76  |Wited Sates 147.237.77. 216 |dover. i df .i | glzgrolf Segment Qverlap Wth Dfferent Data, e.g., g 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
80. 74. 98. 102 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 272
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 113
192. 35. 222. 17 Lhited Sates 147.237.77. 216 |dover.idf.il ET DOS SSL Bonb DoS Attenpt 11
59. 106. 108. 116 |Japan 147.237.72.14 |dover.idf.il(old) |Tehila - Perl LW with fake user agent 5
23.31.173.195 |lhited Sates 147.237. 77. 176 |nat pash. i df .i | Tehila - Perl LW with fake user agent 4
37.203.214. 200 |Sweden 147.237.72. 166 |aka.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Véb Server) 4
31.184. 242. 17 gz:;;r: on 147.237.77. 216 |dover.idf .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 4
64.49.215.220 |Whited Sates 147.237.72.14 |dover.idf.il(old) |Tehila - Perl LW with fake user agent 3
46. 116. 34. 116 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 3
149.78.171. 31 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
213.57.199. 12 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
128. 103.64. 112 |lhited Sates 147.237.72.14 |dover.idf.il(old) |Tehila - Perl LW with fake user agent 2
193. 231. 197. 126|Ronmani a 147.237.77. 216 |dover.idf.il ET WEB SERVER Poi son Nul | Byte 2
109. 253. 147. 160|l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
77.127.170. 6 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84.228.134. 111 |Israel 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46.117. 36. 206 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
122.226.73.131 |Chi na 147.237.77. 234 |hal ag.i df .il ET SCAN NVAP -sS w ndow 1024 2
218. 58. 80. 75 Chi na 147.237.76.31 |nakchal .idf.il GPL SCAN nnmap TCP 2
37.142. 243. 95 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
122.226.73. 131 |China 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sS w ndow 1024 2
54.176. 4. 242 Lhited Sates 147.237.77. 216 |dover.idf.il ET WEB SERVER PyQurl Suspi ci ous User Agent | nbound 2
128.103.64.112 |lhited Sates 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 2
213.57.161. 246 |lsrael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
85. 64. 69. 224 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46. 120. 31. 40 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
77.125.147. 167 |lsrael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
95. 35. 51. 100 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
94. 159. 156. 100 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DOS attack 01/2012 2
66.249 78.157 |wnited Sates 147. 237. 72. 166 |aka. i of i1 atSEI-“\*\/ER-t b APACHE Apache nod_ssl non-SSL connection to SSL port denial of service 2
218.6.132. 45 Chi na 147.237.76. 176 |test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1
153.122. 9. 243 Japan 147.237.77. 179 |e.nazi .idf.il ET SCAN NVAP -sS w ndow 4096 1
115. 29. 211. 99 Chi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
93.174.93. 116 Net her | ands 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.15.166 |China 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
27.50.132. 62 Chi na 147.237.76.86 |navy.idf.il ET SCAN NMAP -sS wi ndow 2048 1
200. 186. 145. 218|Brazi | 147.237.76. 199 |e. nakchal .idf.il |ET SCAN NVAP -sS w ndow 1024 1
122.226.73.131 [China 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 1
104. 152.191. 174 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 67. 31 Lhited Sates 147.237.77. 170 |naarachot . i df . i | ET SCAN NVAP -sA (2) 1
82.117. 208. 243 147.237.77. 205 |prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 1
1.93. 30. 197 Chi na 147.237.76. 196 |e. sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
182. 92. 160. 2 Chi na 147.237.8.45 |e.eitan.idf.il ET SCAN Potential SSH Scan 1
121.43.180. 3 Chi na 147.237. 76. 148 |gqcenter. aka. i df . i |ET SCAN Potential SSH Scan 1
93.174.95. 41 Net her | ands 147.237. 76. 199 |e. nakchal .idf. il ET SCAN Potential SSH Scan 1
54.247.122.220 |lreland 147.237.72. 166 |aka.idf.il ET WEB SERVER PHP Oraw er 1
216.178.244.38 |lhited Sates 147. 237. 8. 46 e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 3072 1
123. 57. 38. 28 Chi na 147.237. 76. 147 |chinuch. aka. i df .i | |[ET SCAN Potential SSH Scan 1
108. 61.211. 162 |Lhited Sates 147.237.76. 196 |e. sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




|Top Attackers In FW |

10-17-2014-00:00:10 to 10-18-2014-00:00:10

Attacker Address | Attacker Country | Target Address |ste | Message [Name | Device Action | count \
121.112. 6. 53 Japan 147.237.72. 14 dover.idf.il (ol d) drop drop 181122
37.26. 146. 235 | srael 147.237.77.216 dover.idf.il drop drop 3651
46.19. 86. 138 | srael 147.237.77. 216 dover.idf.il drop drop 3632
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop drop 1767
95. 35. 50. 59 | srael 147.237.77.216 dover.idf.il drop drop 1252
213.57.197. 89 | srael 147.237.77. 216 dover.idf.il drop drop 1218
84. 228. 135. 54 | srael 147.237.77. 216 dover.idf.il drop drop 1206
37.26. 148. 207 | srael 147.237.77. 216 dover.idf.il drop drop 1122
85. 64. 182. 137 | srael 147.237.77. 216 dover.idf.il drop drop 1020
95. 86. 122. 126 | srael 147.237.77. 216 dover.idf.il drop drop 966
208. 115. 113. 89 Lhited Sates 147.237.77.216 dover.idf.il drop drop 903
46.19.86.11 | srael 147.237.77. 216 dover.idf.il drop drop 891
208. 115. 111. 73 Lhited Sates 147.237.77.216 dover.idf.il drop drop 697
54.72.0.55 Lhited Sates 147.237.77.216 dover.idf.il drop drop 697
41. 33. 232. 65 Egypt 147.237.77. 216 dover.idf.il drop drop 659
2.54.27.210 | srael 147.237.77. 216 dover.idf.il drop drop 616
54.72.73. 168 Lhited Sates 147.237.77.216 dover.idf.il drop drop 605
77.126. 89. 242 | srael 147.237.77. 216 dover.idf.il drop drop 603
213.151. 62. 181 | srael 147.237.77. 216 dover.idf.il drop drop 517
91. 140. 194. 66 Kuwai t 147.237.77.216 dover.idf.il drop drop 504
85. 250. 52. 52 | srael 147.237.77. 216 dover.idf.il drop drop 474
2.54.163. 236 | srael 147.237.77. 216 dover.idf.il drop drop 437
109. 66. 102. 82 | srael 147.237.77.216 dover.idf.il drop drop 437
93.173.163. 180 | srael 147.237.77. 216 dover.idf.il drop drop 420
79.183. 12. 59 | srael 147.237.77.216 dover.idf.il drop drop 399
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il drop drop 356
96. 2. 145. 247 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 332
68. 180. 228. 243 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) drop drop 314
79.178. 4. 106 | srael 147.237.77.216 dover.idf.il drop drop 306
68. 180. 228. 121 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 298
188. 92. 3. 25 Russi an Federation 147.237.77. 216 dover.idf.il drop drop 297
66. 249. 78. 158 Lhited Sates 147.237.77.216 dover.idf.il drop drop 284
66.249. 78. 172 Lhited Sates 147.237.77.216 dover.idf.il drop dr op 278
208. 115. 113. 86 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) drop drop 257
2. 35. 80. 150 Italy 147.237.77.216 dover.idf.il drop drop 249
42.148.177. 195 Japan 147.237.77. 216 dover.idf.il drop drop 240
37.26. 147. 158 | srael 147.237.77. 216 dover.idf.il drop drop 232
121.112. 6. 53 Japan 147.237.72. 14 dover.idf.il (ol d) SAMrul e drop drop 230
5. 108. 97. 55 Saudi Arabi a 147.237.77. 216 dover.idf.il drop drop 216
79.178. 37. 46 | srael 147.237.77. 216 dover.idf.il drop drop 214
208. 115. 111. 70 Lhited Sates 147.237.72.14 dover.idf.il (ol d) drop drop 212
82.145. 217. 15 Eur ope 147.237.77. 216 dover.idf.il drop drop 212
212.199. 182. 150 | srael 147.237.77.216 dover.idf.il drop drop 208
5. 255. 253. 159 Russi an Federation 147.237.72. 14 dover.idf.il (ol d) drop drop 203
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il drop drop 195
109. 67. 134. 91 | srael 147.237.77. 216 dover.idf.il drop drop 195
37.26. 147. 245 | srael 147.237.77.216 dover.idf.il drop drop 191
95. 35. 51. 46 | srael 147.237.77. 216 dover.idf.il drop drop 190
212.179. 87.180 | srael 147.237.77. 216 dover.idf.il drop drop 184
157. 55. 39. 75 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 183




10-17-2014-00:00:10 to 10-18-2014-00:00:10

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address ‘S’ te Action ‘Count
157.55.39.149 |lhited Sates 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Gode B ock 99
207. 46. 13. 48 Lhited Sates 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response CGode B ock 78
157.55.39.193 |lLhited Sates 147.237.72. 166 |aka.idf.il |D stributed Suspicious Response Code B ock 72
95.86.127.17 [ srael 147. 237.72. 166 |aka i df i1 |D StTibuted Lhauthorized UR. Access on B ock 67
wane aka. i df . i | // mai n/ har edi mi webr esour ce. axd
157.55.39.9 Lhited Sates 147.237.72.166 |aka.idf.il |DOstributed Suspi ci ous Response Gode B ock 63
66.249. 78.159 |Lhited Sates 147.237.72.166 |aka. idf.il |Miltiple Uaut hori zed UR Access from 66. 249. 78. 159 B ock 51
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il|Uauthorized URL Access to navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 45
66. 249. 78. 94 Lhited Sates 147.237.77. 216 |dover.idf.i|Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 94 B ock 40
66.249. 78. 152  |lhited Sates 147.237.72. 166 |aka.idf.il |Miltiple Unauthorized URL Access from 66. 249. 78. 152 B ock 39
66. 249. 78. 145 Lhited Sates 147.237.72.166 |aka.idf.il |Miltiple Whauthori zed URL Access from 66.249. 78. 145 B ock 39
109. 253. 157. 141 |l srael 147.237.72. 166 |aka i of .i| |D Stributed thauthorized URL Access on B ock 38
waw aka. i df . i 1 // mai n/ smal i i webr esour ce. axd
84.109. 102. 122 |Israel 147. 237.72. 166 |aka i df i1 |D StTibuted Lhauthorized UR. Access on B ock 37
wane aka. i df . i 1/ / mai n/ snal i nd webr esour ce. axd
} . . |Ostributed Unaut hori zed URL Access on
66.249. 78.242 |thited Sates 147.237.72. 166 |aka. idf. i1 | 0000 e i yus/ gener al . aspx B ock 36
79.177.179. 204 |israel 147. 237.72. 166 |aka i df i1 |P StTibuted Lhauthorized UR. Access on B ock 35
wane aka. i df . i | // mai n/ snal i nd webr esour ce. axd
213.151. 49. 132 |Israel 147.237.72. 166 |aka i of .i| D Stributed Lhauthorized LR Access on B ock 32
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
: .« ., |[DOstributed Unaut hori zed URL Access on
66.249.78.235 |[Lhited Sates 147.237.72.166 |aka.idf. il |00 e i yus/ gener al . aspx B ock 30
95.86.121.126 |l srael 147.237.72. 166 |aka i of .i| |D Stributed thauthorized UR. Access on B ock 29
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd
93.172.5.242  |Israel 147. 237.72. 166 |aka i df i1 |P StTibuted Lhauthorized UR. Access on B ock 25
wane aka. i df . i 1/ / mai n/ snal i nd webr esour ce. axd
66.249.78.108 |Lhited Sates 147.237.77. 216 |dover.idf.i|Mil tipl e Uhaut hori zed UR. Access from 66. 249. 78. 108 B ock 24
95.86. 93. 9 I srael 147. 237.72. 166 |aka i df .| |P St1ibuted Lhauthorized URL Access on Bl ock 23
waw aka. i df . i | // nai n/ har edi nd webr esour ce. axd
66. 249. 78. 101 Lhited Sates 147.237.77. 216 |dover.idf.i|Mil tipl e Uhaut hori zed UR. Access from 66. 249. 78. 101 B ock 22
66.249. 78. 159 |lhited Sates 147.237.72. 166 |aka.idf.il |Dstributed Lhaut horized URL Access on waw aka.idf.il//nai n/ general . aspx B ock 22
93.173.157.70 |Israel 147.237.72. 166 |aka i of .i| |D Stributed thauthorized URL Access on B ock 21
waw aka. i df . i | // mai n/ smal i i webr esour ce. axd
213.151. 32. 163 [l srael 147. 237.72. 166 |aka i df i1 |P StTibuted Lhauthorized UR. Access on B ock 21
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
109. 67. 140. 188 | srael 147.237.72. 166 |aka i of .i| |D Stributed thauthorized URL Access on B ock 21
waw aka. i df . i | // mai n/ smal i i webr esour ce. axd
66.249.78.159 |Lhited Sates 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 21
79.182.28.216 |Israel 147.237.72. 166 |aka i df i1 |P StTibuted Lhauthorized URL Access on B ock 20
waw aka. i df . il // mai n/ snal i mwebr esour ce. axd
. . . |DOstributed Unaut hori zed URL Access on
66. 249. 78. 249 Lhited Sates 147.237.72. 166 |aka.idf . il 147. 237. 72. 166/ | mai v/ gi yus/ gener al . aspx B ock 20
208.115.113.88 |Lhited Sates 147.237.76.86 |[navy.idf.il|Miltiple Unauthorized URL Access from 208. 115. 113. 88 B ock 20
94. 159. 142. 231 |Israel 147.237.72. 166 |aka i of .i| |D Stributed thauthorized UR Access on B ock 19
waw aka. i df . il // mai n/ snal i mwebr esour ce. axd
66.249. 78. 152 |lhited Sates 147.237.72. 166 |aka.idf.il |Dstributed Lhaut horized URL Access on waw aka.idf.il//nai n/ general . aspx B ock 19
80.246.130.29 [Israel 147. 237.72. 166 |aka i df i1 |P StTibuted Lhauthorized UR. Access on B ock 18
wane aka. i df . i 1/ / mai n/ snal i i webr esour ce. axd
79.181.59.252 |Israel 147.237.72. 166 |aka i of .i| |D Stributed thauthorized UR. Access on B ock 18
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd
77.125.106. 117 |l srael 147. 237.72. 166 |aka i df i1 |P StTibuted Lhauthorized UR. Access on B ock 17
wane aka. i df . i | // mai n/ har edi mi webr esour ce. axd
208.115.113.88 |Lhited Sates 147.237.76.86 |[navy.idf.il|lhauthorized URL Access to navy.idf.il/giyus/foruniasp/ showf or um asp B ock 17
5.29.91. 239 | srael 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Code B ock 17
66.249.78.172 |lhited Sates 147.237.77. 216 |dover.idf.i|Mil tipl e Unhaut hori zed URL Access from 66. 249. 78. 172 B ock 16
95. 108. 158. 233 RJSf;:I”ion 147. 237.77. 216 |dover. i df . i |Mil ti pl e Unaut hori zed URL Access from 95. 108. 158. 233 B ock 16
109. 160. 204. 247 |1 srael 147.237.72. 166 |aka i of .i| |D Stributed thauthorized UR. Access on B ock 16
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd
217. 69. 133. 223 RJSf;:I”i on 147.237.72. 166 |aka. i df .il |O stributed Suspicious Response Gode B ock 15
149.78.36.225 |Israel 147.237.72. 166 |aka i of .i| |D Stributed thauthorized UR. Access on B ock 15
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
66.249.78. 145 |Lhited Sates 147.237.72.166 |aka.idf.il |Dstributed Uhaut hori zed URL Access on ww aka. i df.il//mai n/ general . aspx B ock 15
149. 88. 108. 227 |lhited Sates 147.237.72. 166 |aka i df i1 |D Stributed Lhauthorized URL Access on B ock 15
waw aka. i df . il // mai n/ snal i mwebr esour ce. axd
77.126.148. 151 |Israel 147. 237.72. 166 |aka i df .| |P StTibuted Lhauthorized UL Access on B ock 14
waw aka. i df . i | // mai n/ smal i nd webr esour ce. axd
217. 69. 133. 221 RJSf;;”i o 147.237.72.166 |aka.idf.il |Ostributed Suspicious Response Code B ock 14
66.249. 78. 145 |Lhited Sates 147.237.72.166 |aka.idf.il |Dstributed Suspi ci ous Response Gode B ock 14
217.69. 133. 225 RJF Sﬁ::ﬂ on 147.237.72.166 |aka.idf.il |Dstributed Suspici ous Response Code B ock 13
2.54. 32, 47 I srael 147.237.72. 166 |aka i of .i| |D Stributed thauthorized UR Access on B ock 13
waw aka. i df . il // mai n/ snal i mwebr esour ce. axd
5.29.100.218  |Israel 147, 237.72. 166 |aka i o .1 | St71buted tnauthorized URL Access on Bl ock 12
waw aka. i df . i | // nai n/ har edi ni webr esour ce. axd
109. 64. 54. 2 I srael 147.237.72. 166 |aka i of .i| |D Stributed thauthorized UR Access on B ock 12

waw aka. i df . i | // mai n/ snal i mwebr esour ce. axd
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