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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
37.24.151. 48 Ger many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5908
86. 108. 98. 185 Jor dan 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5338
66. 249. 67. 206 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCQP handshake viol ation, first packet not syn |drop 3854
66. 249. 67. 214 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 3753
2.54.180. 253 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3202
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3114
212.179.132. 203 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2955
54.72.0.55 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2911
85. 64. 147. 129 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2711
37.142.68.5 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2693
79.177.19. 145 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2567
5.22.130. 24 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2508
66. 249. 65. 89 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2345
66. 249. 65. 92 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2267
66. 249. 65. 65 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2213
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1846
73.163.137. 210 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1122
66. 249. 67. 122 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 850
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 782
66. 249. 69. 93 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 778
66. 249. 64. 156 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 689
79.183.203. 174 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 364
220.181. 108. 139 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn |drop 313
105. 237. 245. 74 South Arica 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 286
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 211
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 185
37.26. 147. 229 | srael 147.237.72. 166 aka.idf.il Anonal y- SS.-renegoti ation-di dest - reset 129
46. 19. 85. 160 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SSL-renegotiati on-Ai dest - r eset 121
147. 235. 185. 74 | srael 147. 237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 111
185. 32. 179. 70 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 106
2.54.32.84 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 94
176.13. 4. 186 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 92
46. 19. 85. 6 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 82
80. 246. 139. 71 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 81
37.26. 146. 155 | srael 147. 237. 72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 71
212.199. 154. 194 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 71
80. 246. 139. 113 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 70
79.179.99. 117 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 66
185. 32. 179. 229 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 65
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al Nets dr op 63
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 56
176. 13. 12. 246 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 44
46.19. 86. 100 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 39
84.228. 141. 100 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 37
46. 19. 85. 52 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 35
79.183.114. 139 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 35
80. 246. 137. 237 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 31
46.19. 85. 144 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 30
185. 32. 179. 76 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 30
176. 13. 18. 219 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 29
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry rget Address Sgnature

91. 228. 248. 251 |[lIsrael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 18
211. 247. 239. 51 Okfrea' Republic 1147 237.77.74 |lawidf.il \ljlz:esr:abﬂ_irtp'y Joona JCE File Lpload Renote Qode Bxecution g o0 12
211. 247. 239. 51 Okfre& Republic {147 237.77.74 [lawidf.il 13375: HTTP. Joom a Conponent JCE BOT for JCE B ock 12
149. 88.97. 144 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
91.199. 69. 254 |lIsrael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 3
200.119. 246. 42 |Giile 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 3
46. 120. 184. 63 | srael 147.237.77. 216 |dover.idf .il C1000004: HTTP. options method (M crosoft) Bl ock 3
194. 90. 15. 61 I srael 147.237.77. 226 :A:,WV chamat z. aka. i df . C1000004: HTTP: options nethod (M crosoft) ock 3
5. 100. 249. 80 I srael 147. 237.77. 226 :A?MN chamat z. aka. i df . C1000004: HTTP. options method (M crosoft) B ock 2
194. 90. 119. 162 |l srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 2
87.69.239.136 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
195. 244.23. 42  |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
212.143.43.94 |lIsrael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
109. 64. 143. 73 |Israel 147. 237. 77. 226 :A:MN chamat z. aka. i df . C1000004: HTTP. options nethod (M crosoft) B ock 2
82. 80. 34. 249 I srael 147.237.77.226 :A:MN chamat z. aka. i df . C1000004: HTTP: options nethod (M crosoft) B ock 2
46.120.184.63 |Israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
213.57.226.208 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
82. 80. 49. 18 I srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 2
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
62.219. 196. 107 |lsrael 147.237.77. 216 |dover.idf .il C1000004: HTTP. options method (M crosoft) Bl ock 1
24.156.108.59 |lhited Sates 147.237.77. 216 |dover . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
80.179. 185. 238 |[lIsrael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
37.142.187.20 |lIsrael 147.237.77. 216 |dover. i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.28 |e.nobil e-ks.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
94.249.13.105 [Jordan 147.237.77. 216 |dover.idf . il 5141: HTTP. Sgl map HTTP Request B ock 1
84.108. 4. 213 I srael 147.237.76.42 |refuah.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste \Signature
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il QA Injection - Select From 65
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il GPL WEB SERVER / et ¢/ passwd 61
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 60
149. 202. 112. 62 [147. 237. 77. 216 |Ger many dover.idf.il ET VB SERVER Possibl e SQL Injection Attenpt SHLECT FROM |58
L C5-WNDOAS M crosoft Forefront UAG javascript handler in
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il 55
LR XSS attenpt
. ET VBB SERVER /bin/sh In LR Possibl e Shell Conmand
149. 202. 112. 62 [147.237. 77. 216 |Ger many dover.idf.il - 54
Execution Attenpt
L PQLI CY-OHER script tagin LR - likely cross-site scripting
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il 54
at t enpt
. ET WEB SERVER cnd. exe In UR - Possi bl e Command
149. 202. 112. 62 [147.237. 77. 216 |Ger many dover.idf.il = 54
Execution Attenpt
L ET VBB SERVER /systen82/ in Wi - Possible Protected
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il ) — 54
Drectory Access Attenpt
149.202. 112. 62 [147.237. 77. 216 |Ger many dover.idf.il SERVER- VEBAPP /et c/ passwd fil e access attenpt 54
149. 202. 112. 62 |147. 237. 77. 216 |Ger nany dover.idf.il SEFRVER | | S crmd. exe access 54
L ET VBB SERVER Script tag in UR, Possible Gross Ste Scripti
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il — 54
At t enpt
url ending in cooment characters - possible sgl injectio
149. 202. 112. 62 [147.237. 77. 216 |Ger many dover.idf.il S g P q ) 54
at t enpt
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 45
149.202. 112. 62 [147.237. 77. 216 |Ger many dover.idf.il SERVER- WEBAPP TRACE at t enpt 44
149. 202.112. 62 |147. 237. 77. 216 |Ger nany dover.idf.il ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers (41
216.27.29. 16 147.237.77. 216 |Lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 10
149.202. 112. 62 [147.237. 77. 216 |Ger many dover.idf.il ET WEB SERVER Possi bl e C/E-2014- 6271 Attenpt in UR 8
66.249.67.103  |147.237.77. 233 |lnited Sates atal.idf.il ET SCAN NVAP -sA (2) 7
110. 232. 141. 20 [147.237.77. 216 |Australia dover.idf.il Tehila - Perl LWP with fake user agent 6
66.249. 64. 151 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 6
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET VB SERVER Possible SQL I njection Attenpt UN ON SEHLECT (4
ET WEB _SERVER Possi bl e i Attenpt Information
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il - M-S S P 4
Schema Access
union sel ect - possible sg injection attenpt - GET
149. 202. 112. 62 [147.237. 77. 216 |Ger many dover.idf.il S P q ) P 4
par arret er
79.176. 31. 28 147.237.76.30 |Israel hi nush. i df .i | ET SCAN NVAP -sA (2) 3
149.202. 112. 62 [147.237. 77. 216 |Ger many dover.idf.il SQ 1 =1- possible sgl injection attenpt 3
L ET DC5 Large anount of TCP ZeroVWWndow - Possible Niller2
77.126.13. 77 147.237.77. 170 I srael naar achot . i df .i | 3
DDos attack
158. 69. 200. 56  |147.237.77.205|lhited Sates prisha. idf.il ET SCAN Potential SSH Scan 2
158. 69. 200.56  |147.237.0.16 [lhited Sates ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
176.13.19. 157  |147.237. 72. 166 [ srael aka.idf.il I NDI CATOR- SCAN nyscan 2
66.249.69. 109  |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sSA (2) 2
46. 19. 86. 87 147.237. 72. 166 |I srael aka.idf.il ET SCAN NVAP -sA (2) 2
158. 69. 200. 56  |147.237. 76. 200 |Lhited Sates eitan aka. idf.il ET SCAN Potential SSH Scan 2
66.249. 67.243  |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sSA (2) 2
94. 23.222. 20 147.237. 77. 216 |France dover.idf.il Tehila - Perl LW with fake user agent 2
66. 249. 65. 68 147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
222.186.21.180 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
66.249.93.196 |147.237.76.86 |Wnited Sates navy. i df .il ET SCAN NVAP -sA (2) 2
82. 80. 196. 44 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 2
192. 169. 226. 249(147. 237. 77. 216 |Lnited Sates dover.idf.il Tehila - Perl LWP with fake user agent 2
94.249.13.105 |147.237.77. 216 |Jordan dover.idf.il | NDI CATCR- SCAN sql nap SQL i nj ection scan attenpt 2
66.249.74.24  |147.237.72.166 |Wited Sates aka idf.il ET SCAN NVAP -sA (2) 2
41. 33.232. 66 147. 237. 77. 216 |Egypt dover.idf.il portscan: TCQP D stributed Portscan 2
176.13.19. 157  [147.237. 72. 166 |I srael akaidf.il GPL SCAN nyscan 2
66. 249. 69. 93 147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
154.127. 66. 153 |147. 237. 77. 226 'jgrg'h""i”rx:b v chanat z. aka. i df .| [ET SCAN Potential SSH Scan 2
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 2
66. 249. 65. 92 147.237.77. 216 |Wnited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
211.247.239.51 [147.237.77.74 |Korea, Republic of |lawidf.il Tehila - Perl LWP with fake user agent 2
222.186.21.180 |[147.237.76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
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|Top Attackers In FW |

A tacker

Attacker Address | . ry ‘Target Address |Ste Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14575
41.248. 119. 213 |Morocco 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2913
212.179. 132. 203|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2516
62. 207. 60. 229 Net her | ands 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 2118
212.25.102.63 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2001
65.255.37.186 |Satellite Providd147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1481
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1405
79.181.20. 94 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1396
177.33. 80. 16 Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1337
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1006
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 843
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 815
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 798
2.54.18.74 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 544
2.54.179. 143 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 512
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 507
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 497
172. 56. 38. 69 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 478
82.166. 22. 20 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 461
185.58.201.28 [Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 442
46.19. 86. 14 I srael 147. 237, 72. 167 | shurimaka i of . || €M NG Engi ne: TCP Invalid invalid segnent retransnission drop 438
Ret r ansni ssi on Packet dr opped.
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 435
2.54.140. 161 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 398
188. 165. 15. 126 |Rrance 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 364
167.102. 76. 164 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 350
84.111. 180. 184 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 347
2.54.175. 55 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 337
81.218.251. 250 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 336
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 328
95. 86. 74. 119 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 314
46.19.85.201  |israel 147. 237 72. 167 |t shuri maka i o || SAM NG ENgine: TCP Inval i invalid segnent retramsmission. |y 300
Ret r ansni ssi on Packet dr opped.
31.168. 169. 122 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 294
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 293
109. 65. 165. 176 |l srael 147.237.77. 233 |atal i df . Bad TCP sequence mdr;tvr:é:”lt wth dfferent monitor  [279
82.166. 229. 191 |israel 147, 237.76. 200 [ei tan akaior. i1 | SAMNG Engine: TP Invalid finvalid segnent retransnissi on. drop 276
Ret r ansni ssi on Packet dr opped.
66.249.65.89  |Uited Sates  |147. 237.77. 216 |dover. it i1 | SAM NG Engine: TP Invalid - finvalid segnent retransmission. | o 274
Ret r ansni ssi on Packet dr opped.
109.73.15.150 |ssian 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 273
Feder ati on
66.249.65.92  |ited Sates  |147. 237.77. 216 |dover. it i1 | SAM NG Engine: TP Invalid - finvalid segnent retransmission. | 269
Ret r ansni ssi on Packet dr opped.
109. 65. 56. 164 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 265
66.249.78.159 |Uited Sates  |147.237. 77. 216 |dover. i df i Streaning Bngine: TCP Invalid fimvalid segnent retransmission. | 260
Ret r ansni ssi on Packet dr opped.
207.46.13.178 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 246
207.46.13.170 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 245
66.87.117.123 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 238
84.110. 176. 157 | srael 147. 237, 76. 200 [ei tan aka i o1 | €3M NG ENgine: TCP Invalid finvalid segnent retransmssi on, drop 237
Ret r ansni ssi on Packet dr opped.
157.55.39.214 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 235
37.241.237.149 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 225
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 225
98.124.175.86 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 222
79.182.108. 141 |Israel 147, 237.76. 200 |ei tan. aka i of i1 || €M NG Engine: TCP Invalid fimvalid segnent retransmissi on. drop 219
Ret r ansni ssi on Packet dr opped.
66.249.78.166 |lited Sates [147.237.77.216 |dover.idf.il Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 214

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count
93.172.62.165 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 5988
46.19.85.147 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 5594
176.13.20. 14  |Israel 147.237.0.19 |nadi matal .idf.il I‘;Z '\g?yzé’_flihe Sane Response (bde (404) in Session from Bl ock 4313
176.13.11. 186 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2940
82.166.22.33 |[Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2689
176.13.0. 96 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 2388
46.19. 85. 85 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2166
2.54.11. 235 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 1512
176.13.19. 158 [Israel 147.237.0.19 |nadi matal .idf.il I‘;g '\g‘yl;flége Sane Response (bde (404) in Session from Bl ock 1452
46.19.85.8 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 1224
75.126.122. 176 |t ted Sates |147.237.76.86 [navy.idf.il mrn;?/‘;tfifuﬁ“jt;&' FSonly oo 2o 25X Bl ock 576
80. 246.136.81 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 543
37.26.148.207 [Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 444
176.13.20. 116 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 432
2.54.144.101 |lsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 343
109. 67.96. 170 |l srael 147.237.0.19 |nadi matal .idf.il Igg_ “g?ygglége Sane Response (bde (404) in Session from Bl ock 324
212.199. 57. 202 |l srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 312
46. 19. 86. 58 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 312
2.54.136.254 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 300
176.13.18. 148 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 300
80. 246. 136. 96 |l srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 80. 246. 136. 96 B ock 276
58. 22. 70. 89 Chi na 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 58.22. 70. 89 B ock 276
41. 248. 119. 213 |Mor occo 147.237.77.216|dover. i df . il Mil tiple Unauthorized URL Access from41l.248.119. 213 B ock 264
176.13.19.11 [israel 147.237.0.19 |nadi matal .idf.il Eg. '\g.'ylglihe Sane Response (bde (404) in Session from Bl ock 216
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.i df.il Mil tipl e Unhaut hori zed URL Access from 192. 116. 232. 69 B ock 204
75.126.122. 176 |Uhited Sates [147.237.76.86 |navy.idf. il muags;' B e s/ navy. aspx. aspx Bl ock 192
41. 248. 119. 213 |Mor occo 147.237.77.216|dover.idf.il Post Request - Mssing Content Type from 41.248.119. 213 B ock 174
72.9.148.10  [United Sates [147.237.76.86 |navy.idf.il m:\;@; o e ﬁ;ﬁ;szsg; aspx Bl ock 168
188.78.93.99 |Sain 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 188. 78. 93. 99 B ock 168
176. 12. 140. 232 |l srael 147.237.77. 243 |nobi | e. i df . i | Ea‘:':r:g‘gredngﬁtder Type Mol ation on nobile.idf.il/sachar/login g 0 156
85.61.235.75 [Spain 147. 237. 76. 147 |chi nuch. aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 85. 61. 235. 75 B ock 144
80. 246. 137. 167 [I srael 147.237.72. 166 [aka. i df . i | Distributed Unknown HTTP Request Met hod B ock 132
157.55.39. 137 |Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 120
207.46.13.127 |wited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 120
216.27.29.16 |lnited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 120
66.249. 75. 116 |l srael 147.237.72. 166 |aka. i df . i | ?4? rzg;tl”f; 1%:;‘”;;0;} ;ejuﬁexles'saggx B ock 108
66.249. 75.100 |I srael 147.237.72. 166 |aka. i df . i | 1D4§t ;i;;f'tf; 1&3“;;:";} ;eju;zeﬁceles_saggx B ock 108
84.108. 113. 132 [ srael 147.237.77. 243 |nobi | e. i df . i | Eaf:;e?‘gfd%f;ﬁder Type Mol ation on nobile.idf.il/sachar/login g 108
188. 165. 15. 126 |France 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 96
80. 246. 138. 146 [l srael 147.237.72. 166 [aka. i df . i | Distributed Unknown HTTP Request Met hod B ock 96
176.13.8.8 | srael 147.237.0. 17 ][nil’TI)/- kosher -kravi . id Mitiple Illegal Paraneter Encoding from176.13.8.8 None 86
68.180. 229. 239 |Lhited Sates [147.237.72.166|aka. i df .l D stributed Suspicious Response Code_Qust om Tenpor ary B ock 84
204.12.251.37 |Wited Sates |147.237.72.166|aka.idf.il Lhaut hori zed LR Access to wan aka. i df .il/defaul t.aspx Bl ock 84
68.180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 84
84.108. 138. 120 [I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 84
85. 65. 244. 157 |l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/sachar/index B ock 79
176. 12. 150. 175 |l srael 147.237.77. 243 |nobi | e. i df . i | Eaf:rie?‘etredpzﬁtder Type Mol ation on mobile.idf.il/sachar/login g 0 72
176.12.142.8 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 72
46.151.52.67 |Wkraine 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 72
110. 232. 141. 20 |Australia 147.237.77.216|dover.idf .l Dstributed PHP Attenpt B ock 72
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