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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
114.121. 160. 40 | ndonesi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10735
114. 121. 162. 125 | ndonesi a 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8601
66.102. 9. 91 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6906
46.121.56. 9 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6275
62.0.42.2 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5896
66. 249. 67. 122 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3628
39. 254. 218. 112 | ndonesi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3376
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2837
220. 253.181. 127 Australia 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1788
212.199. 154. 194 | srael 147.237.72. 167 i shuri maka. i df.il]Anonal y- TLS-renegoti ation-Qdi dest - reset 1147
66. 249. 65. 95 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 931
184. 66. 24. 121 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 768
66. 249. 65. 89 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 681
66. 249. 67. 208 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 403
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 388
66. 249. 78. 146 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 363
114.121. 166. 152 | ndonesi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 346
2.54.53.180 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 268
149. 78. 19. 175 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 246
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 232
66. 249. 67. 224 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 211
192.118. 30. 102 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y-TLS renegotiation-di dest - reset 201
2.54.174. 241 | srael 147. 237. 72. 167 i shuri maka. i df.il|Anonmal y-SSL-renegotiati on-A i dest - r eset 182
212. 25.105. 125 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- TLS renegoti ation-d i dest - reset 176
156. 192. 174. 161 147.237.77.216 dover.idf.il TP Scan (vertical) dr op 149
2.54.144. 93 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 146
84.229. 184. 162 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 138
46.19. 86. 202 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 134
94. 159. 247. 161 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 132
80. 246. 136. 163 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 129
197. 39. 255. 60 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 129
46. 19. 86. 255 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 127
46.19. 86. 138 | srael 147.237.72. 166 aka.idf.il Anonal y- SS.-renegoti ation-di dest - reset 116
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 114
46.19. 86. 73 | srael 147. 237. 72. 167 i shuri maka. i df.il|Anonal y- SSL-renegotiation-d i dest - r eset 104
212.199. 154. 194 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 104
2.52.12.115 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 95
79.177.21. 43 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 90
80. 246. 136. 20 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 90
185. 32. 179. 168 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 89
2.54.2.222 | srael 147. 237. 72. 167 i shuri maka. i df. i l|Anonal y- SSL-renegotiation-A i dest - r eset 87
81. 218. 241. 26 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 85
149. 202. 112. 62 Ger many 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- product 3 dest - reset 84
37. 26. 148. 203 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 83
46.19. 85. 144 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 82
91. 228. 248. 251 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 79
2.54.188. 86 | srael 147. 237. 72. 167 i shuri maka. i df. i l|Anonal y- SSL-renegotiati on-A i dest - r eset 77
185. 32. 179. 206 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 73
79.177.190. 122 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 71
46. 19. 85. 57 | srael 147.237.77.216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 69
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|Top Attackers In IPS|
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62.210. 113. 143 |France 147.237.76.42 |refuah.idf.il \lﬁﬁfgbm? G\ Bash HTTP Header Renote Code Bxecution (g 14
41.236.215.79 |Egypt 147.237.77.216|dover.idf .i | 12371: TCP: Hul k DDoS Tool B ock 9
64.31.44.3 Lhited Sates 147.237.77.233|atal .idf.il 3808 HIMP. SQ Injection Variabl e Decl arati on Evasi on B ock 8
31.168. 136. 9 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6
87. 68. 161. 80 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 5
41.236.218. 2 Egypt 147.237.77. 216 |dover . i df . i | 12371: TCP: Hul k DDoS Tool B ock 5
37.205. 0. 60 Tur key 147.237.77.74 [lawidf.il 3808 HITP. SQ Injection Variable Declaration Evasion B ock 4
147. 236.30. 190 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 4
83.168.248.11 [Sweden 147.237.72. 166 |aka. i df . i | 3808 HIMP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
69. 107. 89. 70 Lhited Sates 147.237.77. 170 [maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 4
216. 249. 102. 195|Lhited Sates 147.237.0.34 |tikshuv.idf.il 3808 HITP. SQ. Injection Variabl e Decl aration Evasion B ock 4
213.151. 38. 163 |[Israel 147. 237.77. 226 V\:ArN chamat z. aka. i df C1000004: HTTP. options method (M crosoft) B ock 4
74.208.133.60 |lhited Sates 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ. Injection Variabl e Decl aration Bvasion B ock

62.219.47.151 |[Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options method (M crosoft) Bl ock

213.246.49.97 |France 147.237.72. 166 [aka. i df . i | 3808: HITP. SQ Injection Variable Declaration Evasion B ock

212.179.5.3 | srael 147.237.77. 226 V\:ArN chamat . aka. i df Cl000004: HTTP: options method (M crosoft) B ock 3
116. 8. 98. 33 Chi na 147.237.77. 216 |dover . i df . i | C1000108: HTTP. Trying to locate existing FCkedi tor B ock

213.246.49.97 |France 147.237.72. 166 [aka. i df . i | 9785. HITP. SQ Injection (Referer Header) B ock

213. 8. 242. 46 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock

62.90. 131. 78 I srael 147. 237.77. 226 V\:ArN chamat z. aka. i df C1000004: HTTP. options method (M crosoft) B ock 3
108. 67.169. 124 |thited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 2
74.208.133.60 |lhited Sates 147.237.77.233|atal .idf.il 3808 HITP. SQ. Injection Variabl e Decl aration Evasion B ock 2
62.219. 244. 2 I srael 147.237.77. 170 [maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
82.166.22.7 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
37.237.232.83 |iraqg 147.237.77. 216 |dover.idf . il @091: HITP. Access to - adnmin.asp Bl ock 2
80. 93. 62. 66 gcsj:;:ﬂ on 147.237.77.74 |lawidf.il @025: HITP. access to admnistrator/index. php -> Quarantine |B ock 1
186. 247.201. 24 |Brazil 147.237.72. 166 |aka. i df . i | Q025: HITP. access to administrator/index. php -> Quarantine |B ock 1
210.75.99.11  |china 147.237.72. 166 |aka. i df . i | Ilsj?’gg:i oﬂ?ﬂ;ﬂ'ﬁfy Query String Parameter Comand B ock 1
62.163.78.143  |Netherl ands 147.237.72. 166 [aka. i df . i | C1000106: HTTP. mnaj estic bot B ock 1
108. 67.169. 124 |Uhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ I njection (SALECT) B ock

80. 93. 62. 67 gcsj:;:ﬂ on 147.237.72. 156 |anan. i df . i | @025: HITP. access to admni strator/index. php -> Quarantine |B ock 1
213.246.49.97 |Fance 147.237.72. 166 |aka. i df . i | 5670: HITP. SQ Injection (SELECT) Bl ock 1
189.38.90.212 |Brazil 147.237.77.74 |lawidf.il 3808 HIMP. SQ Injection Variable Declaration Evasi on B ock 1
94.188.161. 145 |[Israel 147.237.77. 216 |dover.idf . il C1000004: HTTP. options nmethod (M crosoft) B ock 1
74.208.133.60 |Lnited Sates 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
62.210. 107. 201 |France 147.237.77. 216 |dover . i df . i | C1000106: HTTP. maj estic bot B ock 1
189.38.90.212 |Brazil 147.237.77.74 |lawidf.il 3809: HTTP. SQ Injection Evasion SQ Corment Ter ni nat or B ock 1
52.1.90. 117 Lhited Sates 147.237.77.216|dover . i df . i | 13840: TLS. (penSSL Heartbeat Packet Bl ock 1
95. 86. 75. 102 I srael 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
79.176.29. 72 I srael 147.237.72. 166 [aka. i df . i | Q008: HTTP: Xenu User Agent B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.50 |e.tikshuv.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
62.90.131.78 I srael 147.237.72. 166 |aka. i df . i | C1000122: HITP. Access to - .exe or .dl| Pernit 1
106. 38. 241. 118 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
80. 93. 62. 66 :ZZ::FI on 147.237.72. 156 [anan. i df . i | Q025: HITP. access to adninistrator/index. php -> Quarantine |[B ock 1
62.210.167. 131 |France 147.237.77. 216 |dover.idf .il 3959: HITP. Qross-Ste Scripting (Gookie Mnipul ati on) B ock 1
149. 202.54. 5 Ger many 147.237.72. 166 |aka. i df . i | C1000106: HTTP. mnaj estic bot B ock 1
85.25.185. 157  |Ger many 147.237.77. 176 |mat pash. i df . i | C1000106: HTTP. naj estic bot B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.212|e. dover.idf.il 13840: TLS (enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address
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At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 98
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 47
108. 168. 219. 166|147, 237. 77. 233 |Whited Sates  |atal .idf.il S Injection - Select From 21
87.68.243.138 |147.237.77.170 I srael naar achot . i df . i | ET DCB Large anmount of TCP ZeroWndow - Possible N ller2 Dhos 15
at t ack
213.246.49.97 |147.237.72. 166 |France aka.idf.il S Injection - Select From 14
83.168.248.11 |[147.237. 72. 166 |Sweden aka.idf.il SQ Injection - Select From 12
64.31.44.3 147.237.77.233|Whited Sates  [atal .idf.il SQ Injection - Select From 10
66.249.93.134 |147.237.76.30 |Wited Sates  |himush.idf.il ET SCAN NVAP -sA (2) 9
108. 67. 169. 124 |147.237.76.42 |Wited Sates  |refuah.idf.il SQ Injection - Select From 9
66. 249. 67. 67 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 8
189.38.90. 212  [147.237.77.74 |Brazil lawidf.il S Injection - Select From 6
74.208.133.60 |147.237.72.166|W0ited Sates  |akaidf.il SQ Injection - Select From 6
37.205.0. 60 147.237.77. 74 |Turkey lawidf.il QA Injection - Select From 6
66.249. 64. 156 |147.237.77.233|W0ited Sates  |atal .idf.il ET SCAN NVAP -sA (2) 6
74.208.133.60 |147.237.77.233|Wited Sates  |atal .idf.il SQ Injection - Select From 5
223.196. 228. 123|147.237.77. 216 |Indi a dover.idf.il G°PL SCAN nmap TCP 4
66. 249. 65. 95 147.237.77.216|Wited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 4
66.249.81.208 |147.237.76.30 |Lhited Sates  [himush.idf.il ET SCAN NVAP -sA (2) 4
216.249. 102. 195|147.237.0.34 |Wited Sates  |tikshuv.idf.il  [SQ Injection - Select From 4
82. 80. 89. 41 147.237.72. 166 I srael aka.idf.il G°PL SCAN nmap TCP 3
212.179.21.194 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 3
66.249. 67. 6 147.237.72.166 [Lhited Sates  [aka idf.il ET SCAN NVAP -sA (2) 3
156. 192. 174. 161|147. 237. 77. 216 dover.idf.il ET SCAN NVAP -sS w ndow 1024 3
66.249.78.206 |147.237.72.166|Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
176.12.144. 63  |147.237.72. 166 [l srael aka idf.il I NDI CATOR- SCAN nyscan 2
66.249.67.208 |147.237.72.166|W0ited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
82.117.208. 243 |147.237.72. 167 ishurimaka.idf.i |ET SCAN NVAP -sS wi ndow 1024 2
37.26.148.137  |147.237.72. 166 |l srael aka idf.il portscan: TQP D stributed Portscan 2
176. 12. 149. 222 [147.237.77. 216 |Israel dover.idf.il GPL SCAN nyscan 2
66.249.78.153 |147.237.72.166|Wiited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
31.184.242.17 |147.237.77.216 ?;Z:;:I”ion dover i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 2
176.12. 144. 63  [147.237.72. 166 |Israel aka.idf.il GPL SCAN nyscan 2
66.249.67.122 |147.237.72.166|Wiited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
85 250, 218,31 |147. 237 76.30 |1 st ael hivmsh i df i | ET DG5S Large anmount of TCP ZeroWndow - Possible Niller2 DDos 5
attack
79.180. 142. 44  |147.237.72. 156 |l srael anan. i of . i | portscan: TCP DO stributed Portscan 2
66. 249. 67. 73 147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
114, 121. 162. 125|147, 237. 77. 216 |l ndonesi a dover . idf il portscan: TCP D stributed Portscan 2
66.249. 93.200 |147.237.72. 167 |Wited States  |ishurimaka idf.il[ET SCAN NVAP -sA (2) 2
176.12. 149. 222 |147.237. 77. 216 || srael dover.idf.il | NDI CATOR- SCAN nyscan 2
210. 61. 150. 154 [147.237. 76. 198 |Tai van eyohalan.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
4223318180 |147 237.0.19  |cni na vadimatal idf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
182. 48.105. 216 |147.237. 77. 233 |Chi na atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 128. 144. 131|147. 237. 77. 205 |[Canada prisha.idf.il ET SCAN NVAP -sS w ndow 3072 1
80.82. 64. 81 147 237.0.33 et her! ands . ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential
Scan or Infection
61.152.104. 140 |147.237.8.14 |China e.orchot.idf.il [ET SCAN Potential SSH Scan 1
190,147 73.50 147 237 0.33  |col onbi & il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.54.56. 6 147.237.77. 216 |I srael dover . idf.il portscan: TP Dstributed Portscan 1
149.78.172.18 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48.194  |147.237.77. 179 |Net her | ands e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.138.70.153  [147.237.76. 147 [Sweden chinuch. aka.i df.iI[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23741
114.121. 162. 125(I ndonesi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10509
114. 121. 166. 152l ndonesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5473
109. 226. 43. 146 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3853
39. 254.218. 112 |l ndonesi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3768
62.0.42.2 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2987
149. 78. 154. 69 | srael 147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 1786
185. 52. 233. 145 z;'usﬂ ﬁ’ab 147.237.77. 216 |dover.idf.il  |drop First packet isnt SN drop 1680
46.19.86.5 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1644
95. 86. 88. 131 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 1229
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1027
149. 202. 112. 62 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1012
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 989
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 982
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 928
192. 114. 23. 208 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 886
132.66.40. 116 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 848
114.121. 160. 40 |l ndonesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 801
Sreaning Engine: TGP Invalid i i ssi
66.249.65.80  |Uited Sates  |147. 237.77. 216 |dover. i df.il 9 =9 Invalid segnent retransmssion. dr op 767
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.65.95  |lhited Sates  |147.237.77.216 |dover.idf.il 9 =g Invalid segment retransmssion. drop 748
Ret r ansni ssi on Packet dr opped.
2.54.172.95 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 725
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 697
Sreaming Engine: TCP Invalid i i ssi
79.177.221.73  |israel 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. drop 657
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
66.249.65.92  |Uited Sates  |147. 237. 77. 216 |dover. i df .i 9 =g nval i d segnent retransnission. drop 656
Ret r ansmi ssi on Packet dr opped.
85. 250. 59. 16 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 636
164. 138. 125.7 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 624
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 572
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 541
Sreaning Engine: TP Invalid i i ssi
5.28.168.140 | srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. dr op 540
Ret r ansni ssi on Packet dr opped.
108. 171. 128. 166|Uni ted Ki ngdom |147.237. 77. 233 |atal .idf.il drop First packet isn't SYN drop 523
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 520
213.151.48.6 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 513
109. 226. 15. 128 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 463
46. 19. 86. 33 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 449
213.151.41.65 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 444
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 417
66. 249. 65. 89 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 376
46.117. 64. 152 [l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 375
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 367
Sreaming Engine: TCP Invalid i i ssi
77.126.3.194  |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. drop 366
Ret r ansni ssi on Packet dr opped.
66. 249. 65. 92 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 354
66. 249. 65. 95 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 347
31.186.228.94 |Wnited Kingdom |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 328
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 313
149.202. 112. 62 |Ger many 147.237.77. 216 |dover.icf.il [Bad TCP sequence SN retransmt wih different monitor 313
wi ndow scal e
77.125.248.135 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 309
46. 19. 86. 113 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 305
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 304
37.60. 45. 241 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 287
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 281
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A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
114. 121. 162. 125|I ndonesi a 147.237.77.216|dover. i df .i | Dstributed Too Many of the Sane Response Code (404) B ock 149095
114. 121. 166. 1521 ndonesi a 147.237.77. 216 |dover.i df .i | D stributed Too Miny of the Same Response Code (404) B ock 99751
39.254.218. 112 [l ndonesi a 147.237.77. 216 |dover.i df .i | Dstributed Too Many of the Sane Response Code (404) Bl ock 76130
114. 121. 160. 40 |l ndonesi a 147.237.77.216|dover. i df .i | Dstributed Too Many of the Sane Response Code (404) B ock 39423
2.54.38.18 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Miny of the Same Response Code (404) B ock 8126
5.29.254.159 | srael 147.237.0.19 |nadimatal .idf.il ;f’gg'_\grg;_oiséhe Sane Response (ode (404) in Session from g o0 6222
46. 19. 85. 139 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 3872
37.26.147.150 [Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 3844
87.68.32.178 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 2858
176.13.20.171 |israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2450
46.19.86.241  |israel 147.237.0.19 |nadimatal .idf.il 12?1?%_0; Ahe Sane Response (ode (404) in Session from gy oo 2380
2.54.152.173 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2304
2.54.50. 179 I srael 147.237.0.19 |nadimatal .idf.il ;?24'.\/';%3.’ 1°7fgthe Sane Response (ode (404) in Session from g 2184
46.19. 86. 51 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 2153
176.12. 146. 4 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2148
176. 12. 141. 157 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 1860
2.54.133. 208 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 1538
176.12. 142. 138 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 1396
46.19. 85. 51 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 1344
31.168.136. 9 I srael 147.237.76.31 |nakchal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 936
85. 250. 224. 130 [l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vww aka.idf.il/ufi/reaction/ B ock 895
46.117. 165. 158 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 744
75.101.180.96 |lhited Sates |147.237.77.216|dover.idf.il Ml tiple Unauthorized URL Access from 75. 101. 180. 96 Bl ock 744
176.13.19. 1 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 660
79.176.157.62 | srael 147.237.0.19 |nadimatal .idf.il ;3?1'\7?3'1;; ége Sane Response (ode (404) in Session from g 612
176. 13. 8. 186 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 555
85.65.236.70  |Israel 147.237.76.200 |ei t an. aka. i df . i | ;gf’ﬁ'\:”zgg%he Sane Response (ode (404) in Session from gy o 528
75.126.122.176 |Uited Sates [147.237.76.86 |navy.idf. il e (1] 904 813 wel navy. asp. ASX B ock 528
54,187.55.213 |Lhited Sates |147.237.76.147|chi nuch. aka.idf.i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 456
2.54.144.80  |Israel 147.237.77. 243 nobi | e. i df . i | wauthortzed. t’;‘eggfyetim oo/l st chi | ddocument </ 1071 Bl ock 360
176.13.16.138 [l srael 147.237.0.19 |nadimatal .idf.il Ezl'\gfylgflgge Sane Response (de (404) in Session from g 348
80.246.137.73 [Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 324
176.13.21.209 [l srael 147.237.72. 166 |aka. i df . i | I‘;‘é.'\gyszzége Sane Response (ode (404) in Session from g 300
2.54.31.34 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 300
75.126.122.176 |Uited Sates [147.237.76.86 |navy.idf. il e i 11 908 8615 hel my: s, ASDX B ock 288
46. 19. 86. 182 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 288
212.179. 155. 129|I srael 147. 237.76. 200 [ei t an. aka. i df . i | 700 My oL e g Fesponse Code (404) Tn Session from g o 288
77.126. 3. 194 L srael 147. 237.76. 200 |ei tan. aka. i df .i | ;(7)(,)1'\2?,]);,0{94{1% Sane Response (ode (404) in Session from B ock 204
46.19. 85. 79 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 180
66. 249. 65. 89 | srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 89 B ock 168
176.12.137.46 |lIsrael 147.237.77.243|nobi | e.i df . i | Mil tipl e Unaut horized URL Access from176. 12, 137. 46 B ock 164
46.19. 85. 141 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 156
114. 121. 166. 152|I ndonesi a 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to waww idf.il/tenpl ates/article/watch |B ock 132
46. 19. 85. 216 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Miny of the Same Response Code (404) B ock 131
84.108. 237. 118 |Israel 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to www aman. i df.il/ufi/reaction/ B ock 115
207.46.13.24 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 108
66. 249. 65. 95 I srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 95 Bl ock 108
109. 64. 39. 50 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df.il/ufi/reaction/ B ock 108
2.54. 140. 241 | srael 147.237.0. 17 fminly- kosher -kravi . id Mitiple Illegal Paraneter Encoding from2. 54.140. 241 None 107
176. 13. 4. 182 | srael 147.237.0. 17 ;ninly- kosher -kravi . i d Mitiple Illegal Paraneter Encoding from176. 13. 4. 182 None 84
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