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|Top Attackers | n DDoS- Def ence |

Attacker Country

Address Address

Attacker ‘Target

‘Signature

46. 229. 164. 99 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet not | o 40996
66. 249. 67. 67 Lhited Sates 147.237.77.74 lawidf.il ;c/]:ha”dShake violation, first packet not |, 25661
66. 249. 67. 65 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 7359
178. 214. 88. 189 Pal estini an Territory, 147.237.77.216  |dover.idf.il TQ handshake violation, first packet mot 6500
Qceupi ed syn
66. 249. 67. 59 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet not |y o 4271
66. 249. 67. 50 Wited Sates 147.237.72.166  |akaidf.il ;c/]: handshake violation, first packet mot |, 3548
109. 67. 250. 115 I srael 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 3472
74.80.213. 22 Lhited Sates 147. 237.77. 216 dover.idf il ;c/]: handshake violation, first packet mot |, 2943
101. 188. 57. 201 Ausstralia 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 2927
212.179. 21. 194 I'srael 147.237.77.216  |dover.idf.il ;C/]: handshake violation, first packet mot |, 2568
66. 249. 64. 146 Lhited Sates 147.237.77. 233 atal.idf.il :;]; handshake violation, first packet mot |, ., 2542
66. 249. 64. 3 Lhited Sates 147.237.77.176 nat pash. i df . i | ;c/]: handshake violation, first packet mot |, 1450
166. 137. 126. 33 Lhited Sates 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . ) 1171
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 1142
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il ;c/]; handshake violation, first packet mot . 900
66. 249, 67. 12 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet ot 4, 715
82.80. 17. 247 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 448
66. 249. 67. 6 Lhited Sates 147. 237.72. 166 aka.idf.il :;J; handshake violation, first packet mot . ) 299
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS renegoti ation-d i dest - r eset 296
66. 249. 67. 56 ited Sates 147.237.72.166  |akaidf.il I;];ha”ds"ake violation, first packet not |, 226
176. 106. 227. 53 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 182
192. 118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegotiation-di dest - reset 179
212.199. 154. 194 | srael 147.237. 72. 167 i shurimaka. i df.i|Anonal y-TLS renegoti ation-d i dest - r eset 149
46. 19. 86. 58 | srael 147.237.72. 167 i shuri maka.i df.i|Anomal y- S -renegotiati on-Q i dest - reset 145
80. 246. 139. 52 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 145
2.54.43.169 | srael 147.237.72. 167 i shurimaka. i df . i |[Anonal y- SSL-renegoti ation-d i dest - r eset 139
46. 19. 86. 82 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 135
37.26. 148. 203 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 133
2.54.168. 202 | srael 147.237. 72. 167 i shurimaka. i df.i|Anonal y- SSL-renegoti ation-Q i dest - r eset 129
46. 19. 85. 81 | srael 147.237.72. 167 i shuri maka.i df.i|Anomal y- S -renegoti ati on-Q i dest - reset 106
81.218. 241. 25 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 100
37.26.148. 135 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-SS -renegotiati on-Q i dest - reset 89
46.19. 86. 169 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 83
37.26.146. 191 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 82
185. 32. 179. 16 | srael 147.237. 72. 167 i shurimaka. i df.i|Anonal y- SSL-renegoti ation-d i dest - r eset 78
37.26. 149. 215 | srael 147.237.72. 167 i shuri maka.i df.i|Anomal y- S -renegoti ati on-Q i dest - reset 75
91. 228. 248. 251 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 69
2.54.169. 47 | srael 147.237.77. 216 dover.idf.il DOS- HTTP-f i ref | ood dest - r eset 66
46.19. 86. 197 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 64
80. 246. 139. 21 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-SS.-renegoti ati on-Q i dest - reset 63
82. 80. 17. 247 | srael 147.237.72. 166 aka idf.il Anonal y-TLS renegoti ation-d i f orward 61
46.19. 85. 113 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 61
185. 13. 192. 230 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 59
80. 179. 31. 27 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-SS -renegotiati on-Q i dest - reset 57
37.26.148. 136 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 53
46.19. 85. 132 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-SS.-renegoti ati on-Q i dest - reset 52
66. 249. 67. 125 Wited Sates 147.237.77.216  |dover.idf.il Z;J; handshake violation, first packet mot |, 50
37.26.147. 177 | srael 147.237.72. 166 aka.idf.il Anoral y- SSL-renegotiation-Ai dest - reset 48
46.19. 86. 217 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 48
46.19. 86. 191 | srael 147.237.72. 167 i shuri maka. i df.i|Anonal y-SS.-renegoti ati on-Q i dest - reset 46
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

get Address

Site

wwy, chamat z. aka. i df . i

Sgnature

91.135.111. 85 | srael 147.237.77. 226 | CL000004: HTTP: options nethod (M crosoft) B ock 18
91. 228. 248. 251 |l srael 147.237.76.42 |refuah.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 12
79.178.222.86 |Israel 147.237.77.74 |lawidf.il C1000004: HITP:. options nethod (M crosoft) B ock 5
222.84.5.232 Chi na 147.237.76.86 |navy.idf.il Cl1000108: HITP. Trying to |l ocate existing FQ<editor B ock 4
198.143.164.7 |Uited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 4
94.188. 161. 145 |lIsrael 147.237.77.216|dover . i df . il C1000004: HITP:. options nethod (M crosoft) B ock 4
94.245.88.135 |United Kingdom |[147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 4
76.74.252.117 |lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration BEvasion B ock 4
216. 201. 148. 210|thited Sates 147.237.77.233|atal .idf .il 12715; HITP. Bind SQ Injection in LR B ock 4
108. 168. 219. 174|thited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
77.242.124.2 Net her | ands 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variable Declaration BEvasion B ock 4
79.182. 141. 240 |lIsrael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
197. 246. 244. 17 |Egypt 147.237. 77. 216 [dover . i df . i | 7120 TCP Segrent Querlap Wih Offerent et e.g., Pernit 3
Fragrout e
wwv chamat z. aka. i df . i .

82.166. 146. 134 |[Israel 147.237.77. 226 | CL000004: HTTP:. options nethod (M crosoft) B ock 3
79.181. 22. 28 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
wwv, chamat z. aka. i df . i )

192. 198. 151. 36 |Europe 147.237.77. 226 | CL000004: HTTP:. options nethod (M crosoft) B ock 3

103.21.58.191 |india 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock
82.208.46.148 |Czech Republic  |147.237.77.216|dover.idf .il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock
84.228.102.24 |israel 147.237.72. 166 |aka. i df . i | 7120: TP Segnent Qverlap Wth Dfferent ata, e.g., Pernit 2
Fagrout e
212.179. 213. 153|i srael 147. 237. 72. 156 |aman. i df . i | 7120: TCP: Segnent Qverlap Wth Diferent Dita, e.g., Per it 2
Fragrout e
213.151.36.98 [Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options method (M crosoft) B ock
169. 240. 96. 42 |Uiited Sates 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock
wwv, chamat z. aka. i df . i )

46.116. 206. 20 | srael 147.237.77. 226 | CL000004: HTTP: options nethod (M crosoft) B ock 2
198. 20. 69. 74 Lhited Sates 147.237.8.28 |e.nobile-ks.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 2
waw chamat z. aka. i df . i )

192. 198. 151. 44 |Eur ope 147.237.77. 226 | CL000004: HTTP: options nethod (M crosoft) B ock 2

23.91.127.130 [lhited Sates 147.237.76.31 |nakchal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock

212.179.93.114 [israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock

79.177.214.116 | srael 147. 237. 72. 156 |aman. i df . i | 7120: TP Segnent Qverlap Wth Dfferent Dita, e.g., Pernit 1
Fagroute

178. 219. 244. 158(krai ne 147.237.77. 216 |dover . i df . i | 12580: HTTP. SQ Injection (Qooki e Header) B ock 1

23.91.127.130 [lhited Sates 147.237.76.31 |nakchal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 1

79.183. 224. 154 |israel 147.237.72. 166 |aka. i df . i | 7120: TP Segnent Qverlap Wth Dfferent Dita, e.g., Pernit 1
Fagrout e

72.64.157.108 [lLnited Sates 147.237.72. 166 [aka. i df . i | C1000106: HITP. maj estic bot B ock 1

166.62.93.125 |United Sates  [147.237.77. 176 |nat pash. i df . | qo2s: HITR. access to admnistrator/index. php -> Bl ock 1
Quar anti ne

89. 36. 197. 64 Romani a 147.237.77.216|dover . i df . il Q008: HITP. Xenu User Agent B ock

199. 58.86.206 |lhited Sates 147.237.77.216|dover.idf .l C1000106: HITP. maj estic bot B ock

185.24.76.131 |l srael 147.237.72.167|i shuri maka. i df . i éligrolf Segnent Qverlap Wth Dfferent Data, e.g., Pernit 1

37.59. 60. 67 France 147.237.77.216|dover.idf . il C1000106: HITP. maj estic bot B ock 1

198.20.69.74  |wnited Sates 147.237.8.24 |e.lifestyle.idf.il 13840: TLS (QpenSSL Heartbeat Packet B ock 1

91.121.169. 194 |France 147.237.76.200|ei tan. aka. i df . i | C1000106: HTTP. naj estic bot B ock 1

207.67.117.12 [Lnited Sates 147.237.77.216|dover.idf .l Q008: HTTP: Xenu User Agent B ock 1

77.232. 140. 250 RJSS::t”ion 147.237.77. 176 |nat pash. i df . i | 12580: HITP. SQ Injection (Cookie Header) B ock 1

5.172.153.183 |United Kingdom |147.237.77.216|dover.idf.il C1000004: HITP. options nethod (M crosoft) B ock

177. 85. 66. 25 Brazil 147.237.77.74 [lawidf.il 12580: HITP. SQ Injection (Qookie Header) B ock

212. 150. 245. 250]1 srael 147.237.72. 166 |aka. i df . i | Q008: HTTP:. Xenu User Agent B ock 1

79.182. 133. 205 |israel 147.237.72. 166 |aka. i df . i | 7120: TP Segnent Qverlap Wth Dfferent Data, e.g., Pernit 1
F agrout e

62. 90. 255. 56 I srael 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 1

217.118. 95. 82 R‘Sf;:t”i o 147.237.77.74 |lawidf.il 12580: HITP. SQL I njection (Cookie Header) B ock 1

82.208. 46.148 |Czech Republic  |147.237.77.216|dover.idf .il 5670 HTTP. SQ Injection (SALECT) B ock

198. 20. 69. 74 Lhited Sates 147.237.77.121e. navy. i df . i | 13840: TLS. (penSSL Heartbeat Packet B ock

178. 121. 156. 237|Bel arus 147.237.77.74 |lawidf.il 12580: HTTP. SQ Injection (Qooki e Header) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 105
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 59
82.208. 46. 148  |147.237. 77. 216 |Czech Republ i ¢ |dover.idf.il S Injection - Select Fom 16
62. 210. 226. 9 147.237.77. 216 |France dover.idf.il SQ Injection - Select From 13
108. 168. 219. 174(147. 237. 77. 233 |Wited Sates |atal .idf.il SQ Injection - Select From 12
216. 201. 148. 210|147. 237. 77. 233 |Whited Sates [atal.idf.il S Injection - Select Fom

37.26.148.226 |147.237.72.166 |l srael aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt

167. 114. 210. 166|147. 237. 77. 216 |Canada dover.idf.il Tehila - Perl LWP with fake user agent

198.143.164.7 |147.237.77.74 |Wnited Sates [lawidf.il S Injection - Select Fom

80. 246. 136. 84  |147.237.72. 166 | srael aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt

76.74.252, 117 |147.237.77.233|Wited Sates |atal.idf.il SQ Injection - Select From

103.21.58.191 |147.237.77.74 |india lawidf.il S Injection - Select Fom

23.91.127.130 |147.237.76.31 |lhited Sates [nakchal .idf.il SQ Injection - Select From

216.27.29. 16 147.237.77. 216 |Uhited Sates |[dover.idf.il Tehila - Perl LWP with fake user agent

77.242.124.2 147. 237. 72. 166 |Net her | ands akaidf.il S Injection - Select From

94.245.88.135 |147.237.77. 74 E?i;;gom lawidf.il S Injection - Select From

66.249.67.122  |147.237.72. 166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2)

159. 8. 28. 242 147.237.77.61 [lhited Sates |e.cogat.idf.il ET SCAN Potential VWNC Scan 5900- 5920

195. 74. 38. 14 147.237.77. 74 |Sweden lawidf.il QA Injection - Select From

52. 16. 5. 197 147.237.77. 216 |Wnited Sates |[dover.idf.il portscan: TCP D stributed Portscan

SERVER APACHE Apache nod_ssl non-SSL connection to SSL port

66. 249. 67. 91 147.237.72. 166 [Lhited Sates |akaidf.il ) .
deni al of service attenpt

159. 8. 28. 242 147.237.77.179|Uhited Sates e nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920

159. 8. 28. 242 147.237.76.38 |Wnited Sates [e.eneitav.idf.il [ET SCAN Potential VNC Scan 5900- 5920

159. 8. 28. 242 147.237.77.74 |Wited Sates [lawidf.il ET SCAN Potential WNC Scan 5900- 5920

... |ET DOB Large anount of TCP ZeroWndow - Possible Nkiller2 DDos
132.74.95. 21 147.237.77. 170 |l srael naar achot . i df . il
attack

159. 8. 28. 242 147.237.0.33 |thited Sates |idf.il ET SCAN Potential WNC Scan 5900- 5920

159. 8. 28. 242 147.237.76. 202 |Lhited Sates [e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920

66.249.78.144  |147.237.76.86 |Wited Sates |navy.idf.il ET SCAN NVAP -sA (2)

SERVER APACHE Apache nod_ssl non-SSL connection to SSL port

54. 209. 60. 63 147.237.72. 166 [Lhited Sates |akaidf.il ) .
deni al of service attenpt

66.249.67.125 [147.237.77.216|hited Sates |dover.idf.il ET SCAN NVAP -sA (2)

159. 8. 28. 242 147.237.77.234|thited Sates |halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920
31.168. 101. 163 |[147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan

159. 8. 28. 242 147.237.72.14 |thited Sates |[dover.idf.il (ol d) [ET SCAN Potenti al VNC Scan 5900- 5920
159. 8. 28. 242 147.237.77. 227 |Wited Sates |e. hanaz.idf.il ET SCAN Potential WNC Scan 5900- 5920
159. 8. 28. 242 147.237.8.45 |lLnited Sates |e.eitan.idf.il ET SCAN Potential WNC Scan 5900- 5920
159. 8. 28. 242 147.237.77. 216 |Uhited Sates |[dover.idf.il ET SCAN Potential VNC Scan 5900- 5920
159. 8. 28. 242 147.237.76. 147 |Whited Sates [chinuch. aka.idf.il|[ET SCAN Potential VNC Scan 5900- 5920
185.37.212.6 147. 237.76. 196 |Spai n e.svivaidf.il ET SCAN NVAP -sS w ndow 1024
66.249.67.50  |147.237.72.166|W0ited Sates [aka idf.il ET SCAN NVAP -sA (2)

94.102. 48.194 |147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024

176. 13. 0. 47 147. 237.72. 166 |l srael aka.idf.il GPL SCAN nyscan

159. 8. 28. 242 147.237.77.19 |thited Sates [lavforumidf.il [ET SCAN Potenti al VNC Scan 5900- 5920
159. 8. 28. 242 147.237.72. 167 |Lited Sates |ishurimaka idf.illET SCAN Potenti al VNC Scan 5900- 5920

66.102. 8. 178 147.237.77.216|Wnited Sates |[dover.idf.il ET SCAN NVAP -sA (2)

159. 8. 28. 242 147.237.77. 243 |Uited Sates |nobile. idf.il ET SCAN Potential VNC Scan 5900- 5920
54.72.73. 168 147.237.77. 216 |Irel and dover.idf.il portscan: TCP D stributed Portscan
94.102.48.194 |147.237.76.34 |Netherlands yohal an. i df . il ET SCAN NVAP -sS w ndow 1024

192. 169. 226. 249(147. 237.77. 216 |Lhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent
109. 65. 196. 118 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan

NININININININININININININININININININININ N ININW] W [ Ww|lw] W | wwlw|d] & PO |O)]|00 |00 |00

159. 8. 28. 242 147.237.8.50 |Wited Sates |e.tikshuv.idf.il [ET SCAN Potential VNC Scan 5900- 5920
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
41. 249. 232. 152 |Mor occo 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4110
41. 249. 245. 175 |Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3580
79.181.9. 146 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2845
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2570
114. 124. 37. 200 |l ndonesi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2233
194. 114. 146. 227l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2062
114. 124. 35. 52 I ndonesi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1834
31.44.137.45 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1656
114. 121. 160. 132l ndonesi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1607
192. 116. 190. 250|l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1439
114.121. 161. 176l ndonesi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1427
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1371
190. 167. 253. 83 |Dominican Republic |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 998
178. 214. 88. 189 (F;ajcis;iigjja” Territory. 147, 237. 77. 216 |dover. i df.il  |dr op First packet isnt SWN drop 960
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 923
39. 250. 147. 187 |l ndonesi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 802
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 783
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 763
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 736
208.54. 4. 185 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 707
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 613
37.60. 46. 22 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 604
8. 37.224. 246 Anonynous Pr oxy 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 530
114.121. 134.59 |Indonesi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 508
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 496
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 447
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 394
79.182.198. 22 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 345
212.27.185. 253 |Swntzerland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 328
62.207. 60. 231  |Net herl ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 324
37.237.128.122 |iraq 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 323
132.254.132.1 |Mexi co 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 321
66.249.67.65 |ited Sates 147. 237, 77. 216 |dover iar.i1 || SAM NG Engine: TGP | nvalid Jimvalid segnent retransnission drop 318
Ret r ansni ssi on Packet dr opped.
95. 86. 110. 157 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 311
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 311
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 299
80.74.124. 144 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 287
66.249.67.53  |Wnited Sates 147.237. 77. 216 |dover. 111 |1 €AM NG Engine: TCP Invalid finvalid segnent retransmssi on drop 286
Ret r ansni ssi on Packet dr opped.
84.94.21. 68 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 283
213. 140.59. 137 |Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 272
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 271
66.249.67.59  |Uited Sates 147, 237.77. 216 |dover. i .11 |} SAM NG Engine: TCP Invalid invalid segnent retransmssion. |, o 270
Ret r ansm ssi on Packet dr opped.
82.145. 216. 137 |Europe 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 266
2.54.133.211 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 262
37.26.146.142  |israel 147. 237.76. 200 [ei tan. aka. i of .|| S NG Engine: TP Invalid invalid segnent retransnission. |, o 258
Ret r ansm ssi on Packet dr opped.
37.238.140. 113 |lraq 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 257
64. 223.94. 120 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 234
70.39.185.191 |Satellite Provider 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 229
79.182.174.97 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 228
2.54.133. 44 I'srael 147. 237, 76. 200 |ei tan. aka i o .| €2M NG Engine: TQP Invalid finval i d segnent retransnissi on drop 222

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Oount
114. 121. 161. 176l ndonesi a 147.237.77.216|dover. i df . i | Dstributed Too Many of the Sane Response Code (404) Bl ock 52425
114.124.35.52  |Indonesi a 147.237.77. 216 |dover . i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 50123
114. 124.37. 200 |l ndonesi a 147. 237.77. 216 |dover . i df . i | Icl’j_'\gz’_ 3?; tzgg Sane Response (bde (404) in Session from Bl ock 33757
114. 121. 160. 132|I ndonesi a 147.237.77. 216 |dover . i df .i | Dstributed Too Many of the Sane Response Code (404) B ock 27195
39. 250. 147. 187 |l ndonesi a 147.237.77.216|dover . i df . i | D stributed Too Many of the Same Response Code (404) B ock 15028
46.19.85.75 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 10368
2.54.19. 86 I srael 147.237.0.19 |madimatal .idf. i ;?‘;4'.\”;?.’ 8‘2 the Sane Response Code (404) in Session from B ock 9137
46.19. 85. 192 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 8034
114. 124. 37. 200 |l ndonesi a 147.237.77.216|dover. i df . i | Dstributed Too Many of the Sane Response Code (404) Bl ock 7162
46. 19. 86. 94 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 6936
114.121. 134. 59 |l ndonesi a 147.237.77.216|dover. i df . il D stributed Too Many of the Same Response Code (404) B ock 5441
46. 19. 86. 45 I srael 147.237.0.19 |nadimatal .idf.i Zg?lgé%.%the Same Response (pde (404) in Session from B ock 5247
176.12. 148. 151 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 4675
46.19.86.8 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 3592
5.22.129.234 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 3281
2.54.181. 157 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 3212
46.19. 86. 248 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 3108
93.173.7. 157 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 1416
46. 19. 85. 254 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 1276
2.54.177. 82 I stael 147.237.0.19 |nadimatal .idf.i ;0‘; i“i';yloézthe Same Response (pde (404) in Session from Bl ock 1164
2.54.31.119 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 1164
41. 249. 245. 175 |Morocco 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 41. 249. 245. 175 B ock 1129
46.19.85.232  |Israel 147.237.0.19 |nadimatal .idf.i Zg?ll\:%yslozf?’;he Same Response (pde (404) in Session from B ock 987
176.12. 137. 226 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 843
75.126.122.176 |Uited Sates |147.237.76.86 |navy.idf.il e a1 11 908 815 hel m: o, 25D B ock 792
176.13.14.140 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 524
72.9.148.10  |Wited Sates |[147.237.76.86 |navy.idf.il bt L;E’,‘;,t od authorizea vy 2o 25D B ock 504
212.179.195.66 |Israel 147.237.72. 166 |aka. i df . i | ;‘i‘;'\l”;rg 1055?22 Same Response (bde (404) in Session from B ock 468
85.250.72.67  |Israel 147. 237.76. 200 |ei t an. aka. i df . i | ;g‘_’z';%'_’y?;fe;he Sane Response Qode (404) n Session from Bl ock 384
2.52.10.134 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 360
66. 249. 67. 65 | srael 147.237.77.216|dover . i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 67. 65 B ock 300
41.249. 245. 175 |Morocco 147.237.77. 216 |dover.idf . il Post Request - Mssing Content Type from4l.249. 245. 175 B ock 291
91.200.12.130 |Wkraine 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 288
91.200.12.130 |lkraine 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 91.200. 12. 130 B ock 276
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf . il Mil tipl e Unaut horized URL Access from 66. 249. 67. 59 B ock 276
82.166. 65.241 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Unhaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ B ock 239
176.13.7.183 [ srael 147.237.0.19 |nadimatal .idf.i Igg_“g_‘y?_olfséhe Same Response (bde (404) in Session from Bl ock 216
85.64.151. 187 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 85. 64. 151. 187 Bl ock 204
46.120.23.127 |Israel 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 192
91. 200. 12. 63 kr ai ne 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 91.200. 12. 63 B ock 192
66. 249. 67. 53 | srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 67. 53 Bl ock 180
91.212.124.173 |Wkraine 147.237.77.74 |lawidf.il Ostributed PHP Attenpt B ock 144
91.200. 12. 19 kr ai ne 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 144
91.200.12.116 |kraine 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 144
87.69. 81. 112 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 144
91. 200. 12. 63 kr ai ne 147.237.77.74 [lawidf.il PHP Att enpt B ock 144
91. 200. 12. 19 kr ai ne 147.237.77.74 |lawidf.il Mil tipl e Unauthorized URL Access from 91.200. 12. 19 B ock 132
46.229.164.102 |Lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unhauthorized URL Access from 46. 229. 164. 102 B ock 132
91.200.12.116 |lkraine 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 91.200. 12. 116 B ock 132
79.177.4.52 | srael 147.237.72. 166 |aka. i df . i | D stributed Wnaut hori zed LRL Access on waw aka. i df .il/ufi/reaction/ Bl ock 132
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