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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site Signature Device Action|Count|
197.211. 53. 13 N geria 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 29711
66. 249. 67. 59 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 22555
66. 249. 64. 9 Lhited Sates 147.237.77.176 nat pash.idf.il |TCQP handshake viol ation, first packet not syn|drop 12617
66. 249. 67. 53 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 10801
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 9175
66. 249. 78. 104 Lhited Sates 147.237.77.170 naar achot . i df . i1 | TGP handshake vi ol ation, first packet not syn|drop 6732
66. 249. 67. 114 Lhited Sates 147.237.0. 34 tikshuv.idf.il |TGP handshake violation, first packet not syn|drop 4667
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 3967
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 3905
52.16.5.197 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3630
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3320
66. 249. 67. 6 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 3291
198. 58. 103. 92 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3018
70. 39. 185. 191 Satellite Provider 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2995
82.192. 68. 46 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2861
124.197. 28. 149 New Zeal and 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2620
66. 87. 98. 122 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2569
66. 249. 93. 200 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2383
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2307
202.78.144. 170 New Zeal and 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2250
158. 169. 40. 9 Bel gi um 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2227
66. 249. 67. 65 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2088
157. 55. 39. 55 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2018
91. 144. 30. 96 Syrian Arab Republic 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1948
188. 161. 150. 10 Pal estinian Territory, Qcupi eql47.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1861
54.91. 246. 120 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1824
54.187.55.213 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1783
152. 62. 109. 201 Eur ope 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 1673
188. 161. 150. 10 Pal estinian Territory, Qcupi eql47.237.77.176 nat pash. i df.i| |TGP handshake viol ation, first packet not syn|drop 1317
158. 169. 40. 8 Bel gi um 147.237.77.176 nat pash.idf.il |TCP handshake viol ation, first packet not syn|drop 1189
105. 156. 61. 118 Mor occo 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1166
212.98.135. 37 Lebanon 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1157
66. 249. 78. 111 Lhited Sates 147.237.77.170 naar achot . i df . i | | TGP handshake vi ol ation, first packet not syn|drop 1153
91. 140. 226. 226 Lhited Sates 147.237.77. 216 dover.idf.il TP handshake vi ol ation, first packet not syn|drop 1034
212.143. 3. 162 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 929
66. 249. 64. 156 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake vi ol ation, first packet not syn|drop 919
66. 249. 64. 151 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake vi ol ation, first packet not syn|drop 908
80. 149. 240. 82 Ger many 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 894
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 872
46.43. 68. 10 Pal estinian Territory, Qccupi eql47.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 869
80. 187. 110. 251 Cer many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 827
201. 193. 162. 178 Qsta R ca 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 766
54.244. 22. 103 Lhited Sates 147.237.0. 19 nadi mat al . i df.i | TGP handshake vi ol ation, first packet not syn|drop 701
176. 58. 65. 2 Pal estinian Territory, Gcupi eql47.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 650
66. 249. 64. 225 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 643
176.67.111.6 Pal estinian Territory, Qccupi eql47.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 634
41.238.12. 48 Egypt 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 627
64.233.172.171 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 598
178. 214. 88. 189 Pal estinian Territory, Qcupieql47.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 598
46. 229. 164. 102 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 595
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|Top Attackers In IPS|

At t acker

Attacker Address Count ry Target Address |Site Sgnature

82.165.24.123  |Ger many 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasi on B ock
31.154.92.13 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock

80. 230. 15. 77 I srael 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock

211.59. 8. 170 O?rea’ RepUbliC 1147 237.72. 166 |aka. i df .i | C1000108: HITP. Trying to | ocate exi sting FOKedi tor B ock 4
211.59. 8. 170 Ok‘f’rea* Republic 1,47 537 76. 147 [chi nuch. aka. i df . i | C1000108: HITP. Trying to | ocate existing FQkedi tor B ock 4
23.91.122. 26 Lhited Sates 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock
79.178.222.86 |[Israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock

118. 238. 227. 101|Japan 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock

62. 128. 48. 34 I srael 147.237.77. 226 :A:AW chanat z. aka. i df C1000004: HTTP. options method (M crosoft) B ock 3
194. 176. 105. 146|Uni ted Ki ngdom|147.237.76.42 |refuah.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
31.154. 18. 90 I srael 147.237.77. 216 |dover . i df .i | C1000004: HITP. options nethod (M crosoft) B ock 2
149. 78. 73. 66 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
46.121.120. 219 |[Israel 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
2.54.22.168 I srael 147.237.77. 216 |dover . i df . i | C1000004: HITP. options nethod (M crosoft) B ock 2
109. 160. 255. 237 |l srael 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
212.29.237.71 |lsrael 147.237.77.216|dover. i df .i | C1000004: HTTP. options nethod (M crosoft) Bl ock 2
158. 169. 40. 8 Bel gi um 147.237.77. 176 |mat pash. i df . i | C1000004: HITP. options nethod (M crosoft) B ock 2
212.199. 196. 125]1 srael 147.237.77. 226 :A:AW chamat z. aka. i df C1000004: HTTP. options method (M crosoft) B ock 2
158.169. 150. 5  |Bel gi um 147.237.77. 176 |nat pash. i df . i | C1000004: HTTP. options method (M crosoft) Bl ock 2
23.99. 3. 151 Lhited Sates 147.237.0.34 |tikshuv.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 2
31.214. 241. 206 |Ger many 147.237.77.216|dover . i df . i | 3909: HITP. Qoss Ste Scripting (Aert function) B ock 1
192.187.121.66 |Lhited Sates 147.237.77.216|dover. i df . i | C1000106: HTTP. maj estic bot B ock 1
83.233. 152. 107 |Sweden 147.237.77.74 |lawidf . il afis;abmy VérdPress Thene Divi Drectory Traversal B ock 1
62.210.157.90 |France 147. 237. 76. 147 |chi nuch. aka. i df . i | \lﬁﬁe?;bm’; G\ Bash HITP Header Renote Code Bxecution (g 1
23.99. 3. 151 Lhited Sates 147.237.0.34 |tikshuv.idf.il 5670. HTTP. SQ Injection (SELECT) B ock 1
119.101.94.33 |China 147.237.77. 216 |dover.i df . i | 8479: HTTP. Suspi ci ous HTTP Request B ock 1
81.218. 151. 119 |l srael 147.237.76.86 |navy.idf.il Q008: HTTP: Xenu User Agent B ock 1
37.17.225. 64 Ger many 147.237.77. 216 |dover.i df .i | Q025: HITP. access to administrator/index. php -> Quarantine |[B ock 1
91.198. 204. 122 |Denmar k 147.237.77. 216 |dover.i df .i | C1000004: HTTP. options nethod (M crosoft) B ock 1
62.210.157.90  |France 147.237.76. 200 |ei t an. aka. i df . i | t?:g;bm? G\ Bash HITP Header Renote Code Bxecution (g 1
81.218. 163. 152 |[lIsrael 147.237.72. 166 |aka. i df . i | Q008: HTTP: Xenu User Agent B ock 1
195. 160. 240. 11 |Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP:. options nethod (M crosoft) B ock 1
63.217.170.10 |hited Sates  |147.237.72.166|aka. i df .il C1000004: HITP. options nethod (M crosoft) B ock 1
62. 90. 255. 56 I srael 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
198. 20. 69. 74 Lhited Sates  |147.237.76.177|ncore.idf . il 13840: TLS QpenSSL Heartbeat Packet B ock 1
31.168.213.66 |Israel 147.237.72. 166 |aka. i df . i | 13840: TLS. QpenSSL Heartheat Packet B ock 1
82.165.24.123  |Ger many 147.237.76.86 |navy.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
201. 224. 80. 195 |Panana 147.237.77.216|dover. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 1
118. 238. 227. 101|Japan 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 72
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 66
37.160. 29. 173 147.237.77.226 |Fance win chanat z. aka i df .il  |ET SCAN NVAP -sA (2) 28
200. 73.11. 70 147.237.77.216 |Qiile dover.idf.il Tehila - Perl LW with fake user agent 28
2.54.43. 140 147.237.72. 166 |Israel aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 23
118.238. 227. 101 |147.237.77.233 |Japan atal.idf.il SQ Injection - Select Fom 12
82.166. 22. 187 147.237.77.216 |Israel dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 12
82. 165. 24. 123 147.237.76.86  |Ger many navy. i df.il SQ Injection - Select Fom 10
66.249. 67. 122 147.237.72.166 |lhited Sates akaidf.il ET SCAN NVAP -sA (2) 8
23.91.122.26 147.237.77.74 |thited Sates lawidf.il SQ Injection - Select Fom 6
67.55.73. 76 147.237.77.226 |Whited Sates wiw chanat z. aka.idf il |http_i nspect: MULTI PLE HOST HEADERS DETECTED 6
66. 249. 67. 6 147.237.72.166 |lhited Sates akaidf.il ET SCAN NVAP -sA (2) 5
192. 35. 222. 17 147.237.77.216 |nited Sates dover.idf.il ET DC5 SSL Bonb DoS Att enpt 5
23.99.3.151 147.237. 0. 34 Lhited Sates tikshuv.idf.il SQ Injection - Select Fom 5
66. 249. 67. 53 147.237.77.216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 5
31.184.242.17 147.237.77. 216 |Russian Federation |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 4
45.55.212. 104 147.237.77. 216 dover.idf.il LOCAL_RUWLES _server[docunent _root] RFl attenpt 4
37.160. 29. 173 147.237.77.216 |France dover.idf.il ET SCAN NVAP -sA (2) 4
176. 12. 142. 31 147.237.0.19 I srael nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw |4
31.214.241.206 |147.237.77.216 |Germany dover.idf.il QA Injection - Select From 4
45.55.212. 104 147.237.77. 216 dover.idf.il Tehila - Perl LWP wth fake user agent 4
45.55. 212, 104 147.237.77. 216 dover.idf.il ET WBB_SERVER PHP SERVER Superdobal in R 4
218.87.111.117 |147.237.77.19 |China | aw f orumi df .i ET SCAN Potential SSH Scan 3
67.55.73. 76 147.237.76.86 |lhited Sates navy. i df .il http_i nspect: MALTI PLE HOST HEADERS DETECTED 3
67.55.73. 76 147.237.77.74 |lhited Sates lawidf.il http_i nspect: MLTI PLE HOST HEADERS DETECTED 3
67.55.73. 76 147.237.77.176 |Whited Sates nat pash. i of .i http_i nspect: MALTI PLE HOST HEADERS DETECTED 3
182. 100. 67. 4 147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 2
54.72.0.55 147.237.77.216 |Ireland dover.idf.il portscan: TCP O stributed Portscan 2
66. 249. 64. 235 147.237.72.166 |Lnited Sates aka idf.il ET SCAN NVAP -sA (2) 2
185. 32. 179. 88 147.237.0. 19 I 'srael madi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Qaw 2
66. 249. 64. 156 147.237.77.233 |lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
218.24.171.223 |147.237.8.24 Chi na elifestyle.idf.il G°PL SCAN nmap TCP 2
218.87.111. 117 |147.237.76.176 |China test.ncore.idf.il ET SCAN Potential SSH Scan 2
218.87.111. 117  [147.237.77.243 |China nobi | e.idf il ET SCAN Potential SSH Scan 2
66.249. 79. 3 147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 2
83.148.8.42 147.237.72.156 |Czech Republic aman.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
182. 100. 67. 4 147.237.77. 227 |hina e. hanaz. i df .i | ET SCAN Potential SSH Scan 2
66. 249. 67. 134 147.237.72.166 |Lnited Sates aka idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 59 147.237.77.216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
59. 46. 193. 114 147.237.8. 24 Chi na elifestyle.idf.il G°PL SCAN nmap TCP 2
31.214.241.206 |147.237.77.216 |Ger many dover.idf.il GPL WEB SERVER / et ¢/ passwd 2
66.249. 67. 13 147.237.72.166 |Whited Sates akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 244 147.237.77.233 |lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
109. 186. 189. 215 |[147.237.72.166 |l srael aka idf.il ET SCAN NVAP -sA (2) 2
218.87.111.117 |147.237.76.202 |China e halag.idf.il ET SCAN Potential SSH Scan 2
66. 249. 64. 225 147.237.72.166 |lited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
188.138. 9. 51 147.237.77. 227 |Ger many e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 2
66.249. 79. 127 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 74. 71 147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 2
218.87.111. 117 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 53602
105. 156. 61. 118 [Morocco 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4131
41.249.61.118 |Morocco 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3911
96.11.250.178 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3695
105. 156.49.91  [Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3505
164. 138. 123. 175|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2516
31.168.171. 134 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2512
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1709
37.26.148.194 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1584
65. 255. 37. 139  |Satellite Provider 147.237.77. 176 |nat pash.i of .i | |dr op First packet isn't SN drop 1104
84.94.21. 68 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1052
178. 214. 88. 189 ga:lcis;ii:;a” Territory. 1 47, 237. 77. 216 |dover. icf. i1 |dr op First packet isn't SN drop 1041
70.39.185.191 |Satellite Provider 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1001
77.125.126.180 |Israel 147, 237, 76. 200 e tan. aka. i of || 2 NG Engine: TCP Invalid invalid segnent retransnission drop 996
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 890
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 842
84.111.180. 184 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 693
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 688
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 684
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 665
116.50.58.180 |Austraia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 594
199. 203. 63. 232 | srael 147. 237, 76. 200 [6i tan aka i of | " SAM NG Engine: TCP Inval id - invalid segnent retransnission drop 552
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 34 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 548
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 538
95. 86. 82. 182 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 517
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 476
212.101. 249. 140|Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 457
46. 19. 85. 249 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 437
84.228.251. 235 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 436
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 423
66.249.67.59  |Wited Sates 147237, 77. 216 |dover i i1 || @M NG Engine: TCP Invalid |invalid segnent retransnission drop 402
Ret r ansni ssi on Packet dr opped.
95. 86. 72. 245 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 398
95. 86. 79. 136 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 377
66.249.67.65 |lnited Sates 147. 237. 77. 216 |dover. 1 r.i1 |1 €AM NG Engine: TCP Inval id invalid segnent retransmssi on drop 372
Ret r ansni ssi on Packet dr opped.
168. 235.197. 26 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 350
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 344
66.249.67.53  |Wnited Sates 147. 237.77. 216 |dover. 111 |1 €AM NG Engine: TCP Invalid finvalid segnent retransnssi on drop 344
Ret r ansni ssi on Packet dr opped.
37.160.29.173 |France 147. 237, 76. 200 [6i tan aka i of | " ST NG Engine: TCP Inval id - invalid segnent retransnission drop 339
Ret r ansm ssi on Packet dr opped.
95. 86. 105. 144 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 338
79.178. 16. 145 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 293
2.54.58. 89 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 287
176.31.117.76 |Rance 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 287
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 285
93. 104. 209. 118 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 282
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 277
81.218.251.252 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 269
82.166. 226. 139 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 265
85. 64. 185. 90 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 265
23.27.45.96 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 264
83. 56. 31. 155 Spai n 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 261
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At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
46.19.85.203 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 8204
2.54.135. 22 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 5192
212.179. 21. 194 I srael 147.237.76.42 |refuah.idf.il ;‘i‘;'ﬁrg’ 2"1 tlgj Sane Response (bde (404) in Session from Bl ock 5078
176.12.142.31 |Israel 147.237.0.19 |nadi matal .idf.i I‘;‘é. '\]/_Zr?ylfé. éze Sane Response (bde (404) in Session from B ock 4242
2.52.177.123  |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 3875
176.13.16. 238 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 3827
46.10.86.16  |Israel 147.237.0.19 |nadimatal .idf.i Zg?lggélofﬁthe Sane Response (bde (404) in Session from Bl ock 3716
176.13.10.77  |Israel 147.237.0.19 |nadimatal .idf.i I‘;z '\g']ylgz;he Sane Response (bde (404) in Session from Bl ock 3567
185.32.179. 88 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 3528
2.52.52.172 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 2899
2.54.60.35 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 2680
2.54.146.7 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 2640
77.125.126. 180 [l srael 147.237.76.200(ei tan. aka. i df . il [Ostributed Too Many of the Sane Response Code (404) B ock 2497
2.54.38. 48 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 2343
81.218. 251. 252 (I srael 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Many of the Sane Response Code (404) B ock 2145
2.54.144.164 |Israel 147.237.0.19 |nadimatal .idf.i ;o‘; 4'ﬁr;y4_°leflhe Sane Response (bde (404) in Session from Bl ock 2040
37.26.149.199 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 1628
82. 166. 191. 249 |I srael 147.237.76.200|ei tan. aka. i df . i | ;cz"_)l'\:g?ylg_ ;Zg Sane Response (bde (404) in Session from Bl ock 1490
46.19.85.198 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 1409
5.29.214.197 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 1397
176.13.16.51  |Israel 147.237.0.19 |nadimatal .idf.i I‘;‘é '\g_‘ylg’_f5ihe Sane Response (bde (404) in Session from Bl ock 1232
176.12.149.29 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 853
37.26.146.192 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 816
75.126.122. 176 |Wnited Sates  [147.237.76.86 |navy. i df .i| oy 1908 515 bl mor. sk, 5P B ock 780
2.54.32. 207 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 779
37.26.146.244 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 773
176.13.20. 43 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 759
199. 203. 63. 232 |l srael 147.237.76. 200 |ei t an. aka. i df . i | Igg.'\gg'. g’; ;gg Sane Response (bde (404) in Session from Bl ock 748
2.54.137.58 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Same Response Code (404) B ock 641
80. 246. 136. 42 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 627
2.54. 34. 107 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 601
2.54.56.92 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Same Response Code (404) B ock 600
72.9.148.10  |Lnited Sates |147.237.76.86 |navy.idf.i| st L;S‘;t?‘zﬂ"’l“;t;&' Zed ﬁgﬁ;szs‘;; aspx Bl ock 588
185. 32. 179. 188 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 528
80. 246. 137. 249 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 275
37.26.148.137 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 220
37.26.147.219 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 187
2.54.10.99 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 168
176.13.17.7 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 154
195. 60. 232. 57 |Israel 147.237.72. 166 |aka. i df . | mu;kr:rlgeﬂ /ﬁyfcogs/sr?ettf?ee_f A1 gt svg Bl ock 153
85. 250. 143. 153 |1 srael 147.237.72. 166 |aka. i df . i | ;g(.)z’\é?ylg. tlgg Same Response Code (404) in Session from B ock 144
85. 64.229.229 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthori zed URL Access from 85. 64. 229. 229 B ock 143
66.249.67.65 |lsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66.249. 67. 65 Bl ock 141
204.12.251.37 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df . il/defaul t.aspx B ock 134
46. 229. 164. 101 |Lhited Sates |[147.237.77.216|dover.idf.il Ml ti pl e Uhaut horized URL Access from 46. 229. 164. 101 B ock 133
81.218.241.25 |lsrael 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 81.218.241. 25 B ock 132
31.210.189.80 |Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unhaut hori zed URL Access from 31.210. 189. 80 B ock 129
79.176.123.67 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 128
75.126.122. 176 |Uited Sates [147.237.76.86 [navy.idf.il mu;x;' B e e/ navy. aspx. aspx Bl ock 105
91.200.12.86 |lkraine 147.237.77. 216 |dover.idf .i | Ostributed PHP Attenpt B ock 96
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