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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 69. 34 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 25078
66. 249. 69. 42 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 22009
78.95. 235. 115 Rormani a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 15603
83. 250. 115. 140 Sweden 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10774
84. 91. 200. 66 Por t ugal 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6528
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3685
66. 249. 64. 102 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 2853
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 2590
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1348
66. 249. 67. 87 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1191
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 495
66. 102. 9. 81 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 491
66. 249. 67. 6 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 426
202. 69. 240. 177 Hong Kong 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 263
66.102. 9. 91 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 153
66.102. 9. 101 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 77
66. 249. 64. 235 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 72
5.22.129.175 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 67
37.26.146. 176 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 66
84.228. 26. 51 | srael 147.237.77. 243 nobi le.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 63
2.54.61. 67 | srael 147.237.72. 166 aka.idf.il Anonal y- SS.-renegoti ation-di dest - reset 45
5.22.129.189 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 43
31. 210. 186. 132 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 36
2.54.17.169 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 35
100. 100. 74. 158 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 34
46. 19. 85. 125 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 31
54. 244, 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 29
149. 78. 18. 187 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 29
83. 44. 150. 26 Spai n 147.237.77. 216 dover.idf.il SYN H ood out of context drop 24
10.0.0.1 147.237.77. 216 dover.idf.il SYN H ood out of context drop 22
62. 238. 195. 85 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20
109. 65. 116. 157 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 18
37.26.149. 132 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 18
149. 202. 42. 188 Cer many 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 18
79.181.6.101 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 15
5.29. 252. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 12
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
84.226.110.21 Swi t zer| and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12
2.52.188.233 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 11
46. 19. 86. 72 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 11
192. 168. 126. 166 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 10
87. 68. 68. 58 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
31.154.91. 165 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 8
62.90. 94. 72 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 8
2.54.29. 251 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 8
46.19. 86. 116 | srael 147.237.72. 156 anan.idf.il Anonal y-SS.-renegotiation-di dest - reset 8

85. 130. 207. 54 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 8
46.19. 86. 126 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 7
37.26. 146. 234 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 7
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|Top Attackers In IPS|

Attacker Address |Attacker Cbuntry’Target Address |Site Sgnature

46.116.235.36 |Israel 147.237.77. 170 |maar achot . i df . i |  [C1000004: HTTP:. options nethod (M crosoft) B ock 10
204.93.156. 141 |Lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 5
37.61.201.161 |Ger many 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Decl aration BEvasion B ock 4
94.102.153.58 |United Ki ngdom |147.237.72.166|aka.idf.i | 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
213.247.63.11 |Netherlands 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
195. 140. 210. 83 |Ger many 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration BEvasion B ock 4
213.247.63.11 |Netherl ands 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
23.91.127.130 |lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
198.143.164.7 |Uited Sates 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 4
23.91.127.130 |lnited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 4
200. 59. 205. 238 |[Argentina 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variabl e Decl aration Bvasion Bl ock 4
178. 210. 160. 50 |Turkey 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Decl aration BEvasion B ock 4
94. 73. 145. 90 Tur key 147.237.0.34 |tikshuv.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 3
46.137.81.122 |Ireland 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 3
37.142.187.6 I srael 147.237.76.42 |refuah.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
70. 114. 160. 158 |Lnited Sates 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 2
77.126.215.181 [Israel 147.237.77. 216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 2
79.180. 4. 217 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
84.110.109. 182 [israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
74.208.66.220 |lLhited Sates 147.237.77.216|dover . i df . i | 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 2
23.91.122.62 Lhited Sates 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variable Declaration BEvasion B ock 2
204.12.241.170 [Lnited Sates 147.237.72. 166 |aka. i df . i | C1000106: HITP. maj estic bot B ock 1
82.145.24.68  |Ger nmany 147.237.0.34 |ti kshuv.idf.il tj?;auﬂpy' G\ Bash LR Paraneter Renote (ode Bxecution g 1
52.1.90.117 Lhited Sates 147.237.77. 216 |dover . i df . i | 13840: TLS QpenSSL Heartbeat Packet B ock 1
23.91.122. 62 Lhited Sates 147.237.72. 166 [aka. i df . i | 5670 HTTP. SQ Injection (SALECT) B ock 1
91.121.211.59 |France 147.237.77.216 |dover. i df . i | C1000106: HTTP. naj estic bot Bl ock 1
77.126.21.100 |Israel 147.237.76.200|ei tan. aka. i df.i| [Cl1000004: HTTP. options method (M crosoft) B ock 1
94.179.177.69 |lkraine 147.237.77. 216 |dover.idf . il 12580: HITP. SQ Injection (Qookie Header) B ock 1
2.91.164.61 Saudi Arabia 147.237.77.216 |dover. i df . i | Q091: HITP. Access to - adnmin. asp Bl ock 1
82.145.24.68  |Ger many 147.237.77. 216 |dover . i df . i | tj?;auﬂz G\ Bash LR Paraneter Renote Code Bxecution Bl ock 1
91.237.221. 221 giiztr‘ion 147.237.77. 216 |dover . i df . i | 12580: HTTP. SQ Injection (Qooki e Header) B ock 1
204.93.156. 141 |Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
117. 241. 208. 110|i ndi a 147. 237.77. 216 |dover . i df . i | e e e t?’ery String Paraneter |nfornation Bl ock 1
5. 45. 73. 22 Net her | ands 147.237.0.15 |kosher-kravi . i df . \1137:;: ab:_??—tF:/ AW Bash LR Paraneter Renote Code Bxecution Bl ock 1
82.145.24.68  |Germany 147.237.77.234|hal ag. i df . | \1373;: ablﬂf‘/ G\ Bash LR Paraneter Renote Code Bxecution B ock 1
70. 114. 160. 158 |Lhited Sates 147.237.76.86 |navy.idf.il 5670: HITP. SQ Injection (SALECT) B ock 1
223.92.122.93 |[China 147.237.77.74 |lawidf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock
206.72.117.72 |lLnited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock

5. 45. 73. 22 Net her | ands 147.237.77.74 |lawi df il \137:;;“!4&? AW Bash LR Paraneter Renote Code Bxecution Bl ock 1
223.176.62.44 |India 147.237.77.205|prisha.idf .il C1000004: HTTP. options nethod (M crosoft) B ock
37.46.39.12 | srael 147.237.77.216 |dover. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock
201.20.37.106  |Brazil 147.237.77. 170 |maar achot . i df . i | tj?;auﬂz AW Bash LR Paraneter Remote Code Execution Bl ock 1
94. 73. 145. 90 Tur key 147.237.0.34 |tikshuv.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
79.182.120.177 [Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 1
206.72.117.72 |Lnited Sates 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
46.137.81.122 |lreland 147.237.76.86 |navy.idf.il 5670 HTTP. SQ Injection (SALECT) Bl ock 1
188.165. 251. 13 |France 147.237.76.86 |navy.idf.il \aT:;ab'ﬂF; G\ Bash LR Parareter Remote Code Execution Bl ock 1
84.229.32.194 |Israel 147.237.72. 156 |anman. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock
74.208.66.220 |Wiited Sates 147.237.77.216 |dover. i df . i | 5670: HITP. SQ I njection (SALECT) Bl ock
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|Top Attackers In |D|

Target Address

A tacker

Signature

Count ry
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 118
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 40
46.19.86.210 |147.237.72.166 I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 24
109. 65. 141. 99 |147.237.76.30 |l srael hi nush. i df . il ET DCB Large anount of TGP ZeroWndow - Possible Ndller2 14
DDos attack
66.249.67. 122 |147.237.72.166 |Whited Sates  [aka idf.il ET SCAN NVAP -sA (2) 14
200. 59. 205. 238 [147. 237. 72. 166 [Argenti na aka.idf il SQ Injection - Select From 12
94.102. 153. 58 [147.237.72. 166 |Uni ted Ki ngdom [aka.idf.il SQ Injection - Select From 12
213.247.63.11 [147.237.77.233[Net her| ands atal.idf.il SQ Injection - Select From 12
213.247.63.11 [147.237.77.74 |[Nether| ands lawidf.il SQ Injection - Select From 12
66.249. 67. 6 147.237.72.166 |Lhited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 10
66.249.67.13 |147.237.72.166 |Whited Sates  [aka idf.il ET SCAN NVAP -sA (2) 10
204.93. 156. 141 |147.237.76. 42 |lhited Sates  |refuah.idf.il SQ Injection - Select From 8
37.26.147.161 |147.237.72.166 I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 8
23.91.127.130 |147.237.77.233|lhited Sates  |atal .idf.il SQ Injection - Select From 6
74.208.66.220 [147.237.77.216|Wited Sates  |[dover.idf.il SQ Injection - Select From 6
94.73.145.90 |147.237.0.34 |Turkey tikshuv.idf.il SQ Injection - Select From 6
178. 210. 160. 50 |147. 237. 77. 74 |Turkey lawidf.il S Injection - Select From 6
46.137.81.122 |147.237.76.86 |[Ireland navy. i df.il A Injection - Select From 6
195. 140. 210. 83 [147. 237. 77. 233 |Ger many atal.idf.il SQ Injection - Select Fom 6
198.143.164.7 |[147.237.77.74 |thited Sates  [lawidf.il SQ Injection - Select From 6
23.91.127.130 [147.237.76.42 |Whited Sates  [refuah.idf.il SQ Injection - Select From 6
37.61.201. 161 |147.237.77.74 |Ger many lawidf.il SQ Injection - Select Fom 6
23.91.122.62 |147.237.72.166 |lhited Sates  [aka idf.il SQ Injection - Select From 5
66.249.67.79 |147.237.72.166 |lhited Sates  [aka idf.il SER\/ER APAOE. Apache mod_ssl non- S8 connection to SSL port 5
deni al of service attenpt
70. 114, 160. 158 |147.237.76.86 |Lhited Sates  [navy.idf.il SQ Injection - Select Fom 5
182.100.67.4 [147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 4
31.184.242.17 [147.237.77.216 RF;Z::;?O” dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 4
66.249. 78. 137 |147.237.76.86 |Whited Sates  [navy.idf.il ET SCAN NVAP -sA (2) 4
182.100. 67.4  |147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 4
182.100.67.4  |147.237.72. 166 |thi na aka.idf.il ET SCAN Potential SSH Scan 4
182.100.67.4 |147.237.76.34 |China yohal an. i df .il ET SCAN Potential SSH Scan 3
66.249.67.67 |147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
182.100. 67.4  |147.237.77.226|Chi na wwv chanat z. aka. i df.i | [ET SCAN Potential SSH Scan 2
82.117. 208. 243 |147. 237. 72. 167 i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 2
46. 19. 85. 15 147.237.77. 216 |I srael dover.idf.il ET SCAN NVAP -sA (2) 2
193.107.17. 72 |147. 237. 76. 177 |Seychel | es ncore.idf.il ET SCAN NVAP -sS w ndow 1024 2
199. 203. 59. 121 [147. 237.77. 61 |Israel e.cogat.idf.il ET SCAN Potential SSH Scan 2
61.94. 145. 124 |147.237.77. 212 I ndonesi a e.dover.idf.il ET SCAN Potential SSH Scan 2
182.100. 67.4  |147.237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 2
116. 110. 81. 253 [147.237.8.27 |Metnam e.nadimatal .idf.il ET SCAN Potential SSH Scan 2
182.100.67.4  |147.237.76. 199 |thi na e. nakchal .idf .i | ET SCAN Potential SSH Scan 2
116. 110. 81. 253 [147.237.0.33 |Mietnam idf.il ET SCAN Potential SSH Scan 2
199. 203. 59. 121 [147. 237.72. 14 |Israel dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
182.100.67.4 |147.237.8.46 |China e. chinuch.idf .il ET SCAN Potential SSH Scan 2
66.249.93.200 [147.237.77.216|Wited Sates  |[dover.idf.il ET SCAN NVAP -sA (2) 2
182.100.67.4  |147.237.76. 177 |hi na ncore.idf.il ET SCAN Potential SSH Scan 2
66.249.67.91 |147.237.72.166 |lhited Sates  [aka idf.il SER\/ER APAOE. Apache med_ss| non-SS. connection to SSL port 2
deni al of service attenpt
208.123.65.20 [147.237.0.33 [Whited Sates  [idf.il ET SCAN Potential SSH Scan 2
182.100.67.4 |147.237.8.24 |China elifestyle idf.il ET SCAN Potential SSH Scan 2
218.87.111. 117 [147. 237. 72. 14 [Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature

212.76. 96. 154 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2356

85.128.142.20 |Poland 147.237.77. 176 |natpash.i df .i | |dr op Frst packet isn't SYN drop 1540

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1483

79.176.176. 237 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1378

54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1130

70. 26.59. 159 Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 740

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 610
Sreaning Engine: TP Invalid i i ssi

77.127.204.27  |israel 147. 237. 76. 200 |ei tan. aka i o . 9 =g Invalid segnent retransmssion. g 588
Ret r ansni ssi on Packet dr opped.

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 501

52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 492

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 490

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 489

46. 19. 85. 200 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 481

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 476

89. 108. 144. 114 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 446
Sreaning Engine: TP Invalid i i ssi

77.126.21.100 | srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. |, 435
Ret r ansni ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 414

79.177.151. 183 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 405

149. 88.88.205 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 362
Sreamng Engine: TCP Invalid i i ssi

66.249.69.42  |lited Sates 147. 237. 77. 216 |dover. i df . i | 9 =9 Invalid segnent retransmssion. | 358
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi

66.249.69.26  |Uited Sates 147. 237. 77. 216 |dover. i of .| 9 =9 Invalid segnent retransmssion. |, 336
Ret r ansni ssi on Packet dr opped.

89. 138. 220. 185 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 330
Sreaming Engine: TCP Invalid i i ssi

66.249.69.34  |United Sates 147. 237. 77. 216 |dover i of . i g =g Invalid segnent retransmssion. |, 326
Ret ransni ssi on Packet dr opped.

81.17.31.214 Swi t zer| and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 305

77.125.75. 96 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 304

2.54.138. 243 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 302

199.200.25.52 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 298

109. 64.13.7 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 291

2.54.45.51 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 290
Sreamng Engine: TCP Invalid i i ssi

37.26.146.161 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. g 282
Ret r ansni ssi on Packet dr opped.

81.214.196.212 |[Turkey 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 281

50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 273

77.126.37.71 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 246

213.151.51.199 [Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 239

Pal estinian Territory, s .

37.8.43.72 Qccupi ed 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 238

37.236.104.36 |lraq 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 236

52.0.53.79 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 220
Sreamng Engine: TCP Invalid i i ssi

77.126.233.181 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. g 219
Ret r ansni ssi on Packet dr opped.

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 214

212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 214
Sreamng Engine: TCP Invalid i i ssi

109. 66. 113. 149 |Israel 147. 237.76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. | 207
Ret r ansni ssi on Packet dr opped.

70.162.126.16 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 203

85.64.133.121 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 203

109. 66. 105. 189 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 196

85. 91. 84. 254 Spai n 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 195
Sreamng Engine: TCP Invalid i i ssi

66.249. 64.178 |Whited Sates 147. 237.77. 216 |dover . i df . 9 =g Invalid segnent retransmssion. g 194
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

66.249. 64.173 |United Sates 147, 237. 77. 216 |dover i df .| g =g Invalid segnent retransmssion. |, 190
Ret ransni ssi on Packet dr opped.

166. 137. 126. 123|Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 190

157. 55. 39. 55 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 185

207.46.13.166 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 185
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13. 8. 227 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2141
77.127.204.27 |israel 147.237.76.200|ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bl ock 966
77.127. 204. 27
176.12.145.37  |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 704
87. 68. 250. 83 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Too Many of the Sane Response Code (404) B ock 539
: . . D stributed Unhaut hori zed LRL Access on
75.126.122.176 |[Uhited Sates [147.237.76.86 [navy.idf.il v nawy. i df . i 1/994- 8613- hel navy. aspx. aspx Bl ock 462
46.19.86.105  |Israel 147.237.0.19 |madimatal .idf.il Too Mny of the Sane Response Qode (404) in Session from B ock 440
46.19. 86. 105
. . . Paraneter Type Mol ati on Qurrent Password in
31.154.145.40 |[Israel 147.237.77.243|mobi l e. i df . i | nobi | e. i df i |/ sachar/ changepassvor d Bl ock 418
} . . Uhaut hori zed URL Access to
75.126.122.176 |lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 330
: . . D stributed Unhaut hori zed LRL Access on
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v nawy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 242
68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 68.180. 228. 112 B ock 209
46.117.184. 2 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 46.117.184.2 B ock 187
66. 249. 69. 26 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66.249. 69. 26 B ock 164
37.142.64. 64 | srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Bl in nobile.idf.il/sachar/createaccount |Bl ock 143
188. 76. 156. 172 |Sain 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhauthori zed URL Access from 188. 76. 156. 172 B ock 132
149. 88.227. 152 |Israel 147.237.76.200|ei t an. aka. i df . i | Too My of the Sane Response Cbde (404) in Session from Bl ock 132
149. 88. 227. 152
66. 249. 69. 42 I srael 147.237.77.216|dover. i df . il Mil ti pl e Unauthorized URL Access from 66. 249. 69. 42 B ock 132
. . . Dstributed Paraneter Type Mol ation on
31.154.145.40 |lIsrael 147.237.77.243|mobi l e. i df . i | mobi | e. i df . i 1/ sachar/ changepassvor d par ameter Qurr ent Passvor d B ock 127
66.249.64.173 |lsrael 147.237.77.216|dover. i df .i |l Mil tipl e Unhaut horized URL Access from 66.249. 64. 173 B ock 110
66.249. 64.178 |Israel 147.237.77.216|dover . i df . il Mil ti pl e Unaut hori zed URL Access from 66.249. 64. 178 B ock 110
2.91.164. 61 Sudi Arabia  |147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from2.91. 164. 61 B ock 88
66. 249. 69. 34 | srael 147.237.77.216|dover.i df . il Mil tiple Unaut hori zed URL Access from 66.249. 69. 34 B ock 88
. . . D stributed Uhaut hori zed URL Access on
66. 249. 79. 25 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | e chi nuch. aka, i df i | /404, ht m Bl ock 88
46.229.164.99 |hited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 46. 229. 164. 99 B ock 77
81.17.31.214 Swtzerland |147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 77
. . D stributed Unhaut hori zed LRL Access on
176.106. 227. 2091 st ael 147.237.72.166 [aka. i df . i | wn aka. i df . i | / nai n/ gi yus/ aut henti cati onservi ce. asnx/ get userdet ai | s Bl ock &
46.229.164.98 |Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhaut horized URL Access from 46.229. 164. 98 B ock 66
m ny- kosher - kravi . i
77.125.162. 162 |[Israel 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 66
178. 150. 15. 158 |krai ne 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 66
2.91.164. 61 Saudi Arabia  |147.237.77.216|dover. i df . il Mil tipl e Admin B ocking from2.91.164. 61 B ock 55
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in wwy aka. idf.il/main/hone/ None 55
178. 150. 15. 158 |krai ne 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 178. 150. 15. 158 B ock 55
173.236.176. 119|United Sates |147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed URL Access from 173.236.176. 119 B ock 55
46. 19. 85. 66 I srael 147.237.77.74 [lawidf.il PHP At t enpt B ock 55
46.120.184.9 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 46. 120. 184. 9 B ock 55
66.249. 64. 154 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 55
46. 19. 85. 66 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 55
184.106.66.76 |lhited Sates |147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 184. 106. 66. 76 B ock 55
2.91.164. 61 Saudi Arabia  |147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 55
74.208.16.114 |Wnited Sates [147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 74.208. 16. 114 B ock 44
. . D stributed Whaut hori zed URL Access on
79.176.170. 187 I srael 147.237.72.166 [aka. i df . i | wwv aka. i df . i | / nai n/ gi yus/ aut henti cati onservi ce. asnx/ get userdetai | s B ock 44
m ny- kosher - kravi . i
79.178.214.152 |lsrael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 44
66.249. 64. 154 |l srael 147. 237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 44
: . . . D stributed Uhaut hori zed URL Access on
157. 55. 39. 20 Lhited Sates [147.237.76.147|chi nuch. aka.idf.il e chi nuch. aka, i df i | /404, htm B ock 44
109. 64. 182. 235 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 44
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 44
. . D stributed Uhaut hori zed URL Access on
109. 65. 116. 157 |l srael 147.237.72. 166 |aka. i df . i | vow aka, i df . |/ nai v i yus/ aut hent i cat i onservi ce. asmd get user det ai | s Bl ock 44
109. 160. 142. 20 |l srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut horized URL Access from 109. 160. 142. 20 B ock 44
. . DO stributed Uhaut hori zed URL Access on
77.126.166. 204 I srael 147.237.72.166 [aka. i df . i | vy aka. i df . i |/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get userdetai | s Bl ock 44
66. 249. 79. 25 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 33
} . . Unaut hori zed URL Access to
199. 16. 156. 125 |Uhited Sates [147.237.77.216|dover.idf .il v i i 1/5i p_storagel i1 es/ 5/ si ze220x0/ 17175 | pg B ock 33
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