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|Top Attackers | n DDoS- Def ence |

Attacker

Address

Address

Signature

Attacker ‘Target

Country

109. 201. 142. 53 Net her | ands 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 22
185. 89. 217. 233 Net her | ands 147.237.77.74 lawi of il :;]; handshake violation, first packet mot |4 21
8. 37.225. 77 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20
83.249. 181. 44 Sweden 147.237.77. 216 dover.idf.il 1}?; handshake viol ation, first packet mot |, 19
109. 60. 73. 197 Qodtia 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet mot |, 18
109. 201. 142. 53 Net her | ands 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 16
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 10
85. 64. 19. 137 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
185. 89. 217. 228 Net her | ands 147.237.77.74 lawidf.il I;]; handshake violation, first packet mot |, 7
46.31.103. 71 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
68. 180. 229. 178 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
8. 37.225. 135 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
185. 89. 217. 234 Net her | ands 147.237.77.74 lawidf.il I;]; handshake violation, first packet mot |, 5
95. 86. 100. 91 I srael 147.237.77. 216 dover.idf.il 1}?; handshake viol ation, first packet mot |, 4
207.46. 13. 141 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
8. 37.225. 135 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
8.37.225.77 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
95. 86. 80. 20 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
79.181.211. 125 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
8. 37.225. 224 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack _Con_Htp dr op 3
82.145. 219. 92 Eur ope 147.237.76. 86 navy.idf.il B ack List dr op 3
85. 250. 214. 228 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
93. 174. 93. 210 Net her | ands 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 forward 2
93. 174. 93. 210 Net her | ands 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 2
195. 62. 53. 168 Russi an Federation 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 2
195. 62. 53. 168 Russi an Federati on 147.237.0. 17 Imny- kosher-kravi . idf.i | ock-sp-traf 1 f orward 2
221.229.172.116 Chi na 147.237.76. 31 nakchal .idf.il JLM Under Attack _Con_Tcp drop 2
93.174. 93. 210 Net her | ands 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 forward 2
93.174. 93. 210 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 2
204.12.217. 4 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-trafl forward 2
93. 174. 93. 210 Net her | ands 147, 237.72. 156 anan.idf.il bl ock-sp-trafl forward 2
69. 30. 193. 253 Lhited Sates 147.237.76. 31 nakchal .i df.il bl ock-sp-traf 1 forward 2
63. 141. 231. 196 Lhited Sates 147.237.76. 200 eitan. aka. idf.il bl ock-sp-traf 1 forward 2
195. 62. 53. 168 Russi an Federation 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2
46. 19. 86. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
93.174. 93. 210 Net her | ands 147.237.77. 216 dover.idf.il bl ock-sp-trafl forward 2
123.249.0. 134 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under Attack Con_Tcp drop 2
93. 174. 93. 210 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 forward 2
185.94. 111. 1 Russi an Federation 147.237.76. 31 nakchal .idf.il B ack List drop 2
93.174. 93. 210 Net her | ands 147.237.0.17 lmny— kosher-kravi . idf.i |, ock-sp-traf1 forward 2
183. 60. 48. 25 Chi na 147, 237.76. 196 e.sviva.idf.il JLM Under Attack Con_Tcp drop 2
195. 62. 53. 168 Russi an Federation 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 forward 2
222.186. 34. 148 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under Attack_Con_Tcp drop 2
93.174. 93. 210 Net her | ands 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 forward 2
190. 230. 147. 253 Argentina 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet mot |, 2
93. 174. 93. 210 Net her | ands 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 2
204. 42. 253. 130 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il B ack List drop 2
93.174. 93. 210 Net her | ands 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 2




10-04-2016 to 10-05-2016

|Top Attackers In IPS|

Attacker Address |Attacker CGountr get Address |Site Sgnature

173. 234. 153. 122|United Sates 147.237.77.216|dover.idf .il C1000074: HITP. maj estic bot Per nirt 125
106. 38. 241. 106 |Chi na 147.237.77. 170 |maar achot . i df . i [|CL000071: HTTP: User Agent Sogou+web+spi der Per mt 37
106. 38. 241. 106 |Chi na 147.237.77.216|dover. i df .i | Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 34
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Per mt 28
91. 209. 51. 22 kr ai ne 147.237.77. 216 |dover. i df .l C1000074: HITP. maj estic bot Per nirt 22
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df . i| |CL000071: HTTP: User Agent Sogou+web+spi der Per nirt 16
141.8.132.78 gs::;”ion 147.237.77.216|dover. i df . il 1090: HITP. |1S .asp Source Gode Read Per nirt 12
89. 40. 28. 7 Romani a 147. 237.77. 216 |dover . i df . i | az:;:ablir:'irtp;/ Jooma JCE File Lpload Renote Cbde Execution B ock 10
89. 40.28.7 Romani a 147. 237.77. 216 |dover. i df . i | \2&0:;: ab'i-rlrirtp'y Jooma | mage Mnager fol der Renane Security Bypass g 9
106. 38. 241. 106 |Chi na 147.237.77.233|atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per nirt 8
91. 209. 51. 22 Wrai ne 147.237.72. 166 |aka. i df . i | C1000074: HITP. naj estic bot Per nit 5
173. 234. 153. 122|United Sates 147.237.77.74 [lawidf.il C1000074: HITP. maj estic bot Per nirt 4
162. 210. 196. 129|United Sates 147.237.77.216|dover.idf .il C1000074: HTTP. naj estic bot Per nirt 4
129.132.67.65 [Sntzerland 147.237.77.216|dover . i df . il 24910: HITP. Python urllib User-Agent Header B ock 3
62.210.250. 212 |France 147.237.72. 166 [aka. i df . i | C1000074: HITP. maj estic bot Per nirt 3
178. 154. 189. 202 :Zg::tnim 147.237.77.216|dover.i df .l 1090: HITP. 11S .asp Source Qode Read Per nirt 2
162. 210. 196. 97 |Uited Sates 147.237.77.216|dover.idf .l C1000074: HITP. maj estic bot Per nirt 2
62.210. 250. 212 |France 147.237.77. 216 |dover.i df.il C1000074: HITP. maj estic bot Per nirt 2
108.59. 8. 70 Wited Sates 147.237.77.216|dover . i df . il C1000074: HTTP. naj estic bot Per nirt 2
5.9.111. 70 Ger many 147.237.72. 166 [aka. i df . i | C1000074: HITP. maj estic bot Per nirt 2
199.58.86.209 |lhited Sates 147.237.77. 216 |dover.idf.i |l C1000074: HITP. maj estic bot Per nirt 2
106. 38. 241. 106 [Chi na 147.237.72. 156 |aman. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Per nit 2
173. 234. 153. 122|United Sates 147.237.72. 166 [aka. i df . i | C1000074: HITP. maj estic bot Per nirt 2
62.210. 148. 247 |France 147.237.77. 176 |nat pash. i df . i | |C1000074: HTTP: ngj estic bot Pernit 2
178. 154. 189. 204 :Zj;”ion 147.237.77. 216 |dover.idf.il 1090: HITP. 11S .asp Source Qode Read Per nirt 2
162. 210. 196. 129|Uhited Sates 147.237.76.42 |refuah.idf.il C1000074: HITP. maj estic bot Per nirt
69.30.198.242 |Lnited Sates 147.237.77.74 |lawidf.il C1000074: HTTP. maj estic bot Per nirt
37.9.122.201 gz::;”ion 147.237.77.216|dover. i df.i |l 1090: HTTP. 11S .asp Source Qode Read Per mt 2
108. 59. 8. 70 Lhited Sates 147.237.77.233|atal .idf .il C1000074: HITP. maj estic bot Per nirt 2
62.210. 247. 125 |France 147.237.77.216|dover. i df . il C1000074: HTTP. naj estic bot Per nirt 2
51.254.129.90 |France 147.237.77.216|dover.idf .l C1000074: HITP. maj estic bot Per nirt 2
106. 38. 241. 106 |Chi na 147.237.76.31 |nakchal .idf.il |CLO00071: HTTP:. User Agent Sogou+web+spi der Per mt 2
198. 245. 49. 215 |Canada 147.237.76.42 |refuah.idf.il C1000074: HTTP. naj estic bot Per nirt 2
173.208. 157. 186 |Lhited Sates 147.237.76.86 |[navy.idf.il C1000074: HTTP: naj estic bot Permit 2
51.255.194. 3 France 147.237.72. 166 [aka. i df . i | C1000074: HITP. maj estic bot Per nirt 2
89. 98. 142. 25 Net her | ands 147.237.72. 166 |aka. i df . i | C1000074: HTTP. ngj estic bot Per nirt 2
178. 154. 189. 201 gs::;”ion 147.237.77.216|dover. i df . il 1090: HITP. |1S .asp Source Gode Read Per nirt 2
162.210. 196. 97 |Uited Sates 147.237.72.166|aka. i df . i | C1000074: HTTP. naj estic bot Per nirt 2
62.210. 250. 212 |France 147.237.76.42 |refuah.idf.il C1000074: HITP. naj estic bot Per nit 2
198. 245. 49. 215 |Canada 147.237.77.216|dover.idf .l C1000074: HITP. maj estic bot Per nirt 2
173. 208. 157. 186|Uhited Sates 147.237.77.233|atal .idf.il C1000074: HTTP. naj estic bot Per nirt 2
54, 187. 255. 228 |[Lhited Sates 147.237.77. 176 |nat pash. i df . i| [24910: HTTP: Python urllib User-Agent Header B ock 1
123.126. 68. 119 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Per mt 1
106. 38. 241. 106 |Chi na 147.237.77.74 |lawidf.il C1000071: HTTP. User Agent Sogou+web+spi der Per nirt 1
85. 14. 244.113  |Ger many 147.237.72. 166 |aka. i df . i | C1000074: HITP. naj estic bot Per nit 1
193. 111. 140. 106|Ger many 147.237.72. 166 [aka. i df . i | C1000074: HITP. maj estic bot Per nirt 1
94.154.239.69 |Wkraine 147.237.72. 156 |aman. i df . i | C1000074: HTTP. naj estic bot Per nirt 1
69.30.198.242 |lhited Sates 147.237.77. 176 |mat pash. i df . i | |C1000074: HTTP: naj estic bot Permit 1
109. 201. 142. 53 |Net herl ands 147.237.77.216|dover.i df .l 24910: HITP. Python urllib User-Agent Header B ock 1
151.80.31.181 |France 147.237.77.216|dover.i df . il C1000146: HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address
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Gountry
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66.249.69. 235 |147.237.77.176|Wited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 73
46.19. 85. 61 147.237.77. 216 I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 48
46.120. 122. 219 (147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 8
146. 200. 148.0 |147.237.77.176 E?i;;gom nat pash. i df .i | Tehila - Perl LWP wth fake user agent 6
91.121.147.218 |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 6
91.121.78.198 |[147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 5
146. 200. 148.0 |147.237.77. 74 E;ir:;cci]om lawidf.il Tehila - Perl LWP with fake user agent 4
46.120.122.219 |147.237. 72. 166 I srael aka.idf.il Xenu Link S euth User Agent 4
84.108. 214. 219 |147.237.72. 166 |l srael akaidf.il Xenu Link Seuth User Agent 4
58.218. 200. 137 |147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 4
89. 40.28.7 147.237. 77. 216 |Romani a dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 154. 39. 188 |147.237.76.34 |Fance yohal an. i df . il ET SCAN Potential SSH Scan 3
84.108. 214. 219 |147.237.77. 216 |l srael dover . idf.il Xenu Link Seuth Wser Agent 3
58.218. 200. 137 |147.237.0.17 |China mny-kosher-kravi .idf.il1 |[ET SCAN Potential SSH Scan 3
195. 154. 39. 188 |147.237. 72. 167 |France i shurimaka.idf.il ET SCAN Potential SSH Scan 3
195. 154, 184. 122|147, 237. 77. 216 |France dover . idf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 2
195. 154. 39. 188 |147.237.76.39 |Fance nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 2
91.121. 143. 113 |[147.237. 77. 216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
5. 255. 90. 133 147.237.76. 200 |Netherl ands ~ |ei tan. aka.i df .i ET SCAN NVAP -sS wi ndow 1024 2
58.218. 200. 137 |147.237.0.16 |China ny- kosher -kravi . i df . il ET SCAN Potential SSH Scan 2
195. 154. 39. 188 |147. 237. 72. 217 |France eidf.il ET SCAN Potential SSH Scan 2
222.186.56.200 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
87.163.134.17 |147.237.0.33 |Germany idf.il ET SCAN Potential SSH Scan 2
109. 236.86. 32 |147.237.8.28 |Netherlands e nobile-ks.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
59. 67.64. 13 147.237.77. 179 |Chi na e.nazi.idf.il GPL SCAN nmap TCP 2
62.210. 124. 129 |147.237.77. 216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
58.218. 200. 137 [147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 2
195. 154. 53. 146 [147.237.0.15 |Rrance kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
109. 236.86.32 |147.237.0.34 |Netherlands  |tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 2
195. 154. 39. 188 |147.237.0.200 |Fance . i of . i | ET SCAN Potential SSH Scan 2
117.5.148.240 |147.237.77.216 |M etnam dover . idf.il Xenu Link Seuth User Agent 2
115 220.0.234  |147. 237, 76. 202 | i na ol ag,i i1 ET SI)AN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
208.100. 26. 228 |147.237.72.166 |Lhited Sates [akaidf.il ET SCAN NVAP -sS wi ndow 1024 2
195. 154. 39. 188 |147.237.0.19 |Fance madi matal .idf.il ET SCAN Potential SSH Scan 2
195. 154. 39. 188 |147.237.76. 42 |France refuah.idf.il ET SCAN Potential SSH Scan 2
5. 255. 90. 133 147.237.76. 202 |Netherlands  |e.hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 2
14.152. 59. 11 147. 237.72. 14 |China dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 2
91.121.78.198 |147.237.77. 216 |Fance dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 2
109. 236.86.32  |147.237.77.19 |Netherlands  [lawforumidf.il ET SCAN Potential WNC Scan 5900- 5920 2
195. 154. 39. 188 |147.237.76.30 |Fance hi nush. i df . i | ET SCAN Potential SSH Scan 2
222.186.56.200 |[147.237.0.33 |[China idf.il ET SCAN Potential WNC Scan 5900- 5920 2
62.210. 97. 79 147.237. 72. 166 |France aka idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
156. 202. 29. 57  |147. 237. 77. 216 |Egypt dover.idf.il ET V(BB SERVER Poi son Nul| Byte 2
109. 236.86.32  |147.237.77.235|Netherl ands ~ |[sviva.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
58.218. 200. 137 |147.237. 76. 197 |Chi na e. hinush. i df .i ET SCAN Potential SSH Scan 2
195. 154. 39. 188 |147.237.76. 44 |France e.refuah.idf.il ET SCAN Potential SSH Scan 2
58.218.200. 137 [147.237.76. 148 |hi na gqcenter. aka.idf.il ET SCAN Potential SSH Scan 2
40.114. 15. 49 147.237.76.86 |Lhited Sates [navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 236. 86.32  |147. 237. 77. 178 |Net her | ands e. mat pash. i df .i| ET SCAN Potential WNC Scan 5900- 5920 1
218.83.155.86 [147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
8. 37.225.224 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 454
8.37.225.135 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 354
8.37.225.77 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 343
79.181.211.125 |Israel 147.237.77.233|atal .idf.il  |Bad TOP sequence SN retransmt with i fferent moni tor  |223
w ndow scal e
Sreaming Engine: TGP Invalid i i sSi
85. 65. 4. 85 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Inval id segnent retransmssion. |, 120
Ret r ansn ssi on Packet dr opped.
212.143.142.56 |Israel 147.237.77. 216 [dover.idf.il |drop First packet isn't SN drop 117
. s SYNretransmt wth different .
200. 126. 135. 60 |Argentina 147.237.77.233|ata .idf.il  [Bad TCP sequence wi ndow scal & nonitor  |109
79.180.95.145 | srael 147.237.77. 234 |nal ag.if .11 |Bad TCP sequence SN retransmt wth i fferent monitor 108
W ndow scal e
141.0.12. 30 Nor way 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST moni t or 97
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 90
reamn ine: TCP Invali i i ssi
79.180.8.172  |Israel 147.237.77. 243 |rabit e i o1 | €AM NG Engine: TCP Invalid Jinvalid segrent retransmission. | op 69
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
77.126.58.14  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, 66
Ret r ansn ssi on Packet dr opped.
8.37.225. 224 Lhited Sates 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout nonitor |62
o SYNretransmt wth different .
77.127.4.101 I sr ael 147.237.76.42 |refuah.icf.il [Bad TCP sequence wi ndow scal & nonitor |60
Sreaming Engine: TGP Invalid i i ssi
2.53.54, 220 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. | o 60
Ret ransm ssi on Packet dr opped.
8.37.225. 135 Lited Sates 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST monitor |57
e SYNtACK retransmt wth .
79.183.75.130 |Israel 147.237.72.156 |anan.idf.il  |Bad TCP sequence di fferent w ndow scal e nonitor |57
8.37.225.135 Lhited Sates 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 55
79.183.75.130 |lsrael 147.237.72. 156 [anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 54
46. 31.103. 71 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 49
8.37.225. 77 Lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout nonitor |49
141. 226.218. 10 |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or 45
5. 29.190. 82 I srael 147.237.76.42 |refuah.idf.il |Bad TOP sequence S retransnt with different monitor |37
W ndow scal e
o SYNretransmt wth different .
109. 66.58. 1 I srael 147.237.76.42 |[refuah.idf.il [Bad TCP sequence vi ndow scal e monitor |36
Sreaming Engine: TGP Invalid i i ssi
77.126. 4. 39 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. | o 36
Ret ransnm ssi on Packet dr opped.
213. 6. 75. 166 (F;ajcis;i';'ja” Territory.|147. 237. 77. 176 |nat pash.i o . i1 |dr op First packet isn't SN drop 36
83.130. 246.83 |lsrael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 34
79.183.75.130 |Israel 147.237.72.156 |aman.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout alert 34
Sreaming Engine: TGP Invalid i i sSi
2.53.39. 39 I srael 147.237. 77. 243 |robi | e. i df . | 9 =9 Inval id segnent retransmssion. |, 33
Ret r ansn ssi on Packet dr opped.
5.22.134. 99 I sr ael 147.237.77.234|hal ag.idf.il [Bad TCP sequence I'nval i d ACK nunber nonitor |30
Sreamng Engine: TCP Invalid i i ssi
77.125.21.0  |israel 147. 237.76. 200 |6 tan. aka. i of . | 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
2.55.39. 152 I'srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |, 30
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.53.163.196  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
141. 226. 162. 169|i srael 147.237. 77. 243 |robi l e i df . i | 9 =g Invalid segnent retransmssion. |, 30
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.53.28.113  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. |, 27
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 197 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 24
46. 43. 88. 223 g‘ilcisgi':('ja” Territory.|147. 237. 77. 176 |nat pash.i o . i1 |dr op Frst packet isn't SN drop 24
Sreaming Engine: TGP Invalid i i sSi
1.39. 25. 210 I ndi a 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. |, 24
Ret ransn ssi on Packet dr opped.
46. 19. 86. 119 I sr ael 147.237.76.42 |refuah.idf.il |drop First packet isn't SN drop 23
187.61. 127. 153 |mrazil 147.237.77. 212 |e. dover. i df .1 |Geo- | ocat i on enf or cerent Geo-I ocat i on i nbound drop 23
enf or cenent
107. 167.106. 35 |Lhited Sates 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST moni t or 23
46. 19. 85. 20 | srael 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 23
Sreaming Engine: TGP Invalid i i sSi
46.19. 86. 93 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 21
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.230.92 |l srael 147. 237.77. 243 |mbi l e, i f . i1 9 =g Invalid segnent retransmssion. |, 21
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
134.196. 125. 83 |Thai | and 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 20
Ret ransni ssi on Packet dropped.
107. 167. 109. 199|thited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST nonitor |19
107.167.117.19 |[lhited Sates 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST monitor |19
107. 167. 109. 145|thited Sates 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST monitor |19
141.0. 13.88 Nor way 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST nonitor |18
185. 89. 217. 225 |Net herl ands 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 18
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A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
37.26.146.184 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 211
212.76.101. 151 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 170
176. 13. 249. 190 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 151
46. 19. 85. 69 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 146
37.26.147.202 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 132
2.53.143. 22 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 108
176. 13. 18. 62 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 86
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 86
46.19. 85. 159 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 85
2.53.155. 70 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 77
176.13.242.57 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 70
37.26.148.172 |[israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 67
84.108.232.212 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 56
85. 64.17. 132 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 48
79.180.14.216 |[Israel 147.237.0.19 [madi matal .idf.il Dstributed Suspici ous Response Code B ock 48
46. 19. 86. 205 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 37
37.26.148.132 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 32
116. 24. 250. 26  |Chi na 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 116. 24. 250. 26 B ock 30
37.26.148.219 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 29
109. 201. 142. 53 |Netherlands [147.237.77.216 |dover.idf.il Mil tipl e Unhauthorized URL Access from 109. 201, 142. 53 B ock 27
46.19. 86. 126 I srael 147.237.0.19 [madi matal .idf.il Dstributed Suspicious Response Code B ock 26
37.26.148.180 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 26
176. 13. 20. 47 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 21
84.109.102.53 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 84.109. 102. 53 B ock 19
2.53. 155. 247 | srael 147.237.77. 170 |maar achot . i df . i | Mil tiple Unaut hori zed URL Access from 2.53. 155. 247 B ock 19
116. 24.250. 26  |China 147.237.76.200|ei tan. aka.i df .i | Mil ti pl e Unaut hori zed URL Access from 116. 24. 250. 26 B ock 17
85.64.157. 242 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 85. 64. 157. 242 B ock 17
116. 24. 250.26 |China 147.237.77. 216 |dover. i df .i | Mil tipl e Unhaut horized URL Access from 116. 24. 250. 26 B ock 17
58. 253. 104. 227 |China 147.237.77. 216 |dover . i df . i | Ml tipl e Unhauthorized URL Access from 58.253. 104. 227 B ock 17
175.44.19.5 Chi na 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from175.44.19.5 B ock 17
95. 35. 95. 12 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 16
84. 95. 208. 20 I srael 147. 237.77. 226 \é\;IW\iI'ICharTat z. aka.l Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 15
79.180.183.24 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79. 180. 183. 24 B ock 14
84. 95. 208. 20 I srael 147.237.77. 216 |dover. i df .i | PHP Att enpt B ock 13
217. 132. 148. 187l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 12
116. 24.250.26  |Chi na 147.237.77. 176 |mat pash. i df . i | PHP At tenpt Bock (11
87.69.247.244 |israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 11
82. 166. 240. 201 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 11

Uhaut hori zed URL Access to

W nag. i df . i |/ 726- en/ pat zar . aspx2000kt ext / ht m 34445<di v
46.120.122. 219 |israel 147.237.77.74 [lawidf. il o lezjtngealt";;' mge i d > dy gsmnadnddmeigdte  aok |1

class="field-itemeven'>i df |aw review di v></ di v></di v>

3200: 00. 359ut f - 8
77.125.65.145 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ult : ?r(;fzf? . Lcja::_eggrcyizsnpﬁ(;tesll <t ohi | ddocunent </ 1362 Bock |11
37.26.149.140 [israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 10
79.177.37.124 |israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 9
2.53.39.39 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 8
190. 230. 147. 253|Argentina  |147.237.77. 216 |dover.i df . i | Unaut hori zed HTTP Met hod B ock 8
190. 230. 147. 253|Argenti na 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to waw idf.il/sip_storage/files/8/size220x0/ B ock 8
84. 95. 208. 20 I srael 147.237.77. 226 \(/j\;/wxil.lcharrat z.aka. | PHP At t enpt Bl ock 8
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 8
176.13.15.140 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from176. 13. 15. 140 B ock 7
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 7
46.19. 85. 28 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 7
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