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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 67. 13 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 12498
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 11644
66. 249. 69. 42 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 11342
17.142.152. 114 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10713
66. 249. 69. 26 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6950
41.254. 8. 231 Li byan Arab Janahiriya |147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3830
66. 249. 67. 6 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2069
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1532
81.137.247.232 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 708
37.26. 146. 196 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiati on-Q i dest - r eset 161
37.26. 146. 227 | srael 147. 237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 140
79.176.61. 72 | srael 147. 237. 72. 167 ishurimaka.idf.il |Anonal y-SS -renegotiation-Qi dest - r eset 118
80. 246. 136. 130 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-Ai dest - r eset 113
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 93
2.52.142. 53 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegotiation-Ai dest - r eset 89
109. 64. 219. 234 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiati on-Q i dest - r eset 84
77.125.11.7 | srael 147. 237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 77
37.26. 146. 206 | srael 147. 237. 72. 167 ishurimaka.idf.il |Anonal y-SS -renegotiation-Qi dest - r eset 75
46. 19. 85. 95 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-A i dest - r eset 63
149. 88. 148. 16 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 53
46. 19. 86. 55 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiati on-Q i dest - r eset 50
46.19. 85. 214 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiati on-Q i dest - r eset 49
2.54.51.189 | srael 147. 237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - reset 49
2.52.166. 122 | srael 147. 237. 72. 167 ishurimaka.idf.il |Anonal y-SS -renegotiation-Qi dest - r eset 43
46.19. 85. 194 | srael 147.237. 72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiati on-A i dest - r eset 42
46. 19. 86. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-Qi dest - r eset 33
80. 246. 136. 224 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiati on-Q i dest - r eset 24
141.0. 13. 15 Nor way 147.237.77.216 dover.idf.il SYN H ood out of context drop 24
79.182.192. 71 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 20

5. 102. 213. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 18
46. 19. 85. 25 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 17
37.26. 146. 163 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-Qi dest - r eset 17
109. 65. 110. 70 | srael 147.237.72. 167 i shurimaka.idf.il |Anomal y-SS.-renegotiati on-Q i dest - r eset 16
46.19. 86. 75 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegotiation-di dest - r eset 15
5.29. 8. 158 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
80. 179. 37. 165 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 12
61.178. 132. 35 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 11
46. 19. 86. 72 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 11
5.102. 254. 131 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 11
212.235. 20. 125 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegotiation-di dest - r eset 10
5.100. 127.0 Russi an Federation 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets drop 10
46.19. 86. 156 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-Qi dest - r eset 10
213.151. 53. 93 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 10
89. 139. 4. 108 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 10
109. 67. 116. 94 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegotiation-Ai dest - r eset 10
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
31.154.91. 165 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 8
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 8
2.54.147. 126 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
5.22.129. 217 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address Sgnature

85. 65. 55. 175 I srael 147.237.76.31 |nakchal .idf.il [Cl000004: HTTP. options nethod (M crosoft) B ock 9
109. 66. 182. 17 |l srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 4
85.136.227.77 |Spain 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variable Decl aration Evasion B ock 4
89. 19. 29. 90 Tur key 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declarati on Evasion B ock 4
213.179.60.10 [United Kingdom |[147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 4
94. 73. 145. 90 Tur key 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variable Decl aration Evasion B ock 4
64.31.44.3 Lhited Sates 147.237.77. 176 |mat pash. i df . i| |3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 2
41.141.179. 126 |Morocco 147.237.77. 216 |dover . i df . i | 2809: HITP. |1S TRACK Met hod B ock 2
213.247.63.11 |Netherl ands 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 2
37.142.96.135 |[Israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
216. 249. 104. 194|lhited Sates 147.237.76.31 |nakchal .idf.il |3808 HITP. SQ Injection Variable Declaration Evasion B ock 2
158. 85. 253. 245 |Uhited Sates 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variable Decl aration Evasion B ock 2
52.1.90. 117 Lhited Sates 147.237.77. 216 |dover.idf .il 13840: TLS (penSSL Heartbeat Packet B ock 2
79.182. 16. 40 I srael 147. 237.77. 170 |n@ar achot . i df . i 1{C1000004: HTTP. options method (M crosoft) B ock 2
31. 25. 240. 93 :Zj;”ion 147.237.77.233|atal .idf il \137:;:abm§ G\ Bash LR Paraneter Renote Code Bxecution B ock 1
162. 210. 196. 129|United Sates 147.237.72. 166 [aka. i df . i | C1000106: HTTP. maj estic bot B ock 1
82.102.170. 198 |l srael 147.237.77. 170 |maar achot . i df . i [|C1000004: HTTP: options nethod (M crosoft) Bl ock 1
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il C103: HITP. User Agent Sogou+web+spi der B ock 1
64.31.44.3 Lhited Sates 147.237.77. 176 |mat pash. i df . i| |5670: HITP: SQ Injection (SELECT) B ock 1
195. 154. 157. 47 |France 147.237.72. 166 |aka. i df . i | C1000106: HTTP. maj estic bot Bl ock 1
41.251.117. 146 |Morocco 147.237.77. 216 |dover . i df . i | 0361: HITP. Protected File Access (/etc/ passwd) B ock 1
68.48.156. 101 |lhited Sates 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 1
37.202.84. 64 Jordan 147.237.77.216|dover. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 1
198. 204. 234.50 |[lhited Sates 147.237.77.216|dover.i df . i | 9221: HITP. PUT Method Execution over HTTP/ \bDAV B ock 1
52.1.90. 117 Lhited Sates 147.237.72. 166 [aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
216. 249. 104. 194|Wnited S ates 147.237.76.31 |nakchal .idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 1
68.48.156.101 [lhited Sates 147.237.72. 166 |aka. i df . i | 3809: HITP: SQ Injection Evasion SQ Comment Ter minat or Bl ock 1
41.141.179.126 [Morocco 147.237.77. 216 |dover.idf . il 0361: HITP. Protected File Access (/etc/ passwd) B ock 1
210.75.99.11  |cnina 147.237.72. 166 |aka. i df . i | \lﬁlsr‘:::ab?ﬁrg PHP-C3 Qeery String Parameter Qommand Injection g o0 1
5.45.73. 22 Net her | ands 147.237.72. 166 |aka. i df . i | \1573;:%:-{1? AW Bash LR Paraneter Remote Code Bxecution Bl ock 1
158. 85. 253. 245 [lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
41.141.179.126 |Morocco 147.237.77. 216 |dover . i df . i | 16634: HTTP. Apache HTTP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
41.141.179.126 |(147.237.77. 216 |Mor occo dover.idf.il ET VEB SERER Script tag in LR, Possible Qross Site Scripting 117
At t enpt
41.141.179.126 |147.237.77. 216 [Mrocco dover i df .il PALI O OTHER script tag in R - likely cross-site scripting 117
at t enpt
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 90
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 67
41.141.179. 126 |(147.237.77. 216 |Mor occo dover.idf.il SQ Injection - Paranoid 30
41.141.179.126 |147.237.77. 216 [Mor occo dover.idf.il GPL WEB_SERVER / et ¢/ passwd 26
41.141.179.126 |(147.237.77. 216 |Mor occo dover.idf.il SERVER- WEBAPP / et c/ passwd fil e access attenpt 22
41.141.179. 126 |147.237.77. 216 |Morocco dover.idf.il ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 21
198.143.164.7 |147.237.77.216|Wited Sates dover.idf.il SQ Injection - Select From 13
213.179.60.10 |147.237.77.74 |United Kingdom [lawidf.il SQ Injection - Select Fom 12
89. 19. 29. 90 147, 237. 77. 233 | Tur key atal.idf.il SQ Injection - Select From 12
66.249.67.122  |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 10
213.247.63.11 |147.237.77.74 |Netherl ands lawidf.il SQ Injection - Select From 6
66.249. 67. 13 147.237.72. 166 |Wnited Sates akaidf.il ET SCAN NVAP -sA (2) 6
94. 73. 145. 90 147. 237. 72. 166 [Tur key aka.idf.il A Injection - Select From 6
216.249. 104. 194|147.237.76.31 |Lhited Sates nakchal .idf.il SQ Injection - Select Fom 6
66. 249. 69. 42 147.237.77. 216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 6
41.141.179.126 |(147.237.77. 216 |Mor occo dover.idf.il ET VEB—SER\/ER Possibl e CVE-2013-0156 Riby n Rails XM YAV 6
tag with !'ruby
85.136.227. 77 |147.237.77.74 |Sain lawidf.il SQ Injection - Select Fom 6
64.31.44.3 147.237.77. 176 |Lhited Sates nat pash. i df . i | SQ Injection - Select From 5
158. 85. 253. 245 [147.237.77.74 |Wited Sates lawidf.il A Injection - Select From 5
41.141.179. 126 |147.237. 77. 216 [Mor occo dover.idf.il SERVER WEBAPP awst ats access 5
68.48.156. 101  |147.237.72. 166 |Lhited Sates aka idf.il SQ Injection - Select From 4
66. 249. 65. 70 147.237.76.86 |Wnited Sates navy. i df .il ET SCAN NVAP -sA (2) 4
66. 249. 67. 6 147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 4
41.251.117. 146 |(147.237.77. 216 |Mor occo dover.idf.il GPL VB SERVER / et ¢/ passwd 3
182. 100. 67. 4 147.237.77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 3
182. 100. 67. 4 147. 237. 77. 233 [Chi na atal .idf.il ET SCAN Potential SSH Scan 3
176. 12, 148. 66 |147. 237 76. 30 |1 srael Hrush. i | ET DO5 Large amount of TCQP ZeroWndow - Possible Nkiller2 DDos 3
at t ack
182. 100. 67. 4 147.237.8.24 |China elifestyle.idf.il |ET SCAN Potential SSH Scan 3
182. 100. 67. 4 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 3
31.184.242.17 |147.237.77.216 E;jj:lnim dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 3
182. 100. 67. 4 147.237.8.50 [China e.tikshuv.idf.il |ET SCAN Potential SSH Scan 2
118.91.171.52  |147.237.77. 170 |Nepal naarachot.idf.il |ET SCAN Potential SSH Scan 2
118.91.171.52 |147.237.0.200 |Nepal mau, i df il ET SCAN Potential SSH Scan 2
91. 106. 48. 18 147.237.77.216|Irag dover.idf.il ET SCAN NVAP -sA (2) 2
188.138. 9. 51 147.237.8.27 |Ger many enadimatal .idf.i|[ET SCAN NVAP -sS wi ndow 1024 2
111.15.32. 71 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 2
218.87.111. 117 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 2
138.99. 48. 43 147. 237. 77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 2
94.102.48.194 |147.237.8.28 |Netherlands e.mobi | e-ks.idf.il |ET SCAN NVAP -sS wi ndow 1024 2
182.100. 67. 4 147. 237. 77. 205 |Chi na prisha idf.il ET SCAN Potential SSH Scan 2
66. 249. 64. 97 147.237.77. 170 |Wnited Sates nearachot.idf.il |ET SCAN NVAP -sA (2) 2
199. 203.59. 121 (147.237.0.35 |Israel akaws. i df il ET SCAN Potential SSH Scan 2
218. 65. 30. 23 147.237.0.19 [china nedi matal.idf.il |ET SCAN Potential SSH Scan 2
218. 65. 30. 23 147.237.77. 170 |Chi na mearachot.idf.il [ET SCAN Potential SSH Scan 2
111.15.32. 71 147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 2
91.238.214.90 |147.237.77.216|Uni ted K ngdom |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
182. 100. 67. 4 147. 237. 76. 199 |Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 2
218.87.111. 117 |147.237.8.27 |China e.madimatal .idf.i|ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
164. 138. 114. 142|l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 11592
82.102. 227. 151 (F;ajcis;iigjja” Territory: 147 237.77. 216 |dover.idf.i1 |drop First packet isn't SN drop 7234
212.76.97.137 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4324
41.42.150. 164 |Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3440
37.26.149.225 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2435
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2233
41.141.179. 126 |Morocco 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1314
70. 39. 186. 40 Satellite Provider 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 983
66.249.69.26  |ited Sates 147, 237. 77, 216 |dover iar i1 || S2M NG Engine: TGP | nvalid invalid segnent retransnissi on drop 918
Ret r ansni ssi on Packet dr opped.
66.249.69.42  |nited Sates 147.237.77. 216 |dover. i 11 | €3MNG Engine: TP Invalid |invalid segnent retransmssion. |, o, 913
Ret r ansni ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 906
66.171.228.39 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 898
66.249.69.34  |UWited Sates 147237, 77. 216 |dover i i1 || @M NG Engine: TCP Invalid invalid segnent retransnission drop 826
Ret r ansni ssi on Packet dr opped.
77.125.8.42 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 663
194.90.37.56  |Israel 147. 237.76. 200 [ei tan. aka i of .|| SN NG Engi ne: TP Invalid |invalid segnent retransmssion. |, o, 627
Ret r ansni ssi on Packet dr opped.
84.228.205.93 |Israel 147, 237.76. 200 |ei tan. aka i o | | SN Engine: TP Inval id Jinvalid segnent retransnissi on drop 609
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 536
2.54.149. 225 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 527
2.54.131. 32 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 525
185. 18. 206. 194 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 520
84.108. 5. 27 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 492
77.125.161. 207 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 486
95.86.127. 174 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 485
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 461
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 450
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 431
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 412
46.19. 85. 81 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 398
213.57.173.187 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 397
89. 138. 220. 185 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 345
95. 86. 82. 118 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 328
37.140.188.78 |Russian Federation 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 303
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 280
66. 249. 81. 215 |Russi an Federation 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 261
66.249.81.218 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 258
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 253
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 248
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 245
17.142.148.12 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 241
77.126.220. 208 I srael 147.237.77.233|atal .idf.il  [Bad TCP sequence mdﬁr:c”aslnlt Wth dfferent moni tor 241
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 233
95. 86. 73. 111 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 229
91.228.167.109 [ ovakia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 224
213.57.135. 111 [Israel 147.237.72. 166 |aka.idf.il  [Bad TCP sequence mﬁtrs\:;ﬁ?c;gth moni tor  |221
207.46.13.166 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 211
79.67.0.114 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 209
2.54.141.50 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 209
87.68.33.205  |israel 147.237.76. 200 [ei ten. aka i . | CAM NG ENgine: TP Inval id Jinvalid segnent retramsmssion. | oo 204
Ret r ansni ssi on Packet dr opped.
79. 180. 149. 159 |Israel 147, 237, 76. 200 e tan. aka i of || 2 NG Engine: TCP Invalid invalid segnent retransnission drop 201
Ret r ansni ssi on Packet dr opped.
87.68.49.108 [l srael 147, 237.76. 200 |ei tan. aka i o | | S NG Engine: TQP Inval id Jinvalid segnent retransnissi on drop 201

Ret r ansm ssi on

Packet dropped.
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Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
2.52.35.216 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 5744
176.13.9.126  [Israel 147.237.0.19 |nadimatal .idf.il I‘;g '\g%.olfzéhe Sane Response (pde (404) in Session from Bock  [3554
80. 246. 136.40 I srael 147.237.0.19 |nadi matal .idf.il ;g?ztgyl;; de Sane Response (pde (404) in Session from Bock  |3541
84. 110. 35. 92 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2581
5.28.149.128 | srael 147.237.0.19 |nadi matal .idf.il Eg;ﬁ%_o{z;he Sane Response (bde (404) in Session from Bock  |2081
176.13.16. 82 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 2020
31.154.174.53 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 1903
176.13.16. 186 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 1623
80.246.136.28 | srael 147.237.0.19 |madimatal .idf.il ;g‘l)zlfgfyl;é. ;26 Sane Response (bde (404) in Session from B ock 1474
46.19. 86. 179 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 1221
80. 246. 139. 208 |l srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 990
80.246.139.16 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 877
46.19. 86. 249 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 846
185.32.179.26 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 816
194. 90. 15. 61 I srael 147.237.72.167|i shurimaka. i df .i | Dstributed Too Many of the Sane Response Code (404) B ock 616
176.13.16.186 |l srael 147.237.0.19 |nadi matal .idf.il Bg_'\g_'ylglgge Sane Response (bde (404) in Session from Bock  [539
80. 246. 139. 226 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Sane Response Code (404) B ock 440
Uhaut hori zed URL Access to
84.111. 36. 84 I srael 147.237.72. 166 [aka. i df . i | w aka. i df . i |/ wander bur st - a. akanai hd. net/ a24/ uti| s/j s/ wanderburstly |B ock 427

93ywbkzxj i dxj zdc1hl nf r ywLlhawhkl nsl dc9hnj 277

75.126. 122. 176 | !€d 147.237.76.86 |navy.idf.il thautt hori zed URL Access to Hock  [396

Sates waw, navy. i df . i | /994- 8613- he/ navy. aspx. aspx
104. 217. 216. 156 g“;:s 147.237.0.15 |kosher-kravi.idf.il |Miltiple Wauthorized URL Access from 104.217.216. 156 B ock 385
104. 217. 216. 156 g"alt:g 147.237.77.74 [lawidf.il Mil ti pl e Waut hori zed UR. Access from 104. 217. 216. 156 Bl ock 385
104. 217. 216. 156 g“;:s 147.237.76.86 |navy.idf.il Mil tiple Unaut hori zed URL Access from 104.217. 216. 156 B ock 385
84.109. 209. 243 I srael 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bock  |374
84.109. 209. 243
41.141.179. 126 |Morocco 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from41l. 141. 179. 126 B ock 374
104. 217. 216. 156 ;h;:ee: 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unhaut hori zed URL Access from 104. 217. 216. 156 Bl ock 363
Lhi ted . . DO stributed Unaut hori zed URL Access on
75.126.122.176 o 147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx B ock 362
185.32.179.17 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 359
66. 249. 69. 42 I srael 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut horized URL Access from 66.249. 69. 42 Bl ock 352
84. 228. 205. 93 | srael 147.237.76. 200 |ei tan. aka. i df .i | Too Many of the Sane Response (ode (404) in Session from B ock 341
84, 228. 205. 93
68. 180. 228. 112 g"alt:g 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 112 Bl ock 341
104. 217. 216. 156 g“;:s 147.237.76.200(ei tan. aka. i df . il Mil ti pl e Unaut hori zed URL Access from 104. 217. 216. 156 B ock 286
104. 217. 216. 156 g"alt:g 147.237.72. 156 [anan. i df . i | Mil ti pl e Waut hori zed UR. Access from 104. 217. 216. 156 Bl ock 286
104. 217. 216. 156 g“;:s 147.237.77. 176 |nat pash. i df . i | Mil tiple Unauthorized URL Access from 104.217.216. 156 Bl ock 275
104. 217. 216. 156 g"alt:g 147.237.77.233|atal .idf.il Mil ti pl e Waut hori zed UR. Access from 104. 217. 216. 156 Bl ock 275
Lhi ted www. chanat z. aka. i d , _
104. 217. 216. 156 Sates 147.237.77. 226 £l Mil ti pl e Unaut hori zed URL Access from 104. 217. 216. 156 B ock 275
66. 249. 69. 34 I srael 147.237.77. 216 |dover.idf .i | Mil tipl e Unaut hori zed URL Access from 66.249. 69. 34 B ock 209
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut horized URL Access from 66. 249. 69. 26 Bl ock 198
41.42.150.164 |Egypt 147.237.77. 216 |dover.i df .i | Post Request - Mssing Content Type from 41.42. 150. 164 B ock 196
80.246.140.29 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 187
185.32.179.89 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 154
79.180.54. 215 | srael 147.237.72. 166 |aka. i df . i | Too My of the Sane Response Cbde (404) in Session from Bock  [143
79. 180. 54. 215
46.19.85.235  |israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Cbde (404) in Session from Bock  [121
46. 19. 85. 235
Lhi ted . . D stributed Lhauthorized URL Access on
72.9.148.10 Sates 147.237.76.86 |[navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 110
m ny- kosher - kravi . i _ ,
176. 12. 146. 221 |l srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 88
. . . Paraneter Type M ol ation Qurrent Password in
84.108.69.194 [Israel 147.237.77.243|nobi | e. i df . i | nobi | e. i df i | / sachar/ changepassvor d B ock 88
80.246.139.85 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 77
109.67.111. 229 |Israel 147.237.76.86 |navy.idf.il thauthori zed URL Access to Bock |77

W navy. i df . i1/resourcel userfol | ow esource/ creat e/

. . . D stributed Lhaut hori zed URL Access on
66. 249. 64. 75 I srael 147.237.76.200|ei tan. aka. i df . i | v ei tan. aka i df . i |/ shar ed aj ax/| i ght boxredi agal | ery. aspx B ock 77

Lhi ted ] ] Uhaut hori zed URL Access to
199.16. 156. 125 Sates 147.237.77. 216 dover . i df . i1 ww i df . i | /sip storagelfil es/ 5/ si ze220x0/ 17175. j pg B ock 66
50. 63. 8. 35 g];::: 147.237.72. 166 [aka. i df . i | Mil tiple Wauthori zed UR. Access from 50. 63. 8. 35 Bl ock 55
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