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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Ste | Message |Name | Devi ce Action |Count |
0.0.0.0 147.237.77.216 |dover.idf.il SYN H ood JLM Uhder Attack Syn Htp chal | enge 11625
0.0.0.0 147.237.77.216 |dover.idf.il SYN Fl ood JLM Lhder Attack Syn Htps chal | enge 1489
0.0.0.0 147.237.72. 14 dover.idf.il (ol d) SYN H ood JLM Unhder _Attack _Syn Htp chal | enge 660
0.0.0.0 147.237.77.216 |dover.idf.il SYN Fl ood Frk _Under Attack Syn Htp chal | enge 348
0.0.0.0 147.237.72.166 |aka.idf.il SYN H ood Frk_Under _Attack Syn Htp chal | enge 52
82.102.141.251 |[Israel 147.237.72.166 |aka.idf.il Invalid TGP H ags drop 24
87. 68. 92. 86 | srael 147.237.72.156 |anan.idf.il Anonal y- SSL-renegoti ation-d i drop 21
0.0.0.0 147.237.72. 14 dover.idf.il (ol d) SYN H ood Frk_Unhder Attack Syn Htp chal | enge 21
82.102. 141. 198 |l srael 147.237.72.166 |aka.idf.il Inval id TGP H ags dr op 20
10.0.0.1 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 18
82.102. 141. 213 |lsrael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 17
82.102.141.195 [Israel 147.237.72.166 |aka.idf.il Invalid TGP H ags drop 16
109. 64. 59. 127 | srael 147.237.72.166 |aka.idf.il Invalid TGP H ags drop 14
0.0.0.0 147.237.77.176 |natpash.idf.il SYN H ood Frk_Unhder Attack Syn Htp chal | enge 13
192. 168. 2. 101 147.237.77.216 |dover.idf.il SYN H ood out of context drop 12
209. 221.224.34 |Whited Sates 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 12
114.79. 19. 68 | ndonesi a 147.237.72.14  |dover.idf.il (ol d) Bl ock | p_ Vb In drop 12
75. 39. 128. 142 Lhited Sates 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 12
192. 168. 1. 101 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 12
82.102. 141. 197 |lsrael 147.237.72.166 |aka.idf.il Invalid TGP H ags drop 11
0.0.0.0 147.237.77.216 |dover.idf.il HITP Page Fl ood Attack drop 10
82.102. 141. 193 |lIsrael 147.237.72.166 |aka.idf.il Inval id TGP H ags dr op 10
0.0.0.0 147.237.72.166 |aka.idf.il SYN H ood Frk_Unhder Attack _Syn Htps chal | enge 10
82.102. 141. 249 |[Israel 147.237.72.166 |aka.idf.il Invalid TGP H ags drop 9
66. 249. 78. 152 Lhited Sates 147.237.72.166 |aka.idf.il TCP handshake vi ol ation, first packet not syn drop 9
10. 0. 0. 15 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 8
82.102. 141. 211 |lIsrael 147.237.72.166 |aka.idf.il Inval id TGP H ags dr op 8
82.102. 141. 255 |lIsrael 147.237.72.166 |aka.idf.il Inval id TGP H ags dr op 7
82.102. 141. 218 |lsrael 147.237.72.166 |aka.idf.il Invalid TGP H ags drop 7
109. 65. 138. 86 | srael 147.237.72.166 |aka.idf.il Bl ock Up Al Nets drop 7
84.108.217. 157 |lsrael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 6
82.102. 141. 208 |l srael 147.237.72.166 |aka.idf.il Invalid TGP H ags drop 6
192. 168. 1. 103 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 6
77.126. 73. 205 | srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 6
87. 68. 35. 16 | srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 6
0.0.0.0 147.237.77.216 |dover.idf.il SYN Fl ood Frk Unhder Attack Syn Htps chal | enge 6
75. 39. 128. 142 Lhited Sates 147.237.77.216 |dover.idf.il SYN H ood out of context drop 6
0.0.0.0 147.237.0. 34 tikshuv.idf.il SYN Fl ood Frk Under Attack Syn Htp chal | enge 6
109. 66. 161. 210 |l srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 6
82.102. 141. 221 |lsrael 147.237.72.166 |aka.idf.il Inval id TGP H ags drop 6
87. 68. 27. 190 | srael 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 5
79.177. 145. 47 | srael 147.237.72.166 |aka.idf.il Invalid TGP H ags drop 5
82.102. 141.212 |lsrael 147.237.72.166 |aka.idf.il Invalid TGP H ags drop 5
174. 240. 0. 26 Lhited Sates 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 5
0.0.0.0 147.237.77.226 |ww chamat z. aka.idf.il SYN Fl ood Frk Under Attack Syn Htp chal | enge 4
213. 57. 230. 59 | srael 147.237.72.156 |anan.idf.il Anonal y- SSL-renegoti ation-d i drop 4
183. 178. 63. 88 Hong Kong 147.237.76. 31 nakchal .idf.il Bl ock_Udp All _Nets drop 4
0.0.0.0 147.237.77.233 |atal.idf.il SYN Flood Frk Under Attack Syn Htp chal | enge 4
82.102. 141. 220 |lsrael 147.237.72.166 |aka.idf.il Inval i d TGP H ags drop 4
192. 168. 0. 102 147.237.77.216 |dover.idf.il SYN H ood unverified cooki e drop 4
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

dte

7120: TCP. Segnent Overlap Wth Dfferent Data, e.g.,

Fagrout e

77.126.92.96  |Israel 147.237.0.34 |tikshuv.idf.il B ock 17
Fagrout e
213.8.194.56 [ srael 147.237.72. 166 |aka.i df .i 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., B ock 6
Fragrout e
93.172.19. 167 I srael 147.237.72. 166 |aka.idf.il 1106 HITP. 11S..%c BEnhcoded \ in LR Perm t 6
61. 145. 166. 221 |Chi na 147.237.77.74 |lawidf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 4
202.90.78.223  |French Pol ynesia 147. 237.72. 166 |aka i df .i1 Zrlggrm;f Segrent Qerlap Wth Dfferent Data, e.g., B ock 4
49.50. 8. 80 | ndonesi a 147. 237. 77. 216 | dover . i of . i 13248: HITP. Joomia JCE File Lpload Remote (ode Bxecution o 3
Wl nerability
84.108.35.14  |israel 147.237.0.34 |tikshwv.idf.il |20 TP Segnent Qverlap With Dfferent Data, e.g., B ock 3
Fagrout e
87.69. 11. 45 I srael 147.237.72. 166 |aka i df .i 7120: TCP. Segrent Qverlap Wth Dfferent Data, e.g., B ock 2
Fragrout e
84.111.110.31 [ srael 147. 237. 72. 156 |anan. i df . i 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., B ock 2
Fragrout e
109. 64.35.223  |Israel 147. 237. 77. 216 | dover . i of . i Zrlazgm;f Segnent Qverlap Wth Dfferent Data, e.g., B ock 2
67.192.232.130 |Lhited Sates 147.237.77. 176 |nat pash.i df . i | Q041: HITP. Access to - index. php?opti on=comjce Bl ock 2
37.236.158.211 |lraq 147.237.77. 216 |dover.idf.il 12618: HITP. \WbQ ui ser Mul nerability Scanner B ock 1
93.173. 254. 165 |l srael 147. 237. 77. 170 |naar achot . i df . i gligm;f Segrent Qverlap Wth Different Data, e.g., B ock 1
203.171.235.52 |Chi na 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 1
84.111.91.231 |israel 147.237.72.14 |dover.idf.il(old) |20 T Segnent Qverlap With Dfferent Data, e.g., B ock 1
Fragrout e
79.179.142.89 |Israel 147.237.72. 166 |aka i df .i 7120: TCP. Segnent Qverlap Wth Dfferent Dita, e.g., B ock 1
Fragrout e
178, 215. 219. 119 Pal est'l nian Territory, 147. 237.77. 176 |nat pash. i of . | 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., B ock 1
Qccupi ed Fragrout e
109. 64.35.223  |Israel 147.237.76. 42 |refuah.ic. il 7120: TCP. Segnent Qverlap Wth Dfferent Dita, e.g., B ock 1
Fragrout e
213.57.121.21 [ srael 147.237.72. 166 |aka.i dof . 7120 TP Segent Qverlap With Dfferent Data, e.g., B ock 1
Fragrout e
185. 4.227.194  |Turkey 147.237.77.19 |lawforumidf.il |Q098: Bl ock - dns poi soni ng B ock 1
84.94.171. 163 |israel 147. 237. 72. 166 |aka. i df . | 7120. TP Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
112. 208. 187. 77 |Phili ppi nes 147.237.72. 14 |dover.idf.i1(ol d) zrlzgm;f Segrent Qerlap Wth Different Data, e.g., B ock 1
75.101.243. 125 |lLhited Sates 147.237.77. 216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
46.19.85.222  |Israel 147.237.76.31 |nakchal .idf.il ;lsgrmlf Segrent Qverlap Wth Different Data, e.g., B ock 1
93.174.94.139 |Net herl ands 147.237.76. 177 |ncore.idf . il 13840: TLS (penSSL Heartbeat Packet B ock 1
208. 80. 194. 127 |United Sates 147. 237. 77. 216 | dover . of . i Zrlazgm;f Segnent Qverlap Wth Dfferent Dita, e.g., B ock 1
81.218.202.88 |Israel 147. 237. 72. 166 |aka. i of . i | 7120: TCP: Segrent Qerlap Wth Different Data, e.g., B ock 1
Fagrout e
180.220.9.77  |3apan 147. 237. 77. 170 |nmar achot . i of . i Zrlazgm;f Segrent Qverlap Wth Different Data, e.g., B ock 1
54.221. 166. 250 |United Sates 147. 237. 77. 216 |dover. i df . 13840: TLS (penSS. Heartbeat Packet B ock 1
88.115. 14.134 |Finland 147. 237. 77. 216 | dover. i of . i1 7120: TCP: Segrent Qerlap Wth Different Data, e.g., B ock 1
Fragrout e
213.175.137.70 |Stellite Provider 147.237.0. 15 kosher-kravi.idf.ilg'gg;olc? Segrent Qverlap Wth Different Data, e.g., B ock 1
185. 27. 104. 101 |Israel 147. 237. 77. 216 |dover . i of . i | 7120: TCP: Segrent Qerlap Wth Different Data, e.g., B ock 1
Fragrout e
84.94.184.138 |israel 147. 237. 72. 166 |aka. i df . | 7120. TP Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
132. 66. 222. 158 |Israel 147.237.72. 166 |aka.i df .i 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., B ock 1
Fragrout e
46.116. 109. 120 |israel 147. 237. 72. 166 |aka. i df . | Zrlggrolf Segrent Qverlap Wth Different Data, e.g., B ock 1
93.174.94. 140 |Net herl ands 147.237.77.179e.nazi .idf . il 13840: TLS (penSSL Heartbeat Packet B ock 1
84.228.18.132 |l srael 147.237.77.74 |lawidr.il 7120: TGP Segrent Qerlap Wth Different Data, e.g., B ock 1
Fagrout e
82.102. 141. 208 [l srael 147.237.72. 166 |aka.i df .i Zrlsgrm;f Segrent Qverlap Wth Different Data, e.g., B ock 1
185. 4. 227.194  |Turkey 147.237.0.34 |tikshuv.idf.il Q98: Bl ock - dns poi soni ng B ock 1
109. 64.56.130  |Israel 147.237.72. 166 |aka i df .i 7120: TCP. Segrent Qverlap Wth Different Dita, e.g., B ock 1
Fragrout e
2.54.51. 28 I'srael 147. 237.72. 166 |aka.i df .i1 7120: TCP: Segrent Qerlap Wth Different Data, e.g., B ock 1
Fagrout e
213.175.137.70 |Satellite Provider 147.237.0.19  |nadi matal .icf. il Zrlazgm;f Segnent Qverlap Wth Dfferent Data, e.g., B ock 1
89.248. 161. 15 |Nether | ands 147. 237. 72. 156 |anan. i df .1 | 13840: TLS (penSS. Heartbeat Packet B ock 1
195.195.176.1 |United Kingdom 147. 237. 77. 216 | dover. i of . i1 zrlzgm;f Segrent Qerlap Wth Different Data, e.g., B ock 1
79.179.19.134 |israel 147. 237. 72. 166 |aka. i df . | 7120. TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
149.78.2.223  |israel 147.237.72. 166 |aka.i df .i 7120 TP Segnent Qverlap Wth Dfferent Data, e.g., B ock 1
Fragrout e
46.116.115.62 |Israel 147. 237. 72. 166 |aka. i df . | 7120. TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
93.174.94. 141  |Net herl ands 147.237.8.45 |e.eitan.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
84. 229. 180. 246 || srael 147.237.72. 166 |aka i df .i 7120: TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
213.8.194.56 [l srael 147.237.77. 216 |dover. i df .i | 7120. TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
80. 74. 98. 102 | srael 147.237.77.216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 397
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LVP wth fake user agent 149
79.177. 145. 47 | srael 147.237. 72. 166 aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 20
66. 249. 69. 6 Lhited Sates 147.237.77. 234 hal ag.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 14
66. 249. 69. 245 Lhited Sates 147.237.77. 234 hal ag.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 12
66. 249. 69. 23 Lhited Sates 147.237.77.234 hal ag.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 11
184. 168. 134. 150 Lhited Sates 147.237.76. 42 refuah.idf.il Tehila - Perl LVWP wth fake user agent 4
104. 192. 103. 3 147.237.77. 226 wn chanat z. aka. i df . i | SERVER- WEBAPP Set up. php access 2
49. 50. 8. 80 | ndonesi a 147.237.77. 216 dover.idf.il Tehila - Perl LVP wth fake user agent 2
46.19. 86. 129 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
46.120. 129. 114 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
168. 63. 200. 167 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
46. 116. 237. 165 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
128. 103. 64. 112 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Tehila - Perl LW wth fake user agent 2
85. 64. 216. 14 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
80. 246. 133. 185 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
84.108. 106. 47 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
2.54.58.13 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
79.181.119. 228 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
79. 179. 50. 60 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
109. 186. 91. 20 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
104. 192. 103. 3 147.237.77. 234 hal ag.idf.il SERVER- WEBAPP Set up. php access 2
149. 78. 124. 193 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
89. 139. 83. 74 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
46.117. 221.59 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
128. 103. 64. 112 Lhited Sates 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 2
93.174. 94. 141 Net her | ands 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 2
84. 109. 89. 96 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
212.179. 243. 24 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
2.54.174. 54 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
83.130. 113. 27 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
79. 183. 125. 35 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
2.54.18. 126 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
59. 106. 108. 116 Japan 147.237.72. 14 dover.idf.il (ol d) Tehila - Perl LVWP wth fake user agent 2
79.179.109. 110 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
93.172. 190. 252 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
79.178.137. 64 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
109. 64. 60. 185 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
89. 248. 161. 13 Net her | ands 147.237.72. 217 eidf.il ET SCAN NVAP -sS w ndow 1024 1
221. 143. 48. 200 Korea, Republic of 147.237.0. 17 m ny- kosher -kravi .i df . il ET SCAN NVAP -sS w ndow 1024 1
79.138. 70. 153 Sweden 147.237.0. 35 akaws. i df .il ET SCAN Potential SSH Scan 1
192. 99. 44, 25 Canada 147.237.72. 14 dover.idf.il (ol d) ET WEB SERVER Fake Googl ebot UA 1 | nbound 1
5.199. 172. 36 Li t huani a 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
125. 16. 69. 198 Indi a 147.237.0. 200 ndu.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 161. 63 Net her | ands 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
82. 147.214. 162 Saudi Arabi a 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
202. 29.213. 109 Thai | and 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
54.247.122. 220 Irel and 147.237.72. 166 aka.idf.il ET WEB SERVER PHP Orawl er 1
153. 122. 48. 158 Japan 147.237.77. 227 e. hanaz.idf.il ET SCAN NVAP -sS w ndow 3072 1
1.93.22. 64 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry| Target Address ‘S te ‘ Message
212.179.61. 124 |lsrael 147.237.77. 216 |dover.idf.il drop drop 4008
81.144.138.34 |Wnited Kingdom |147.237.77.216|dover.idf.il drop drop 2380
109. 64. 102. 220 |l srael 147.237.77. 216 |dover.idf.il dr op drop 2093
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il drop drop 1358
84.228.96.133 |lIsrael 147.237.77. 216 |dover.idf.il dr op drop 925
213.151.55. 110 |lsrael 147.237.77. 216 |dover.idf.il drop drop 737
89. 69. 213. 23 Pol and 147.237.77. 216 |dover.idf.il drop drop 712
192. 249. 64. 102 |[Lhited Sates 147.237.77. 216 |dover.idf.il dr op drop 706
209. 251. 200. 246|Lhited S ates 147.237.77. 216 |dover.idf.il dr op drop 689
212.116.173. 226|l srael 147.237.77. 216 |dover.idf.il drop drop 534
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il dr op drop 502
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop drop 455
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il drop drop 404
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il drop drop 396
15. 203. 169. 126 |Eur ope 147.237.76.42 |refuah.idf.i dr op drop 364
212.76.107. 128 |Israel 147.237.77. 216 |dover.idf.il drop drop 346
77.125.92.231 |lsrael 147.237.77. 216 |dover.idf.il dr op drop 301
77.75.73.17 Czech Republic |147.237.77.216 |dover.idf.il drop drop 241
46.229. 164. 102 |Lhited Sates 147.237.77. 216 |dover.idf.il|SAMrul e drop drop 219
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il drop drop 188
46.114.52.8 Ger many 147.237.77. 216 |dover.idf.il dr op drop 186
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop drop 157
68. 180. 224. 228 |lhited Sates 147.237.77. 216 |dover.idf.il dr op drop 155
138.51.76.114 [Canada 147.237.77. 216 |dover.idf.il drop drop 153
66.249.78.165 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op dr op 152
66.249.78.172 |lhited Sates 147.237.77. 216 |dover.idf.il dr op drop 140
84.215.175.40 |Nor way 147.237.77. 216 |dover.idf.il dr op drop 138
2.54.42. 88 | srael 147.237.77. 216 |dover.idf.il drop drop 135
82.102. 141. 217 |lsrael 147.237.77. 216 |dover.idf.il dr op drop 134
178. 62. 50. 88 Net her | ands 147.237.77. 216 |dover.idf.il dr op drop 131
77.188.27. 147 |Ger many 147.237.77. 216 |dover.idf.il drop drop 130
41.135. 182. 194 |South Africa 147.237.77. 216 |dover.idf.il drop drop 128
84.109. 136. 244 |israel 147. 237. 72. 166 |aka i df i1 Inval id segnent retransmssion. Packet Sream ng Er_19i ne TP Invalid drop 123
dr opped. Ret r ansni ssi on
84.109. 136. 244 |1 srael 147 237.72. 166 laka i df il Invalid segnent retransnission. Packet Srean'nng EQgi ne: TP Invalid 123
dr opped. Ret r ansni ssi on
31.6.62.29 Uni ted Ki ngdom |147.237.77.216|dover.idf.il dr op drop 116
109. 160. 184. 38 |l srael 147.237.77. 216 |dover.idf.il drop drop 116
5.71.14.186 Uni ted Kingdom [147.237.77.216 |dover.idf.il drop drop 116
71. 106. 215. 55 Lhited Sates 147.237.77. 216 |dover.idf.il drop drop 102
70. 208. 76. 80 Lhited Sates 147.237.77. 216 |dover.idf.il drop drop 94
90. 195. 246. 104 |Wnited Ki ngdom |147.237.77.216|dover.idf.il drop drop 92
66. 87.124. 93 Lhited Sates 147.237.77. 216 |dover.idf.il dr op drop 90
70.51.217.236 |Canada 147.237.77. 216 |dover.idf.il drop drop 81
66.87.151. 139 |lhited Sates 147.237.77. 216 |dover.idf.il dr op drop 81
89. 139. 48. 26 | srael 147.237.77. 216 |dover.idf.il dr op drop 81
207. 46. 13. 35 Lhited Sates 147.237.77. 216 |dover.idf.il drop drop 79
157.55.39.250 |lhited Sates 147.237.77. 216 |dover.idf.il drop drop 75
66. 249. 93. 8 Lhited Sates 147.237.77. 216 |dover.idf.il dr op drop 73
105. 237. 148. 196|South Arica 147.237.77. 216 |dover.idf.il drop drop 73
95. 31. 134. 142 gz:;;r: on 147.237.77. 216 |dover.idf.il drop drop 71
95. 112. 243. 144 |CGer many 147.237.77. 216 |dover.idf.il drop drop 70
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address ‘S te Acti on ‘Count
93.173.60.223 |Israel 147.237.72. 166 |aka idf.i| D Stributed nauthorized LR Access on B ock 143
waw aka. i df . i | // mai n/ smal i i webr esour ce. axd
84.109. 136. 244 |Israel 147.237.72. 166 |aka.idf.il Aut onat ed Vul nerabi lity Scanni ng Bl ock 122
207. 46. 13. 66 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Gode Bl ock 112
207.46.13.100 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Gode Bl ock 89
157.55.39.203 |lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Bl ock 75
87.60.11.45  |israel 147.237.72. 166 |aka i df.i| D Stributed nauthorized LR Access on B ock 72
waw aka. i df . i | // mai n/ smal i i webr esour ce. axd
66.249.78.101 |lhited Sates |147.237.77.216|dover.idf.il |Miltiple Unauthorized URL Access from 66.249. 78. 101 Bl ock 69
93.173.242.0  |Israel 147.237.72. 166 |aka icf i1 |D Stributed nauthorized LR Access on B ock 62
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
95.86.110.99  |Israel 147, 237.72. 166 |aka i of i1 | StTibuted thauthorized LR Access on Bl ock 54
waw aka. i df . i 1// mai n/ snal i i webr esour ce. axd
77.126. 92. 96 | srael 147.237.0.34 |tikshuv.idf.i|Miltiple Wauthorized URL Access from 77.126. 92. 96 B ock 54
} . . D stributed Uhaut hori zed URL Access on
66. 249. 78. 96 Lhited Sates |147.237.72.166 |aka.idf.il 147. 237. 72. 166/ / edi i yonan/ enl ar ge. asp B ock 52
: R D stributed Unhaut hori zed ULRL Access on
66. 249. 78. 110 Lhited Sates |147.237.72.166 |aka.idf.il 147. 237. 72. 166/ | edi i yoman/ enl ar ge. asp Bl ock 47
66.249.78.108 |lhited Sates |147.237.77.216|dover.idf.il |Miltiple Uauthorized UL Access from 66. 249. 78. 108 Bl ock 45
84.110. 192. 210 |Israel 147.237.72. 166 |aka idf.i| D Stributed Wauthorized LR Access on B ock 43
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
109. 67.57. 204 |Israel 147.237.72. 166 |aka i cf i1 |D Stributed nauthorized LR Access on B ock 42
waw aka. i df . il // mai n/ snal i ndwebr esour ce. axd
87. 68. 85. 239 | srael 147.237.72. 166 |aka.idf.il O stributed Suspi ci ous Response Gode Bl ock 42
81.16.242.236 |Gorgia 147.237.72. 166 |aka idf .i|  |D Stributed Lhauthorized LR Access on B ock 40
waw aka. i df . i 1// mai n/ snal i i webr esour ce. axd
66. 249. 78. 94 Lhited Sates |[147.237.77.216|dover.idf.il |Miltiple Unhauthorized URL Access from 66.249. 78. 94 B ock 36
} . . D stributed Uhaut hori zed URL Access on
66. 249. 78. 103 Lhited Sates |147.237.72. 166 |aka.idf.il 147. 237. 72. 166/ / edi i yonan/ enl ar ge. asp B ock 35
66.249.78.165 |Lhited Sates |147.237.77.216|dover.idf.il |Miltiple Unauthorized URL Access from 66. 249. 78. 165 Bl ock 34
85. 65. 21. 87 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Bl ock 33
66.249.78.172 |lhited Sates |147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 66.249. 78. 172 B ock 33
109. 64.56.130 I srael 147.237.72. 166 |aka idf.i| D Stributed nauthorized LR Access on B ock 32
waw aka. i df . i | // mai n/ smal i i webr esour ce. axd
79. 182. 150. 39 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Bl ock 30
157. 55. 39. 29 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Gode Bl ock 29
s D stributed Uhaut hori zed URL Access on
149.78.2. 223 | sr ael 147.237.72. 166 |aka i df .11 ww aka. i df .il//sites/resources/chi nuch/styl es/i nport/bott ormavi gat on. asp B ock 29
: R D stributed Unaut hori zed URL Access on
66. 249. 79. 27 Lhited Sates |147.237.72.166 |aka.idf.il 147. 237. 72. 166/ / edi nd yoman/ enl ar ge. asp Bl ock 28
213.57.132. 59 | srael 147.237.72. 166 |aka.idf.il O stributed Lhaut horized URL Access on waw aka.idf.il//https:/ww aka.idf.il/ Bl ock 28
79.177.109.56  |Israel 147.237.72. 166 |aka idf.i| D Stributed nauthorized LR Access on B ock 27
waw aka. i df . i | // mai n/ smal i i webr esour ce. axd
95. 86. 106. 6 I srael 147.237.72. 166 |aka icf i1 |D Stributed nauthorized LR Access on B ock 27
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
109. 65. 38. 123 | srael 147.237.72. 166 |aka.idf .i D stributed Suspi ci ous Response Gode Bl ock 25
85.64.122. 162 I srael 147.237.72. 166 |aka idf.i| D Stributed Whauthorized LR Access on B ock 24
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
79.177.122. 224 |israel 147.237.72. 166 |aka icf i1 |D Stributed nauthorized LR Access on B ock 24
waw aka. i df . il // mai n/ snal i ndwebr esour ce. axd
37.142.109. 218 |l srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/rights/asp/ hone. asp/ Bl ock 23
79.177.189. 149 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Bl ock 23
208.115.113.88 |lhited Sates |147.237.76.86 |navy.idf.il |UWauthorized URL Access to navy.idf.il/giyus/foruniasp/ showf orum asp Bl ock 23
79.183.18.104 |lsrael 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Code Bl ock 22
89. 138. 90. 90 | srael 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Gode B ock 22
79.183.52.240 |Israel 147.237.72. 166 |aka idf.i| D Stributed Wauthorized LR Access on B ock 21
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
87.68. 35. 224 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Bl ock 21
46.116. 69. 153 |l srael 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Gode Bl ock 21
s Unaut hori zed URL Access to
82.166.81. 221 | sr ael 147.237.72. 166 |aka i df . i1 wwy aka. i df . il/sites/resources/chi nuch/ styl es/i nport/ bot t onmavi gat on. asp B ock 21
109. 160. 227. 109|l srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Bl ock 20
R D stributed Unaut hori zed LRL Access on
46.116.159. 203 I srael 147.237.72. 166 |aka. i df .11 wan aka. i df .i1//sites/resources/chi nuch/ styl es/i nport/bottonmavi gat on. asp Bl ock 20
149, 78. 79. 58 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Bl ock 20
. . . D stributed Whaut hori zed URL Access on
66. 249. 79. 19 Lhited Sates |147.237.72.166|aka.idf.il 147. 237. 72. 166/ / edi nd yoman/ enl ar ge. asp Bl ock 19
85.250. 41. 243 |l srael 147.237.72. 166 |aka icf i1 |D Stributed Wnauthorized LR Access on B ock 18
waw aka. i df . i | // nai n/ har edi ni webr esour ce. axd
87.69. 48. 61 | srael 147.237.72. 166 |aka.idf.il O stributed Suspi ci ous Response Gode Bl ock 18
109. 186. 87. 245 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Bl ock 18
109. 67. 142. 49 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Bl ock 17
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