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10-03-2016 to 10-04-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
62. 201. 219. 90 Iraq 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2986
62. 201. 219. 90 Irag 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 55
2.90. 244. 30 Saudi Arabia 147.237.77.216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 19
66. 102. 6. 19 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 15
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 14
66. 102. 6. 17 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
83. 30. 143. 58 Pol and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
46. 19. 85. 49 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
2.90. 244. 30 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.53.37.105 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
66. 249. 65. 51 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
180. 160. 34. 245 Chi na 147.237.76. 148 gocenter.aka. i df.il |B ack List drop 3
66. 249. 85. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
8. 37.231. 152 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
79.177.88. 21 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
185.94.111. 1 Russi an Federation 147.237.76. 197 e hinush.idf.il B ack List drop 3
89. 248. 163. 3 Net her | ands 147.237.76. 34 yohal an.i df .il JLM Under Attack Con_Tcp drop 2
192. 184. 40. 86 Lhited Sates 147.237. 76. 148 gocenter.aka.idf.il |JJLM Under Attack Con Tcp drop 2
209. 126. 136. 2 Lhited Sates 147.237.76. 201 e.ata.idf.il B ack Li st dr op 2
77.139.192. 75 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
93.174. 93. 218 Net her | ands 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl forward 2
195. 62. 53. 168 Russi an Federation 147.237.77.216 dover.idf.il bl ock-sp-traf 1 forward 2
69. 30. 193. 254 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
209. 126. 136. 2 Lhited Sates 147.237.76. 30 hi nush. i df . i B ack Li st dr op 2
192.187. 101. 234 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 forvward 2
77.139. 216. 240 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
38.108. 35. 137 Lhited Sates 147.237.76. 196 e.sviva.idf.il JLM Under _Attack_Con_Tcp drop 2
93.174. 93. 218 Net her | ands 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 forvard 2
85. 250. 214. 228 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
192. 187.109. 59 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forvard 2
185.94. 111. 1 Russi an Federation 147. 237. 76. 202 e halag.idf.il B ack List drop 2
209. 126. 136. 2 Lhited Sates 147.237.76.199 e. nakchal .idf.il B ack Li st dr op 2
105. 107.99. 2 Ageria 147.237.77. 216 dover.idf.il Frk_Under Attack_Con Htp drop 2
66. 249. 85. 181 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
192.187.101. 238 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |bl ock-sp-trafl forvard 2
123. 151. 149. 222 Chi na 147.237.76. 198 e.yohal an.idf.il JLM Under Attack_Con_Tcp drop 2
198. 204. 247. 222 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forvward 2
173. 208. 198. 13 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df . il|bl ock-sp-trafl forward 2
123.151. 42. 61 Chi na 147.237.76. 34 yohal an.i df .il JLM Under _Attack_Con_Udp drop 2
209. 126. 136. 2 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ack List drop 2
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
209. 126. 136. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack Li st drop 2
195. 62. 53. 168 Russi an Federation 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 forvward 2
68. 180. 231. 57 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
192. 187. 101. 238 Lhited Sates 147. 237. 76. 200 eitan aka.idf.il bl ock-sp-traf 1 forward 2




10-03-2016 to 10-04-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry

Target Address |Site Devi ce Action |Count |

91.194. 84. 106 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 90
106. 38.241.106 |China 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 83
88.198. 16. 12 Ger many 147.237.76.200 |eitan. aka.idf.il [Cl000074: HITP. najestic bot Per nirt 82
106. 38.241.106  [China 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 39
46.4.120.3 Ger many 147.237.77.74 |lawidf.il C1000074: HTTP. naj estic bot Per nit 38
88.198. 16. 12 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nirt 31
46.4.120. 3 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot Per mit 24
51.254.131.245 |France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 22
106. 38.241. 106  |China 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der Per it 22
106. 38.241.106  [China 147.237.77.176 |natpash.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 16
46.4.120.3 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 13
106. 38. 241. 106 Chi na 147.237.77.170 |maarachot.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der Permit 11
51. 254, 97. 218 France 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 8
106. 38.241.106  |China 147.237.76.42 |refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 7
105. 107. 99. 2 Ageria 147.237.77.216 |dover.idf.il 12132: HTTP. BA C DoS Tool B ock 6
37.113.61.0 Russi an Federation 147.237.77.216 |dover.idf.il C1000016: HITP. adninistrator in UR Per nit 6
88.198. 16. 12 Ger many 147.237.77.74 |lawidf.il C1000074: HTTP. naj estic bot Per nit 6
199. 58. 86. 211 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nirt 5
106. 38.241.106  [China 147.237.77.74 |lawidf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 5
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 5
220.181. 125. 23 Chi na 147.237.77.233 J|atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der Permit 4
41.254.9.215 Libyan Arab Janshiriya [147.237.77.216 |dover.idf.il 3886; HITP. Qoss Ste Scripting in POST Request B ock 4
176.9. 131. 69 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nit 4
92. 238. 226. 245 United Ki ngdom 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot Permit 3
46.4.123.172 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot Per mit 3
176.9. 131. 69 Ger many 147.237.77.176 |nat pash.idf.il C1000074: HTTP. naj estic bot Per nit 3
51. 254. 131. 245 France 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot Permit 3
51. 254. 141. 46 France 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 3
69. 30. 221. 242 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 3
46.4.32.75 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Permit 2
178.151. 143. 163 |Wkrai ne 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot Per mit 2
144.76. 4. 148 Ger many 147.237.77.176 |nat pash.idf.il C1000074: HTTP. naj estic bot Per nit 2
88.198. 16. 12 Ger many 147.237.77.176 |nmat pash.idf.il C1000074: HTTP. maj estic bot Per nirt 2
5.9.8.150 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 2
178.151. 143. 163 |lkraine 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
151. 80. 41. 169 France 147.237.77.74 |lawidf.il C1000074: HTTP. maj estic bot Permit 2
51. 254. 141. 46 France 147.237.77.74 |lawidf.il CL000074: HTTP. maj estic bot Per mit 2
106. 38.241.106  |China 147.237.76.86  [navy.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 2
46.4.123. 172 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Permit 2
5.29.217.24 I srael 147.237.72.156 |anan.idf.il 32390: HITP. Suspi cious User-Agent (Mbzilla) B ock 2
176.9. 131. 69 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
69. 30. 213. 202 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nirt 2
88.198. 16. 12 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot Per mit 2
162.210.196.97 [lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
69. 30. 221. 242 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. mnaj estic bot Per it 2
51.254.131.245  |France 147.237.76.86  [navy.idf.il C1000074: HTTP: naj estic bot Pernit 2
106. 38.241.106 |China 147.237.0. 34 tikshuv.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 2
195. 154. 187. 115 |France 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Permit 2
162.210.196.98 [Lnited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot Per mit 2
51.254. 32. 77 France 147.237.77.170 |maarachot.idf.il |Cl000074: HITP. najestic bot Per nit 2




10-03-2016 to 10-04-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
66.249. 64. 103  |147.237.77. 170 |Lhited Sates n@ar achot . i df .i1 ET SCAN NVAP -sA (2) 901
66. 249. 79. 4 147.237.76.86 |Wited Sates navy. i df .il ET SCAN NVAP -sA (2) 283
46.120. 122. 219 (147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 51
46.120. 122. 219 (147.237.72. 166 |l srael aka.idf.il Xenu Link Seuth User Agent 11
85.108.174.9 147. 237. 77. 216 [Tur key dover.idf.il Tehila - Perl LWP with fake user agent 10
62.219. 165. 221 |[147.237. 72. 156 || srael aman. i df i ET SCAN NVAP -sSA (2) 6
91.121. 143. 113 |147.237. 72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 6
91.121.184.8 147.237. 72. 166 |France akaidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 6
146.200. 148.0 |147.237.77.74 |United Kingdom |lawidf.il Tehila - Perl LW wth fake user agent 6
80. 246. 130. 47  |147.237.77. 233 |l srael atal .idf.il ET OC5 Large anount of TGP ZeroWndow - Possible Niller2 5
DDos attack
84.108. 214. 219 |147.237.72. 166 |l srael aka.idf.il Xenu Link Seuth User Agent 4
41.254.9. 215 147.237.77. 216 'J‘iaggh""i”rf;:b dover.idf.il QA Injection - Select From 4
208. 100. 26. 228 |147.237.76. 177 |Lhited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 4
46.120.122.219 |147.237.77.74 |[Israel lawidf.il Xenu Link Seuth User Agent 4
146.200.148.0 [147.237.77. 216 |Uni ted Kingdom |dover.idf.il Tehila - Perl LW with fake user agent 4
41.254.9. 215 147.237.77. 216 Sgszhai””p;;b dover.idf.il GPL WEB_SERVER / et ¢/ passwd 4
117.5.148.240 [147.237.77.216|M et nam dover.idf.il Xenu Link Seuth User Agent 4
58.218. 200. 137 [147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 3
58.218. 200. 137 |[147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 3
208. 100. 26. 228 |147.237.76.34 |lLnited Sates yohal an. i df .i ET SCAN NVAP -sS wi ndow 1024 2
208. 100. 26. 228 (147.237.76.30 [lLnited Sates hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 2
62.210. 113. 216 [147.237. 77. 216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
91.121.142.199 |147.237.77.216 |France dover.idf.il ET WEB SEFRVER Fake (oogl ebot UA 1 | nbound 2
208. 80. 155. 222 [147.237.77.216|Wited Sates dover.idf.il Tehila - Perl LWP with fake user agent 2
27.72.57.38 147.237. 77. 216 |M et nam dover.idf.il Xenu Link S euth Wser Agent 2
120.33. 12066 |147. 237, 72. 217 | i na il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 5
Gonnections, Potential Scan or Brute Force
151. 80. 41. 96 147.237. 77. 216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
124. 188. 203. 106(147. 237. 72. 166 |Austral i a aka.idf.il ET SCAN Potential SSH Scan 2
94.102. 48.194 |147.237.77. 121 |Net her| ands e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 2
62.210. 124. 129 |147.237.77. 216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
91.121.142.227 |147.237.77.216 |France dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
58.218. 200. 137 |147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 2
79.150. 174. 201 |147.237.77.216|Sain dover.idf.il Xenu Link Seuth User Agent 2
91.121.116. 113 |147.237.77. 216 |France dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
120.33.120.83 |147.237.77.74 |China lawidf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 2
Gonnections, Potential Scan or Brute Force
151. 80. 41. 177  |147.237. 72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
14.152.59. 11 147.237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 2
58.218. 200. 137 |147.237. 76. 148|Chi na gqcenter. aka. i df .il ET SCAN Potential SSH Scan 2
58.218.200. 137 |147.237.76. 44 |China e.refuah.iof.il ET SCAN Potential SSH Scan 2
42.115.126.16 [147.237.77. 235 |V et nam sviva.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 2
Gonnections, Potential Scan or Brute Force
220.121.93.217 |147.237.76.177 |Korea, Republic of |ncore.idf.il ET SCAN Behavi oral .Lhusual |y fast inbound Tel net 2
Gonnections, Potential Scan or Brute Force
14.152.59. 11 147.237. 77. 227 |Chi na e. hanaz. i df . il ET SCAN NVAP -sS w ndow 1024 2
162. 250. 190. 142|147. 237. 77. 216 |Canada dover.idf.il Xenu Link Seuth User Agent 2
139. 162. 13. 205 [147. 237. 77. 226 |Si ngapore s chanat 7. aka, i1 |00 VR APACHE Apache med_ssl non-SSL connection to S8 |,
port denial of service attenpt
2.55.141. 217 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
101.24.189.34 |147.237.0.34 |China tikshuv.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
85.120.95.250 |147.237.76.39 |Romani a nobi | e. nei tav.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
178.79. 141. 130 |147.237.76.86 [Wnited Ki ngdom |navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
14.177.180. 2 147. 237. 77. 205 [\ et nam prishaidf.il ET SCAN Potential SSH Scan 1
116.28. 77 156 |147. 237, 0.33  |ni na il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1

Qonnections, Potential Scan or Brute Force




10-03-2016 to 10-04-2016

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
62. 201. 219. 90 Irag 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 13948
2.90. 244. 30 Saudi Arabia |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 4331
207.46.13. 34 Lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrul e drop 1368
173. 58. 34. 106 Lhited Sates [147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 272
193. 41. 165. 8 E?ir:;gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 267
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 221
178.198. 36. 8 Sni t zer| and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 185
178.198. 36. 8 Sntzerl and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 183
178.198. 36. 8 Shitzerland |147.237.76.30 |hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |nonitor 173
178.198. 36. 8 Shtzerland |147.237.76.30 |himsh.idf.il |Bad TCP sequence SN retransmt wth different sequence |alert 171
178.198. 36. 8 Sntzerl and 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber noni t or 160
185. 3. 147. 193 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor  |154
77.126.58.14  |israel 147, 237.77. 243 |rmbit e i1 | 2N NG Bngine: TP Invalid finvalid seqnent retransnission. Pecket | o, 150
Ret ransm ssi on dr opped.
176.13.230.92 [ srael 147.237.77. 243 |nmbit i1 | S2M NG Engine: TP Invalid finvalid segnent retransmission. Packet drop 150
Ret r ansni ssi on dr opped.
77.126. 4. 39 I'srael 147.237.77. 243 |rmbit e i1 | S2MNG Bngine: TP Invalid finvalid seqnent retransnission. Pecket | o, 141
Ret ransm ssi on dr opped.
86.84.54. 34 Netherlands |147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 141
8.37.231. 152 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 141
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 110
63. 143.224. 130 |Lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 104
198. 251. 80. 98 Lhited Sates |147.237.76.30 [hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 91
176.13.3.216  |Israel 147.237. 77, 243 |mbi e i1 | SaMNg Engine: TCP Invalid imvalid segnent retransmssion. Pecket | o 90
Ret ransm ssi on dr opped.
66.150. 121. 194 |lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 88
213.140.59. 130 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 81
198.251.80.98 |lhited Sates |147.237.76.30 |hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |rmonitor 79
198.251.80.98 |lLhited Sates [147.237.76.30 |hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |alert 78
192. 225.253. 33 |lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 77
84.95.208.20  |Israel 147, 237. 76. 200 e tan. aka i of i1 | | S2M N Engine: TCP Inval id invalid segnent retransmission. Packet drop 75
Ret r ansni ssi on dr opped.
77.127.12.244  |israel 147.237.0.19  |madimatal igr.i| > SAM NG Engine: TCP Invalid finvalid segnent retransission. Packet | op 72
Ret ransm ssi on dr opped.
24.251.78.5 Lhited Sates [147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 67
62.201.219.90 |irag 147, 237.77. 216 |dover. i i1 | ' @M NG Engine: TP TCP segrrent out of naxi mumalloved |, 66
Segnent Limt Enforcenent sequence. Packet dropped.
115. 28.218. 121 |China 147.237.76.30 |himsh.idf.il [Bad TCP sequence Invalid ACK nunber nonitor |65
109. 235. 254. 148|Tur key 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 64
67.58.224. 172 Lhited Sates |147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 62
2.53.189.188 | srael 147.237. 77, 243 |mbi e ich. 1 | SamNg Engine: TCP Invalid imvalid segnent retransmssion. Pecket | o 60
Ret ransm ssi on dr opped.
79.180.252.29 | srael 147.237.77. 243 |moti e ior iy | €@MNG Engine: TCP Invalid finvalid segnent retransmission. Packet | . 60
Ret r ansn ssi on dr opped.
27.55.15.94  |Thailand 147.237. 77, 243 |mbi e i1 | SamNg Engine: TCP Invalid imvalid segnent retransmssion. Pecket |, o 60
Ret ransm ssi on dr opped.
75.172. 44. 60 Lhited Sates |147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 59
115. 28.218.121 |Chi na 147.237.76.30 |hinush.idf.il Bad TCP sequence SWNretransmt wth different sequence |nonitor 57
149. 140. 214. 147 |Tur key 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 57
115. 28.218. 121 |Chi na 147.237.76.30 |hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |alert 57
74.105.148. 193 |Lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 56
66. 151. 138.9 Lhited Sates [147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 54
67.8.44. 143 Lhited Sates |147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 53
24.4.50. 221 Lhited Sates [147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 53
105. 107. 99. 2 Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 52
8. 37. 231. 152 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 49
24.4.50. 221 Lhited Sates |147.237.76.30 |himuwsh.idf.il |Bad TCP sequence SWNretransnit wth different sequence |nonitor |49
24.4.50. 221 Lhited Sates |147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 48
24. 4. 50. 221 Lhited Sates [147.237.76.30 |hinush.idf.il Bad TCP sequence SYNretransmt wth different sequence |alert a7
213.140.59. 130 |Ageria 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 47
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Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 428
62.201.219.90 |iraq 147.237.77.216|dover . i df . il Ml tiple Ml formed URL from 62. 201. 219. 90 B ock 303
62.201.219.90 |[iraqg 147.237.77.216|dover.idf .l Ml tipl e Unknown HTTP Request Method from 62.201.219.90 |B ock 303
62.201.219.90 |irag 147.237.77.216|dover. i df . il Mil tiple Abnormal |y Long Request from 62.201.219. 90 B ock 303
2.53. 35, 150 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 270
2.53. 149. 214 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 201
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 139
37.26.149.236 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 128
109. 66. 36. 196 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 122
176.13.234.67 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 117
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 99
109. 253. 207. 207 |l srael 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code B ock 97
176.13.9.1 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 92
213.57.98.201 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 85
2.53.63. 234 I srael 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code B ock 82
109. 253.209. 59 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 78
62.201.219.90 |iraq 147. 237. 77. 216 |dover . i df . i | g_tziglfz'lglegg' Byte Qode (haracter in Method from B ock 68
194. 242. 165. 42 |France 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 65
2.53.173.9 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 62
176. 13. 224. 208 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 60
84. 95. 208. 20 I srael 147.237.77. 226 :ATNN chanat z. aka. i df Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 Bl ock 33
77.127.12.244  |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 32
85.65.190. 124 |[Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 31
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il PHP Att enpt B ock 28
46.117.253.217 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 27
37.26.147.238 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 26
46.117.128. 137 |Israel 147.237.72. 166 |aka. i df . i | A’\,Aél, tlil'[;"elztgaf;;lo” zed Method for Known LRL from B ock 24
185.32.179.29 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 22
79. 180. 215. 106 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 22
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unauthorized URL Access from 84.95. 208. 20 B ock 21
5.102.195.139 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 19
185. 89. 217. 225 |Net her| ands 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 19
120.84.128.82 |China 147.237.77.216|dover. i df . il Mil tipl e Uhauthorized URL Access from 120. 84. 128. 82 B ock 18
109.65.77.29  |israel 147.237.72. 166 |aka. i df . i | 'i'glgt_ iGF;'_eWL_h;;“ hori zed Method for Known LRL from B ock 18
185. 89. 217. 229 [Net herl ands 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 18
46.116. 8. 90 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 18
112. 111. 161. 177|Chi na 147.237.77.216|dover.idf .l Ml ti pl e Unhaut hori zed URL Access from 112. 111, 161. 177 B ock 17
185. 89. 217. 227 |Netherl ands 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 15
120.84.128.82 [China 147.237.77. 176 [nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 120. 84. 128. 82 B ock 15
185. 89. 217. 234 |Net herl ands 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 15
2.53.55.47 | srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Uhaut hori zed LRL Access from 2. 53.55. 47 B ock 15
185. 89. 217. 232 |Net her| ands 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 14
185. 89. 217. 230 |Net herl ands 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 14
185. 89. 217. 228 |Net herl ands 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 13
79.178.13. 18 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 13
87.71.54.34 I srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut hori zed URL Access from 87.71.54. 34 B ock 12
79.177.185. 242 | srael 147.237.77. 243 |nobi | e. i df . i | E:;Lﬁ? o T?lr/es;ﬂcﬂlﬁ icﬂgn,g\?pxxféd in B ock 11
84. 95. 208. 20 I srael 147.237.77. 226 :le’v chamat z. aka. i df . PHP At enpt B ock 11
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il PHP Att enpt B ock 10
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 10
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