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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 67. 81 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 33797
66. 249. 69. 93 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 31238
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 13684
66. 249. 69. 109 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 5035
94. 230. 82. 251 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3279
66. 249. 64. 102 Lhited Sates 147.237.77.170 naar achot . i df.il |TCP handshake viol ation, first packet not syn |drop 2938
66. 249. 64. 97 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 2712
66. 249. 78. 159 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2148
143. 52. 65. 178 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 2049
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1994
67.142. 235. 68 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1814
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1327
66. 249. 75. 208 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1167
66. 249. 67. 53 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 848
66. 249. 69. 101 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 651
66. 249. 75. 216 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 630
50. 14. 214. 145 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 620
66. 249. 67. 122 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 275
46.19. 86. 193 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 188
168. 235. 200. 56 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi f orward 164
182. 185. 206. 189 Paki st an 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 159
2.52.175.178 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 158
66. 249. 67. 59 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 150
2.54.53. 89 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 143
80. 246. 136. 126 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 134
41.143.93. 164 Mor occo 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 103
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 94
37.252.230. 59 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYN H ood out of context drop 93
37.26.146.172 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 89
2.54.26.21 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 76
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 72
93.172. 39. 167 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 66
46.19. 86. 212 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 57
79.178.176. 220 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 56
2.52.182. 203 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 53
160. 177. 140. 83 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 46
37.26. 146. 153 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 44
80. 246. 139. 231 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 40
46.19. 86. 126 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 38
2.54. 46. 50 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 35
84.108. 97. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 34
46.19. 85. 192 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 34
79.182.176. 110 | srael 147.237.77. 243 nobi | e.idf.il Anonal y-SSL-renegotiation-di dest - reset 31
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 29
2.54.57.8 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 28
46.19. 86. 175 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 25
108. 59. 8. 218 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 25
80. 246. 139. 153 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 23
37.26.148. 128 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 23
82. 166. 22. 136 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 23
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site Sgnature

148. 188. 1. 60 Eur ope 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 7
37.187.139.110 |France 147.237.77. 216 |dover. i df . il 13375: HTTP. Joonmi a Conponent JCE BOT for JCE B ock 6
37.187. 139. 110 |France 147. 237.77. 216 |dover i df . i | ﬁzr?:rzauwy Jooma JCE File Wload Renote Code Execution B ock 6
77.127.95.155 |[Israel 147.237.76.31 |nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock

50. 31. 147. 46 Lhited Sates 147.237.77.216|dover. i df .l 3808: HITP. SQ Injection Variable Decl aration Evasion B ock 5
64.87.23.55 Lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 4
5.135.254.36  |France 147.237.77.74 |lawi df . il \132:3:&%&, Jooma JCE File Lpload Rerote (bde Execution B ock 4
23.91.121.130 |United Sates 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variable Decl aration Evasion Bl ock 4
212.97.133.238 |Denmark 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
74. 81. 206. 25 Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration BEvasion B ock 4
66. 96. 128. 60 Lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 3
178.63.18.196  |Ger nany 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 3
37.187.139.110 |France 147.237.77.216|dover.idf .l 9220: PHP. Malicious (bfuscated PHP Program Access B ock 2
109. 168. 97. 236 |italy 147.237.77.74 |lawidf.il 19813: HITP. WrdPress Thene Ovi Directory Traversal Mulnerability |B ock 1
46.4.32.75 Ger many 147.237.77.216|dover.idf . il C1000106: HITP. maj estic bot B ock 1
187.132.35.3 Mexi co 147.237.77.216|dover.idf .l 12580: HITP. SQ Injection (Qookie Header) B ock 1
85. 250. 153. 179 |l srael 147.237.77. 170 |maar achot . i df . i [|C1000004: HTTP:. options nethod (M crosoft) B ock 1
78.170.149.51  [Turkey 147.237.72. 166 [aka. i df . i | Q025: HITP. access to administrator/index. php -> Quarantine B ock 1
46.120.255.76 |Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
188. 168. 180. 58 :Z:::t”i on 147.237.77.74 [lawidf.il 12580: HITP. SQ Injection (Qookie Header) B ock 1
93.74.113.52 kr ai ne 147.237.77.74 [lawidf.il 12580: HITP. SQ Injection (Qookie Header) B ock 1
79.147.173.119 |Spain 147.237.77.74 |lawidf.il 12580: HITP. SQ Injection (Qooki e Header) B ock 1
106. 38. 241. 118 [China 147.237.76.42 |refuah.idf.il Cl03: HITP. User Agent Sogou+web+spi der B ock 1
66.249.75.216 |[Israel 147.237.72. 166 [aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
37.252.230.59 |UWnited Kingdom [147.237.77.216|dover.idf.il 10767: HITP. Acunetix Security Scanner B ock 1
178.63.18.196 [Ger many 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
79.176.0.6 I srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
50. 31. 147. 46 Lhited Sates 147.237.77.216|dover. i df . il 5670: HITP. SQ | njection (SALECT) B ock 1
37.25.122.187 |Wraine 147.237.77.74 |lawidf.il 12580: HTTP. SQ Injection (Qooki e Header) B ock 1
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
41.249.176.181 [Morocco 147.237.77.74 [lawidf.il 12580: HITP. SQ Injection (Qokie Header) Bl ock 1
178.135. 159. 93 |Lebanon 147.237.77.216|dover . i df . il 2023: HITP. Qoss Ste Scripting in GET Request B ock 1
79.176.27.144 |israel 147.237.77.216|dover.idf . il 10767: HITP. Acunetix Security Scanner B ock 1
52.1.90. 117 Lhited Sates 147.237.72. 156 |aman. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

At acker

Target Address Count ry ‘Ste Signature

66. 249. 67. 6 147.237.72. 166 |Lhited Sates |aka. idf.il ET SCAN NVAP -sA (2) 442

2.52. 40. 49 147, 237. 72. 166 |I srael aka. idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 110

195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 78

50. 31.147.46  [147.237.77.216|Wited Sates |dover.idf.il SQ Injection - Select From 14

20, 180. 200. 172 |147. 237. 77. 170 |1 12l vaarachot i df i | ET DO5 Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 13
at t ack

66.249. 75. 181 |147.237.77.233|Wited Sates |atal .idf.il ET SCAN NVAP -sA (2) 12

66.249. 67. 122 [147.237.72. 166 |Lhited Sates [aka. idf.il ET SCAN NVAP -sA (2) 10

66.249. 69. 93  |147.237.72. 166 |Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 10

66.96.128. 60  |147.237.77.233|Wited Sates |atal .idf.il SQ Injection - Select From

105. 97. 170. 148 |147. 237.77. 216 |A geria dover.idf.il SERVER- WEBAPP TRACE at t enpt

66.249. 69. 109 |147.237.72. 166 |Wited Sates |aka.idf.il ET SCAN NVAP -sA (2)

5.135.254.36 |147.237.77.74 |Rance lawidf.il Tehila - Perl LW with fake user agent

105. 97. 170. 148 |147. 237. 77. 216 |A geria dover.idf.il ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers

74.81.206.25 |147.237.77.74 |Wited Sates |lawidf.il S Injection - Select Fom

212.97.133. 238 |147. 237. 77. 74 |Denmar k lawidf.il SQ Injection - Select From

66.249. 78.230 |147.237.77.243|Wited Sates |nobile.idf.il ET SCAN NVAP -sA (2)

178. 63. 18. 196 |147.237.76.42 |Ger many refuah.idf.il SQ Injection - Select From

64.87.23.55 147.237.76.42 |Wited Sates |refuah.idf.il SQ Injection - Select From

67.55.73. 76 147.237.77. 226 |Lhited Sates |wwn chanatz. aka.idf.il [http_i nspect: MALTI PLE HOST HEADERS DETECTED

23.91.121. 130 |147.237.77.74 |Wited Sates |lawidf.il S Injection - Select Fom

79.176.27. 144 |147.237.77. 216 |I srael dover.idf.il ET VBB SERVER suhosi n. si nul ation PHP config option in uri

79.176.27. 144 |147.237.77.216|Israel dover.idf.il ET VBB SERVER open_basedir PHP config option in uri

79.176.27. 144 |147.237.77. 216 |I srael dover.idf.il ET VBB SERVER aut o _prepend file PHP config option in uri

79.176.27. 144 |147.237.77. 216 |Israel dover.idf.il ET VBB SERVER safe_node PHP config option in uri

79.176.27. 144 |147.237.77.216|Israel dover.idf.il ET VB SERVER di sabl e functions PHP config option in uri

79.176.27. 144 |147.237.77. 216 |I srael dover.idf.il SERVER WEBAPP PHP-QO3 renote file include attenpt

79.176.27. 144 |147.237.77. 216 |I srael dover.idf.il ET VBB SERVER al | ow ur| _i ncl ude PHP config option in uri

66.249. 69. 101 [147.237.72. 166 |Lhited Sates [aka idf.il ET SCAN NVAP -sA (2)

79.176. 27. 144 |147.237.77. 216 || srael dover.idf.il SERVER- WEBAPP JBoss JMK consol e access att enpt

176.12. 138. 237 |147. 237. 77. 233 I srael atal.idf.il ET D05 Large amount of TCP Zerowndow - Fossible Niller2 Dtos
at t ack

66.249. 75. 5 147.237.72. 166 [Lhited Sates [aka. i df.il ET SCAN NVAP -sA (2)

218.87.111. 117 |147.237.0.19  |Chi na nadi matal .idf.il ET SCAN Potential SSH Scan

67.55.73. 76 147.237.72. 156 |Lhited Sates [anan.idf.il http_ i nspect: MULTI PLE HCST HEADERS DETECTED

ET VBB SPEQ H C APPS Possi bl e JBoss JMK (onsol e Beanshel |

79.176.27. 144 |147.237.77. 216 |l srael dover.idf.il Depl oyer WAR Upl oad and Depl oyment Expl oit Attenpt
105. 97. 170. 148 |147. 237. 77. 216 [A geria dover.idf.il ET WEB SERVER Possi bl e CO/E-2014-6271 Attenpt in UR
67.55.84.212 [147.237.77.74 |Wited Sates [lawidf.il http_i nspect: MULTI PLE HCST HEADERS DETECTED
67.55.73. 76 147.237.77. 216 |Wited Sates |dover.idf.il http_i nspect: MULTI PLE HCST HEADERS DETECTED
218.87.111. 117 (147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan

67.55.73. 76 147.237.77.74 |Uhited Sates [lawidf.il http_i nspect: MULTI PLE HCST HEADERS DETECTED
188.138.9.51  |147.237. 77. 227 |Ger many e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024

67.55.84.212  |147.237.77.170|Uhited Sates |mmarachot.idf.il http_i nspect: MLTI PLE HOST HEADERS DETECTED
67.55.84.212  [147.237.72. 167 |Wited Sates |i shurimaka. idf.il http_i nspect: MULTI PLE HCST HEADERS DETECTED
67.55.73. 76 147.237.77. 176 |Wni ted Sates |nat pash. i df .il http_i nspect: MULTI PLE HCST HEADERS DETECTED
218.87. 111. 117 |147. 237. 76. 148 |Chi na gocenter. aka. i df . i ET SCAN Potential SSH Scan

79.176.27. 144 |147.237.77. 216 |Israel dover.idf.il SERVER VEEBAPP JBoss web consol e access att enpt
37.187.139. 110 [147. 237. 77. 216 |France dover.idf.il Tehila - Perl LW with fake user agent

79.176. 27. 144 |147.237.77. 216 || srael dover.idf.il GPL WEB_SERVER WEB- M SC JBoss web- consol e access
218.87.111. 117 |147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan

218.65.30.23 |147.237.76.34 |China yohal an. i df .i | ET SCAN Potential SSH Scan

NININININININ|WIWWWW|W|W|Ww|w]| W |[wlw|hd] & |ddlOjOjOjOjO|OI|OI|O|O|O|O ||| |00|00|00|00|©

66.249. 93.210 |147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN NVAP -sA (2)
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|Top Attackers In FW |

A tacker

Country ‘Target Address |Ste Signature
41. 143.93. 164 [Morocco 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10884
41. 249. 232. 138 |Mor occo 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8776
41. 249. 247. 216 |[Mor occo 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5024
212.76. 125. 246 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4574
41. 140. 48. 176 |Morocco 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3633
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3527
2.54.1.159 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2653
37.252.230.59 |United Kingdom|147.237.77.216|dover.icf.il  [Bad TOP sequence Vﬂdﬁrsacnasjrit Wth different moni tor (1928
160. 176. 169. 16 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1549
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1507
160. 177. 140. 83 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1179
77.126.237.98 |Israel 147, 237.76. 200 |ei tan aka i of. i1 |2 SN Engine: TP Invalid finvalid segnent retransnission drop 969
Ret r ansni ssi on Packet dr opped.
37.140.188.78 |XSSIN 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SWN drop 915
Federati on
199.190. 45.53 |Satellite Providgd147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 772
37.60.41. 116 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 692
46. 19. 86. 68 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 645
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 592
70.39.186.131 |Satellite Providd147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 559
84.228.187.17 |Israel 147. 237, 76. 200 |eitan. aka i of i1 || €M NG Engine: TCP Invalid invalid segnent retransnission drop 552
Ret r ansni ssi on Packet dr opped.
79.177.111.92 |israel 147, 237 76. 200 |ei tan aka i of i1 | €2 NG Engine: TCP Invalid invalid segnent retransnission drop 489
Ret r ansni ssi on Packet dr opped.
178. 62. 42. 22 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 461
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 459
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 443
82.145. 217. 197 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 441
68. 180.228. 112 [Lhited S ates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 439
190. 24. 146. 71 |Col onbi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 439
172. 56. 39. 85 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 423
208. 184. 77. 186 [Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 408
66.249.78.173 |Wited Sates  |147.237. 77. 216 |dover. i df i Streaning Bngine: TCP Invalid invalid segnent retramsmission. | o 402
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 399
66.249.78.159 |Wnited Sates  [147.237.77. 216 |dover.idf.il Strean ng Engl ne: T Invalid  invalid segrent retransnission drop 396
Ret r ansni ssi on Packet dr opped.
170.74.231.7 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 391
5.28.188. 94 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 384
66.249.78.166 |Wited Sates  |147.237. 77. 216 |dover.idf il Streaning Bngine: TCP Invalid invalid segnent retramsmission. | 376
Ret r ansni ssi on Packet dr opped.
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 327
79.181.7.111 [israel 147, 237.76. 200 |ei tan. aka. i of. i1 [ SAMNG Engine: TP Invalid  invalid segnent retransmssion. |, ) 318
Ret r ansni ssi on Packet dr opped.
89. 138. 220. 185 (I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 314
66.249.67.59 |UWited Sates  |147.237. 77. 216 |dover.idf.il Streaning Engi ne: TCP Invalid invalid segnent retransnission. | 301
Ret r ansni ssi on Packet dr opped.
66.249.67.65 |Uited Sates  [147. 23777 216 |dover a1l | S NG Bngine: TP Invalid - invalid segnent retramsmission |y 300
Ret r ansni ssi on Packet dr opped.
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 283
5.28. 165. 183 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 280
92. 145. 243. 140 |France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 274
79.177.111.92 |Israel 147.237.76. 200 |eitan. aka.idf.il [drop Frst packet isn't SN drop 264
79.181.180. 68 |l srael 147, 237.76. 200 [ei tan aka i o i1 | €AM NG ENgine: TCP Invalid  Jinvalid segnent retransmission. | 261
Ret r ansni ssi on Packet dr opped.
66.249.67.53 |lited Sates  |147.237.77. 216 |dover.idf. il Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 258
Ret r ansni ssi on Packet dr opped.
143.52.65. 178 |United Ki ngdom|147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 244
37.252.230.59 |Wnited Kingdom|147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 236
79. 180. 170. 248 I srael 147. 237.72. 167 | shurimaka i i || S N9 Engi ne: TCP Ivalid  finval i d segnent retransnission drop 234
Ret r ansni ssi on Packet dr opped.
50. 87. 144. 145 |[lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 234
198. 81.129. 194 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 229
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Oount
79.176.0.6 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 31511
37.252.230.59 |Wnited Kingdom|147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 37. 252, 230. 59 B ock 26881
81.218.205.27 | srael 147.237.0.19 |nadi matal . i df .j||1°° V& of the Same Response Code (404) in Session from B ock 9075
81. 218. 205. 27
149. 78. 125. 253 |i srael 147. 237 0. 19 madimatal .idf.il Too Many of the Same Response CGode (404) in Session from 8 ock 8389
149. 78. 125. 253
176.12. 137. 216 |Israel 147.237.0.19 |nadimatal .idf.j|| /%0 & of the Same Response Code (404) in Session from B ock 6897
176. 12. 137. 216
37.252.230.59 |United Kingdom|147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to ww i df.il/tenpl ates/ shared/ Bl ock 1997
77.126.237.98 | srael 147.237.76. 200 [ei t an. aka. i df .| [1°° My of the Sane Response Cbde (404) in Session from B ock 1207
77.126. 237. 98
46.19.85.145  |Israel 147.237.0.19 |nadimatal .idf.i[/°° M of the Sane Response Cbde (404) in Session from B ock 1023
46.19. 85. 145
41.140.48.176 |Morocco 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 41. 140. 48. 176 B ock 847
. . . D stributed Whaut hori zed URL Access on
75.126.122.176 [Wited Sates  |147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- hel navy. aspx. aspx Bl ock 825
Russi an . . . D stributed Uhaut hori zed URL Access on
188.143.234. 155 - & 147.237.0.34 |tikshuv.idf.il vaw i kshuv. i of i1/t enpl at es/ sendt of ri end Bl ock 766
109.67.33.37  [Israel 147.237.0.19 |nadimatal .idf.i[/° M of the Sane Response Code (404) in Session from B ock 462
109. 67. 33. 37
} . . D stributed Uhaut hori zed URL Access on
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- hel navy. aspx. aspx Bl ock 440
77.126.237.98 |[Israel 147.237.76.200|ei tan. aka. i df.i| |Dstributed Too Miny of the Sane Response Code (404) B ock 341
77.127.161.52  |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LR B ock 336
85. 250. 151. 134 [Israel 147.237.76.200(ei tan. aka. i df.i| |Dstributed Too Miny of the Sane Response Code (404) B ock 286
. . . . D stributed Whaut hori zed URL Access on
221.178.182. 132|Chi na 147.237.0.34 |tikshuv.idf.il voww ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 274
. . . . D stributed Uhaut hori zed URL Access on
218.205. 17. 204 [China 147.237.0.34 |tikshuv.idf.il vaww i kshuv. i of i1/t enpl at es/ sendt of ri end B ock 264
79.177.111.92  |israel 147.237.76. 200 |ei tan. aka. i df .| | 100 My of the Same Response Code (404) in Session from Bl ock 264
79.177.111. 92
125. 107. 185. 99 [Chi na 147.237.77. 216 |dover.i df .i | Mil ti pl e Unauthori zed URL Access from 125. 107. 185. 99 B ock 253
. . . . D stributed Unaut hori zed URL Access on
218.205.17.139 [China 147.237.0.34 |tikshuv.idf.il tikshuv. i of .1/t enpl at es/ sendt of ri end B ock 242
91. 200. 12. 86 kr ai ne 147.237.77.216|dover. i df . i | PHP Att enpt B ock 231
66.249. 64. 154  [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 220
91. 200. 12. 86 kr ai ne 147.237.77. 216 |dover . i df .i | Ml tiple Unauthorized URL Access from 91.200.12. 86 B ock 220
176.13.14.110 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CQode B ock 216
68.180.228.112 [nited Sates  [147.237.77.216|dover.idf .il Ml ti pl e Unaut horized URL Access from 68. 180. 228. 112 B ock 198
66.249.78.166 [Israel 147.237.77. 216 |dover . i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 166 B ock 198
41.140.48.176  |Morocco 147.237.77.216|dover. i df . i | Post Request - Mssing Gontent Type from4l. 140. 48. 176 B ock 189
Russi an . . . D stributed Unhaut hori zed LRL Access on
188.143. 234. 155 Feder at i on 147.237.0.34  [tikshuv.idf.il wawv ti kshuv. i df . il/901-8535-he/ti kshuv. aspx#. vgexbn- gpbc B ock 187
Russi an . . . D stributed Uhaut hori zed URL Access on
188.143.234. 155 Federation 147.237.0.34  [tikshuv.idf.il wa ti kshuv. i df . i | /901-8532- he/ ti kshuv. aspx#. vf vvt r ggpbc Bl ock 165
Russi an . . . Dstributed Paraneter Type Mol ation on
188.143.234. 155 Federati on 147.237.0.34  [ti kshuv.idf.il wan ti kshuv. i df . i 1/ nodul es/ f oruns/ f or um aspx par anet er Fol derld Bl ock 163
66.249.78.173 |lsrael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66.249. 78. 173 B ock 154
66.249.78.159 |Israel 147.237.77. 216 |dover.i df . i | Mil tipl e Unaut horized URL Access from 66.249. 78. 159 B ock 153
46.120.184.9 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 46. 120. 184. 9 B ock 99
. . Unaut hori zed URL Access to
213.251. 182. 103 [France 147.237.77. 176 |nat pash. idf.il v cogat . i df . il /sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. src B ock 99
5.9.60. 46 Ger many 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from5. 9. 60. 46 B ock 99
. . . . D stributed Whaut hori zed URL Access on
221. 178. 182. 203|Chi na 147.237.0.34 |tikshuv.idf. il |0 e s i df i179018532- hel ti kshuv. aspx. vE Wi r gapbe Bl ock 99
212.34.11.61 Jor dan 147.237.77. 216 |dover.i df .i | Ml ti pl e Unknown HTTP Request Method from 212.34.11. 61 B ock 99
212.34.11.61 Jordan 147.237.77. 216 |dover.i df .i | Miltiple Ml formed LRL from212.34.11. 61 B ock 95
109.64.117.31 | srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Qurrent Password in B ock 95
nobi | e. i df .i|/sachar/changepassword
. . .|D stributed Waut horized URL Access on
66. 249. 64. 207 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i vz chi nuch. aka. i df i 1/404. htm Bl ock 88
Russi an . . . D stributed Uhaut hori zed URL Access on
188.143.234. 155 Federation 147.237.0.34  [tikshuv.idf.il waw ti kshuv. i df.il/901-8536- hel ti kshuv. aspx#. vgOu5_ngpbc Bl ock 88
. . . . Dstributed Paraneter Type Mol ation on
218.205.17.158 |China 147.237.0.34  [tikshuv.idf.il wane ti kshuv. i df . i 1/ nodul es/ f oruns/ f or um aspx par anet er Fol derld Bl ock 86
66.249. 64.202 [Israel 147.237.76. 147|chi nuch. aka. i df . i Distributed thaut horized URL Access on Bl ock 77
waw chi nuch. aka. i df .i1/404. ht m
37.252.230.59 |United Ki ngdom|147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 77
37.26.147.175 |israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Viol ation NewPassword in B ock 73
nobi | e.i df.il/sachar/changepasswor d
31.186.228.96 |United Kingdom|147.237.0.19 [madimatal.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 66
178. 150. 15. 158 |krai ne 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 66
Russi an . . . D stributed Uhaut hori zed URL Access on
188.143.234.155|_ - - 147.237.0.34 |tikshuv.idf.il ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 66
208.115.111.72 |thited Sates  |147.237.76.86 [navy.idf.il Ml tipl e Unauthorized URL Access from 208.115. 111. 72 B ock 66
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