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|Top Attackers | n DDoS- Def ence |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘ te Acti on ‘Oount
s SYN H ood
0.0.0.0 147.237.77. 216 |dover.idf.il JLM Under_Attack Syn Htp SynH ood chal | enge 10295
s SYN H ood
0.0.0.0 147.237.77. 216 |dover.idf.il JLM Under Attack Syn Htp chal | enge 9936
s SYN Fl ood
0.0.0.0 147.237.72. 14 |dover.idf.il (ol d) JLM Under_Attack Syn Htp chal | enge 450
s SYN H ood
0.0.0.0 147.237.77. 216 |dover.idf.il JLM Under Attack Syn Htps SynH ood chal | enge 396
0.0.0.0 147.237.72.14 |dover.idf.i1 (o o[> H ood SynF ood challenge  |360
T ) T o JLM Under _Attack_Syn Htp 9
s SYN H ood
0.0.0.0 147.237.77. 216 |dover.idf.il JLM Under Attack Syn Htps chal | enge 333
s SYN Fl ood
0.0.0.0 147.237.77. 216 |dover.idf.il Frk_Under Attack Syn Htp chal | enge 240
s SYN H ood
0.0.0.0 147.237.77. 216 |dover.idf.il Frk Under Attack Syn Htp SynH ood chal | enge 203
0.0.0.0 147.237.77. 216 |dover.idf.il HITP Page H ood Attack H t pH ood forward 120
82.102. 141. 221 |l srael 147.237.72. 166 |aka.idf.il Invalid TGP H ags Anonal i es drop 57
82.102. 141. 197 |lsrael 147.237.72. 166 |aka.idf .il Invalid TGP H ags Anonal i es drop 45
s SYN H ood
0.0.0.0 147.237.72.14 |dover.idf.il(old) Frk Under Attack Syn Htp SynH ood chal | enge 43
s SYN H ood
0.0.0.0 147.237.72. 166 |aka.idf . il Frk_Under Attack Syn Htp SynH ood chal | enge 37
R SYN H ood
0.0.0.0 147.237.72. 166 |aka.idf.il Frk Under Attack Syn Htp chal | enge 37
Iran, Islamc s . . .
2.176.241. 141 Republ i ¢ of 147.237.77. 216 |dover.idf.il TP Scan (vertical) Anti - Scanni ng drop 32
82.102. 141. 212 |lsrael 147.237.72. 166 |aka.idf .il Invalid TGP H ags drop 30
R SYN H ood
0.0.0.0 147.237.77. 176 |nat pash. i df . i1 Frk Under Attack Syn Htp SynH ood chal | enge 28
82.102. 141. 212 |lsrael 147.237.76.86 [navy.idf.il Invalid TGP H ags drop 28
R SYN H ood
0.0.0.0 147.237.72.166 |aka.idf .il Frk Under Attack Syn Htps SynH ood chal | enge 24
82.102. 141. 204 |l srael 147.237.77. 176 [nat pash.i df .i | Invalid TGP H ags Anonal i es drop 24
s SYN Fl ood
0.0.0.0 147.237.72. 14 |dover.idf.il (ol d) Frk_Under Attack Syn Htp chal | enge 21
212.117.143. 250]! srael 147.237.72. 166 |aka.idf .il Anonal y- SSL-renegoti ation-d i | ntrusi ons drop 18
114.79. 37.92 | ndonesi a 147.237.77. 216 |dover.idf.il Block Ip Vb In Access drop 18
199. 203. 77. 237 |l srael 147.237. 72. 167 |i shuri maka. i df . i Anonal y- SSL-renegoti ation-A i drop 17
82.102.141. 195 |lsrael 147.237.72. 166 |aka.idf .il Invalid TGP H ags drop 16
82.102. 141. 209 |lsrael 147.237.76.42 |refuah.idf.il Invalid TGP H ags drop 16
R SYN H ood
0.0.0.0 147.237.72.166 |aka.idf.il Frk Under Attack Syn Htps chal | enge 16
R SYN H ood
0.0.0.0 147.237.77.74 |(lawidf.il Frk_Under Attack Syn Htp SynH ood chal | enge 15
82.102. 141. 204 |l srael 147.237.72. 166 |aka.idf .il Invalid TGP H ags Anonal i es drop 14
R SYN H ood
0.0.0.0 147.237.77. 176 |nat pash. i df . i | Frk Under Attack Syn Htp chal | enge 14
82.102. 141. 211 |lsrael 147.237.72. 166 |aka.idf .i Invalid TGP H ags Anonal i es drop 13
82.102. 141. 199 |lsrael 147.237.72. 166 |aka.idf.il Invalid TGP H ags Anonal i es drop 12
82.102. 141. 201 |l srael 147.237. 77. 243 |nobi | e.i df .i | Invalid TGP H ags Anonal i es drop 12
79.176. 3. 171 | srael 147.237.72. 166 |aka.idf .il Block Udp All _Nets drop 11
82.102. 141. 208 |l srael 147.237. 72. 156 |anan.i df .i| Invalid TGP H ags Anonal i es drop 11
5.29. 75. 189 | srael 147.237. 72. 167 |i shuri maka. i df . i |[Anonal y- SSL.-renegoti ati on-Qd i I nt rusi ons drop 10
82.145.210.91  |Europe 147.237.76.42 |refuah.idf.il Bl ock Ip Vb In Access drop 10
10.0.0.2 147.237.72. 166 |aka.idf .il Invalid TGP H ags drop 10
82.102. 141. 195 |lsrael 147.237.76.86 |navy.idf.il Invalid TGP H ags drop 10
62. 90. 251. 144 | srael 147.237.77. 216 |dover.idf.il SYN H ood unverified cooki e SynH ood drop 9
118. 137. 234. 218|l ndonesi a 147.237.77. 216 |dover.idf.il SYN H ood unverified cooki e drop 9
82.102.141. 196 |lsrael 147.237.72. 166 |aka.idf .il Invalid TGP H ags Anonal i es drop 9
46. 120. 237. 151 |l srael 147.237.77. 216 |dover.idf.il SYN H ood unverified cooki e drop 9
79.176. 3. 171 | srael 147.237. 72. 167 |i shuri maka. i df . i Bl ock_Ulp Al _Nets drop 9
84.108. 17. 82 | srael 147.237.72. 156 |anan.idf .i| Anonal y- SSL-renegoti ation-d i drop 9
82.102.141. 195 |Israel 147.237.77. 216 |dover.idf.il Invalid TP H ags drop 9
82.102. 141. 207 |lsrael 147.237.72. 166 |aka.idf .il Invalid TGP H ags drop 8
2.54.49.183 | srael 147.237. 72. 167 |i shuri maka. i df . i |[Anonal y- SSL-renegoti ati on-Qd i I nt rusi ons drop 8
82.102. 141. 223 |l srael 147.237.72. 166 |aka.idf . il Invalid TGP H ags Anonal i es drop 8
o SYN F ood
0.0.0.0 147.237.77.233|atal .idf.il Frk Under Attack Syn Hip chal | enge 8
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry Target Address |Ste

7120: TCP. Segnent Overlap Wth Dfferent Data, e.g.,

Fragrout e

94.159.239. 14 |Israel 147.237.72. 166 |aka. i of .1 Bl ock 24
Fagrout e
207.232.27.5  |Israel 147.237.77. 170 |n@ar achot . i df . | gjgm;f Segnent Qverlap Wth Dfferent Duta, e.g., B ock 10
82.102. 141. 214 |lsrael 147.237.0.34 |tikshuv.idf.il Q98: B ock - dns poi soni ng B ock 5
54.64.179.8 Uited Sates 147.237.72. 166 |aka.i df .l 16798: HTTP: GNJ Bash HTTP Header Renote Code Bxecution fp o 5
Wl nerability
114.79.18.249 I ndonesi a 147. 237.77. 216 |dover . of . | 7120: TCP: Segrent Qerlap Wth Different Data, e.g., B ock 5
Fagrout e
46.19.85.233  |israel 147. 237. 77. 216 |dover. i df .i | 7120 TP Segrent Qverlap Wth Different Data, e.g., B ock 5
Fagrout e
75.87.155.57  |Wnited Sates 147.237.77. 216 |dover. i df . i Zrlzgm;f Segrent Qverlap Wth Dfferent Dta, e.g., B ock 5
122.10.90. 242 |Hong Kong 147.237.72.14 |dover.idf.il(old) |ClO00108: HITP. Trying to | ocate existing FCKeditor B ock 4
2.176.241.141 |iran, Islamc Republic of |147.237.77.216|dover.idf.il itztojj(:) HITP: 1A C DDoS Tool  (QNLY enabl e when under oS g 3
46.120. 243. 248 | srael 147. 237.72. 166 |aka. i of .i 7120: TCP. Segrent Qverlap Wth Dfferent Dita, e.g., B ock 3
Fragrout e
77.127.211.94 [israel 147.237.77. 216 |dover. i df . i1 7120 TP Segrent Qverlap Wth Different Data, e.g., B ock 2
Fagrout e
46.19.85.158  |Israel 147.237.77. 216 |dover. i of . | 7120: TCP. Segrent Qverlap Wth Dfferent Dita, e.g., B ock 2
Fragrout e
37.26.147.218 |Israel 147.237.77. 216 |dover. i df . i1 7120 TP Segrent Qverlap With Dfferent Data, e.g., B ock 2
Fagrout e
82.102. 169. 113 I srael 147.237.72. 166 |aka. i of . i 7120: TCP. Segrent Qverlap Wth Dfferent Dita, e.g., B ock 2
Fragrout e
46.19. 85. 2 I srael 147, 237.72. 166 |aka.i df . 7120 TP Segrent Qverlap With Dfferent Data, e.g., B ock 2
Fagrout e
54.221.162.7 Lhited Sates 147.237.77. 216 |dover.idf.il 13840: TLS: (penSSL Heartbeat Packet B ock 2
85.65.113.60  |Israel 147.237.72. 166 |aka. i df .i 7120 TP Segrent Qverlap Wih Different Data, e.g., B ock 2
Fagrout e
84.94.181.145 |Israel 147.237.76.86 |navy.idf.il 7120: TCP: Segrent Qverlap Wth Different Data, e.g., B ock 2
Fragrout e
14.99. 83. 94 | ndi a 147.237.72. 166 |aka i df .1 16798 HTTP: GNJ Bash HTTP Header Renote Code Bxecution fg o 1
Wil nerability
185.32.177.95 |l srael 147.237.76.39 |mubile. neitav.idr.i |20 19> Segment Qverlap Wth Dfferent Data, e.g., B ock 1
Fragrout e
80. 246. 137. 162 |Israel 147. 237. 72. 156 |anan. i df . i Zrljgmjg Segrent Qverlap Wth Offerent Data, e.g., B ock 1
54.242.172. 173 |Whited Sates 147.237.77. 216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
109. 160. 242. 2541 sr ael 147.237.72. 166 |aka. i of . i 7120: TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
46.116. 205. 176 |Israel 147. 237. 77. 216 |dover. i df .i | 7120 TP Segrent Qverlap Wih Different Data, e.g., B ock 1
Fagrout e
85.130.221.82 |l srael 147.237.72. 166 |aka. i of . i 7120: TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
82.102. 141. 209 |israel 147.237.72. 166 |aka i df .i 1 7120 TP Segrent Qverlap Wih Different Data, e.g., B ock 1
Fagrout e
46. 19. 85. 60 I'srael 147.237.72. 166 |aka. i of . i 7120: TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
217.34.148.221 |Wnited K ngdom 147. 237. 77. 216 |dover . i of . i Zrlzgm;f Segnent Qverlap Wth Dfferent Data, e.g., Bl ock 1
149.88.82.68  |United Qates 147.237.72. 166 |aka. i of . i zrligm;f Segrent Qverlap Wth Dfferent Data, e.g., B ock 1
77.127.211.94 |israel 147.237.0.19  |madimatal .icf.i1 |20 TP Segnent Qverlap Wth Dfferent Cata e.g., B ock 1
Fagrout e
5 11. 42 44 Palest_l nian Territory, 147. 237. 77. 216 |dover i df i 7120: TCQP. Segnent Overlap Wth DOfferent Data, e.g., B ock 1
Qcecupi ed Fragroute
95. 35.51. 85 I'srael 147.237.72. 166 |aka.i df .l 7120. TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
46.121.112.71 |israel 147.237.72. 166 |aka. i of . i 7120: TCP: Segrent Qerlap Wth Different Data, e.g., B ock 1
Fagrout e
46.19.85.143  |Israel 147.237.76.42 |refuah.idf.il 7120. TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
84.94.190.232 | srael 147.237.0.34  |tikshwv.idf.il 7120: TCP: Segrent Qerlap Wth Dfferent Data, e.g., B ock 1
Fagrout e
37.26.147.135 |israel 147.237.72. 166 |aka i df .il 7120 TP Segrent Qverlap With Different Data, e.g., B ock 1
Fagrout e
194. 90. 134. 226 |Israel 147.237.72. 166 |aka. i of . i 7120: TCP: Segrent Qerlap Wth Different Data, e.g., B ock 1
Fagrout e
81.218.139.97 |israel 147.237.72. 166 |aka i df .il 7120 TP Segrent Qverlap With Different Data, e.g., B ock 1
Fagrout e
62.90.140. 165 |l srael 147.237.72. 166 |aka. i of . i 7120: TCP: Segrent Qerlap Wth Different Data, e.g., B ock 1
Fagrout e
2.54.54. 203 I srael 147.237.72. 166 |aka i df .il 7120 TP Segrent Qverlap Wih Different Data, e.g., B ock 1
Fagrout e
114.79. 18. 249 | ndonesi a 147.237.77. 216 |dover.idf.il 3809: HITP. SQL |njection Evasion SQL Comment Ter ni nat or Bl ock 1
46.117. 159. 150 |Israel 147.237.72. 166 |aka. i of . i 7120: TCP. Segrent Qverlap Wth Dfferent Dita, e.g., B ock 1
Fragrout e
89.139.186.32 [l srael 147.237.77. 216 |dover. i df . i 7120 TP Segrent Qverlap With Different Data, e.g., B ock 1
Fagrout e
46.19. 85. 98 I srael 147.237.76.31 |nakchal .idf il 7120: TCP. Segrent Qverlap Wth Dfferent Dita, e.g., B ock 1
Fragrout e
5.28.128.229  [Israel 147.237.72. 166 |aka. i df .i 7120 TP Segrent Qverlap With Different Data, e.g., B ock 1
Fagrout e
160.39.105.42 |United Sates 147.237.77. 216 |dover. i of . | Zrligm;f Segnent Qverlap Wth Dfferent Data, e.g., B ock 1
105. 35. 167. 27 147. 237. 77. 216 |dover. i cf . i | 7120: TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
85. 64. 20. 60 I srael 147.237.76.86 |navy.idf.il 7120. TP Segrent Overlap Wth Different Data, e.g., Bl ock 1
Fragrout e
82.102. 141. 196 [l srael 147.237.72. 166 |aka. i df .i 7120 TP Segrent Qverlap Wth Different Data, e.g., B ock 1
Fagrout e
64.223.121. 167 |Lhited Qates 147. 237.77. 216 |dover. i of . | 7120: TCP. Segrent Qverlap Wth Dfferent Dita, e.g., B ock 1
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|Top Attackers In |D|

A tacker

Attacker Address Qount ry Target Address ‘S te Name ‘Count
80. 74. 98. 102 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 218
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVWP wth fake user agent 121
66. 249. 67. 23 Lhited Sates 147.237.77. 170 |n@ar achot . i df .i | ET SCAN NVAP -sA (2) 16
68. 193. 39. 59 Lhited Sates 147.237.72. 166 |aka. i df .il ET SCAN NVAP -f -sS 10
68. 193. 39. 59 Lhited Sates 147.237.72. 166 |aka.idf .il ET SCAN NVAP -sS wi ndow 2048 10
82.102. 141. 254 |l srael 147.237.77. 216 |dover.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 8
107. 167.110. 60 |lhited Sates 147.237.72. 166 |aka.idf .il Tehila - Perl LVP wth fake user agent 5
91.135. 111. 75 | srael 147.237. 72. 166 |aka i of i SERVERAPAGE Apache nod_ssl non-SSL connection to SSL port denial of 5
servi ce attenpt
54.64.179. 8 Lhited Sates 147.237.72. 166 |aka.idf .il ET WEB_SERVER Possi bl e CVE-2014- 6271 Attenpt in HITP Cooki e 4
187.45.210. 67 |Bazil 147.237.72.14 |dover.idf.il (ol d) Tehila - Perl LW wth fake user agent 4
54.64.179. 8 Lhited Sates 147.237.72. 166 |aka.idf.il ET WEB_SERVER Possi bl e OVE-2014- 6271 Attenpt in Headers 4
93.172.149. 192 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 3
149.78.133.60 |Lhited Sates 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
59. 106. 108. 116 |Japan 147.237.77. 216 |dover.idf.il Tehila - Perl LVP wth fake user agent 2
213.57.164. 233 |lsrael 147.237.0.34  |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
79.183.141. 176 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
84.108.19. 164 |lIsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
79.181. 125. 233 |lIsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
218. 76. 52. 50 Chi na 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 2
46.121. 98. 27 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
79.178.137.64 |lsrael 147.237.0.34  |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
87.69.123. 75 | srael 147.237.72. 166 |aka.idf .il portscan: TCP O stributed Portscan 2
132.76.50.5 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
66. 249. 93. 78 Lhited Sates 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
85. 250. 2. 147 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
149. 78.124. 193 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
5.29.101. 29 | srael 147.237.0.34  |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
84.111. 144.225 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
46.19. 85. 8 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
93.173.60.223 |lIsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
84.108. 49. 192 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
212.150. 143.13 |Israel 147.237.0.34 |tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
221.12.60.179 |China 147.237.76. 177 |ncore.i df . il GPL SCAN nmap TCP 2
84.94.190.232 |lsrael 147.237.0.34  |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
37.142.142.82 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
168. 63. 200. 167 |[Lhited Sates 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
79.178. 15. 226 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
62. 90. 202. 62 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 249. 79. 39 Lhited Sates 147.237.77. 170 |naar achot . i df . i | ET SCAN NVAP -sA (2) 2
66. 249. 67. 31 Lhited Sates 147.237.77. 170 |n@ar achot . i df .i | ET SCAN NVAP -sA (2) 2
81.218.77.162 |lsrael 147.237.77.74 |lawidf.il GPL SCAN nnap TCP 2
61.174.50.178 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
211.138. 30. 174 |Chi na 147.237.0.200 |rdu.idf.il ET SCAN Potential SSH Scan 1
122. 225. 109. 122|Chi na 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 1
75.151. 149. 250 |lhited Sates 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
5.45.111. 174 Ger nany 147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 76. 52. 50 Chi na 147.237.77. 227 |e. hanaz. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
182.18. 11. 68 Chi na 147.237.76.201e. atal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
85.64.117. 168 |l srael 147.237.72. 166 |aka.idf .il portscan: TCP D stributed Portscan 1
195. 154. 217. 185|F ance 147.237.77.233|ata .idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address | Attacker Country | Target Address |gte | Message [Name | Device Action  |Count |
79.181. 139. 58 | srael 147.237.77. 216 dover.idf.il drop drop 12250
109. 67. 53. 62 | srael 147.237.77. 216 dover.idf.il drop drop 7396
109. 67. 102. 223 | srael 147.237.77. 216 dover.idf.il drop drop 3276
212.179.61. 123 | srael 147.237.77. 216 dover.idf.il drop drop 2727
109. 67. 60. 232 | srael 147.237.77. 216 dover.idf.il dr op drop 2431
149. 78. 42. 161 | srael 147.237.77. 216 dover.idf.il drop drop 1881
46. 19. 86. 203 | srael 147.237.77. 216 dover.idf.il drop drop 1634
62.219. 129. 138 | srael 147.237.77. 216 dover.idf.il drop drop 1492
212.76.107.128 | srael 147.237.77. 216 dover.idf.il drop drop 1399
82.102. 141. 222 | srael 147.237.77. 216 dover.idf.il drop drop 1109
109. 67. 183. 57 | srael 147.237.77. 216 dover.idf.il dr op drop 1021
109. 66. 38. 133 | srael 147.237.77. 216 dover.idf.il drop drop 1020
192. 249. 64. 102 Lhited Sates 147.237.77.216 dover.idf.il drop dr op 945
46. 19. 86. 133 | srael 147.237.77.216 dover.idf.il drop drop 938
41. 33.231. 86 Egypt 147.237.77.216 dover.idf.il drop dr op 787
194.177.16.3 | srael 147.237.77. 216 dover.idf.il drop drop 745
93.172.0. 53 | srael 147.237.77. 216 dover.idf.il dr op drop 745
91. 144. 30. 96 Syrian Arab Republic 147.237.77. 216 dover.idf.il drop drop 725
2.54.136. 108 | srael 147.237.77. 216 dover.idf.il drop drop 597
193. 174. 73. 60 Ger nany 147.237.77.176 nat pash. i df .i | drop drop 584
82.102. 141. 214 | srael 147.237.77. 216 dover.idf.il drop drop 571
54.72.73.168 Lhited Sates 147.237.77.216 dover.idf.il drop dr op 567
77.75.73. 11 Czech Republic 147.237.77. 216 dover.idf.il dr op drop 562
212.150. 214. 130 | srael 147.237.77.216 dover.idf.il drop drop 544
54.72.0.55 Lhited Sates 147.237.77.216 dover.idf.il drop dr op 523
37.4.46. 252 Cer nany 147.237.77. 216 dover.idf.il drop drop 513
132.76.50. 6 | srael 147.237.77. 216 dover.idf.il drop drop 494
212.179. 61. 122 | srael 147.237.77. 216 dover.idf.il drop drop 468
212.179. 46. 19 | srael 147.237.77. 216 dover.idf.il dr op drop 448
195, 226. 71. 212 Ger nany 147.237.77. 216 dover.idf.il drop drop 432
109. 238. 231. 10 Gorgi a 147.237.72. 14 dover.idf.il (ol d) drop drop 358
212.179. 46. 20 | srael 147.237.77.216 dover.idf.il drop drop 358
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il drop dr op 354
46.19. 85. 161 | srael 147.237.77. 216 dover.idf.il drop drop 342
212.179.61. 125 | srael 147.237.77. 216 dover.idf.il dr op drop 339
122. 166. 231. 95 Indi a 147.237.77. 216 dover.idf.il drop drop 325
41. 33. 232. 65 Egypt 147.237.77.216 dover.idf.il drop drop 316
212.179.61.127 | srael 147.237.77.216 dover.idf.il drop drop 315
190. 24. 146. 71 Col onbi a 147.237.77. 216 dover.idf.il drop drop 310
208. 115. 113. 89 Lhited Sates 147.237.77.216 dover.idf.il drop dr op 294
66. 249. 78. 172 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 281
199. 203. 100. 145 | srael 147.237.77. 216 dover.idf.il drop drop 260
66. 249. 78. 165 Lhited Sates 147.237.77.216 dover.idf.il drop drop 257
162.243.163. 112 Lhited Sates 147.237.77.216 dover.idf.il drop dr op 245
68. 180. 224. 228 Lhited Sates 147.237.77.216 dover.idf.il drop dr op 241
105. 35. 167. 27 147.237.77.216 dover.idf.il drop dr op 233
79.181. 10. 219 | srael 147.237.77. 216 dover.idf.il dr op drop 230
82. 205. 0. 146 Pal estinian Territory, Qccupi ed 147.237.77. 216 dover.idf.il drop drop 225
72.227.227.12 Lhited Sates 147.237.72. 166 aka.idf.il Inval i d ACK nunber Bad TCP sequence 220
72.227.227.12 Lhited Sates 147.237.72. 166 aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 220
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Attacker Address Target Address |Ste ; Count
Country Action
207. 46. 13. 66 Lhited Sates |147.237.72.166|aka.idf.il |D stributed Suspici ous Response ode B ock 103
157.55.39.203 |lhited Sates [147.237.72.166|aka.idf.il |Ostributed Suspi ci ous Response Code B ock 86
. . Uhaut hori zed URL Access to
46.120. 243. 248 | srael 147.237.72. 166 |aka. i df .11 wan aka. i df . i1/ sites/resources/chi nuch/styl es/i nport/bottonmavi gat on. asp Bl ock 83
66.249.78.101 |lhited Sates [147.237.77.216|dover.idf.il|Miltiple Whauthorized URL Access from 66.249. 78. 101 B ock 74
66. 249. 78. 94 Lhited Sates |147.237.77.216|dover.idf.il|Miltiple Unauthorized UR Access from 66.249. 78. 94 B ock 68
94.159.239. 14 | srael 147.237.72. 166 |aka i df i| | St'1buted Lhauthorized LR Access on B ock 61
wawn aka. i df . i | // mai n/ rabanut / webr esour ce. axd
66.249. 78.108 |lhited Sates [147.237.77.216|dover.idf.il|Miltiple Wauthorized UR. Access from 66.249. 78. 108 B ock 54
84.229. 42. 129 | srael 147.237.77. 243 |nobi | e.i df .i [Mil ti pl e Unhaut hori zed URL Access from 84.229. 42. 129 B ock 49
66. 249. 65. 33 Lhited Sates |147.237.72.166|aka.idf.il |Miltiple Unauthorized URL Access from 66.249. 65. 33 B ock 44
84.110.86.216 |Israel 147.237.72. 166 |aka i df i| | St'1buted Lhauthorized LR Access on B ock 40
wane aka. i df . i | // mai n/ smal i nd webr esour ce. axd
114.79. 18. 249 | ndonesi a 147.237.77. 216 |dover.idf.il[Miltiple |llegal HITP Version from114.79. 18. 249 B ock 37
114.79. 18. 249 | ndonesi a 147.237.77.216 |dover.idf.il|Miltiple Mal fornmed URL from 114.79. 18. 249 B ock 37
46.19.86.102  |Israel 147.237.72. 166 |aka i of .| |D StTibuted tnauthorized LR Access on B ock 35
wan aka. i df . i | // mai n/ smal i nd webr esour ce. axd
109.66.22.19  |israel 147.237.72. 166 |aka i df i1 | St'1buted Lhauthorized LR Access on Bl ock 35
wane aka. i df . i | // mai n/ snal i nd webr esour ce. axd
212.199. 169. 196 srael 147.237.72. 166 |aka i of .| |D Stibuted tnauthorized LR Access on B ock 34
wan aka. i df . i | // mai n/ smal i nd webr esour ce. axd
: . . D stributed Lhauthorized URL Access on
66. 249. 65. 11 Lhited Sates |147.237.72.166|aka.idf.il 147.237.72. 166/ / edi i yoman/ enl ar ge. asp B ock 30
} . . DO stributed Unaut hori zed URL Access on
66. 249. 78. 96 Lhited Sates [147.237.72.166|aka.idf.il 147. 237. 72. 166/ / edi d yonan/ enl ar ge. asp Bl ock 30
66. 249. 65. 41 Lhited Sates |147.237.72.166|aka.idf.il |Miltiple Unauthorized UR. Access from 66.249. 65. 41 B ock 30
109. 64.31.27  |Israel 147.237.72. 166 |aka i df i1 | St'1buted Lhauthorized LR Access on B ock 28
waww aka. i df . il // mai n/ snal i mwebr esour ce. axd
. . DO stributed Unaut hori zed URL Access on
95. 86. 111. 149 | srael 147.237.72. 166 |aka.idf . il o aka. i of i1 // i v har edi m vebr esour ce. axd B ock 28
46.117.28.82  |israel 147.237.72. 166 |aka i df i1 [P St'1buted Lhauthorized LR Access on B ock 27
waw aka. i df . il // mai n/ snal i mwebr esour ce. axd
85. 250. 188. 182 I srael 147.237.72. 166 |aka i df.i| | St'1buted Lhauthorized LR Access on B ock 27
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
93.172.61.109 |l srael 147.237.72. 166 |aka i df i1 [P St'1buted Lhauthorized LR Access on B ock 26
waw aka. i df . il // mai n/ snal i mwebr esour ce. axd
157. 55. 39. 29 Lhited Sates |147.237.72.166|aka.idf.il |D stributed Suspicious Response Gode B ock 26
87. 69. 166. 40 | srael 147.237.72. 166 |aka.idf.il |Wauthorized URL Access to ww aka.idf.il/nmain/scripts/css3pie. htc B ock 26
: . . Dstributed Lhauthorized URL Access on
66. 249. 65. 15 Lhited Sates |147.237.72.166 |aka.idf.il 147. 237. 72. 166/ / edi i yonan/ enl ar ge. asp B ock 25
66.249.93.17  |United Qates |147.237.72. 166 |aka idr.il |D Stributed thauthorized UR. Access on B ock 24
wawe aka. i df . i | // mai n/ har edi nd webr esour ce. axd
85. 130. 221. 82 | srael 147.237.72. 166 |aka.idf.il |Wauthorized URL Access to wwu aka.idf.il/val tam B ock 24
212.76.102.105 |lsrael 147.237.72. 166 |aka.idf.il |Uauthorized URL Access to aka.idf.il/nai n/ haredi niwebresource. axd B ock 24
: e D stributed Lhauthorized URL Access on
66. 249. 65. 19 Lhited Sates [147.237.72.166|aka.idf.il 147. 237. 72. 166/ / edi i yonan/ enl ar ge. asp B ock 24
66. 249. 65. 37 Lhited Sates |147.237.72.166|aka.idf.il [Miltiple Unauthorized UR. Access from 66.249. 65. 37 B ock 23
. . Uhaut hori zed URL Access to
79.180.51. 47 | sr ael 147.237.72. 166 |aka. i df .11 wan aka. i df . i1/ sites/resources/chi nuch/styl es/i nport/bottonmavi gat on. asp Bl ock 23
85.65.113.60 |l srael 147.237.72. 166 |aka i of .| |D StTibuted tnauthorized LR Access on B ock 22
wan aka. i df . i | // mai n/ smal i nd webr esour ce. axd
66. 249. 65. 76 Lhited Sates |147.237.72.166|aka.idf.il |Miltiple Unauthorized UR. Access from 66.249. 65. 76 B ock 22
87.69.48.114  |Israel 147.237.72. 166 |aka i df i1 [P St'1buted Lhauthorized LR Access on B ock 22
waww aka. i df . i | // mai n/ snal i mwebr esour ce. axd
. . . DO stributed Unaut hori zed URL Access on
66. 249. 65. 37 Lhited Sates |147.237.72.166 |aka.idf.il 147. 237. 72. 166/ / edi nd yoman/ enl ar ge. asp B ock 22
37.26.147.221 |israel 147.237.72. 166 |aka i df i1 [P St'1buted Lhauthorized LR Access on B ock 22
waww aka. i df . i | // mai n/ snal i mwebr esour ce. axd
85.250.22.132 I srael 147.237.72. 166 |aka i df i| |D St'1buted Lhauthorized LR Access on B ock 22
wan aka. i df . i | // mai n/ smal i nd webr esour ce. axd
109. 253. 151. 12 |Israel 147.237.72. 166 |aka i df i1 [P St'1buted Lhauthorized LR Access on B ock 21
waw aka. i df . il // mai n/ snal i mwebr esour ce. axd
46.19.86.101  |Israel 147.237.72. 166 |aka i df i| |D St'1buted Lhauthorized LR Access on B ock 21
wan aka. i df . i | // mai n/ smal i nd webr esour ce. axd
82.80.141.13  |Israel 147.237.72. 166 |aka i df i1 [P St'1buted Lhauthorized LR Access on B ock 21
waw aka. i df . i | // mai n/ snal i mwebr esour ce. axd
. . . DO stributed Unaut hori zed URL Access on
66. 249. 78. 110 Lhited Sates |147.237.72.166 |aka.idf.il 147. 237. 72. 166/ / edi nd yoman/ enl ar ge. asp B ock 20
79.179. 150. 240 |l srael 147.237.72. 166 |aka.idf.il |Dstributed Uhaut horized UR. Access on ww aka. i df.il//main/scripts/css3pie. htc |B ock 20
213.151.56. 189 |Israel 147.237.72. 166 |aka i of .| |D Stibuted tnauthorized LR Access on B ock 20
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
2. 54, 186. 88 I srael 147. 237.72. 166 |aka i of . i1 |D Stributed Lhauthorized LR. Access on Bl ock 20
wane aka. i df . i | // mai n/ snal i nd webr esour ce. axd
66. 249. 65. 80 Lhited Sates |147.237.72.166|aka.idf.il |Miltiple Unauthorized URL Access from 66.249. 65. 80 B ock 20
212.199.132.57 |Israel 147.237.72. 166 |aka i of .| |D StTibuted tnauthorized LR Access on B ock 20
wan aka. i df . i | // mai n/ smal i nd webr esour ce. axd
46.19.86.128 [ srael 147.237.72. 166 |aka i df i1 | St'1buted Lhauthorized LR Access on B ock 20
wane aka. i df . i |/ / mai n/ snal i nd webr esour ce. axd
109. 64. 155, 108 | srael 147.237.72. 166 |aka i of .| |D StTibuted tnauthorized LR Access on B ock 19
wane aka. i df . i | // mai n/ smal i nd webr esour ce. axd
66.249.78.103 |United Sates |147.237.72. 166 |akaict.i1 | StT1buted Lhauthorized UR Access on B ock 19

147.237. 72. 166/ / edi ni yoman/ enl ar ge. asp
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