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10-01-2016 to 10-02-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 4761
176. 41. 78. 167 Tur key 147.237.77.216 dover.idf.il|DOS- HTTP- t or shanmer forward 1437
176. 41. 78. 167 Tur key 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 579
0.0.0.0 147.237.77.216 dover.idf.il|SYN Hood out of context drop 442
176. 41. 78. 167 Tur key 147.237.77. 216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 307
176. 41. 78. 167 Tur key 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 92
104. 36. 18. 41 Lhited Sates 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- Fl N- ACK drop 55
192.115.83.5 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 45
77.138.52. 97 France 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 24
109. 64. 161. 145 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 23
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 21
205. 185. 122. 177 Lhited Sates 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 20
158. 255. 208. 29 Hong Kong 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 15
217. 148. 44. 140 Uni ted Ki ngdom 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 12
109. 64. 161. 145 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 12
176.111. 109. 155 Port ugal 147.237.77.216 dover.idf.il|SYN Hood out of context drop 11
5.102. 242. 231 | srael 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 10
199. 167. 129. 140 Canada 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 10
193. 182. 144. 142 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 9
37.235. 53. 238 Spai n 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 9
89. 249. 221. 242 Lebanon 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 9
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 8
79.180. 18. 181 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 8
2.53.34.175 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 8
176. 41. 78. 167 Tur key 147.237.77. 216 dover.idf.il|JLM Under Attack _Con Htp drop 8
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il|SYN Hood out of context drop 8
94. 230. 86. 213 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 7
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il|SYN H ood del ete reset drop 7
192. 243. 55. 129 Lhited Sates 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 7
84.111.104.113 | srael 147.237.72. 166 aka.idf.il |Back List drop 7
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 7
192. 40. 57. 144 Lhited Sates 147.237.77.216 dover.idf.il|SYN Hood out of context drop 7
77.138.52. 97 France 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 6
104. 36. 18. 41 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 6
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N- ACK drop 6
68. 180. 231. 57 Lhited Sates 147.237.77. 216 dover.idf.il|SYN FH ood out of context drop 6
37.237.192.124 Iragq 147.237.77. 216 dover.idf.il|TQP Scan (vertical) drop 6
104. 36. 18. 41 Lhited Sates 147.237.77. 216 dover.idf.il|JLM Under Attack Con Htp drop 6

8. 37.225.117 Lhited Sates 147.237.77. 216 dover.idf.il|JLM Under Attack Con Htp drop 5
192. 71. 249. 215 Bel gi um 147.237.77.216 dover.idf.il|SYN Hood out of context drop 5
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 5
131. 253. 27. 18 Lhited Sates 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 5
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 5
109. 64. 124. 11 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 4
192. 40. 57. 144 Lhited Sates 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 4
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack forward 4
192. 71. 249. 215 Bel gi um 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 4
109. 253. 214. 101 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 4
158. 255. 208. 29 Hong Kong 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 3
168. 235. 207. 175 Lhited Sates 147.237.77. 216 dover.idf.il|JLM Under Attack Con Htp drop 3




10-01-2016 to 10-02-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnature

69. 30. 198. 242 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 123
106. 38.241. 106 |China 147.237.77.176 |mat pash.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 31
220.181.125.23 |China 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per it 25
91.98. 98. 28 Iran, Islamc Republic of [147.237.76.42 |refuah.idf.il 9785: HITP. SQ Injection (Referer Header) B ock 17
46.4.123.172 Ger many 147.237.77.74 |(lawidf.il C1000074: HITP. naj estic bot Per nit 17
106. 38.241. 106 |Chi na 147.237.76.42 |refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per it 15
46.4.123.172 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per mit 10
69.30.198.242  |lhited Sates 147.237.77.176 |nat pash.idf.il C1000074: HTTP: naj estic bot Pernit 6
23.91.70.94 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
158. 85. 253. 245 [Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion  [B ock 6
108. 175. 157. 102 [hited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
72.167.131. 75 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
141.8.132.78 Russi an Federation 147.237.77.216 |dover.idf.il 1090: HITP. |1S .asp Source Qode Read Per mit 6
201. 216. 208. 137 |Argentina 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
91. 151. 208. 90 United Ki ngdom 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
158. 85. 253. 245 [lLnited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
174. 47. 99. 30 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
74.208.230.195 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
202.124.109.87 [New Zeal and 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
64.34.186.9 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
158. 85. 253. 245 |lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 6
23.91.70. 43 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SELECT) B ock 6
184.172.106. 100 [lhited Sates 147.237.77.74 |(lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
162.210.196. 98 |Lnited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. mgj estic bot Per nit 4
137.117.9. 67 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SELECT) B ock 3
46.118.155. 156 |Ukrai ne 147.237.77.216 |dover.idf.il 15323: HTTP. User-Agent (MRSPUTN K) B ock 3
162.210.196.97 |lLhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per it 3
137.117.9. 67 Lhited Sates 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 3
125. 64. 94. 206 Chi na 147.237.0.34  |tikshuv.idf.il CL000003: HTTP. phpM/Adnin access Per nit 3
125. 208. 24. 2 Chi na 147.237.77.216 |dover.idf.il 24910: HTTP. Python urllib User-Agent Header Bl ock 3
106. 38.241. 106  [Chi na 147.237.76.86 |navy.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 2
108. 59. 8. 80 Lhited Sates 147.237.77.234 |hal ag.idf .il C1000074: HTTP: naj estic bot Pernit 2
104.223.91.234 |liited Sates 147.237.72.156 |aman.idf.il 32390: HTTP. Suspicious User-Agent (Mzilla) B ock 2
46.4.123.172 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot Per mit 2
192. 187. 104. 235 [lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 2
5.9.62. 130 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. ngj estic bot Per nit 2
62.212.73. 211 Net her | ands 147.237.77.233 |atal .idf.il CL000074: HTTP. maj estic bot Per mit 2
5.9.111.70 Ger many 147.237.76.200 |eitan. aka.idf.il |ClL000074: HITP. najestic bot Per nit 2
106. 38.241. 106 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per it 2
91.194. 84. 106 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 2
106. 38. 241. 106 |China 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mit 2
159. 122.159.28 |lLhited Sates 147.237.77.216 |dover.idf.il C1000133: HTTP. (pisrael - key words and groups Per it 1
192. 187. 104. 235 [Lnited Sates 147.237.72.156 |anan.idf.il CL000074: HTTP. maj estic bot Per mit 1
91.98. 98. 28 Iran, Islamc Republic of |[147.237.76.42 |refuah.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
151. 80. 31. 160 France 147.237.0. 34 ti kshuv.idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
106. 38.241. 106  [Chi na 147.237.77.170 |maarachot.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS. (penSSL Heartbeat Packet B ock 1
106. 38. 241. 106  |Chi na 147.237.72.156 |aman.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der Per mt 1
151. 80. 31. 108 France 147.237.76. 147 |chi nuch. aka. i df . i [{Cl000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mit 1




10-01-2016 to 10-02-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry Ste Signature
46.120.122. 219 |147.237. 72. 166 I srael aka. idf.il Xenu Link S euth User Agent 1276
46.120.122. 219 |147.237.77. 216l srael dover.idf.il Xenu Link Seuth Wser Agent 1143
46.120. 122. 219 [147.237.77. 176 |l srael mat pash. i df .i | Xenu Link S euth User Agent 454
46.120.122. 219 [147.237.0.17 |Israel mny-kosher-kravi.idf.il [Xenu Link 9 euth User Agent 255
46.120.122. 219 |147.237. 76. 200 |l srael eitan aka.idf.il Xenu Link Seuth Wser Agent 157
66. 249. 65. 21 147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 156
46.120. 122. 219 [147.237.76.86 |[Israel navy. i df.il Xenu Link S euth User Agent 126
46.120.122.219 |147.237.76.42 |Israel refuah.idf.il Xenu Link 9 euth User Agent 93
91.98. 98. 28 147. 237. 76. 42 ;a”' Istanc Republ il of o, i . i SQ Injection - Select From 54
46.120. 122,219 (147.237.0.34 |[lIsrael tikshuv.idf.il Xenu Link Seuth User Agent 22
46.120.122. 219 |147.237.77. 170l srael naar achot . i df .i Xenu Link Seuth User Agent 18
158. 85. 253. 245 |147.237.77. 233 |Wnited Sates atal.idf.il SQ Injection - Select From 18
184.172. 106. 100|147. 237. 77. 74 |Lhited Sates lawidf.il SQ Injection - Select From 18
23.91.70.94 147.237.77.233|lhited Sates atal.idf.il SQ Injection - Select From 14
109. 67. 239. 218 [147. 237. 72. 166 |I srael aka.idf.il Xenu Link S euth User Agent 11
46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 10
109. 67. 239. 218 |147.237. 77. 216 |l srael dover.idf.il Xenu Link S euth User Agent 10
64.34.186.9 147.237.77. 233 |Wited Sates atal.idf.il SQ Injection - Select From 8
137.117. 9. 67 147.237.72. 166 |Lhited Sates aka.idf.il A Injection - Select From 8
72.167.131. 75 |147.237.77.74 |United Sates lawidf.il SQ Injection - Select From 8
174.47.99. 30 147.237.77. 233 |Wited Sates atal.idf.il SQ Injection - Select From 8
46.120.122.219 |147.237.76.31 |[Israel nakchal . i df.il Xenu Link Seuth User Agent 8
91.151.208.90 |[147.237.72. 166 |Uni ted K ngdom aka.idf.il SQ Injection - Select From 8
108. 175. 157. 102|147, 237. 77. 233 |Whi ted Sates atal.idf.il SQ Injection - Select From 8
202. 124.109. 87 |147.237.77.74 |New Zeal and lawidf.il A Injection - Select From 8
201. 216. 208. 137|147. 237. 77. 233 |Argenti na atal .idf.il SQ Injection - Select From 8
23.91.70. 43 147.237.72. 166 |Whited Sates akaidf.il SQ Injection - Select From 8
74.208.230. 195 |147.237.77.74 |lhited Sates lawidf.il A Injection - Select From 6
79.181. 248. 130 |[147.237.76.86 |lsrael navy. i df .il ET SCAN NVAP -sA (2) 6
151. 80. 41. 96 147.237. 72. 166 |France aka.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 6
46.120.122.219 |147.237.77. 233 (I srael atal .idf.il Xenu Link Seuth User Agent 6
146.200.148.0 |147.237.77. 216 |Uni ted Ki ngdom dover . idf.il Tehila - Perl LW with fake user agent 5
77.127.51.23 147.237.77. 216 I srael dover.idf.il Xenu Link S euth User Agent 4
46.120. 122,219 |(147.237.0.15 |[lIsrael kosher-kravi.idf.il Xenu Link Seuth User Agent 4
66. 249. 65. 51 147.237.77. 216 |Wnited Sates dover . idf.il ET SCAN NVAP -sA (2) 3
183. 60. 48. 25 147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 2
. ... |C5-WNDOAS M crosoft Wndows RDP RST deni al of
46.243.112. 156 [147.237.77. 226 |[Romani a v chanat z. aka. i df . i | : 2
servi ce attenpt
, _ L C5- WNDOANS M crosoft Wndows RDP RST deni al of
46. 243. 112. 156 |147. 237. 76. 197 |Romani a e hinush.idf.il . 2
service attenpt
. L C5- WNDOANS M crosoft Wndows RDP RST deni al of
46.243.112. 156 [147.237.77. 212 [Romani a e.dover.idf.il : 2
servi ce attenpt
58.218. 200. 137 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 2
. L C5- WNDOANS M crosoft Wndows RDP RST deni al of
46.243.112. 156 [147.237.76. 177 [Ronani a ncore.idf.il : 2
servi ce attenpt
103. 208. 244, 223(147. 237. 76. 38 e.e.neitav.idf.il ET SCAN Potential SSH Scan 2
_ o C5- WNDOAS M crosoft Wndows RDP RST deni al of
46.243.112. 156 |147. 237. 77. 179 [Romani a e.nazi.idf.il : 2
servi ce attenpt
. o C5- WNDOAS M crosoft Wndows RDP RST deni al of
46.243.112. 156 |147.237. 76. 148 |[Romani a gacenter. aka. i df.il . 2
servi ce attenpt
_ L C5- WNDOAS M crosoft Wndows RDP RST deni al of
46.243.112. 156 |147. 237. 77. 176 [Romani a nat pash. i df .i : 2
servi ce attenpt
103. 208. 244. 223|147. 237. 0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 2
80.248.7.18 147.237.0.35 |Ngeria akavs. i df . i | ET SCAN Potential SSH Scan 2
. o C5- WNDOANS M crosoft Wndows RDP RST deni al of
46.243.112. 156 [147.237.76.86 [Romani a navy. i df .il : 2
servi ce attenpt
. o G5 WNDOAS M crosoft Wndows RDP RST deni al of
46. 243. 112. 156 |147.237.77. 121 |Romani a e.navy.idf.il . 2
servi ce attenpt
. , L C5- WNDOANS M crosoft Wndows RDP RST deni al of
46.243.112. 156 |(147.237.8.27 |Ronani a e.nadi matal .idf.il : 2
servi ce attenpt




10-01-2016 to 10-02-2016

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
176. 41. 78. 167  |Turkey 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3449
104. 36. 18. 41 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 1223
176. 41. 78. 167  |Turkey 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 228
104. 36. 18. 41 Lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor  |215
8.37.225. 117 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 202
168. 235. 207. 175|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 191
Sreaning Engine: TCP Invalid i i SSi
84.111.64.141 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Inval id segnent retransmssion. |, 182
Ret r ansni ssi on Packet dr opped.
65.114.186.10 |Lhited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor 175
176. 228. 144. 37 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SiNretransmt wth different | oo [152
W ndow scal e
Sreanming Engine: TGP Invalid i i ssi
109. 65. 149. 210 |Israel 147. 237. 76. 200 |ei tan. aka i of . i1 9 =9 Inval i d segnent retransmssion. |, 124
Ret r ansni ssi on Packet dr opped.
141.212.121.32 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 120
8.37.231. 185 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 117
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 109
Sreaning BEngine: TQP Invalid i i Ssi
2.53.53. 48 I'srael 147. 237.77. 243 |nobi l e. i df . i 9 =g Invalid segnent retransmssion. |, 90
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.187  |Israel 147.237.77. 243 |mubile.i o i1 9 =9 Inval i d segnent retransmssion. |, 90
Ret r ansni ssi on Packet dr opped.
184. 175. 54. 173 |Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 87
168. 235. 197. 149|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 84
8.37.231.185 Uhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 77
65.114.186.10 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 75
Sreaning Engine: TGP Invalid ' i ssi
77.127.74.33  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 72
Ret r ansni ssi on Packet dr opped.
217.132.51.228 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SNretransmt wth different o, o0 g6
W ndow scal e
8.37.225.117 Lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor |65
79.181.99. 166 |[lIsrael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 63
Sreaning BEngine: TQP Invalid i i Ssi
77.126.58.14  |israel 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 60
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
85.65. 4. 85 I'srael 147.237.77. 243 |mbile.i o i1 9 =9 Inval i d segnent retransmssion. |, 60
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i Ssi
176. 228. 165. 205|i srael 147. 237. 76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. |, 52
Ret ransm ssi on Packet dr opped.
107. 167. 106. 158|Uhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 49
79.181.99.166 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence nonitor |43
77.139.44.45  |France 147.237.77. 233 |atal .i df .i | Bad TCP sequence SWretransmt with different —ooniior a2
W ndow scal e
141. 0. 14. 145 Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 40
65.114.186.10 |Lhited States |147.237.77. 176 nat pash.iof .i | Bad TCP sequence I'nval i d ACK nunber nonitor |36
79.181. 99. 166 | srael 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 35
92. 97. 60. 106 Eﬂi:rtaetde:rab 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 34
50.79.101. 141 |Whited Sates 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 34
i Sreanming Engine: TCP Invalid i i ssi
2 53.2 130 | srael 147. 237. 77. 226 v chanat z. aka. i df g _g Inval i d segnent retransnission. drop 33
Al Ret r ansni ssi on Packet dr opped.
141. 0. 14. 217 Eur ope 147.237.77. 176 |nat pash. i df . i dr op Frst packet isn't SN drop 32
Sreaning Engine: TGP Invalid ' i ssi
46.19. 86. 85 I'srael 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.180.22.50  |israel 147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
213.8.204.36  |Israel 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13. 251, 119 |Israel 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansmi ssi on Packet dropped.
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
212.143.186. 38 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 29
Sreaning BEngine: TQP Invalid i i Ssi
79.182. 105. 109 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. |, 27
Ret ransm ssi on Packet dr opped.
79.181.99.166 |Israel 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |27
87.169. 64. 66 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
79.181.99.166 |Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence Invalid AGK nunber alert 26
192.115.83.5 | srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
172.56.16. 140 |Wnited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |24
Sreaning Engine: TCP Invalid i i SSi
2.53.184.181 [l srael 147.237.77. 243 |nobi l e.i df . | 9 =g Inval id segnent retransmssion. |, 24
Ret r ansni ssi on Packet dr opped.
. . SYNtACXK retransmt with .
79.181.99.166 |Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence different wi ndow scal e nonitor |23
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46.120.122.219 |israel 147.237.72. 166 |aka. i df . i | Té'. tl'z‘[))'.elga;;go” zed Method for Known URL from B ock 995
46.19. 85. 38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 260
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 235
176.13.13. 37 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 166
109. 253. 208. 125]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 153
2.53.157. 234 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 149
109. 253.223.0 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 127
79.178. 43. 40 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 113
79. 180. 46. 205 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 98
84.94.58. 214 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 83
109. 253. 196. 16 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 83
109. 253. 144. 2341 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 79
109. 253. 147. 38 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 73
46.19. 86. 83 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 71
37.26.149.207 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 57
46.19. 86. 176 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 44
46.19. 85. 125 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 37
14.127. 67. 88 Chi na 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut horized URL Access from 14. 127. 67. 88 B ock 36
46.121.203.29 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 35
46.19. 86. 235 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 33
176. 13. 12. 55 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 30
79.182.17.137 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 30
46.120.122. 219 |Israel 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed LRL Access from 46. 120. 122, 219 B ock 26
77.139.102.129 |France 147.237.72. 166 |aka. i df . i | g‘;'. tli;;.elo%“.af;go” zed Method for Known UR. from B ock 17
14.127.67.88  [china 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 14.127.67. 88 B ock 16
46.19.86.22  |israel 147.237.77. 243 |nobi  e. i df . i | P! ?&T{ﬁs\;cﬂa?ﬂicir;nggg;’:ﬁjwd tn Bl ock 16
2.53.157. 234 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 14
31. 154. 81. 40 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 31.154. 81. 40|B ock 14
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Dstributed PH> A tenpt B ock 14
88. 202. 218. 243 zi;gegom 147.237.77. 243 |nobi | e. i df . i | gbﬁn:t o T?/F?srcﬂ;raj/[ icﬁgngiﬁﬁmd in B ock 14
80. 246.139. 171 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 13
37.26.149.135 |Israel 147.237.0.19 |mnadimatal .idf.il Distributed Suspici ous Response Code Bl ock 13
14.127.67.88 Chi na 147.237.77. 216 |dover . i df . i | PHP Att enpt B ock 13
46.120. 122. 219 |Israel 147.237.76.200(ei tan. aka. i df . il Mil ti pl e Unaut hori zed LRL Access from 46. 120. 122. 219 B ock 12
14.127.67. 88 Chi na 147.237.77.74 |lawidf.il Mil tipl e Unaut horized URL Access from 14. 127.67. 88 B ock 12
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthori zed URL Access from 46. 120. 122. 219 B ock 11
2.53.57.225 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 10
84. 95. 208. 20 | srael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 10
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | PHP Att enpt B ock 9
185.120.124. 15 |Israel 147.237.77. 243 |nobi l e. i df . i | ﬁ;ﬂtgﬁr&z_??/g:fegpgrcye;m s/ 1 st chi | ddocunent s/ 1152 B ock 9
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Uhaut horized URL Access from 84.95. 208. 20 B ock 9
46.210.240.72 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 9
2.55.32.153 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
66. 249. 65. 51 I srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 65. 51 B ock 8
79. 180. 22. 50 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 8
185.32.179.47 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 8
84. 95. 208. 20 I srael 147.237.77. 226 V\TA:W chamat z. aka. i df Mil tipl e Unaut horized UR. Access from 84. 95. 208. 20 Bl ock 8
36.88.60.160  [Indonesia  |147.237.77. 216 |dover. i df .i | v el Dyﬁge\;_‘:ﬁégcefigfw " B ock 7
80. 246. 137. 186 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 7
109. 65. 149. 210 |l srael 147.237.76. 200 |ei tan. aka. i df . i | m”g‘to;zisaﬁf _Aiclcftszngloat s/ honepage! honepage. asp B ock 7
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