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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Address

Signature

‘Target

66. 249. 67. 38 ited Sates 147.237.77.226  |vew chanat z. aka. i df . i | ;?s handshake viol ation, first packet not |, ) 8490
68. 180. 228. 112 Lhited Sates 147.237.77.216  |dover.idf.il ;C/]; handshake viol ation, first packet not |, 5696
66. 249. 78. 166 ited Sates 147.237.77.216  |dover.idf.il ;?s handshake viol ation, first packet not |, ) 5426
72.9.148. 10 Lhited Sates 147.237.77. 74 lawidf.il l;]; handshake violation, first packet not |, 4715
66. 249. 64. 156 Wited Sates 147.237.77.233  |atal.idf.il ;?s handshake viol ation, first packet not |, ) 3078
86. 157. 181. 249 nited Ki ngdom 147.237.77.216  |dover.idf.il l;]; handshake violation, first packet not |, 2146
54.72.0.55 Irel and 147.237.77.216  |dover.idf.il ;?s handshake violation, first packet not |, ) 1353
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il l;]; handshake violation, first packet not |, 1084
66. 249. 79. 225 ited Sates 147.237.72.166  |akaidf.il ;?s handshake violation, first packet not |, ) 1025
197. 215. 255. 110 'gfanzanl a, Lhited Republic 147. 237. 77. 216 dover idf.il 'SI')C/]; handshake vi ol ation, first packet not drop 654
66.249. 79. 211 ited Sates 147.237.72.166  |akaidf.il ;?s handshake violation, first packet not |, ) 638
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il l;]; handshake viol ation, first packet not |, 546
195. 53. 175. 26 Fain 147.237.77.216  |dover.idf.il ;?s handshake viol ation, first packet not |, . 410
178. 255. 215. 87 France 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, 371
79.179.176. 113 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 298
46. 19. 85. 3 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 274
79.182. 36. 244 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 250
149.88.27.1 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL.-renegoti ation-di dest - r eset 197
66. 249. 69. 109 Wited Sates 147.237.72.166  |aka idf.il Z;j; handshake viol ation, first packet not |, 186
46.19. 85. 9 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 171
46. 19. 86. 190 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 157
37.26. 146. 206 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL.-renegoti ation-di dest - r eset 117
79.176. 20. 144 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 112
37.26. 148. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 101
2.52.27.68 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 100
37. 26. 148. 255 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 87
149. 78. 21. 209 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 83
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 81
2.54.141. 152 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL.-renegoti ation-di dest - r eset 81
46.19. 86. 13 | srael 147.237. 72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 73
2.54.154.91 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 69
46.19. 85. 237 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 59
2.54.15. 97 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 54
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il l;]; handshake viol ation, first packet not |, 53
46.121. 92. 143 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 48
185.32.179.5 | srael 147.237.72. 167 ishurimaka idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 48
185. 32. 179. 230 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 46
2.52.49. 77 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL.-renegotiation-di dest - r eset 43
176. 67. 121. 48 (F;ajcis;i';'ja” Territory, 147.237.77.216  |dover.idf.il SQ- I nj - Pang- GVBSQLI nt 1 dest - r eset 39
80. 230. 48. 14 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 32
100. 100. 71. 245 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 32
85. 250. 156. 211 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL.-renegoti ation-di dest - r eset 31
46.19. 85. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 30
2.54.35.4 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 30
46.121. 92. 143 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 30
46. 19. 86. 16 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 27
103. 25. 58. 145 Australia 147.237.77.216 dover.idf.il DOS- LA C- TCP- 80- | gn dest - r eset 26
213.57.221. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 25
103. 25. 58. 145 Australia 147.237.77.216 dover.idf.il DCS- LA C- TCP- 80- cat dest - r eset 24
195. 250. 33. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 24
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Sgnature
84.108.136. 177 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 9
wwv, chamat z. aka. i df )
213.8.124.107 |[Israel 147. 237.77. 226 . C1000004: HTTP: options nethod (M crosoft) B ock 6
206.72.113. 4 Lhited Sates 147.237.77.233|atal .idf .il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 4
64.186. 146. 196 |Lhited Sates 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
216. 249. 104. 194|lhited Sates 147.237.72. 166 |aka. i df . i | 3808: HITP. Q. Injection \ariabl e Decl arati on Bvasion B ock 4
121. 100. 143. 14 |China 147.237.77.216|dover.i df . il Q091: HTTP. Access to - adnmin. asp B ock 4
. . 13248: HITP. Joomia JCE File Wl oad Renote Code
5. 135. 254. 36 France 147.237.72. 166 |aka. i df . i | Executi on Wl nerabi li ty Bl ock 4
211.59.8.170 Korea, Republic of 147.237.72.167|i shurimaka. i df . i | C1000108: HTTP. Trying to | ocate existing FQKeditor B ock 4
66. 135. 63. 82 Lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Bvasion B ock 4
79.183. 35. 44 I srael 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
211.59.8.170 Korea, Republic of 147.237.76.86 |navy.idf.il C1000108: HTTP. Trying to | ocate existing FQKeditor B ock 4
67.216.79.204 |lLnited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Bvasion B ock 4
46.137.81.122 |Ireland 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection \ariabl e Decl arati on Bvasion B ock 4
46.116. 201. 122 [l srael 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 3
193.143.55. 47 |Fnland 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
wwv, chamat z. aka. i df - . ) .
94.73.145. 90 Tur key 147.237.77. 226 i 3808: HITP. SQ Injection Variabl e Declaration BEvasi on B ock 3
139. 162.28.69  |Netherl ands 147.237.77.216|dover.idf . il C1000108: HTTP. Trying to | ocate existing FQkeditor B ock 3
. . 13248: HITP. Joomia JCE File Wl oad Renote Code
78.46.94. 179 Ger many 147.237.72. 166 [aka. i df . i | Executi on Wl nerabi li ty B ock 3
199. 255. 210. 43 |Anonynous Proxy 147.237.77.216|dover. i df . il Q091: HITP. Access to - adnin.asp B ock 3
87. 69. 140. 25 I srael 147.237.77.216|dover.idf .l C1000004: HTTP. options nethod (M crosoft) B ock 2
79.176.41.194 |[Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
46.117.51.173 [l srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 2
wwv. chamat z. aka. i df )
46.121. 131. 148 |l srael 147.237.77. 226 i CLl000004: HTTP: options nethod (M crosoft) B ock 2
188. 165. 214. 208|France 147.237.77.216|dover. i df . il 20114: HITP. PHP Milicious Archive File Transfer Bl ock 2
212.143.191. 43 |[Israel 147.237.72. 166 |aka. i df . i | C1000004: HITP. options nethod (M crosoft) B ock 2
192.174.80.36 |lhited Sates 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 2
52.1.90. 117 Lhited Sates 147.237.77.216|dover. i df . il 13840: TLS (penSSL Heartbeat Packet B ock 1
192.174.80.36 |lhited Sates 147.237.76.86 |navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
121. 100. 143. 14 |Chi na 147.237.77. 216 |dover.idf.il @23: HITP. administrator in LR Per nirt 1
5.22.130. 203 I srael 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
176. 67. 121. 48 (F;ajcis;i';'ja” ferritory, 147 237.77. 216 |dover. i df . i | 5670: HITP. SQL I njection (SELECT) Bl ock 1
106. 38. 241. 118 |Chi na 147.237.76.42 |refuah.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
61.135.189. 122 [China 147.237.76.31 |nakchal .idf.il C103: HTTP:. User Agent Sogou+web+spi der B ock 1
186. 188. 202. 115|Panana 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
197.7.10. 201 Tuni si a 147.237.77.216|dover.i df . il 5141: HITP. Sgl map HTTP Request B ock 1
. P . 16798: HITP: QWU Bash HITP Header Renote Code
61.161. 130. 242 [China 147.237.0.15 |kosher-kravi.idf.il Executi on Wl nerabi li ty B ock 1
36.81.0.48 | ndonesi a 147.237.77.74 |lawidf.il 9220: PHP. Ml i ci ous (bf uscated PHP Program Access Bl ock 1
www. chamat z. aka. i df .
94.73.145. 90 Tur key 147.237.77. 226 i 5670: HITP. SQ Injection (SELECT) B ock 1
119.101.94.33 |China 147.237.77. 216 |dover.i df . il 8479: HTTP. Suspi ci ous HTTP Request B ock
199.58.86.211 |Uhited Sates 147.237.77.216|dover. i df . il C1000106: HITP: naj estic bot B ock
. . . 16798: HITP: QWU Bash HITP Header Renote Code
61. 161. 130. 242 |Chi na 147.237.76.86 [navy.idf.il Executi on Wl nerabi li ty Bl ock 1
144.76.29.162 |Ger many 147.237.77.74 |lawidf.il C1000106: HTTP. naj estic bot B ock 1
37.8.6.145 (F;ajcis;i';'ja” ferritory, 147 237.77. 216 |dover. i df . i | C1000101: HTTP Hacked in the LR Bl ock 1
103.25.58.145 |Australia 147.237.77.216|dover.idf . il 10725: TCP: LA C DDoS Tool B ock 1
120. 37 244. 230 |cni na 147. 237, 77. 176 |mat pash. i df . i | i?:gi':)t HTTP: Chi na Chopper Mal ware Communi cation B ock 1
wwv. chamat z. aka. i df )
2.54.138. 87 | srael 147.237.77. 226 i CLl000004: HTTP: options nethod (M crosoft) B ock 1
86.108.19. 245 |Jordan 147.237.77.216|dover. i df . il C1000004: HTTP: options nethod (M crosoft) B ock 1
62.212.73.211 |Netherl ands 147.237.77.216|dover.idf .l C1000106: HITP. naj estic bot B ock 1
37.8.6.145 Palestinian Territory, 11,7 537 77 216|dover.idf . il Cl000158: HITR(S): Hacked in the Payl oad B ock 1

Qcecupi ed
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
66.249.79.225 |147.237.72.166|Wited Sates aka idf.il ET SCAN NVAP -sA (2) 172
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 87
46.19. 85. 105 147.237.76.30 |[Israel hi nush. i df . i | PCLI CY- OTHER TCP packet with urgent flag attenpt 71
176.67.121.48 |147.237.77. 216 g"s"cis;iig;a” Territory, | over. i df.il | NDI CATCR SCAN sql map SQL i nj ection scan attenpt 42
176.67.121.48  [147.237.77.216 (';ajcis;iigéa” Territory,  over. i df. i1 ET SCAN Sgl map SQ I nj ection Scan 35
94.245.88.217  |147.237.77.216|Uni ted Ki ngdom dover.idf.il SQ Injection - Select From 26
46.19. 86. 14 147.237. 77. 243 |l srael nobi | e.idf il PCLI CY- OTHER TCP packet with urgent flag attenpt 24
197.7.10. 201 147.237.77. 216 |Tunisia dover.idf.il | NDI CATCR- SCAN sql map SCL injection scan attenpt 19
176.67.121.48  |147.237.77.216 g";"cis;iig;a” Territory: A over. i df. i1 SQ Injection - Select From 18
62.210. 113. 143 |147. 237. 77. 216 |France dover.idf .il ET WEB_SERVER Possi bl e OVE-2014-6271 Attenpt in 13
Header s
62.210. 113. 143 |147.237.77. 216 |France dover.idf.il Tehila - Perl LW with fake user agent 13
67.55.73. 76 147.237.77. 226 |Wnited Sates won chanat z. aka. i df i | [htt p_i nspect: MLTI PLE HOST HEADERS DETECTED 12
67.216.79.204 |147.237.77.233|Wited Sates atal.idf.il SQ Injection - Select From 12
216. 249. 104. 194|147.237. 72. 166 |Wnited Sates aka.idf.il SQ Injection - Select Fom 12
37 8. 6. 145 147 237 77 216 |PAStinian Territory, | Tehi | a defacenent attenpt (-Hacked By- sent to Véb 11
Cccupi ed Ser ver)
121.100. 143. 14 |147.237. 77. 216 |Chi na dover.idf.il SERVER- WEBAPP | ogi n. ht m access 11
197. 7. 10. 201 147.237.77. 216 |Tunisia dover.idf.il ET SCAN Sgl nap SQL | njecti on Scan 11
121. 100. 143. 14 |147. 237. 77. 216 |Chi na dover.idf.il SERVER- EBAPP adni nl ogi n access 11
66.249.79.131 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 10
176.67.121.48 |147.237.77.216 g‘z'cisgiig;a” Territory,  over. i df. i1 E—;gﬁa—m Possible SQ Injection Attenpt SHECT |,
66. 249. 67. 87 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 10
67.55.73. 76 147.237.77. 176 |Whited Sates nat pash. i df . i1 http_i nspect: MLTI PLE HOST HEADERS DETECTED 9
192.174.80.36 [147.237.76.86 |Wited Sates navy. i df.il SQ Injection - Select From 9
188. 165. 214. 208(147. 237. 77. 216 |France dover.idf.il Tehila - Perl LW wth fake user agent 9
176.67.121. 48 |147.237. 77 216 |PA SSUN AN Territory, 1o i i1 SQ‘ use of concat function with select - Iikely SQ 8
Geeupi ed i njection
66.249.79.211 |147.237.72. 166 |Wnited Sates aka.idf.il ET SCAN NVAP -sA (2) 8
176.67.121. 48  |147.237.77. 216 g‘ijcisgiigéa” Territorys A over. i dr. i1 Etrt ZET';?SER\/ER MSA SELECT OONCAT S 1nj ecti on 8
5. 135. 254. 36 147. 237. 72. 166 |France aka.idf.il Tehila - Perl LW with fake user agent 8
78. 46. 94. 179 147. 237. 72. 166 |Ger many aka.idf.il Tehila - Perl LW wth fake user agent 8
176.67.121.48  |147.237. 7. 216 (3 SN AV Territory, -y o i | ET VBB SERVER Possible MSQL SALi Attenpt Infornation g
Cecupi ed Schena Access
67.55.84.212 147.237.77. 226 |Lhited Sates won chanat z. aka. i df i | [htt p_i nspect: MULTI PLE HOST HEADERS DETECTED 6
67.55. 84. 212 147.237.72. 166 |Whited Sates akaidf.il http_i nspect: MULTI PLE HCST HEADERS DETECTED 6
206. 72.113. 4 147.237.77. 233 |lhited Sates atal.idf.il SQ Injection - Select From 6
66. 135. 63. 82 147.237.77. 233 |Wnited Sates atal.idf.il SQ Injection - Select From 6
67.55.73. 76 147.237.72. 156 |Whited Sates anan. i of . i | http_i nspect: MULTI PLE HCST HEADERS DETECTED 6
185.5.154. 223  [147.237.77.216 |Saudi Arabia dover.idf.il ET SCAN NVAP -sA (2) 6
46.137.81.122 |147.237.77.74 |ireland lawidf.il SQ Injection - Select From 6
64.186. 146. 196 |147.237.72. 166 |Wited Sates akaidf.il SQ Injection - Select From 6
94. 73. 145. 90 147. 237. 77. 226 | Tur key wowv chanat z. aka. i df.il [SQU I njection - Sel ect From 6
67.55.73. 76 147.237.77.74 |lhited Sates lawidf.il http_i nspect: MULTI PLE HCST HEADERS DETECTED 6
121. 100. 143. 14 [147.237. 77. 216 |Chi na dover.idf.il SERVER WEBAPP adm n. php access 5
31.154.92.178 |147.237.77. 233 I srael atal.idf.il Er DOS Large anount of TGP ZerowWndow - Possi bl e 4
Nkiller2 DDos attack
218. 65. 30. 23 147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 4
66.249.78.166 |147.237.77.216|Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 4
80. 246. 136. 213 |147.237.77. 216 |I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 4
66.249.69. 109 |147.237.72. 166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 69. 93 147.237.72. 166 |Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 4
176.12.137.79  [147.237.77. 233 |Israel atal .idf.il EI' DOS Large anount of TGP Zerowndow - Possi bl e 4
Nkiller2 DDos attack
66.249.79.222 |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 4
66. 249. 67. 67 147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sA (2) 4
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 27243
31.168.164. 114 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7397
41.142.214.53 |Morocco 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6242
82.145. 221. 206 |Eur ope 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5685
105. 158. 33. 219 [Morocco 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5336
77.125.75. 96 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2998
213.57.56.124 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2318
121. 100. 143. 188|Chi na 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2031
41.142.214.53 |Morocco 147.237.77.216|dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1925
121. 100. 143. 14 |Chi na 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1893
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1815
79.181. 168. 221 | srael 147. 237. 76. 200 [6i tan. aka. i of . { | €A NG Engine: TCP Inval id - invalid segnent retransmssion drop 1424
Ret r ansni ssi on Packet dr opped.
79.176.182. 239 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1260
46.19.85.167  |Israel 147, 237, 76. 200 e tan. aka. i of || 2 NG Engine: TCP Invalid invalid segnent retransnission drop 1185
Ret r ansni ssi on Packet dr opped.
190. 24. 146. 71  |Col onbi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1088
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 801
85. 64. 71. 135 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 797
46.116.116.7  |Israel 147.237.72. 166 |aka i1 |7 SAM NG Engine: TCP Invalid finvalid segnent retransnission drop 792
Ret r ansm ssi on Packet dr opped.
95. 86. 112. 86 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 760
103.25.58. 145 |Austraia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 758
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 754
85. 65. 74. 184 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 660
168.235.197.91 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 659
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 609
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 605
66.249.78.159 |Wnited Sates 147. 237.77. 216 |dover. 111 |1 €AM NG Engine: TCP Invalid finvalid segnent retransmssi on drop 604
Ret r ansni ssi on Packet dr opped.
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 601
66.249.78.173 |Wnited Sates 147. 237.77. 216 |dover. 111 |1 €AM NG Engine: TCP Inval id finvalid segnent retransmssi on drop 597
Ret r ansni ssi on Packet dr opped.
192.197.178.2 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 590
78.149.161.25 |United Ki ngdom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 574
66.249.78.166 |Lnited Sates 147. 237.77. 216 |dover. 111 |1 €AM NG Engine: TCP Invalid finvalid segnent retransnssi on drop 554
Ret r ansni ssi on Packet dr opped.
86.157.181. 249 |Unhited Ki ngdom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 553
31. 168. 99. 83 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 541
82. 205. 11. 15 glcisgii:;a” Territory.ty 47, 237. 77. 216 |dover. icf. i1 |dr op First packet isn't SN drop 534
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 508
190. 31. 135. 167 |Argentina 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 488
81.17.31.214 Sntzerl and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 480
109. 67. 248. 100 |Israel 147, 237, 76. 200 e tan. aka i of || 2 NG Engine: TCP Invalid invalid segnent retransnission drop 435
Ret r ansni ssi on Packet dr opped.
5.82.97.216 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 432
89. 138. 220. 185 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 415
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 405
147. 236. 28. 31 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 392
37.236.228.5 Iraq 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 384
31.154.176. 153 |israel 147. 237. 76. 200 [6i tan. aka i of | | €A NG Engi ne: TCP Inval id - invalid segnent retransmssion drop 378
Ret r ansni ssi on Packet dr opped.
105. 158. 33. 219 |Mor occo 147.237.77. 216 |dover.idf.il |drop drop 350
82. 166. 22. 56 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 342
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 327
207.46.13.166 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 292
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 276
81.17.31.214 Sni t zer| and 147.237.72. 166 |aka. i df.il drop First packet isn't SN drop 260
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
37.252. 230. 59 LKJ?Ir:;éjom 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 37. 252. 230. 59 B ock 476449
79.176.0. 6 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 163056
2.54.186.252  |Israel 147.237.0.19 |nadimatal .idf.j||[°0 MY of the Sane Response Code (404) in Session from Bl ock 5925
2.54.186. 252
85. 250. 100. 210 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 2569
5.29. 83. 179 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 2078
176. 12. 146. 145 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 1906
37.26.146.200 | srael 147.237.0.19 |nadimatal . i df .j||/°° V& of the Sane Response Code (404) in Session from B ock 1783
37. 26. 146. 200
79.181. 168. 221 |Israel 147.237.76. 200 |ei t an. aka. i df .| |1°° M of the Sane Response Code (404) in Session from Bl ock 1621
79.181. 168. 221
89.139.178. 172 | srael 147.237.0.19 |nadimatal .idf .j1|1% & of the Sane Response Code (404) in Session from B ock 1458
89. 139. 178. 172
79.177.62.130 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 1430
37.252.230. 59 E?';gegom 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to waw idf.il/sip_storage/files/9/ B ock 1374
79.177.50.163 | srael 147.237. 72. 167 shuri maka. i df . i|10° & of the Same Response Qode (404) in Session from Bl ock 1221
79.177. 50. 163
93.172.174. 216 |lsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 93.172. 174. 216 Bl ock 1174
149. 88. 62. 182 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 1099
95.86.124.76  |Israel 147.237.76. 200 |ei t an. aka. i df .| |[°° MY of the Sane Response Code (404) in Session from Bl ock 957
95. 86. 124. 76
79.177.62.130 | srael 147.237.0.19 |nadimatal . i df .j |72 My of the Sane Response Code (404) in Session from Bl ock 869
79.177. 62. 130
31.168.196.32 |l srael 147.237.72. 167 |i shuri maka. i df . j| 1°° & of the Sane Response Code (404) in Session from Bl ock 847
31.168. 196. 32
} . . D stributed Uhaut hori zed URL Access on
75.126.122.176 |lhited Sates [147.237.76.86 |[navy.idf.il v navy. i df . i 1/994- 8613- hel navy. aspx. aspx Bl ock 691
176.13. 5. 41 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 605
: ] ] O stributed Uhaut hori zed URL Access on
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 462
41.142.214.53 |Morocco 147.237.77. 216 |dover.idf .i | Post Request - Mssing Content Type from 41. 142, 214.53 B ock 398
121. 100. 143. 14 |Chi na 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 121.100. 143. 14 Bl ock 363
125. 107. 185. 204|Chi na 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhauthorized URL Access from 125. 107. 185. 204 B ock 319
121. 100. 143. 14 |Chi na 147.237.77. 216 |dover.idf .i | Ml tipl e Admin Bl ocking from121.100. 143. 14 B ock 319
68.180.228.112 |Wited Sates [147.237.77.216|dover.idf.il Mil tipl e Waut hori zed URL Access from 68.180. 228. 112 B ock 303
62.0.101. 97 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 62. 0. 101. 97 B ock 296
46.19. 85. 167 I srael 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 286
66.249.78. 159 |lsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 78. 159 B ock 264
46.19. 85. 77 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 264
. . - Dstributed Paraneter Type M ol ati on on
37.26.147.191 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e. i df.il/sachar/changepassword par anet er Repeat Passwor d Bl ock 249
37.252. 230. 59 E?';gegom 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df . il/1038-he/ B ock 242
66.249.78.173 |Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 240
31.154.176. 153 |israel 147.237.76. 200 |ei tan. aka. i df .| |1°° & of the Sane Response Code (404) in Session from B ock 231
31.154. 176. 153
. . . Paraneter Type Mol ati on Qurrent Password in
109. 67. 150. 174 |l srael 147.237.77.243|nobi | e.i df . i | nobi | e. i df i |/ sachar/ changepassvor d Bl ock 231
66.249.78.166 |lsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 78. 166 B ock 218
37.26.149.195 |[Israel 147.237.77.243|nobi | e.i df . i | Mil tipl e Unaut horized URL Access from 37.26. 149. 195 B ock 198
85.250.139.98 [Israel 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code B ock 187
176.13.15.179 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 176
109. 67. 248. 100 |I srael 147.237.76. 200 |ei tan. aka. i df . i |1°0 My of the Sane Response Code (404) in Session from B ock 176
109. 67. 248. 100
208.115.113.88 |lhited Sates [147.237.76.86 [navy.idf.il Ml tipl e Unauthorized URL Access from 208.115. 113. 88 B ock 165
37. 252. 230. 59 Ei“'ntgegom 147. 237.77. 216 |dover . i df . i | Oistributed Suspicious Response Code B ock 165
. . - Paraneter Type Mol ati on Qurrent Password in
46.19. 85. 21 | srael 147.237.77.243|nobi l e. i df .i | nobi | e. i df i |/ sachar/ changepassvor d Bl ock 154
37.252.230. 59 E?';gegom 147.237.77. 216 |dover . i df .i | Mitiple Illegal Bite Gode Character in URL from37.252. 230. 59 B ock 153
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 143
37.252.230. 59 E?';gegom 147.237.77. 216 |dover . i df .i | Ml ti pl e Doubl e URL Encodi ng from 37. 252, 230. 59 B ock 143
81.17.31. 214 Shi t zerl and 147. 237. 76. 147 [chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 143
80. 178. 202. 238 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 132
176.12.139. 151 |l srael 147.237.77.243|nobi | e. i df . i | DO stributed Suspici ous Response Qode B ock 132
. . - Dstributed Paraneter Type Mol ation on nobile.idf.il/sachar/l ogin
176. 12. 142. 251 |lIsrael 147.237.77.243|nobi l e.i df .i | par anet er Passvor d Bl ock 110
. . . Paraneter Type Mol ation QurrentPassword in
37.26.148.128 |[Israel 147.237.77.243|nobi l e.i df . i | nobi | .1 df .1 |/ sachar / changepassvor d B ock 110
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