09-30-2015-00:00:04 to 10-01-2015-00:00:04

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
100, 000§
80, 000"
60, 000"
40, 000+"
Number ]
a
Attacks 20,0007
0- « . 5 . . . .
) S (b.@ R S &Q}\ @\c r&‘b é\.}c o &S
Q/ * \ ‘Q'
A S S O
& R & O < X
S & N &
& 3
Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

M nadi matal .idf.il

M anan.idf.il

Meitan aka.idf.il

M nobi le.idf.il

[ ishurimaka.idf.i

M refuah.idf.il
navy.idf.il

M nat pash. i df . i |

Top Attackers

l 79.176. 41. 194
79.177.189. 125
I 91. 240. 80. 25
94. 242. 246. 24
Il 5. 28.138. 155
M 254 11.45
[ 78. 41. 115. 145
M 171.25.193.131
96. 44. 189. 100
M 37.26. 146. 218




09-30-2015-00:00:04 to 10-01-2015-00:00:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count]|
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 7879
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 4175
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3948
68. 56. 233. 252 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) dr op 1347
91. 240. 80. 25 Lebanon 147.237.77.216 dover.idf.il TP Scan (vertical) drop 1308
66. 249. 78. 146 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 758
66. 249. 79. 211 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 424
66. 249. 78. 153 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 381
66. 249. 79. 238 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 265
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 244
171.25.193. 131 Sweden 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 230
66. 249. 67. 81 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 216
94. 242. 246. 24 Luxenbour g 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 214
192.118. 30. 102 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegoti ation-Qi dest - r eset 211
37.26. 149. 232 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 168
109. 64. 37. 79 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 151
185. 32. 179. 82 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 149
66. 249. 79. 218 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 142
46. 116. 169. 59 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 141
2.54.31.51 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 125
149. 78. 21. 209 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 113
2.54.149. 138 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 109
213.57. 80. 126 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 96
41.129. 218. 165 Egypt 147.237.77.216 dover.idf.il DOS- LO C- TCP- 80- dun dest - r eset 86
79.182. 210. 68 | srael 147.237. 72. 156 anan.idf.il ock Wp Al _Nets drop 83
109. 65. 20. 13 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 79
77.125. 80. 162 | srael 147.237.72. 166 aka.idf.il Anonal y- SS.-renegoti ation-di dest - reset 79
46.19. 85. 178 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 79
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 73
2.54.42.182 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 71
46.19. 85. 198 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 71
37.26. 147. 240 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 71
2.52.128. 53 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 61
46. 19. 85. 99 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 59
93. 172. 80. 112 | srael 147.237.72. 166 aka.idf.il Anonal y-SS.-renegotiation-di dest - reset 48
185. 32.179. 177 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 46
2.54.133. 248 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 46
37.26. 149. 239 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 46
46.19.85.11 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 46
80. 246. 139. 61 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 44
37.252. 230. 59 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 42
77.126.2.178 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 42
31.210.186. 174 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 41
2.54.7.64 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 40
80. 246. 139. 82 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 38
185. 32. 179. 196 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 36
66. 249. 64. 151 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 35
37.142. 68. 76 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 35
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 34
46. 19. 85. 63 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 30
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|Top Attackers In IPS|

Attacker Address

Attacker Qountr
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16798: HITP: G\U Bash HITP Header Renote Code

62.210.113. 143 |France 147.237.72. 166 |aka. i df . i | Executi on Wl nerabi lity Bl ock 14
109. 163.234.2 |Rormani a 147.237.77.216|dover. i df .i | C1000108: HITP. Trying to | ocate existing FCKeditor B ock 10
109. 163.234.2 |Romani a 147.237.77. 216 |dover . i df .i | 1178: HTTP. srchadmcgi Access Per mit 8
109. 163.234.2 |Ronani a 147.237.77. 216 |dover . i df .i | Cl000122: HITP. Access to - .exe or .dl| Per nit 6
108. 67.169. 124 |Uhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Declaration BEvasi on Bl ock 5
23.91.121.130 [lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 5
189.38.90.189 |Brazil 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
62.210. 225. 135 |France 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ. Injection Variable Decl aration Bvasion B ock 4
74.208.133.60 [Lhited Sates 147.237.77.74 |lawidf.il 3808 HIMP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
184.168.193. 34 |thited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
212. 180. 240. 172|Pol and 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ. Injection Variable Decl aration Bvasion B ock 4
91.197.103. 1 I srael 147.237.76.31 [nakchal .idf.il CL000004: HTTP. options nethod (M crosoft) B ock 4
23.91.122. 26 Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 3
91. 142. 253. 133 |Net her| ands 147.237.77.74 |lawidf.il 3808: HITP. SQ. Injection Variable Decl aration Bvasion B ock 3
83.169. 8. 217 Ger many 147.237.76.86 [navy.idf.il 3808 HIMP. SQ Injection Variabl e Decl arati on Evasi on B ock 3
109. 163.234.2 |Rormani a 147.237.77.216|dover.idf . il 0854: HTTP. upl oad* Access B ock 3
109. 163.234.2 |Rormani a 147.237.77.216|dover. i df . i | 0893: HTTP. snssend. php Access Per it 3
46.137.81.122 |ireland 147.237.76.31 [nakchal .idf.il 3808 HIMP. SQ Injection Variabl e Decl arati on Evasi on B ock 3
84.228.21.122 |[israel 147.237.77. 170 |n@ar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
174.139.243.58 |Uited Sates 147.237.77. 170 |maar achot . i df . i | 8479: HITP. Suspi ci ous HTTP Request Bl ock 2
81. 89. 96. 88 Ger many 147.237.77. 216 |dover . i df . i | 1008: HTTP:. nl og-snb Access B ock 2
84.228.123.94 |[Israel 147. 237.77. 226 :MNN chanat z. aka. i df . | C1000004: HTTP. options method (M crosoft) B ock 2
193. 106. 206. 10 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock

109. 163.234.2 |Rormani a 147.237.77.216|dover. i df .i | Q091: HITP. Access to - admn. asp B ock
81.218.245.1 | srael 147.237.77. 226 Y\WN chanat z. aka. i df . | C1000004: HTTP. options nethod (M crosoft) Bl ock 2
198.143.164.7 |Uited Sates 147.237.77.216|dover . i df .i | 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock
80.230.39.207 [Israel 147.237.77. 170 |n@ar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock
110.92.98. 1 S ngapor e 147.237.77.216|dover . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock

213. 108. 203. 70 gz::;”i on 147.237.77.216|dover. i df . i | 12580: HITP. SQ Injection (Cookie Header) Bl ock 1
91. 240. 80. 25 Lebanon 147.237.77.216|dover . i df .i | 12371: TCP. Hul k DDoS Tool B ock 1
209.159.138.19 [lLhited Sates 147.237.77.216|dover . i df .i | 0360: HTTP. Protected Drectory Access (~root) Bl ock 1
189. 38. 80. 50 Brazil 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 1
114.27.224. 74  |Tai wan 147.237.77. 176 |mat pash. i df . i | 12580: HITP. SQ Injection (Cookie Header) B ock 1
46.137.81.122 |Ireland 147.237.76.31 |nakchal .idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 1
108. 67. 169. 124 |Uited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
176.10.99. 200  |Saitzerl and 147.237.77.216|dover . i df .i | 0495: HTTP. Shell Conmand Execution (cnu. exe) Bl ock 1
23.91.122. 26 Lhited Sates 147.237.77.74 |lawidf.il 9785 HITP. SQ Injection (Referer Header) B ock 1
94.242.246.24 |Luxenbour g 147.237.77.216|dover. i df .i | CL000158: HITP(S): Hacked in the Payl oad B ock 1
209.159.138.19 [lhited Sates 147.237.77.216|dover . i df .i | 0863: HTTP. fpadntgi.exe Access B ock 1
189. 38. 80. 50 Brazil 147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SELECT) B ock 1
142. 4. 214. 124 |Canada 147.237.77.216|dover. i df .i | C1000106: HTTP. naj estic bot B ock 1
51.254.131. 243 |United Ki ngdom |147.237.72.166aka.idf.il C1000106: HTTP. maj estic bot B ock 1
2.94.19.99 :32::1”' on 147.237.0. 17 n: lrry- kosher -kravi . i df 13891: TLS QpenSSL Encrypt ed/ Lhencrypt ed Heartbeat Packet |Pernit 1
109. 163.234.2 |Rorani a 147.237.77.216|dover.idf . il 0819: HITP. admin.pl Access B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.14 |e.orchot.idf.il 13840: TLS. (penSSL Heartbeat Packet Bl ock 1
176.10.99. 200 [Switzerland 147.237.77. 216 |dover . i df .i | Q067: HITP. attenpt to access .config page B ock 1
37.214. 6. 225 Bel arus 147.237.72. 166 |aka. i df . i | 12580: HITP. SQ Injection (Cookie Header) B ock 1
209. 159. 138.19 |Lnited Sates 147.237.77. 216 |dover . i df . i | 1185: HITP. 11S adntgi O3 Access B ock 1
95. 215. 68. 121 gz::;”i on 147.237.77. 176 |mat pash. i df . i | 12580: HITP. SQ Injection (Cookie Header) Bl ock 1
189.38.90.189 |Brazil 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 1




09-30-2015-00:00:04 to 10-01-2015-00:00:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
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Gountry

91.240.80.25  [147.237.77. 216 |Lebanon dover.ich il |2 VER APACE Apache nod ssl non- S8 connection to SSL port 1283

deni al of service attenpt
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 89
198.143.164.7 |147.237.77.216|lhited Sates  |dover.idf.il SQ Injection - Select From 19
108. 67. 169. 124 [147.237.76.42 |Wited Sates refuah.idf.il  |SQ Injection - Select From 18
109. 163.234.2  [147.237.77. 216 |Romani a dover.idf.il VEEB- FRONTPACGE / _vti _bin/ access 15
91. 240. 80. 25 147. 237. 77. 216 |Lebanon dover.idf.il ET SCAN Possible SSL Brute Force attack or Ste GQaw 14
68.56.233.252 |147.237.77.216|lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 1024 14
62. 210. 225. 135 |[147.237. 72. 166 |France aka.idf.il SQ Injection - Select Fom 12
83. 169. 8. 217 147.237.76.86 |Ger many navy.idf.il QA Injection - Select From 12
189.38.90.189 |147.237.77.74 |Bazl lawidf.il SQ Injection - Select Fom 11
23.91.121.130 |147.237.77.233|lhited Sates atal.idf.il SQ Injection - Select Fom 8
176.12. 146. 233 |147.237.77. 233 |I srael atal.idf.il ET DCB Large anmount of TCP ZeroWndow - Possible N ller2 Dhos 7

attack
91.142. 253. 133 |147.237.77. 74 |Netherl ands lawidf.il SQ Injection - Select Fom 6
74.208.133.60 |147.237.77.74 |lhited Sates lawidf.il SQ Injection - Select From 6
67.55.73. 76 147.237.72. 166 |Lhited Sates aka.idf.il http_i nspect: MLTI PLE HOST HEADERS DETECTED 6
66. 249. 67. 79 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 6
23.91.122. 26 147.237.77.74 |Uhited Sates lawidf.il SQ Injection - Select Fom 6
189. 38. 80. 50 147.237.77. 74 |Bazil lawidf.il A Injection - Select Fom 6
109. 163.234.2  [147.237.77. 216 |Ronani a dover.idf.il SERVER | | S vi ewcode. asp access 6
212. 180. 240. 172|147. 237. 72. 166 |Pol and aka.idf.il SQ Injection - Select Fom 6
46.137.81.122 |147.237.76.31 [ireland nakchal .idf.il |SQL Injection - Select Fom 6
189.38.90. 189 |147.237.72.166 |Brazil aka. idf.il SQ Injection - Select Fom 6
184. 168. 193. 34 [147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select Fom 6
66. 249. 67. 67 147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sA (2) 4
66.249.79.211 |147.237.72. 166 |lnited Sates aka. idf.il ET SCAN NVAP -sA (2) 4
209. 159. 138. 19 |147.237.77. 216 |Lhited Sates dover.idf.il SERVER- WEBAPP Novel | G oupwi se gwaeb. exe access 4
66.249.78.160 |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 4
66.249. 78. 153  |147.237.72. 166 |Lnited Sates aka. idf.il ET SCAN NVAP -sA (2) 4
66.249. 67. 13 147.237.72. 166 |Whited Sates akaidf.il ET SCAN NVAP -sA (2) 4
66.249.79.231 |147.237.77.216|lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 4
78.129.196. 161 [147.237.72. 166 |Uni t ed Ki ngdom |aka.idf.i| Tehila - Perl LWP wth fake user agent 4
66.102. 9. 123 147.237.77. 233 |Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 4
31.184.242.17 |147.237.77.216 gg::;”ion dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 3
218.87.111. 117 |147.237.76.34 |China yohalan.idf.il |ET SCAN Potential SSH Scan 3
218.87.111. 117 |147.237.0.19 |China madi matal .idf.i |[ET SCAN Potential SSH Scan 3
66.249. 64. 151 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sA (2) 3
66.249.78.172 |147.237.72.166|W0ited Sates  |akaidf.il SEWERAPAO_E Apache med_ss| non-SSL connection to SSL port 3

deni al of service attenpt
66.249.78.147 |147.237.76.86 |Lhited Sates navy. i df.il ET SCAN NVAP -sA (2) 2
41.240.225.22 |147.237.77.216|Sudan dover.idf.il ET SCAN NVAP -sA (2) 2
109. 163.234. 2  |147.237. 77. 216 [Romani a dover.idf.il SERVER | | S vi encode access 2
94.242.246.24 |147.237.77. 216 |Luxenbour g dover.idf.il SERVER- WEBAPP RBS | SP / newuser access 2
109. 163.234.2  [147.237.77. 216 |Ronani a dover.idf.il SERVER |1 S /S teServer/ Publ i shi ng/ vi encode. asp access 2
182. 100. 67. 4 147.237.76.30 |China himssh.idf.il |ET SCAN Potential SSH Scan 2
213.204.127.27 |147.237.77.170|Lebanon naarachot. i df i1 |ET SCAN NVAP - sA (2) 2
31.179.192. 119 |147.237. 77. 227 |Pol and e hanaz.idf.il |ET SCAN Potential SSH Scan 2
218.87.111. 117 |147. 237. 76. 202 |Chi na ehalag.idf.il |ET SCAN Potential SSH Scan 2
66.249.85. 164 |147.237.76.42 |Lnited Sates refush.idf.il  |ET SCAN NVAP -sA (2) 2
193.107.17.72 |147.237.0.34 |Seychel les tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 2
182.100. 67. 4 147.237.72. 14 |China dover.idf.il (ol dJET SCAN Potential SSH Scan 2
176.10. 99. 200  [147.237. 77. 216 |Sw tzer| and dover.idf.il SERVER WEBAPP fil es. pl access 2
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
91. 240. 80. 25 Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5507
81. 144.138. 34 Eiqir:;gom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1732
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 1730
171. 25.193. 131 |Sweden 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1394
46. 19. 86. 244 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1348
54.187.55.213 |lLhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 1026
212.235.22. 158 |Israel 147, 237, 76. 200 |ei tan. aka. i o | S N9 Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 960
Ret ransni ssi on Packet dr opped.
77.125.1.191 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 906
95. 86. 112. 216 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 869
155. 56. 68. 217  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 766
109. 64. 167. 189 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 752
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 738
78.41.115. 145 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 730
94.242.246.24 |Luxembourg [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 710
96.44.189.100 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 683
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 664
79.179.106.75 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 650
66.249.79. 224 |Uited Sares |147.237. 77. 216 |dover. ior. i1 |2 S NG Engine: TGP Invalid Ivalid segnent retransmssion. drop 640
Ret ransni ssi on Packet dr opped.
212.76.103. 217 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 620
134.159. 156. 68 |Tai wan 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 620
168. 235. 196. 217|Uhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 614
94.242.246.24 |Luxembourg |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 601
46. 19. 86. 67 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 588
66.240.79.238 |uited Sates |147. 237, 77, 216 |dover.ich.i1 | €M NG Engine: TP Invalid Invalid segnent retransmssi on. drop 582
Ret ransni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 562
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 556
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 538
68.180.228. 112 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 534
77.125.134.7  |israel 147, 237.76. 200 |ei tan. aka. i of o' SAM NG Engine: TP 1nvalid nvalid segnent retransmssi on. drop 534
Ret r ansni ssi on Packet dr opped.
66.249.79.231 |uited Sates |147. 237,77, 216 |dover.icr.i1 | €M NG Engine: TP Invalid nvalid segnent retransmssi on. drop 518
Ret r ansni ssi on Packet dr opped.
91. 240. 80. 25 Lebanon 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 503
79.180.36.162 | srael 147, 237. 76. 200 |eitan. aka i of | | @M NG Egine: TCP Invalid nval i d segnent retransmssi on. drop 498
Ret ransni ssi on Packet dr opped.
37.26.147.240 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 482
84. 108. 49. 199 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 471
37.26.147.158 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 468
109. 186. 168. 98 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 451
5.22.129.134  |israel 147, 237.76. 200 |ei tan. aka. i of, {1 ' SAM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 447
Ret ransni ssi on Packet dr opped.
85. 64. 137. 16 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 435
91. 240. 80. 25 Lebanon 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 428
91. 240. 80. 25 Lebanon 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 426
46.19. 86.3 I'srael 147.237. 72, 166 |aka i 11 | ! €M NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 420
Ret r ansni ssi on Packet dr opped.
109. 160. 191. 53 |l srael 147, 237.76. 200 |ei tan. aka. i of, || SAM NG Engine: TP Invalid nvalid segnent retransmssi on. drop 411
Ret ransni ssi on Packet dr opped.
89. 138. 220. 185 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 401
78.41.115. 145 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 353
96. 44.189.100 [Uhited States |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 329
50.87.144.145 |lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 323
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 306
109. 226. 22. 212 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 302
82.166.22.133 |israel 147, 237. 76. 200 e tan. aka i of || €2 NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 285
Ret r ansni ssi on Packet dr opped.
82.132.232. 213 Wi ted 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 277
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Oount
79.176.41.194 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 18770
. . Too Many of the Sane Response Code (404) in IP from
79.177.189.125 |[Israel 147.237.72. 156 |anan. i df . i | 79 177. 189. 125 B ock 15044
94.242. 246. 24  |Luxenbourg 147.237.77. 216 |dover.idf . il Ml ti pl e Unauthorized URL Access from 94. 242. 246. 24 B ock 5972
5 28. 138. 155 | srael 147. 237 0. 19 madimatal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 5855
5. 28.138. 155
2.54.11. 45 I'sr ael 147.237.0.19 |nadimatal .idf.il 2024'\%?405]‘ the Same Response Code (404) in Session from B ock 5717
37.26.146.218 |lsrael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Many of the Same Response Code (404) B ock 3765
37.26.149.162 |[Israel 147.237.0.19 |madimatal .idf.il |Distributed Too Many of the Sane Response Code (404) B ock 3538
78.41.115. 145 |Austria 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 78. 41. 115. 145 B ock 3520
96.44.189.100 |[whited Sates [147.237.77.216|dover.idf.il Mil tiple Unaut horized UR. Access from 96. 44. 189. 100 B ock 3290
37.26.146.252 |[Israel 147.237.0.19 |madimatal .idf.il| |Distributed Too Many of the Sane Response Code (404) B ock 2778
171. 25.193. 131 |Sweden 147.237.77. 216 |dover.idf . il Mil ti pl e Uhaut horized URL Access from 171. 25. 193. 131 B ock 2640
70.182. 114. 96 | srael 147. 237 0. 19 madimatal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 1354
79.182. 114. 96
209.159.138.19 [lnited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 209. 159. 138. 19 B ock 1285
109. 65. 20. 13 | srael 147.237.0.19 |madimatal .idf.i| [Dstributed Too Many of the Sane Response Code (404) Bl ock 1228
212.235.22. 158 | srael 147.237.76.200 [ei tan. aka. i df . i1 |00 MY of the Sane Response Code (404) in Session from B ock 1110
212.235.22.158
46.120.184.9 I srael 147.237.0.15 |kosher-kravi.idf.i|Mitipl e Wauthorized URL Access from 46.120. 184.9 Bl ock 745
37.26.146.245 |lIsrael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Many of the Same Response Code (404) B ock 737
93. 115. 95. 204 ’;{”&';V"D“S 147.237.77. 216 |dover. i df . i | Ml tiple Unaut horized URL Access from 93. 115. 95. 204 B ock 540
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx B ock 496
80. 246. 139. 181 |[Israel 147.237.0.19 |madimatal .idf.il| |Distributed Too Many of the Sane Response Code (404) B ock 400
185.32.179.80 [l srael 147.237.0.19 |nadimatal .idf.i| [/°0 My of the Sane Response Code (404) in Session from Bl ock 326
185. 32. 179. 80
109. 163.234.2 |Romani a 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 109. 163. 234. 2 B ock 290
5.22.129.134  |israel 147.237.76. 200 |ei tan. aka. i df .i| |[°0 M of the Same Response Code (404) in Session from Bl ock 275
5.22.129. 134
176.10.99. 200 [Snitzerland 147.237.77. 216 |dover . i df . i | Mil tiple Unaut horized UR. Access from 176. 10. 99. 200 B ock 250
: . . Unaut hori zed URL Access to
208.115.113.88 [Lhited Sates [147.237.76.86 |navy.idf.il navy. i df . i1/ i yus/ f or und asp/ show or um asp B ock 242
84.94.174.194 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84.94. 174. 194 B ock 240
68.180.228.112 |[Lhited Sates [147.237.77.216|dover.idf.il Ml ti pl e Uhaut horized URL Access from 68. 180. 228. 112 B ock 207
81. 89. 96. 88 Ger many 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 81.89. 96. 88 B ock 190
79. 180. 166. 156 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized URL Access from 79. 180. 166. 156 Bl ock 187
66.249.79.231 |[Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 66.249. 79. 231 B ock 180
37.26.146.242 | srael 147.237.0.19 |madimatal .idf.i| |20 MY of the Same Response Code (404) in Session from Bl ock 165
37.26. 146. 242
188.165.15.79 |France 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut horized URL Access from 188. 165. 15. 79 B ock 160
66.249.79.238 |[Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 79. 238 B ock 160
176.13.0.255  [Israel 147.237.77. 243 |nobi | e. i df .i | Paraneter Type Mol ation Newassvord in B ock 153
nobi | e. i df . i|/sachar/changepasswor d
. . . Dstributed Paraneter Type Mol ation on
77.125. 158. 2 I srael 147.237.77.243|mobi | e. i df . i | nobi | e. i df . i1/ sachar / changepasswor d par anet er Qur rent Passvor d B ock 139
. . . Dstributed Paraneter Type Mol ati on on
79.178.119. 34 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e. i df . i 1/ sachar / changepasswor d par anet er Qur rent Passvor d B ock 132
2.54.37.12 I srael 147.237.77.243|nobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index Bl ock 130
185.32.179.51  |Israel 147.237.0.19 |madimatal .idf.i| |12 My of the Same Response Code (404) in Session from Bl ock 130
185. 32. 179. 51
45. 35, 20. 205 147.237.77. 216 |dover. i df . i | Dstributed PHP Attenpt B ock 121
45. 35, 20. 205 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 45. 35, 20. 205 B ock 121
. . Uhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | Wi cogat i of i 1/si p storagelfi| es/ O/ si 2220x0/ 3410. ] pg. ST Bl ock 120
. . . Dstributed Paraneter Type Mol ation on
93. 173. 40. 87 I srael 147.237.77.243|mobi | e. i df . i | nobi | e. i df . i1/ sachar / changepasswor d par anet er Qur rent Passvor d B ock 117
79.176.41.194 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 79. 176. 41. 194 Bl ock 110
46.121.60.250 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 121. 60. 250 B ock 109
46.19. 86. 67 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 100
. . . Dstributed Parameter Type Mol ati on on
109. 64. 96. 180 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e. i df . i 1/ sachar / changepasswor d par anet er Qur rent Passvor d B ock 100
. . . Dstributed Paraneter Type Mol ation on
149. 78. 34. 83 I srael 147.237.77.243|mobi | e. i df . i | nobi | e. i df . i1/ sachar / changepasswor d par anet er Qur rent Passvor d B ock 99
176.12. 142. 114 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 96
176.13.4.25 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 90
: . . D stributed Uhaut hori zed URL Access on
208.115.111.72 |lhited Sates [147.237.76.86 [navy.idf.il navy. i df i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 82
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