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|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country ‘Address

‘Device Action|Count

‘Signature

0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 12460
66. 249. 64. 173 Wited Sates 147.237.77.216  |dover.icf.il ;(/]; handshake violation, first packet not |, 7297
93. 102. 248. 170 Por t ugal 147.237.77.216  |dover.idf.il ZS‘; handshake viol ation, first packet mot . 5280
37.252. 248. 93 CGer many 147.237.77. 216 dover.idf.il TCAP Scan (vertical) drop 5146
187. 75. 227. 19 Brazil 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4329
91.121.231.81 France 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 4191
66. 249. 78. 160 Whited Sates 147.237.72. 166 aka.idf il ZS’; handshake viol ation, first packet not drop 3173
66. 249. 78. 146 Wited Sates 147.237.72.166  |akaidf.il ;(/]; handshake violation, first packet not |, 3050
66. 249. 65. 179 Wited Sates 147.237.77.233  |atal.idf.il ZS‘; handshake violation, first packet mot | 2803
5.102. 254. 53 I'srael 147.237.77.216  |dover.icf.il ;(/]; handshake violation, first packet not |, 2546
66. 249. 78. 153 Lhited Sates 147. 237.72. 166 aka.idf.il ZS’; handshake violation, first packet mot | 2312
66. 249, 67. 13 Wited Sates 147.237.72.166  |akaidf.il ;(/]; handshake violation, first packet not |, 656
66. 249. 67. 6 Wited Sates 147.237.72.166  |aka.idf.il ZS‘; handshake violation, first packet mot | 514
37.26. 149. 203 | srael 147.237.72. 167 i shuri maka.idf.i|Anonal y-SSL-renegoti ati on-d i dest - r eset 376
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 245
85. 250. 100. 162 | srael 147.237.72. 167 i shuri maka.idf.i|Anomal y-SS.-renegoti ati on-Q i dest - r eset 190
31.154.92. 8 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 172
89. 139. 24. 37 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 161
2.54.188. 240 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 141
66. 249. 79. 231 Wited Sates 147.237.77.216  |dover.idf.il ;(/]; handshake viol ation, first packet mot . 120
212.199. 57. 194 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 114
2.52.146.221 | srael 147.237.72. 167 i shuri maka. i df . i |[Anonal y- SSL-renegoti ation-Qd i dest - r eset 113
79.181. 48. 97 | srael 147.237.72. 167 i shuri maka.idf.i|Anonal y-SS.-renegotiati on-A i dest - r eset 94
46. 19. 86. 61 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 92
5.102. 254. 181 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 91
46.19. 85. 170 | srael 147.237.72. 166 aka.idf.il Anonal y-SS.-renegoti ation-Ai dest - r eset 89
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 87
149. 78. 223. 188 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-d i dest - r eset 72
87. 68.49. 219 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 66
149. 202. 112. 63 CGer many 147.237.77. 216 dover.idf.il SQL- | nj - Pang- GVBSCLI nt 1 dest - r eset 58
2.54.139. 19 | srael 147.237.72. 167 i shuri maka. i df . i |Anonal y- SSL-renegoti ation-Q i dest - r eset 53
37.26. 148. 146 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL.-renegoti ation-Ai dest - r eset 44
46.19. 86. 178 | srael 147.237.72. 167 i shuri maka.idf.i|Anonal y-SS.-renegoti ati on-Qd i dest - r eset 44
94.70. 168. 47 G eece 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 44
46.19. 86. 185 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 43
109. 65. 141. 230 | srael 147.237.72. 167 i shuri maka.idf.i|Anonal y-SS.-renegotiati on-d i dest - r eset 36
2.54.28. 227 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 36
79.182.127. 207 | srael 147.237.72. 166 aka.idf.il Anonal y-SS.-renegoti ation-Ai dest - r eset 36
46.19. 85. 178 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 36
46.148. 18. 74 Li t huani a 147.237.77. 216 dover.idf.il SQL- | nj - Pang- GVBSQLI nt 1 dest - r eset 32
176. 228. 82. 193 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 30
92.222.113. 177 F ance 147.237.77. 216 dover.idf.il SQL- | nj - Pang- GVBSCLI nt 1 dest - r eset 29
50. 170. 130. 131 Wited Sates 147.237.77.216  |dover.idcf.il ;C,]; handshake viol ation, first packet not 1, ) 24
79.182. 210. 68 | srael 147.237. 72. 156 anan. i df.i | Bl ock Udp All _Nets drop 24
94.70. 168. 47 G eece 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i sour ce- dest - reset |23
176. 106. 46. 74 Pal est_l nian Territory, 147. 237. 77. 216 dover idf il TCP handshake viol ation, first packet not drop 22
Qcecupi ed syn
1.136.96. 15 Australia 147.237.72. 167 i shuri maka.idf.i|Anonal y-SS.-renegotiati on-Qd i sour ce-dest -reset |21
54. 244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 21
85. 10. 210. 199 Ger many 147.237.77. 216 dover.idf.il SQL- | nj - Pang- QVBSCLI nt 1 dest - r eset 20
176. 10. 104. 243 Sntzerl and 147.237.77. 216 dover.idf.il SQL- | nj - Pang- GVBSCLI nt 1 dest - r eset 20
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address Sgnature

80.178.168.97 [Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 7
212. 180. 240. 172|Pol and 147.237.77.74 |lawidf.il 3808: HITP. SQ. Injection Variabl e Decl aration Bvasion B ock 4
108. 168. 219. 166(|lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
85.136.227.77 [Spain 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
92. 241. 60. 82 Jor dan 147.237.77.216|dover . i df . i 1072: FPSE service. pud Access Per nit 4
76.74.252.117 [lnited Sates 147.237.77.74 [lawidf.il 3808 HITP. SQ Injection Variabl e Declaration Evasion B ock 4
79.178.126.54 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
79.176.134. 238 |[Israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
109. 66. 188. 140 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
93.172.174.185 |[Israel 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
87.69.228.116 |[Israel 147.237.77. 170 [naar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
82.221.133.130 |[lceland 147.237.77.216|dover.i df.i |l 5141: HTTP. Sgl map HTTP Request B ock 1
178.137.91.69  |Wkraine 147. 237.77. 216 |dover . i df . i | ng’anm access to admni strator/index. php -> Bl ock 1
77.247.181. 165 |Netherlands 147.237.77.216|dover. i df . il 5141: HTTP. Sgl map HTTP Request B ock
37.187.129. 166 |France 147.237.77.216|dover . i df . i 5141: HITP. Sgl map HTTP Request B ock
91.76.247.0 :3::;’} on 147.237.77.216|dover.i df .i | 12580: HITP. SQ Injection (Qookie Header) B ock 1
193.173.21. 236 |Netherl ands 147.237.77.216|dover. i df . il C1000004: HTTP: options nethod (M crosoft) B ock 1
62.210. 250. 215 |France 147.237.77.216|dover.idf.il C1000106: HTTP:. naj estic bot B ock 1
149. 202. 112. 63 |Ger many 147.237.77. 216 |dover.i df.i | 5141: HTTP. Sgl map HTTP Request B ock 1
92.241. 60. 82 Jordan 147.237.77.216|dover. i df .i | 1070: FPSE adninistrators. pad Access B ock 1
5.135.158.101 |France 147.237.77.216|dover.idf.il 5141: HTTP. Sgl map HTTP Request B ock 1
213.8.81.18 I srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
185. 14.29. 221  [Netherl ands 147.237.77.216|dover. i df . il 5141: HTTP: Sgl map HTTP Request B ock 1
78.37.153.15 gs::;”i on 147.237.77. 176 |mat pash. i df . i | 12580: HITP. SQ Injection (Cookie Header) B ock 1
46. 19. 86. 231 | srael 147.237.77. 176 |mat pash. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
2 94.19 99 232:2: o 147 237.0. 16 :’TY' kosher-kravi .idf.i J;Sselt TLS: QpenSSL Encrypt ed/ Unencrypt ed Heart beat Fermit 1
91.121.231.81 |France 147.237.77. 216 |dover.i df.i 2809: HTTP. |1S TRACK Met hod B ock 1
193.201.224.8 |lkraine 147.237.77. 176 |mat pash. i df . i | C1000196: HTTP. B ock adnin login to gov.il sites ?g=user |B ock 1
69. 162. 139. 9 Lhited Sates 147.237.77.216|dover.idf .l 5141: HTTP. Sgl nap HTTP Request B ock 1
162.210. 196. 98 |Uhited Sates 147.237.77. 216 |dover.i df.i C1000106: HTTP. naj estic bot B ock 1
24.230.181.31 [lhited Sates 147.237.77.74 [lawidf.il C1000106: HITP: naj estic bot B ock 1
87.69. 201. 58 I srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
188.26.87. 113 |Romani a 147.237.77. 216 |dover.i df.i |l 5141: HTTP. Sgl map HTTP Request B ock 1
78.46.174.197 |Ger many 147.237.77. 176 |mat pash. i df . i | C1000106: HTTP. naj estic bot B ock 1
46.165. 230. 5 Ger many 147.237.77.216|dover.idf .l 5141: HTTP. Sgl map HTTP Request B ock 1
109. 111. 159. 86 giiztr‘ion 147.237.77.216|dover . i df . il 12580: HTTP. SQ Injection (Cookie Header) B ock 1
2.94.19. 99 gz::;”ion 147.237.72. 167 i shuri maka. i df . i | gflfelt: LS QpenSS. Encrypt ed/ Lhencrypt ed Heart beat Per nit 1
91.198. 204. 122 |Denmar k 147.237.77. 216 |dover.idf .| C1000004: HTTP. options nethod (M crosoft) B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.196|e. sviva.i df . i | 13840: TLS QpenSSL Heartbeat Packet B ock 1
162.221.184.64 |Uited Sates 147.237.77.216|dover.idf .l 5141: HTTP. Sgl map HTTP Request B ock 1
37.187.7. 74 France 147.237.77. 216 |dover.idf .| 5141: HTTP. Sgl map HTTP Request B ock 1
188.138.9. 49 Ger many 147.237.77.216|dover. i df .i |l 5141: HTTP: Sgl map HTTP Request B ock 1
79.98. 107. 90 Bul garia 147.237.77.216|dover.idf .l 5141: HTTP. Sgl map HTTP Request B ock 1
61.135.189. 122 [China 147.237.76.31 |nakchal .idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
149. 78. 208. 157 |Israel 147.237.77.216|dover. i df .i |l C1000004: HTTP: options nethod (M crosoft) B ock 1
5.9.36. 66 Ger many 147.237.77.216|dover.idf.il 5141: HTTP. Sgl map HTTP Request B ock 1
91.219. 236.222 |Hungary 147.237.77. 216 |dover. i df.il 5141: HTTP. Sgl map HTTP Request B ock 1
82.165.24.123  |Ger many 147.237.77.216|dover.i df.i 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 1
209. 249. 180. 198|lhited Sates 147.237.77.216|dover.idf .il 5141: HTTP. Sgl map HTTP Request B ock 1
176.31.51.199 |Spain 147.237.77. 216 |dover. i df.il 5141: HTTP. Sgl map HTTP Request B ock 1
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‘ Target Address
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‘Signature

149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il [ NDI CATOR SCAN sqgl map SQL i njection scan attenpt 453
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il [ET WEB_SERVER Possible SQ Injection Attenpt UN ON SHLECT 449
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il [SQL union select - possible sgl injection attenpt - CGET paranet er 449
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il [ET SCAN Sgl nap SQL | njection Scan 425
149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il [ NDl CATOR SCAN sqgl map SQL i njection scan attenpt 269
149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il [ET SCAN Sgl map SQL | njection Scan 245
66.249. 78. 146 [147.237.72.166 [lLhited Sates |akaidf.il |ET SCAN NVAP -sA (2) 228
149. 202. 112. 62 |147. 237. 77. 216 |Ger nany dover.idf.il [SQL url ending in conment characters - possible sgl injection attenpt 202
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il [SCL generic sgl wth comments injection attenpt - CGET paranet er 172
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il [Tehila - Perl LW with fake user agent 86
46.28.68.158  [147.237.77. 216 [krai ne dover.idf.il [ NDl CATOR SCAN sqgl map SQL i njection scan attenpt 56
46.28.68. 158  [147. 237. 77. 216 [krai ne dover.idf.il [ET SCAN Sgl map SQL | njection Scan 52
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il [SQL waitfor delay function - possible SQL injection attenpt 44
149. 202. 112. 63 [147. 237. 77. 216 |Ger many dover.idf.il [SQL I njection - Select From 37
149. 202. 112. 63 [147. 237. 77. 216 |Ger many dover.idf.il [ET WEB SERVER Possible SQL Injection Attenpt SHLECT FROM 36
66.249.93. 138 [147.237.76.30 [Uhited Sates |hinush.idf.il|ET SCAN NVAP -sA (2) 29
46.28.68.158 |147.237. 77. 216 |krai ne dover.idf.il [SQL url ending in conment characters - possible sgl injection attenpt 21
46.28.68. 158  [147. 237. 77. 216 [krai ne dover.idf.il [SCL generic sgl wth comments injection attenpt - CGET paranet er 21
46.28.68.158  |147.237.77. 216 |krai ne dover.idf.il [ET WEB SERVER Possible SQ Injection Attenpt UN ON SHLECT 21
188.138.9.49  |147.237.77. 216 |Ger many dover.idf.il [ NDl CATOR SCAN sqgl map SQL i njection scan attenpt 19
188.138.9.49  |147.237.77. 216 |Ger many dover.idf.il [SQL union select - possible sgl injection attenpt - CGET paranet er 19
188.138.9.49  [147.237.77. 216 |Ger many dover.idf.il [ET WEB SERVER Possi ble SQ Injection Attenpt UN ON SHLECT 19
66.249.93. 130 [147.237.76.30 [Uited Sates |himush.idf.il|ET SCAN NVAP -sA (2) 18
188.138.9.49  |147.237.77. 216 |Ger many dover.idf.il [ET SCAN Sgl map SQL | njection Scan 15
82.165. 24. 123 |147. 237. 77. 216 |Ger nany dover.idf.il [SQL Injection - Select From 15
149. 202. 112. 63 [147. 237. 77. 216 |Ger nany dover.idf.il [SQL url ending in conment characters - possible sgl injection attenpt 15
91.121.231.81 [147.237.77. 216 |France dover.idf.il |[SERVER- WEBAPP backup access 13
149. 202. 112. 62 147. 237. 77. 216 |Ger many dover.idf.il II\D.CATCR- CB'.:L'SOATI.O\I | arge nupber of calls to char function - 13
possi bl e sqgl injection obfuscation
66.249. 78. 160 |147.237.72.166 [Lhited Sates [akaidf.il [ET SCAN NVAP -sA (2) 12
149. 202. 112. 63 [147. 237. 77. 216 |Ger many dover.idf.il II\D.CATCR- CBFLSOATI.O\I | arge nqnber of calls to char function - 12
possi bl e sqgl injection obfuscation

149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il [ET VB SERVER SQL Injection Select Seep Tine Del ay 11
37.252.248.93 |147.237.77. 216 |Ger many dover.idf.il |[ET WEB_SERVER Possi bl e C/E-2014-6271 Attenpt in Headers 11
149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il [ET WEB SERVER Possible MySQL SQLi Attenpt Infornati on Schena Access |11
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il [SQL generic convert injection attenpt - GET paraneter 11
213.204. 103. 26 [147.237.76.30 [Lebanon hi nush.idf.i1|ET SCAN NVAP -sA (2) 10
149. 202. 112. 63 [147. 237. 77. 216 |Ger many dover.idf.il [SQL generic convert injection attenpt - CGET paraneter 10
46.28.68.158  [147.237.77. 216 [krai ne dover.idf.il [SQL waitfor delay function - possible SQL injection attenpt 10
82.165. 24. 123 |147.237.77. 216 |Ger many dover.idf.il [ET WEB SERVER Possible MySQL SQ.i Attenpt Information Schena Access |9
91.121.231.81 |147.237.77.216 |France dover.idf.il [SERVER WEBAPP PHP-Qd renote fil e include attenpt 9
82.165. 24. 123 |147.237.77. 216 |Ger many dover.idf.il [SQL url ending in conment characters - possible sgl injection attenpt 9
82.165. 24. 123 |147.237. 77. 216 |Ger many dover.idf.il [SQL generic sgl update injection attenpt - CET paraneter 9
91.121.231.81 [147.237.77.216 |Fance dover.idf.il [ET VB SERVER saf e node PHP config option in uri 9
91.121.231.81 [147.237.77.216 |France dover.idf.il [ET VB SERVER di sabl e_functions PHP config option in uri 9
149. 202. 112. 63 147. 237. 77. 216 |Ger many dover.idf.il [SQ waitfor delay function - possible SQ injection attenpt 9
82.165.24. 123 |147.237. 77. 216 |Ger many dover.idf.il [ET WEB SERVER Possi ble SQ Injection Attenpt UN ON SHLECT 9
91.121.231.81 [147.237.77.216 |France dover.idf.il [ET VB SERVER al | ow url _incl ude PHP config option in uri 9
82.165. 24. 123 |147.237. 77. 216 |Ger many dover.idf.il [ET ViB SERVER Possi bl e SQL I njection (varchar) 9
82.165.24. 123 |147.237. 77. 216 |Ger many dover.idf.il [SQL union select - possible sgl injection attenpt - CGET paranet er 9
82.165.24. 123 |147.237. 77. 216 |Ger many dover.idf.il [SQL decl are varchar - possible SQ injection attenpt 9
91.121.231.81 |147.237.77.216 |France dover.idf.il [ET VBB SEHRVER suhosi n. si nul ation PHP config option in uri 9
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
84.111. 224. 123 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7833
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6273
93.173.14.142 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3536
79.182.115. 174 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3487
82.166. 22. 56 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3234
187.75.227.19 |Bazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2167
91.121.231.81 |Fance 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 1689
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1541
46.120.154. 9 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1461
164. 138. 122. 17 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 1328
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1215
Sreamng Engine: TCP Invalid i i ssi
37.26.149.192 |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segment retransmssion. drop 1110
Ret r ansm ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 760
46. 19. 86. 13 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 697
188.165.15.79 |Rance 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 655
146. 185. 134. 40 |Net herl ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 650
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 606
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 604
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 599
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 585
46. 19. 85. 99 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 498
Sreaning Engine: TCP Invalid i i ssi
66.249.64.173 |Uited Sates  |147. 237. 77. 216 |dover. i df .1 9 =g Invalid segnent retransmssion. drop 490
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 64. 168 |United Sates  |147.237.77.216 |dover.idf.il 9 =g Invalid segment retransmssion. drop 490
Ret r ansm ssi on Packet dr opped.
2.54.60.126 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 487
84.108. 75. 26 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 458
37.142.68.3 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 453
2.54. 40. 207 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 452
89.138. 220. 185 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 450
77.125.1.191 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 440
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 409
46.121.96.117 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 406
164.97.245.84 |Austraia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 388
109. 66. 117. 242 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 386
2.54.1.29 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 378
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 373
46. 19. 85. 216 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 371
Sreamng Engine: TCP Invalid i i ssi
66.249.64.178 |Wited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 370
Ret r ansn ssi on Packet dr opped.
46. 248. 215. 251 |Jordan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 330
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 329
164.215.110.4 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 301
Sreamng Engine: TCP Invalid i i ssi
79.181.180.68 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nvalid segnent retransmssion. drop 300
Ret ransm ssi on Packet dr opped.
77.127.227.39 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 299
Sreamng Engine: TCP Invalid i i ssi
109. 67. 248. 100 |I srael 147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransnssion. drop 291
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
77.125.134.7  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Inval i d segnent retransnission drop 288
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176. 106. 226. 194|| srael 147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransnssion. drop 288
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
62. 90. 2. 56 I srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Inval i d segnent retransnission drop 252
Ret ransm ssi on Packet dr opped.
Russi an S -
128. 69. 142. 136 erati on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 252
41. 33.231.86 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 252
37.216.10.244 |Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 244
8.37.227.173 g”&;ymus 147.237.77. 216 |dover. i df.il  |drop Frst packet isn't SWN drop 243
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
85. 64. 160. 246 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 107467
85. 64. 160. 246 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 85. 64. 160. 246 B ock 53853
5.28.143.11 I srael 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 5480
185. 32.179. 177 |l srael 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2610
84.95,228.36 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Code (404) in Session from Bock  |2427
84. 95. 228. 36
37.26.149.192 |israel 147. 237.76. 200 |ei t an. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bock 1875
37.26. 149. 192
46. 19. 85. 89 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 1655
- . - Too Many of the Sane Response Gode (404) in Session from
217.132. 195. 199! srael 147.237.0.19 |nadimatal .idf.il 217. 132, 195. 199 Bl ock 890
176.13.10. 1 I srael 147.237.0.19 |madimatal .idf.il I‘;‘é '\g”ylo"flthe Same Response (ode (404) in Session from B ock 875
176.13.21.30  [Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from Bock  [850
176. 13. 21. 30
. . Too Many of the Sane Response Code (404) in Session from
93.173. 147. 222 |lIsrael 147.237.76.86 |navy.idf.il 93. 173. 147. 222 B ock 690
37.142.125.80 |israel 147.237.0.19 |nadimatal .idf.il Too Mny of the Sane Response Cbde (404) in Session from Bock  [650
37.142.125. 80
80.246.139.86 |lsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 441
Lhi ted . . Uhaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 |navy.idf.il W navy. i df . i|/994- 8613- he/ navy. aspx. aspx Bl ock 370
185. 32.179. 134 |l srael 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 370
188.165.15.79 |France 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 188. 165. 15. 79 B ock 360
66.249.64.178 [Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 178 B ock 340
2.52.147.172  |israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 338
2.52,147. 172
46.116.187.76 |Israel 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 270
68. 180. 228. 112 g"att:: 147.237.77. 216 |dover . i df .i | Mil tipl e Unhaut hori zed URL Access from 68. 180. 228. 112 B ock 270
185.32.179. 133 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 250
66.249. 64. 168 [l srael 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 168 B ock 240
46.120.184.9 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from46.120.184.9 B ock 210
Lhi ted . . Uhaut hori zed URL Access to
208.115.113.88 o 147.237.76.86 [navy.idf.il navy. i o . 1/ gi yus/ f or und asp/ showf or um asp Bl ock 210
66.249.64.173 [Israel 147.237.77.216|dover . i df .i | Ml tiple Unauthorized URL Access from 66. 249. 64. 173 B ock 200
66.249.79.231 |[lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhauthorized LR Access from 66.249. 79. 231 B ock 140
176.12. 151. 101 |l srael 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code B ock 130
84.108.122. 44 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 108
: . . Paraneter Type Mol ation QurrentPassword in
176.13.22. 78 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | .1 df .1 |/ sachar / changepassvor d B ock 100
Lhi ted . . O stributed Uhaut hori zed URL Access on
208.115.111.72 fo o 147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or urd asp/ showf or Um asp B ock 100
m ny- kosher - kravi . i
46. 19. 85. 223 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encoding None 100
Lhi ted . . O stributed Uhaut hori zed URL Access on
72.9.148.10 Sates 147.237.76.86 [navy. | df.il WA navy. i df . il/994- 8613- he/ navy. aspx. aspx B ock 100
208. 115. 113. 88 LSqulatt:s 147.237.76.86 [navy.idf.il Ml tipl e Unauthorized URL Access from 208.115. 113. 88 B ock 100
66.249.78.153 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 100
80.246. 136. 28 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 90
212.179. 61. 123 | srael 147.237.76.200|ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bock |90
212.179. 61. 123
66.249.79.238 |[Israel 147.237.77.216|dover . i df .i | Ml tiple Unauthorized URL Access from 66. 249. 79. 238 B ock 90
176.12. 149. 232 |Israel 147.237.77.243|nobi | e. i df . i | Uhaut hori zed UR. Access to nobil e.idf.il/sachar/index B ock 90
213.57.226.203 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in URL from 213.57. 226. 203 B ock 90
79.182.127. 148 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 80
] ] . Paraneter Type Mol ati on Repeat Password in
37.26.146.219 |[Israel 147.237.77. 243 |nobi l e. i df . i | nobi | .1 df .1 |/ sachar / changepassvor d B ock 80
176.12. 142. 196 |l srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 70
Uhaut hori zed URL Access to
176. 106. 227. 1561 sr ael 147.237.72. 166 |aka. i df . i | wown aka. i df . i |/ hi ghst ai rs-a. akanai hd. net/a24/ util s/ j s/ hi ghstai rsl y9oa |Bl ock 70
wdoc3r haxj zI weuywt hbwf pagqubnvO0Il 2eyna272
176.13.14. 25 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed UR. Access to nobil e.idf.il/sachar/index B ock 70
2.52.2.175 I srael 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code B ock 70
91.121.231.81 |France 147.237.77.216|dover . i df .i | Ml tiple Unauthorized URL Access from91l.121.231. 81 B ock 70
89. 138. 207. 208 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 70
. . . Paraneter Type Mol ation Qurrent Password in
46.120. 122. 205 |Israel 147.237.77.243|mobi | e. i df . i | nobi | e. i df i |/ sachar/ changepassvor d Bl ock 70
46. 19. 85. 196 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 60
79.178.126.54 |Israel 147.237.76.31 [nakchal .idf.il Mil ti pl e Unaut horized URL Access from 79. 178. 126. 54 B ock 60
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