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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
157. 55. 39. 85 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5893
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 5488
66. 249. 65. 86 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4919
66. 249. 65. 89 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4896
66. 249. 78. 153 Lhited Sates 147. 237. 72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3421
31.168. 125. 31 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3221
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3158
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2912
66. 249. 78. 146 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1337
79.178. 54. 49 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1073
188. 138. 9. 49 Ger nany 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 812
188. 165. 15. 79 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 579
79.179. 114. 156 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 302
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 172
46. 19. 85. 40 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 149
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 137
79. 180. 132. 96 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 103
2.54.61.178 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 61
2.54.180. 153 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 51
46. 19. 85. 191 | srael 147.237.77. 243 nobi le.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 47
46.19. 86. 126 | srael 147.237.72. 166 aka.idf.il Anonal y- SS.-renegoti ation-di dest - reset 38
66. 249. 64. 161 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 32
46.121. 85. 83 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20
66. 249. 64. 151 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 20
46.19. 85. 113 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 19
85. 65. 103. 128 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 18
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 18
79.180.212. 152 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 17
79.183. 124. 244 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 16
46.19. 86. 112 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 15
37.26. 148. 223 | srael 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 12
95. 86. 70. 163 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 12
176. 13. 6. 242 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 12
66. 249. 93. 200 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12
95. 86. 70. 163 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
2.54.52.235 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 12
79.181. 34. 201 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 10

5. 29.42. 95 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 9

46. 19. 85. 48 | srael 147.237.72. 166 aka.idf.il Anonal y- SS.-renegoti ation-di dest - reset 9
46.19. 85. 104 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 9

46. 19. 86. 202 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 8
2.52.138.133 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 8

46. 19. 85. 32 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 8
109. 67. 207. 187 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 8
2.54.53. 165 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 7
2.54.161.110 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 7

89. 139. 183. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
5.22.129. 149 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
89.139. 172. 221 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6

79. 180. 132. 96 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai sour ce- dest -reset |6
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|Top Attackers In IPS|

Attacker Address |Attacker Country |Target Address |Site Sgnature

189. 38. 80. 50 Brazil 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declarati on Evasion B ock 8
171. 42.141.92 |China 147.237.77.216|dover.idf .il 8479: HTTP. Suspi ci ous HITP Request Bl ock 8
206.72.117.72 |Wited Sates 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 4
173.0.139.158 |thited Sates 147.237.77.216|dover . i df . i | 12715 HITP. Bind SQ Injection in WR B ock 4
211.59. 8. 170 OK?rea, Repblic 1,47 537 76.42 |refuah.idf.il C1000108: HTTP. Trying to locate existing FQ<editor B ock 4
8. 8. 246. 60 Lhited Sates 147.237.77.74 |lawidf.il 3808 HIMP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
195. 234. 228. 90 |Ger many 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
212.97.133. 238 |Denmark 147.237.77.216|dover. i df . i | 12715 HITP. Bind SQ Injection in WR Bl ock 4
93.63.188.181 |[italy 147.237.77.233|atal .idf.il 3808 HIMP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
212.97.133. 238 |Denmark 147.237.77.216|dover. i df . i | 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 4
94. 23, 17. 208 France 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 4
189.38.90. 212 |Brazil 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 3
173.0.139.158 |thited Sates 147.237.77.216|dover. i df . i | 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 3
109. 66. 188. 140 |l srael 147.237.76.31 |nakchal .idf.il |ClL000004: HTTP. options nethod (M crosoft) Bl ock 2
108. 168. 219. 166|Lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 2
50.59.103.190 |lhited Sates 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 2
74.208.133.60 |Liited Sates 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 2
213.57.169.180 |[lIsrael 147.237.76.31 |nakchal .idf.il [Cl000004: HTTP. options method (M crosoft) B ock 2
189. 38. 80. 50 Brazil 147.237.77.233|atal .idf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
74.208.133.60 |Liited Sates 147.237.76.86 |navy.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 1
104. 156. 228. 181|lhited Sates 147.237.77. 216 |dover . i df . i | Q008: HITP. Xenu User Agent B ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 |dover.idf .il 13840: TLS (penSSL Heartbeat Packet B ock 1
117. 247. 187. 101|indi a 147.237.77.74 |lawidf.il \lﬁfszrabﬁy PHP-Q3 Qery String Paraneter Information Dsclosure g 1
83. 234. 64. 232 gs::;”i on 147.237.77.216|dover. i df . i | 12580: HITP. SQ Injection (Cooki e Header) B ock 1
106. 38. 241. 118 |China 147.237.72. 166 |aka. i df . i | C103: HTTP: User Agent Sogou+web+spi der Bl ock 1
61.135. 189. 122 [China 147.237.76.31 |nakchal .idf.il |[Cl03: HITP. User Agent Sogou+web+spi der B ock 1
136. 243. 5. 87 Ger many 147.237.72. 166 [aka. i df . i | C1000106: HITP. maj estic bot B ock 1
85. 250. 153. 179 |l srael 147.237.77. 170 |maar achot . i df . i [|C1000004: HTTP. options nethod (M crosoft) Bl ock 1
37.146.25. 11 gz::;”ion 147.237.77.216|dover.idf .i | 12580: HITP. SQ Injection (Qooki e Header) B ock 1
188. 93. 133. 242 giiztr‘ion 147.237.77.74 |lawidf.il 12580: HTTP. SQ Injection (Cookie Header) B ock 1
62.182. 28. 206 gz::;”ion 147.237.77. 176 [mat pash. i df . i | [12580: HITP: SQL Injection (Qooki e Header) B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.50 |e.tikshuv.idf.il[13840: TLS QpenSSL Heartbeat Packet B ock 1
149. 202. 112. 63 |Ger many 147.237.77.216|dover. i df .i | 3630; HITP. SQ. Injection (Bool ean | dentity) B ock 1
108. 168. 219. 166|Uhited Sates 147.237.76.42 |refuah.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.212|e.dover.idf.il ]13840: TLS QpenSSL Heartbeat Packet B ock 1
50.59.103.190 |Lnited Sates 147.237.76.86 |navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Republ i ¢ of

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 89
46.19. 85. 31 147.237.77. 176 I srael nat pash. i df . i PCLI CY- OTHER TCP packet with urgent flag attenpt 46
189. 38. 80. 50 147.237.77. 233 |Brazil atal.idf.il A Injection - Select From 27
66.249.78.146 |147.237.72.166 |lLhited Sates  [aka.idf.il ET SCAN NVAP -sA (2) 18
212. 26.134. 205 |147.237.77. 176 |krai ne nat pash. i df . i PCLI CY- OTHER TCP packet with urgent flag attenpt 16
212.97.133. 238 [147.237.77. 216 |Dennar k dover.idf.il A Injection - Select From 14
173.0.139. 158 [147.237.77.216|Whited Sates  [dover.idf.il A Injection - Select From 14
37.26.148.223 |147.237.0.34 |Israel tikshuv.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 12
2.52.169. 65 147.237.77. 216 I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 10
189. 149. 152. 50 |147.237. 77. 216 |Mexi co dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 10
189.38.90.212 |147.237.77.74 |Bazl lawidf.il SQ Injection - Select From 9
176. 13. 16. 88 147.237.0.19 [Israel nedi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 7
66.249. 78.153  |147.237.72.166 |Lhited Sates  [aka.idf.il ET SCAN NVAP -sA (2) 6
206.72.117.72 |147.237.72.166|Wited Sates  |aka.idf.il SQ Injection - Select From 6
66.249.78.160 |[147.237.72.166|Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 6
66. 249. 67. 13 147.237.72. 166 |Lhited Sates  [aka.idf.il ET SCAN NVAP -sA (2) 6
192.198. 151. 45 |147.237. 72. 167 |Eur ope i shurimaka.idf.il ET SCAN NVAP -sA (2) 6
94. 23.17. 208 147.237.77. 74 |France lawidf.il A Injection - Select From 6
8. 8. 246. 60 147.237.77.74 |Uhited Sates |[lawidf.il A Injection - Select From 6
50.59.103. 190 [147.237.76.86 |Wited Sates |navy.idf.il SQ Injection - Select From 5
108. 168. 219. 166(147. 237. 76. 42 |Lhited Sates  [refuah.idf.il SQ Injection - Select From 5
74.208.133.60 |147.237.76.86 |lLhited Sates [navy.idf.il A Injection - Select From 5
66.249. 64. 156 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 4
171 42141 92 |147. 237 77. 216 | i na dover i df il MI IS Mcrosoft Wndows I1S 6 multiple executabl e 4
ext ensi on access attenpt
66.249.79.179 |147.237.77.233|Wited Sates |atal .idf.il ET SCAN NVAP -sA (2) 4
195. 234.228. 90 |147.237. 77. 233 |Ger many atal.idf.il QA Injection - Select From 4
66.249.64. 151 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 4
93.63.188.181 |147.237.77.233|itay atal.idf.il QA Injection - Select From 4
171.42.141.92  |147.237.77. 216 |Chi na dover.idf.il SERVER IS mul tipl e extensi on code execution attenpt 4
ET VBB SERVER Possi bl e Mcrosoft Internet |nfornation
171.42.141.92  |147.237.77. 216 |Chi na dover.idf.il Services (I11S .asp Flenane Extension Parsing Fle Wl oad 4
Security Bypass Attenpt (asp)
116. 86.58.219  |147. 237. 76. 147 |S ngapore chi nuch. aka. i df . i ET SCAN Potential SSH Scan 3
218. 65. 30. 23 147. 237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 3
218. 65. 30. 23 147.237. 77. 233 |Chi na atal .idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 23 147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 2
218. 65. 30. 23 147. 237. 76. 148 |Chi na ggcenter. aka. i df. il ET SCAN Potential SSH Scan 2
66.249. 67.251 |147.237.72.166 |Lhited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
218. 65. 30. 23 147.237.76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 2
66.249. 64. 168 |147.237.77.216|Whited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
182. 100. 67. 4 147.237.76.31 |China nakchal .idf .il ET SCAN Potential SSH Scan 2
176. 13. 22. 97 147. 237. 77. 216 I srael dover . idf il GPL SCAN nyscan 2
218. 65. 30. 23 147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 2
94.102.48.194 |147.237.0.34 |Netherl ands tikshuv.idf .il ET SCAN NVAP -sS w ndow 1024 2
66.249. 64. 146  |147.237.77.233|Wiited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
218. 65. 30. 23 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 2
59.46.193. 114  |147.237.76. 176 |Chi na test.ncore.idf.il GPL SCAN nmap TCP 2
113.92. 36. 215  [147.237.77. 170|Chi na naar achot . i df .i ET SCAN Potential SSH Scan 2
116. 86.58.219  |147. 237. 76. 196 |S ngapore esvivaidf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 23 147. 237. 76. 200 |Chi na eitan aka idf.il ET SCAN Potential SSH Scan 2
218. 65. 30. 23 147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 2
188.240.39.84 [147.237.76.31 |1V ISIAMC o chal id. il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
196. 217. 68. 245 |Mor occo 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4260
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1521
54.187.55.213 |lLhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 1181
77.125.122.121 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1004
46. 19. 85. 157 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 554
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 547
68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 532
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 467
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 450
49. 230. 210. 255 |Thai | and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 422
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 413
66.240.65.80  |Uited Sates |147.237. 77. 216 |dover icr.i1 |2 €M N9 Engine: TP Invalid Invalid segnent retransmssion. d

Ret r ansni ssi on Packet dropped. rop 392
109. 67. 248. 100 |Israel 147, 237. 76. 200 |ei tan. aka i of | o | @M NG Engine: TCP Invalid Invalid segnent retransmssion. d

Ret r ansni ssi on Packet dropped. rop 384
109. 64.56. 147 [ srael 147.237.72. 166 |akaicr. i1 | &M Ng Engine: TP Invalid Invalid segnent retransmssion. d

Ret r ansni ssi on Packet dropped. rop 369
185. 93. 35. 22 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 342
89. 138. 220. 185 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 327
185.32.179.49 |israel 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid Invalid segnent retransmssion. d

Ret r ansm ssi on Packet dropped. rop 324
84.108. 1. 135 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 314
66.249.65.86  |Uited Sates |147.237. 77. 216 |dover icr.i1 |2 €M N9 Engine: TCP Invalid Invalid segnent retransmssion. d

Ret r ansni ssi on Packet dropped. rop 286
188. 165. 15. 79  |Fance 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 284
212.76.105.73 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 281
46.19.86.126  |Israel 147,237, 72. 166 |aka i i1 || €& g Enginer TGP Inval i d vl i d segnent retransm ssi on. d

Ret r ansm ssi on Packet dropped. rop 270
109. 160. 194. 28 |I srael 147. 237, 76. 200 |ei tan aka. i of . 2| SAM NG Engine: TCP nval i d Invalid segnent retransmssi on. d

Ret r ansm ssi on Packet dropped. rop 252
216.185.58.61 |Lhited Sates [147.237.77.216dover.idf.il |drop Frst packet isn't SN drop 252
31.154.91.233  |israel 147, 237. 76. 200 |ei tan. aka i of | .| 2 NG Engine: TCP Invalid Invalid segnent retransmssion. d

Ret r ansni ssi on Packet dropped. rop 246
66.240.65.83  |Uited Sates |147. 237, 77. 216 |dover icr.i1 |2 €M N9 Engine: TP Invalid Invalid segnent retransmssion. d

Ret r ansni ssi on Packet dropped. rop 244
37.231.71.197 |Kuvait 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 238
109.67.6.166 | srael 147, 237.76. 200 |ei tan. aka i of. {1 | ST NG Engine: TP Inval i d Invalid segnent retransmssion d

Ret r ansni ssi on Packet dr opped. rop 23t
79.180.16.126 |Israel 147, 237. 76. 200 e tan. aka i of | .| 2 NG Engine: TCP Invalid Invalid segnent retransmssion d

Ret r ansm ssi on Packet dropped. rop 216
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 212
82.166.22.99  |Israel 147. 237, 77. 216 |dover iar.i1 || SAM NG Engine: TGP | nvalid Invalid segnent retransmssion. d

Ret ransm ssi on Packet dropped. rop 210
79.176.56.119 | srael 147. 237, 76. 200 |ei tan aka i of . 2| SAM NG Engine: TCP nval i d Invalid segnent retransmssion. d

Ret r ansm ssi on Packet dropped. rop 210
2.54.180. 235 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 208
66.249.64. 168 |United Sares |147. 237,77, 216 |dover it i1 || SAM NG Engi ne: TP Inval id Invalid segnent retransmssi on d

Ret r ansm ssi on Packet dropped. rop 205
2.54.5.137 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 202
50.87.144.145 |lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 200
46.19.85.140  |Israel 147.237.72. 166 |aka it i1 |27 €AM NG Engine: TCP Invalid - finvalid segnent retransmission d

Ret r ansm ssi on Packet dropped. rop 198
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 198
46. 19. 86. 229 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 194
79.180.26.186 | srael 147.237.72. 166 |akaicr. 11 | €AMNg Engine: TP Invalid Invalid segnent retransmssion d

Ret r ansni ssi on Packet dr opped. rop 192
177.194. 108. 195|Brazi | 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 187
164.151.5. 18 South Africa  |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 185
95. 86. 64. 209 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 183
66.87.144.217 |Wited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 174
2.52.49.148  |israel 147.237.72. 166 |aka i i1 | ©3MNG Engine: TP Invalid invalid segnent retransnission d

Ret r ansm ssi on Packet dropped. rop 14
85. 130. 253. 190 |Israel 147, 237. 72, 166 |aka i of. i1 |} €AM NG Engine: TGP | nvalid Invalid segnent retransmssion. d

Ret r ansmi ssi on Packet dropped. rop 1t
196. 217. 68. 245 |Morocco 147.237.77. 216 |dover.idf.il |drop drop 169
207.46. 13.92 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 169
212.76.96.197 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 164
157.55. 39. 85 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 159
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Oount
84.111.104.92 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 25780
176.13.16.88  [Israel 147.237.0.19 |madi matal .idf . (/00 M of the Sane Response Code (404) in Session from Bl ock 9564
176. 13. 16. 88
132.66. 236. 191 |Israel 147.237.0.19 |madi matal .idf.i[/00 My of the Sane Response Code (404) in Session from Bl ock 2240
132. 66. 236. 191
109. 65. 142. 186 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 1477
79.177.189.177 |israel 147.237.0.19 |madi matal . i df . i [1°0 M of the Same Response Code (404) in Session from B ock 1157
79.177.189. 177
46. 19. 85. 122 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 970
213.57.153.54  |Israel 147.237.0.19 |madi matal . i df . (100 W& of the Sane Response Code (404) in Session from Bl ock 934
213.57.153. 54
2.54.157.153  |israel 147.237.0.19 |madi matal .idf . [°0 MY of the Sane Response Code (404) in Session from B ock 898
2.54,157. 153
. . . Paraneter Type M ol ati on Qurrent Password in
109. 186. 40. 116 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e. i df i |/ sachar/ changepassvor d B ock 354
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 320
68.180.228.112 [nited Sates [147.237.77.216|dover.idf.il Ml ti pl e Unaut horized URL Access from 68. 180. 228. 112 B ock 310
188.165.15.79 |France 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 188. 165. 15. 79 B ock 300
208.115.113.88 |lnited Sates [147.237.76.86 |[navy. idf.il Mul tipl e Whaut horized URL Access from 208. 115. 113. 88 Bl ock 210
89.139. 165.53 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from89. 139. 165. 53 B ock 208
. . . Ostributed Paraneter Type Mol ation on
176.13.19.238 |l srael 147.237.77. 243 |nobi l e. i df . i | mobi | e. i df . i 1/ sachar/ changepassvor d par ameter Qurr ent Passvor d B ock 166
] - . D stributed Lhaut hori zed URL Access on
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 160
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forunasp/ showf orumasp |B ock 150
37.237.124.36 |iraq 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to v idf.il/gar/ B ock 110
66. 249. 65. 86 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 66. 249. 65. 86 B ock 110
66. 249. 65. 89 I srael 147.237.77. 216 |dover.idf .il Ml tipl e Unauthorized URL Access from 66.249. 65. 89 B ock 100
: . . Dstributed Paraneter Type Mol ation on
2.54.141.53 I srael 147.237.77. 243 [nobi | e. i df . i nobi | e.i df . i | / sachar/changepasswor d par anet er Qur r ent Passwor d B ock 97
. . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | voww cogat i df i /i p storagelfil es/ O/ si 262200/ 3410. | pg. St B ock 90
68.180.229. 239 |Wited Sates [147.237.72.166aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 90
198. 204. 249. 34 |Uhited Sates |147.237.72.166|aka.idf.il Ostributed Unhaut horized LRL Access on ww aka. i df . i |/ defaul t. aspx B ock 90
5.22.129. 128 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 88
66.249.78. 153 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 80
66.249.64.178 [Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 178 B ock 80
66.249. 64. 168 [l srael 147.237.77.216|dover.idf .il Ml tipl e Unauthorized URL Access from 66. 249. 64. 168 B ock 80
109. 67. 248.100 |Israel 147. 237.76. 200 [ei tan. aka. i df . i1 |10 MY Of the Sane Fesponse Code (404) Tn Session from Bl ock 70
109. 67. 248. 100
109. 186. 107. 22 |Israel 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 70
79.183.52. 64 | srael 147.237.77. 170 |maar achot . i df . i | |Distributed PHP At tenpt B ock 70
79.183.52. 64 I srael 147.237.77. 170 |n@ar achot . i df . i | |Unhaut hori zed LR Access to maarachot.idf.il/xnrpc. php B ock 70
107.170. 42. 238 |lhited Sates |147.237.77.176|matpash.idf.il |Miltiple Wauthorized LR Access from 107.170. 42. 238 B ock 70
: . . DOstributed Paraneter Type Mol ation on
79.181.19.236  Israel 147.237.77. 243 [nobi | €. i df . T nobi | e.i df . i | / sachar/changepasswor d par anet er Qur r ent Passwor d B ock 60
5. 22. 130. 204 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 60
176.13.0.157  [Israel 147.237.77. 243 |nobi | e, i of .1 |Fameter Type Volation Qurent Passvord in B ock 60
nobi | e.i df.il/sachar/changepasswor d
- - .1 |Unaut hori zed URL Access to
31.154.91.233 |[Israel 147.237.76.200|ei tan. aka.i df .i | v i tan. aka. i o . i |/t enpl at es/ honepage/ honepage. aspx B ock 60
178. 150. 15. 158 |krai ne 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 60
109. 186. 107. 22 |Israel 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 60
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 60
. . Unaut hori zed URL Access to
79.182.56.206 |Israel 147.237.72. 166 |aka. i df . i | v aka i of i1/ i v sachar /v aka, i df i |/ rai / sachar Bl ock 60
176.13.11. 75 I srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Email in nobile.idf.il/sachar/ creat eaccount B ock 60
46.19. 85. 159 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Enail in nobile.idf.il/sachar/creat eaccount B ock 60
66. 249. 65. 83 | srael 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 83 B ock 60
171.42.141.92 |China 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 59
2.54.34. 107 I srael 147.237.77. 243 |nobi | e. i df . i | Dstributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 58
109. 64. 97. 187 |l srael 147.237.77. 170 |maar achot . i df . i | |Distributed PHP At tenpt B ock 50
157.55.39. 251 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Cust om Tenpor ary B ock 50
109. 64. 97. 187 |l srael 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed LRL Access to maarachot. i df.il/xnrpc. php B ock 50
176. 13. 1. 250 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 50
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