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09-27-2016 to 09-28-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
10. 3. 36. 100 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 8747
37.26. 146. 234 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 5929
2.55.128. 146 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 5042
62. 219. 226. 69 | srael 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 4855
216.172. 142. 204 Lhited Sates 147.237.77.216 dover.idf.il|TAP Scan (vertical) drop 4006
109. 253. 141. 165 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 3434
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 3395
176. 13. 10. 187 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 3168
54.72.0. 55 Irel and 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 3140
5.102. 242. 141 | srael 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 3118
141. 0. 15. 52 Nor way 147.237.72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 3013
62.44.134.113 Denmar k 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 3011
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2971
8. 37.225. 67 Lhited Sates 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn dr op 2952
2.53.41.78 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 2913
91. 227.164.5 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2767
46. 19. 86. 223 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2565
62.0.201.1 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2509
84.111.120.9 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2504
62. 90. 153. 76 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 2503
2.55.142. 137 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 2332
46.19. 86. 193 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2084
81.218. 57. 61 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1869
212. 25. 84. 200 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1866
37.46. 41. 54 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1624
109. 253. 212. 111 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 1538
85. 130. 139. 108 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 1307
46. 19. 85. 208 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1253
66. 249. 69. 228 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1179
2.53.149. 34 | srael 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 1106
62.0.217.1 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1019
77.138.52. 97 France 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 633
68. 180. 231. 57 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 585
79.177.140. 120 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 567
46.19. 86. 173 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 558
2.53.9.139 | srael 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 516
109. 253. 205. 29 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 483
132. 64. 212. 159 | srael 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 293
46. 19. 86. 24 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 289
176. 13. 237. 102 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 285
138. 134.102. 15 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 262
79.178.212.124 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 224
85. 255. 7. 155 Pol and 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 201
37.26. 147. 245 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 185
2.53.128. 24 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 182
0.0.0.0 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 108
37. 26. 148. 155 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 98
2.53. 43. 67 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 84
213.57. 68. 251 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 73
84.108. 109. 37 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 51




09-27-2016 to 09-28-2016

|Top Attackers In IPS|

Attacker Address |Attacker O)untry|Target Addr ess |Site Sgnature

178. 203. 120. 68 |Ger many 147.237.77. 216 |dover.i df .i | CL000074: HTTP. naj estic bot Per nit 77
91.121.109.55 |France 147.237.76.200 |eitan. aka.idf . il C1000074: HITP. naj estic bot Per nirt 52
149. 202. 48. 240 |France 147.237.77.216 |dover.idf .i | C1000074: HITP. maj estic bot Permt 35
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf .il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 32
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Per mit 23
178. 203. 120. 68 |[Ger many 147.237.72.166 |aka. i df . i | C1000074: HITP. maj estic bot Permt 19
91.121.109.55 |France 147.237.77.74 |lawidf.il CL000074: HTTP. naj estic bot Per nit 16
149. 202. 48. 240 |France 147.237.77.74 |lawidf.il C1000074: HITP. naj estic bot Per nirt 14
149. 202. 48. 240 |France 147.237.72.166 |aka. i df . i | C1000074: HITP. maj estic bot Permt 11
148. 251. 190. 162 |Ger many 147.237.77. 216 |dover.i df .i | CL000074: HTTP. naj estic bot Per nit 8
91.121.109.55 |France 147.237.72. 166 |aka. i df . i | C1000074: HITP. naj estic bot Per nirt 8
178. 203. 120. 68 |Ger many 147.237.77.74 |lawidf.il C1000074: HITP. maj estic bot Permt 6
5.189.190. 238  |Ger many 147.237.0.15 |kosher-kravi.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
178. 203. 120. 68 |Ger many 147.237.76.42 |refuah.idf.il C1000074: HITP. naj estic bot Per nirt 5
5.189.190.238 |Ger many 147.237.77. 170 [m@ar achot . i df . i | 20086: HITP: Mii ebl ackcat Security Scanner B ock 5
69.30.213.138 |Lhited Sates 147.237.72. 166 |aka. i df . i | CL000074: HTTP. naj estic bot Per nit 5
109. 253. 211. 21 |Israel 147.237.77.216 |dover.idf .il 13840: TLS. (penSSL Heartbeat Packet B ock 4
69.30.213.138 [lhited Sates 147.237.77. 216 |dover. i df .i | C1000074: HTTP. mgj estic bot Per nirt 3
62.212.73.211  |Netherl ands 147.237.77. 216 |dover.i df .i | CL000074: HTTP. naj estic bot Per nit 3
92.238.226.245 |United Kingdom |147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nirt 3
51. 254. 215. 140 |France 147.237.72.166 |aka. i df . i | C1000074: HITP. maj estic bot Permt 3
51. 254, 215. 140 |France 147.237.77. 216 |dover.i df .i | CL000074: HTTP. naj estic bot Per nit 2
149. 202. 48. 240 |France 147.237.0.34 |tikshuv.idf.il C1000074: HITP. naj estic bot Per nirt 2
144.76.30.236  |Ger many 147.237.77.216 |dover.idf .i | C1000074: HITP. maj estic bot Permt 2
94.154.239.69 |lkrai ne 147.237.76.42 |refuah.idf.il CL000074: HTTP. naj estic bot Per nit 2
178. 203. 120. 68 |Ger many 147.237.76.30 |hi nush.idf.il C1000074: HITP. naj estic bot Per nirt 2
149. 202. 48. 240 |France 147.237.77. 226 [waw chamat z. aka. i df . i | |Cl000074: HITP. maj estic bot Per nirt 2
69.30.213.202 |Lhited Sates 147.237.77. 216 |dover.i df .i | CL000074: HTTP. naj estic bot Per nit 2
148. 251. 190. 162 |Ger many 147.237.76.86 |[navy.idf.il C1000074: HITP. naj estic bot Per nirt 2
83.149.126.98 |Germany 147.237.72.156 |anan. i df . i | C1000074: HITP. maj estic bot Permt 2
149. 202. 48. 240 |France 147.237.76.86 |navy.idf.il C1000074: HTTP: naj estic bot Permit 2
91.121.109.55 [France 147.237.77. 176 |nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 2
148. 251. 190. 162 |Ger many 147.237.77.74 |lawidf.il C1000074: HITP. maj estic bot Permt 2
94.154.239.69 |Wkraine 147.237.77. 176 |nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 2
88.198.16. 153  |Ger many 147.237.77.216 |dover.idf .il C1000074: HITP. naj estic bot Per nirt 2
149. 202. 48. 240 |France 147.237.76.200 |ei tan. aka. i df . il C1000074: HITP. maj estic bot Permt 2
68.135. 8. 175 Lhited Sates 147.237.77. 216 |dover.i df .i | CL000074: HTTP. naj estic bot Per nit 2
94.154.239.69 |Wkraine 147.237.77.216 |dover.idf .il C1000074: HITP. naj estic bot Per nirt 2
75.75.210.162 |Lhited Sates 147.237.77.216 |dover.idf .i | 10993: HTTP. Mrfeus Scanner Scanning Attenpt B ock 1
52.1.90.117 Lhited Sates 147.237.77. 216 |dover.i df .i | 13840: TLS. QpenSSL Heartheat Packet B ock 1
5.189.190.238 |Ger many 147.237.77. 170 |n@ar achot . i df . i | 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 1
94.154.239.69 [Wkraine 147.237.76.200 |ei tan. aka. i df . il C1000074: HITP. maj estic bot Permt 1
151.80.31.171 |France 147.237.76.31 |nakchal .idf.il Cl000146: HTTP. AhrefBot craw er B ock 1
71. 6. 146. 185 Lhited Sates 147.237.0.17 |mny-kosher-kravi .idf.il [13840: TLS QpenSSL Heartbeat Packet Bl ock 1
123.125.125.80 [China 147.237.72.166 |aka. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Permt 1
75.75.210.162 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il 10993: HTTP. Morfeus Scanner Scanning Attenpt B ock 1
156.211.51.34  |Egypt 147.237.77.216 |dover.idf .il 3886: HITP. Qoss Ste Scripting in PCST Request B ock 1
123.126. 113. 101 |Chi na 147.237.72.166 |aka. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Permt 1
94.154.239.69 |lkrai ne 147.237.72. 166 |aka. i df . i | CL000074: HTTP. naj estic bot Per nit 1
75.75.210.162 |thited Sates 147.237.0.19 |nadimatal .idf.il 10993: HTTP. Morfeus Scanner Scanning Attenpt B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
46.19.86.207 [147.237.77. 1761 srael nat pash. i df .i | PCLI CY- OTHER TCP packet with urgent flag attenpt 58
66.102.6.207 [147.237.76.86 |lhited Sates [navy.idf.il ET SCAN NVAP -sA (2) 22
58. 218. 200. 137 |147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 3
80. 246. 130. 54 |147.237.77. 233 |l srael atal.idf.il ET DCB Large amount of TGP ZeroWndow - Possible Neller2 3
DDos attack
82.80.196.44  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 3
10075 43. 41 |147. 237 72. 14 |ar rreni a dover i df i1 (0l d) ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 3
Potential Scan or Brute Force
84.94. 140. 177 |147.237.77. 226l srael ww chanat z. aka. i df . i | ]I:IclneAL—Ru_ES - HITP Request wit h CPTIONS rrethod to a . doc 3
66.249. 93. 137 |147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 3
66.249.93.83  |147.237.77. 216 |Eur ope dover.idf.il ET SCAN NVAP -sA (2) 2
91.201.236.50 |147.237.76. 198 |krai ne e.yohal an.idf.il ET SCAN NMAP -sS w ndow 4096 2
79. 181. 244, 133 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 2
124.8.223.198 |147.237.76.39 |Taivan nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 2
58. 218. 200. 137 [147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 2
82.81.76.144 |147.237.72.166 |l srael aka.idf.il Xenu Link Seuth Wser Agent 2
121. 32.129. 130 [147. 237. 76.30 |Chi na hi nush. i df .i | GPL SCAN nmap TCP 2
37.220.31.10 |147.237.77.226 E?irfggom wan chanat z. aka. i df . i1 |ET SCAN NVAP -sS w ndow 1024 2
194. 90. 178. 37 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 2
146.200. 148.0 [147.237.77.74 Eirfggom lawidf.il Tehila - Perl LW with fake user agent 2
66.249. 64. 160 [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
46.183.223. 228 [147.237.8.50 |Latvia e tikshuv.idf.il ET SCAN Potential SSH Scan 2
124.197.95.73 |147.237.76.86 |5 ngapore ey, i i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
46.183. 223. 228 |147.237.0.16 |latvia ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
124.8.223.198 |147.237.76. 177 |Tai wan ncore.idf.il ET SCAN Potential SSH Scan 2
163. 172. 129. 15 |147. 237. 0. 200 E?ir:;gom . i df . il ET SCAN NVAP -sS wi ndow 1024 2
52.33.211.238 [147.237.77.61 |lhited Sates |e.cogat.idf.il ET SCAN Potential SSH Scan 2
58. 218. 200. 137 |147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 2
222.186. 56. 200 [147.237.0. 17 |China mny-kosher-kravi.idf.il |ET SCAN Potenti al VNC Scan 5900- 5920 2
013 57 177 33 |147 237 76.30 |1 s ael himsh i df i | ET DO5 Large anount of TCP ZeroWndow - Possible Nkiller2 5
DDos attack
58. 218. 200. 137 [147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 2
80. 246. 139. 213 |147. 237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 2
58. 218. 200. 137 [147.237.0.17 [China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 2
146.200. 148. 0 |147.237.77. 216 E?ir:;gom dover.idf.il Tehila - Perl LWP with fake user agent 2
80. 246, 133. 48 |147. 237 77 233 |1 51 ael atal idh il ET DO5 Large anount of TCP ZeroWndow - Possible Nkiller2 5
DDos attack
91.201.236.50 |147.237.77.121|krai ne e navy.idf.il ET SCAN NMAP -sS w ndow 3072 2
66.102.9.149 [147.237.77.170|Whited Sates |[naarachot.idf.il ET SCAN NVAP -sA (2) 1
163. 172. 129. 15 [147. 237. 76. 38 Eirfggom eensitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.116. 64. 164 |147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
115.47.12.162 [147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
31.168. 104. 195 |147. 237. 72. 166 || srael aka.idf.il ET SCAN NVAP -sA (2) 1
91.201.236.50 [147.237.8.50 |Wkraine e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
196. 47.173.21 |147.237.76.199|te DIvoire |e nakchal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
78.129.171. 173 |147. 237. 76. 86 z‘i;gegom navy. i df.il ET SCAN Potential SSH Scan 1
179. 43. 144. 18 |147.237.76.38 |Satzerland e.eneitav.idf.il ET SCAN Potential SSH Scan 1
52.33.211.238 |147.237.77.205|thited Sates |prisha.idf.il ET SCAN Potential SSH Scan 1
139. 162. 187. 89 |147.237.77. 74 |lhited Sates |lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
40.121.139. 43 [147.237.76. 199 |thited Sates [e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.172.123.51 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
211.149.222.5 |147.237.77.227|Chi na e. hanaz.idf .il ET SCAN NVAP -sS wi ndow 1024 1
2.53.53.201 147.237. 77. 216 || srael dover.idf.il portscan: TP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
108.167.84.236 |Wited Sates |147.237.76. 147 |chinuch. aka.i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor  [997
Sreaning Engine: TP Invalid i i ssi
87.69.75.24  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 936
Ret r ansni ssi on Packet dropped.
80. 246.130. 75 [ srael 147.237.76.42 |refuahidf.il  [Bad TCP sequence SN retransmt wih different monitor  [524
w ndow scal e
8. 37.225. 67 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 327
66. 169. 8. 29 Wited Sates  |147.237. 76. 147 [chi nuch. aka.i df . i I|SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor (311
75.138.220.53 |lhited Sates  [147.237.76. 147 [chi nuch. aka.i df .i l|SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor (289
75.255.124.13 |lLhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i [|SYN A t ack SYN -> SYN-ACK -> Ti neout noni t or 278
41.111. 102. 246 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 242
148.177.168. 117|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 209
8.37.225. 186 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 163
Sreaming Engine: TGP Invalid i i ssi
27.55.45.165  |Thailand 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 150
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
213.151.52. 217 | srael 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Invalid segnent retransmssion. g 148
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.179. 15. 6 I srael 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. drop 144
Ret ransni ssi on Packet dropped.
5.151. 46. 12 United Ki ngdom|147. 237. 76. 147 [chi nuch. aka.i df . i I|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 127
178. 193. 139. 232|Sw t zer| and 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 126
178. 193. 139. 2323w t zer| and 147. 237. 76. 147 [chi nuch. aka. i of . i I|SYN At t ack SYN -> SYN-ACK -> Ti meout alert 123
Sreaning Engine: TCP Invalid i i ssi
2.53.177. 12 I'srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. g 114
Ret r ansni ssi on Packet dropped.
178.193. 139. 232|Snitzerland  |147.237. 76. 147 |chi nuch. aka. i of .il|[Bad TCP sequence i’c\]'l;ee;é:"s““ wth dfferent moni tor  |106
82.145.222.119 |Europe 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 104
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 104
83.77.244.54 Sntzerl and 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 103
178.193.139. 232|Snitzerland  [147. 237. 76. 147 [chinuch. aka.i cf .i1|Bad TCP sequence S:Z'Jeetné:'m“ wth different alert 100
83.77.244.54 Sntzerl and 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 99
2.55.177. 206 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 99
83.77.244.54  [Swtzerland  [147.237.76.147 |chinuch. aka i of .il|Bad TCP sequence i’(\;l;eer:cr:m”“ Wth different monitor |88
Sreanming Engine: TCP Invalid i i Ssi
212.116.190.59 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 84
Ret ransni ssi on Packet dropped.
84. 93. 36. 200 Uni ted Ki ngdom|147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 84
5.82.101. 175 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 83
83.77.244.54  |Swtzerland  [147.237.76.147 |chinuch aka idf.il|Bad TCP sequence iz'l:eetncr:nsmt wth dfferent alert 80
178. 193. 139. 232|Sa t zer| and 147.237.76. 147 |chinuch. aka.i of .i l[Bad TCP sequence Inval i d ACK nunber noni t or 78
62.0.230.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 72
Streaming Engine: TCP Invalid |invalid segnent retransnission
106. 188. 26. 113 [Japan 147. 237. 77. 216 |dover.idf .i | > ' dro 69
Ret r ansni ssi on Packet dropped. P
Russi an S -
109. 63. 151. 105 Federat i on 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 66
74.91.112.3 Lhited Sates  [147.237.76. 147 |chinuch. aka. i df .il|Bad TCP sequence Inval i d AGK nunber noni t or 65
80.81.23.7 Ger many 147.237.77. 176 |nat pash. i df .i drop First packet isn't SYN drop 63
8.37.225. 186 Uited Sates  |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 62
198.251.80.98 |[Lhited Sates 147.237.76. 147 |chi nuch. aka.i of . i l[Bad TCP sequence Invali d ACK nunber noni t or 61
46. 19. 86. 207 | srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 60
79.176.13.237 |Israel 147.237.76.42 |refuahidf.il  [Bad TCP sequence SN retransmt wih different monitor |56
w ndow scal e
74.91.112.3  |United Qates  |147.237. 76. 147 |chi nuch. aka i of .il|Bad TCP sequence i’(\;l;eer:cr:m”“ Wth different alert 56
185. 10. 125. 63  |Hungary 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 56
198.251.80.98 |Wnited Sates  [147.237.76. 147 [chinuch. aka.i cf .il|Bad TCP sequence S:Z'Jeetné:'m“ Wth different alert 55
198.251.80.98 |UWnited Sates  [147. 237. 76. 147 |chi nuch. aka.i of .il|Bad TCP sequence i’c\lﬁee;é:"s”“ wth dfferent monitor |55
Sreaning Engine: TCP Invalid i i ssi
66.249.76.30  |Uited Sates  |147.237. 77. 243 [nobile.i of i1 9 =g Invalid segnent retransmssion. g 54
Ret r ansni ssi on Packet dropped.
109. 67. 218. 236 I srael 147.237.76.42 |refush.icf.il  |Bad TCP sequence SN retransmt wth different moni tor |54
w ndow scal e
74.91.112.3  [lhited Qates  |147.237. 76. 147 |chinuch. aka i of .i|Bad TCP sequence S:Z'Jeetné:'m“ Wth different monitor |54
64.94. 238. 88 Wited Sates  |147.237. 76. 147 [chi nuch. aka.i df . i I|SYN At t ack SYN -> SYN-ACK -> Ti meout monitor  [52
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
62.0.236. 1 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 50
100. 92. 97. 43 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 50
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Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
87.69. 75. 24 | srael 147.237.72. 166 |aka. i df . i | Aut onat ed Mul nerabi | ity Scanning VL B ock 3084
87.69.75.24 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Abnornal |y Long Request from 87.69. 75. 24 B ock 1325
2.53. 147. 223 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 581
2.53. 165. 210 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 241
80. 246. 138. 223 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 205
46.19. 86. 26 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 154
88.202.218. 242 |United Kingdom|147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 150
46. 19. 86. 166 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 135
46.19. 86. 37 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 133
2.53.136. 211 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 126
37.26.147.166 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 122
2.55.191. 102 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 116
109. 253. 199. 45 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 113
46. 19. 86. 221 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
109. 253. 129. 143|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 104
176.13.251.62 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 103
37.26.146.165 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 96
109. 253. 196. 23 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 88
109. 253. 222. 113|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 87
2.55. 165. 164 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 83
84. 95. 208. 20 I srael 147.237.77. 216 |dover. i df . il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 81
2.53. 4. 167 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 81
46.19. 86. 134 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 78
2.55.23.138 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 74
109. 253. 147. 2381 srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 66
80. 246.137.93 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 63
109. 67.131. 62 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 62
89. 138. 254. 248 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 57
2.53.52. 255 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 57
41.111.102. 246 |Ageria 147.237.77. 216 |dover.idf.il Post Request - Mssing Content Type from4l. 111.102. 246 B ock 57
46.19. 86. 14 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 53
2.53. 40. 136 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 53
46.210.206.25 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 45
109. 253.143.4  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 43
46. 19. 85. 220 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 38
176. 13. 16. 59 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 37
95.35.137.176 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 35
95. 35, 75. 113 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 34
176. 13. 228. 255 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 29
176. 13. 238. 188 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 27
82.166. 240. 204 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
195.189.193.1 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 195. 189. 193. 1 B ock 25
109. 253. 136. 94 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 25
2.53.160. 79 | srael 147.237.77. 243 |nobi 1 e. i df . i | ﬁbﬂ? ?;Tﬁfs\;c‘:aﬁiczgnggg;fﬁjwd tn Bl ock 23
37.26.148.149 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 22
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhaut horized URL Access from 84.95. 208. 20 B ock 21
37.26.148.252 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 21
37.26.147.182 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 20
66.249.69.224 |lIsrael 147.237.77.216|dover. i df . il Mil tipl e Lhaut hori zed UR. Access from 66.249. 69. 224 B ock 19
46.19. 86. 201 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 18

09-27-2016 to 09-28-2016



