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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
105. 157. 149. 213 Mor occo 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 17886
66. 249. 64. 151 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 13007
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9326
66. 249. 78. 153 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 6855
66. 249. 65. 68 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 5108
66. 249. 65. 95 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5066
66. 249. 65. 89 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3938
66. 249. 65. 65 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2670
66. 249. 65. 92 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2006
66. 249. 64. 102 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 1990
207.46.13. 92 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1173
66. 249. 78. 146 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1097
66. 249. 65. 21 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 843
65. 19. 138. 34 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 484
83. 16. 233. 214 Pol and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 377
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 227
37.26. 149. 168 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 153
2.54.142. 80 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 135
37.26. 149. 195 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 112
93.173. 45. 211 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 105
91.135.102. 191 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 102
79.181.26. 175 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 96
37.26.149.171 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 95
213.57.173. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 92
213.57.14. 17 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 89
2.52.187. 156 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 86
176. 13. 19. 210 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 81
85. 250. 236. 75 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 78
2.52.46.199 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 67
2.54.183. 48 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 63
93.172.191. 162 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 61
46. 19. 85. 67 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 52
86. 108. 3. 38 Jor dan 147.237.77.216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 40
10.0.0.4 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 35
213. 8. 240. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 29
66. 249. 65. 71 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 25
79.181. 26. 182 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 23
213.57.176. 50 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 21
2.54.59. 157 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 20
2.54.59.120 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 20
79. 180. 212. 152 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 19
46.19. 86. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 18
2.54.52. 235 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 18
46. 19. 86. 62 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 17
46.19. 86. 15 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 16
46.19. 86. 103 | srael 147. 237. 72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 16
176. 12. 146. 145 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
79.178.51. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 15
176.12. 146. 145 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 15
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|Top Attackers In IPS|

At t acker

Attacker Address Count ry rget Address |Site Sgnature

109. 67. 180. 206 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options method (M crosoft) B ock 21
111.183. 179. 122|Chi na 147.237.77. 216 |dover.idf . il 8479: HTTP. Suspi ci ous HTTP Request B ock
198.143.164.7 |Uited Sates 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock
84.108.250.15 |[Israel 147.237.77. 170 [maar achot . i df . i | C1000004: HTTP. options method (M crosoft) B ock

211.59. 8. 170 OK?rea, Republic 1147 237.76.42 |refuah.idf.il C1000108: HTTP. Trying to locate existing FQkedi tor B ock 4
86.58. 164. 228  |Denmar k 147.237.77.74 |lawidf .il 3808 HIMP. SQ Injection Variabl e Decl aration Evasi on B ock 4
211.59.8.170 OK?rea, RepubliC 147 237.77. 74 lawidf.il C1000108: HTTP. Trying to | ocate existing FQkeditor B ock 4
62.210. 226. 9 France 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
82.208. 46. 148 [Czech Republic [147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 3
109. 65. 164. 183 |l srael 147.237.77. 216 |dover.i df . il C1000004: HTTP. options nmethod (M crosoft) B ock 2
23.99. 3. 100 Wited Sates 147.237.77.74 |lawidf .il 3808: HIMP. SQ Injection Variabl e Decl arati on Bvasi on B ock 2
93.173.181.45 [Israel 147.237.76.42 |refuah.idf.il C1000004: HTTP. options method (M crosoft) B ock 2
176. 106. 227. 215]I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 2
77.126.236. 218 |[lIsrael 147.237.77.216|dover. i df . il C1000004: HTTP: options nethod (M crosoft) B ock 1
192. 157. 201. 202|United Sates 147.237.0.34 |tikshuv.idf.il 0543: HTTP. php.cgi Access B ock 1
87.117.204.95 |United Ki ngdom [147.237.77.226 :A:NW chanat z. aka. i df 0543: HITP. php.cgi Access Bl ock 1
212.143.44.5 I srael 147.237.77. 170 [maar achot . i df . i | C1000004: HTTP. options method (M crosoft) Bl ock 1
51.254.143. 241 |Wnited Ki ngdom [147.237. 77. 226 :A:NW chanat z. aka. i df C1000106: HTTP. naj estic bot B ock 1
192. 157. 201. 202|Lhited Sates 147.237.76.200|ei tan. aka. i df . i | 0543: HITP. php.cgi Access B ock 1
87.117.204.95 |United Kingdom [147.237.76.42 |refuah.idf.il 0543: HTTP. php.cgi Access B ock 1
78.165.65.188  [Turkey 147.237.77. 176 |nat pash. i df . i | ng’an:?:: access to adninistrator/index. php -> Bl ock 1
192. 157. 201. 202|lhited Sates 147.237.72. 156 |anman. i df . i | 0543: HTTP. php.cgi Access B ock 1
87.117.204.95 |United Ki ngdom [147.237.77.235|sviva.idf.il 0543: HTTP. php.cgi Access B ock 1
52.1.90. 117 Lhited Sates 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
192. 157. 201. 202|lhited Sates 147.237.77. 226 :A:MN chanat z. aka. i df 0543: HTTP. php.cgi Access B ock 1
87.117.204.95 |Wnited Ki ngdom [147.237. 76. 147 |chi nuch. aka. i df . i | 0543: HTTP. php.cgi Access B ock 1
79.178. 154. 153 |l srael 147.237.72. 166 |aka. i df . i | 13840: TLS: QpenSSL Heartbeat Packet B ock 1
192. 157. 201. 202|Uited Sates 147.237.76.30 |hi nush.idf.il 0543: HTTP. php.cgi Access B ock 1
23.99. 3. 100 Lhited Sates 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
87.117.204.95 |United K ngdom [147.237.72. 156 |anan. i df.i | 0543: HTTP. php.cgi Access B ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 |dover.idf .l 13840: TLS. (penSSL Heartbeat Packet B ock 1
192. 157. 201. 202|Uhited Sates 147.237.77.235|sviva.idf . il 0543: HTTP. php.cgi Access B ock 1
87.117.204.95 |United Ki ngdom [147.237.76.200|eitan. aka.idf.il 0543: HITP. php.cgi Access B ock 1
212.48.87.19 Uhi ted Kingdom [147.237.76.200|eitan. aka.idf.il 0543: HTTP. php.cgi Access B ock 1
41.188.110. 105 |Muritania 147. 237,77, 216 |dover . i df . i | gngt:talf—:nl;m LQ C BDoS Tool - (ALY enabl e when under g 1
192. 157. 201. 202|lhited Sates 147.237.76.42 |refuah.idf.il 0543: HTTP. php.cgi Access B ock 1
106. 38. 241. 118 |Chi na 147.237.77. 216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
87.117.204.95 |United Kingdom [147.237.72.166 |aka.idf.il 0543: HITP. php.cgi Access Bl ock 1
198.20.69.74  [Uited Sates 147.237.76.202|e. hal ag. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
87.117.204.95 |United Kingdom |147.237.77.205|prisha.idf.il 0543: HTTP. php.cgi Access B ock 1
212.48.87.19 Uni ted Kingdom [147.237.77.205prisha.idf.il 0543: HITP. php.cgi Access B ock 1
82.208. 46.148 |Czech Republic [147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
46.59.166. 105  |Ger many 147.237.72. 166 [aka. i df . i | C1000106: HTTP. naj estic bot B ock 1
192. 157. 201. 202|Uhited Sates 147. 237.76. 147 |chi nuch. aka. i df . i | 0543: HITP. php.cgi Access B ock 1
108. 61.207. 176 |lnited Sates 147.237.77.216|dover.i df . il Q008: HTTP: Xenu User Agent B ock 1
87.117.204.95 |United Ki ngdom |147.237.72.167|i shuri maka.idf.il 0543: HTTP. php.cgi Access B ock 1
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|Top Attackers In |D|

Signature

Target Address ‘Attacker Qountry |Ste

89.38.209.57  |147.237.77. 216 |Romani a dover.idf.il SQ Injection - Select From 309
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 93
46.19.86. 4 147.237. 72. 166 I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 24
62.210.226.9  |147.237.77.74 |France lawidf.il SQ Injection - Select From 12
66.249. 78. 146 |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 8
66.249. 64. 151 |147.237.77.74 |lLhited Sates lawidf.il ET SCAN NVAP -sA (2) 8
86.58. 164. 228 |147.237.77.74 |Denmark lawidf.il SQ Injection - Select From 6
186. 146, 40.23 1147, 237 77. 216 ool orbi & dover i df il ET DCB Large anount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 6
attack

66.249. 65. 68  |147.237.72.166 |Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 6
66.249. 78. 160 |147.237.72. 166 |Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 6
198.143.164.7 |147.237.77.74 |lnited Sates lawidf.il SQ Injection - Select Fom 6
82.208. 46. 148 |147.237.77.74 |Czech Republic |lawidf.il SQ Injection - Select Fom 6
66.249.65. 71  |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 6
23.99. 3. 100 147.237.77.74 |Uhited Sates lawidf.il SQ Injection - Select Fom 5
94.75.251. 138 |[147.237.77. 216 |Net her| ands dover.idf.il Tehila - Perl LW with fake user agent 4
149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il ET VBB SERVER Poi son Nul | Byte 4
66.249. 64. 156 |147.237.77.74 |lLhited Sates lawidf.il ET SCAN NVAP -sA (2) 4
218.65.30.23  |147.237.76.38 |China eeneitav.id.il [ET SCAN Potential SSH Scan 3
31.184.242.17 |147.237.77.216 gz:::on dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 3
218.65.30.23 [147.237.0.15 |China kosher-kravi .idf.i|ET SCAN Potential SSH Scan 3
218.65.30.23 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 3
218.87.111. 117 |147.237.8.24 |China elifestyle.idf.il |[ET SCAN Potenti al SSH Scan 2
218.65.30.23 |147.237.8.45 |China eetanidf.il ET SCAN Potential SSH Scan 2
218.65.30.23  |147.237.76. 198 |Chi na e.yohalan.idf.il [ET SCAN Potential SSH Scan 2
218.65.30.23 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 2
218.65.30.23 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 2
66.249. 67. 6 147.237.72. 166 |Uhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
60. 176. 3. 19 147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 2
218.65.30.23  |147.237.77.233|Chi na atal .idf.il ET SCAN Potential SSH Scan 2
74.82.194.10 |147.237.76. 148 |Canada gacenter. aka idf.il[ET SCAN Potential VNC Scan 5900- 5920 2
185.82.201. 17 |147.237.77.216 dover.idf.il ET DC5 SSL Bonb DoS Attenpt 2
218. 87.111. 117 |147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 2
66.249. 64. 161 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
218.65.30.23  |147.237.77.176|Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 2
60. 176. 3. 19 147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 2
66.249.64.34  |147.237.76.42 |lLhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
218.65.30.23 |147.237.8.46 |China e.chinuch.idf.il |ET SCAN Potential SSH Scan 2
218.65.30.23 |147.237.8.27 |China e.nadimatal .idf.i|ET SCAN Potential SSH Scan 2
218.87.111. 117 |147. 237. 76. 148 |Chi na gacenter. aka idf.il[ET SCAN Potential SSH Scan 2
66.249. 78. 153 |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
218.65.30.23 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 2
218.65.30.23  |147.237.76.86 |China navy. i df . il ET SCAN Potential SSH Scan 2
218.87.111. 117 |147. 237. 76. 44 |China erefuah.idf.il  [ET SCAN Potential SSH Scan 2
66.249. 67. 122 |147.237.72.166 |Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
94.102. 48. 194 |147.237.77. 243 |Net her | ands nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 2
218.87.111. 117 |147. 237. 77. 178 |Chi na ematpash.idf.il |ET SCAN Potential SSH Scan 2
218.65.30.23 |147.237.72.217 |Chi na eidf.il ET SCAN Potential SSH Scan 2
66.249.65. 65 |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
218.65.30.23  |147.237.77.178|Chi na ematpash.idf.il |ET SCAN Potential SSH Scan 2
218. 87. 111. 117 |147. 237. 76. 200 |Chi na eitan.akaidf.il |ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
105. 157. 149. 213|Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 31398
105. 157. 149. 213|Mbr occo 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence mdgitlrsa:;nlt Wth different moni tor 4151
37.142.64.103 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2983
41.188.110. 105 |Mwritania 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2902
46. 19. 85. 104 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1988
188.121.41.18 |Netherl ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1563
200.135.184.51 |Bazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1451
190. 114. 253. 109|Chil e 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1446
181.29.114. 227 |Argentina 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1442
46.19.86.5 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1409
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1304
87.69.238.243 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1243
184.168.27.95 |[Uhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 1169
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1150
50. 63.196. 114 |lLhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SN drop 1122
54.187.55.213 |lLhited Sates |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 1107
95. 86. 66. 126 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 920
184.168.27.14 [nited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 920
109. 64. 187.196 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 771
184.168. 193. 187|lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 754
203.100. 4.131 |Australia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 733
79. 176. 35. 239 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 714
77.125.103. 108 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 710
189. 1. 162. 19 Brazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 706
109. 186. 133. 35 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 699
66.240.65.80  |Uited Sares [147. 237, 77. 216 |dover.icr.i1 | €M N9 Engine: TP Invalid Inval i d segnent retransnission. drop 684
Ret r ansni ssi on Packet dr opped.
184.168.152. 12 |[Uhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 671
184.168.193.59 [lhited Sates [147.237.77.216 |dover.idf.il |drop Frst packet isn't SYN drop 638
97.74.24.134 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 636
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 622
79.181.155.55  |Israel 147, 237 76. 200 |eitan. aka i of .| 2 NG Engine: TCP Invalid Inval i d segnent retransnission. drop 615
Ret ransmi ssi on Packet dr opped.
68.180.228. 112 |lLhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SN drop 579
89.139.164.79 | srael 147, 237.76. 200 |ei tan. aka. i of, || SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 579
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 147 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 572
66.249.65.02  |united Sares |147.237. 77, 216 |dover.icr. i1 | ! @M NG Engi ne: TCP Invalid nvalid segnent retransnssion drop 567
Ret r ansni ssi on Packet dr opped.
66.240.65.95  |Uited Sares [147.237. 77. 216 |dover.icr.i1 | €M N9 Engine: TP Invalid Inval i d segnent retransnission. drop 564
Ret ransni ssi on Packet dr opped.
46. 19. 86. 50 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 554
79. 183. 200. 144 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 547
109.67.105.23 |israel 147, 237.76. 200 e tan. aka i of || 2 NG Engine: TCP Invalid nvalid segnent retransnission. drop 537
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 535
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 532
105. 157. 149. 213|Mor occo 147.237.77. 216 |dover.idf.il |drop drop 504
31.154.180. 21 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 490
84.228.188. 125 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 481
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 474
88. 150. 166. 130 E?ir:;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 451
2.54.175. 54 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 442
45.216. 44. 124  |Wr uguay 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 426
89. 138. 220. 185 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 378
54.244.22.103 |Wited Sates |(147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 371
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.117.39.222 |Israel 147.237.76.200|ei tan. aka. i df . i | Too Miny of the Sane Response Cbde (404) in Session from B ock 2890
46.117. 39. 222
46.19.86.132  |Israel 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Code (404) in Session from B ock 2137
46.19. 86. 132
2.52.187. 10 I srael 147.237.0.19 |madimatal .idf.il zogzhﬁrg? olfothe Sane Response (bde (404) in Session from B ock 1071
46.19.85.193  |Israel 147.237.0.19 |nadi matal .idf.il Too My of the Sane Response Cbde (404) in Session from B ock 1013
46.19. 85. 193
208. 115. 113. 88 g“'af(f;’ 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed LRL Access from 208.115. 113. 88 B ock 610
Lhi ted . . Uhaut hori zed URL Access to
72.9.148.10 Sates 147.237.76. 86 [navy. i df . i v navy. i df . il/994-8613- he/ navy. aspx. aspx Bl ock 480
66. 249. 65. 95 | srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 65. 95 B ock 410
66. 249. 65. 92 I srael 147.237.77.216|dover . i df . il Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 92 B ock 400
149. 202. 112. 63 |Ger many 147.237.77.216|dover.i df .il Mitiple Illegal Paraneter Encoding from 149. 202. 112. 63 None 341
149. 202. 112. 63 |Ger many 147.237.77.216|dover. i df .il Paraneter Type Mol ation SearchText in wwidf.il/1129-he/ dover.aspx |B ock 320
149. 202. 112. 63 |Ger nany 147.237.77.216|dover.idf . il Miltiple M/SQ Conditional Conments(+) from 149. 202. 112. 63 Bl ock 310
66. 249. 65. 89 I srael 147.237.77.216|dover.i df .il Mil tipl e Unaut hori zed URL Access from 66.249. 65. 89 B ock 290
188.165.15.79 |France 147.237.77.216|dover. i df .il Mil ti pl e Wnaut hori zed URL Access from 188. 165. 15. 79 B ock 240
91. 200. 12. 86 Wrai ne 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 91.200. 12. 86 B ock 230
91. 200. 12. 86 kr ai ne 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 210
89.139.164.79 |lsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Miny of the Same Response Code (404) B ock 198
46.19. 86. 59 I'srael 147.237.72. 166 |aka. i df . i | Too My of the Sane Response Code (404) in Session from B ock 190
46. 19. 86. 59
109. 65.179. 98 |l srael 147.237.77. 170 |maar achot . i df . i | Dstributed PH> A tenpt Bl ock 190
5.29.25.4 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access fromb5. 29. 25. 4 B ock 170
2.52.167. 62 I sr ael 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Cbde (404) in Session from B ock 170
2.52.167. 62
85. 250. 216. 69 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Unhauthorized UR. Access from 85. 250. 216. 69 B ock 170
Lhi ted . . Uhaut hori zed URL Access to
208.115.113.88 o 147.237.76.86 |navy.idf.il navy. i df . i 1/ i yus/ f or und asp/ showf or um asp Bl ock 160
84.108. 216. 232 |[Israel 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 160
46.19.86.255  [Israel 147.237.72. 166 [aka. i df . i | Too My of the Same Response Code (404) 1n Session from Bock  [160
46. 19. 86. 255
46.116.12. 112 |israel 147.237.76.200|ei t an. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from Bock 150
46.116. 12. 112
68. 180. 228. 112 LSqulatt:s 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed LRL Access from 68. 180. 228. 112 B ock 140
Uhaut hori zed URL Access to
77.125.77. 68 | srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ nagi cal fi nd-a. akanai hd. net/a24/ util s/j s/ nagi cal findl ySt |B ock 130
ywdpy2f szm uzc1hl nf r ywlhawhkl nbl dc9hm q270
109. 65. 179. 98 |l srael 147.237.77. 170 [naar achot . i df . i | Uhaut hori zed URL Access to naarachot . idf.il/xmrpc. php B ock 120
46.120. 184. 9 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from46. 120. 184. 9 Bl ock 118
79.178.170.213 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to v aka. i df.il/main/scripts/css3pie htc |B ock 110
176.13.7.104  [Israel 147.237. 77. 243 |nobi | €. i df . i | Faraneter Type M ol ati on Qurrent Passuord in Bock  [90
nobi | e. i df.il/sachar/changepasswor d
79.181. 123. 247 |Israel 147.237.77. 170 |maar achot . i df . i | Dstributed PHP Attenpt B ock 80
79.181.123. 247 |[Israel 147.237.77. 170 [maar achot . i df . i | Distributed Unauthorized LRL Access on maarachot.idf.il/xmrpc. php |B ock 80
79.178.125.32  |lsrael 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At tenpt B ock 80
79.178.125.32 |Israel 147.237.77. 170 |maar achot . i df . i | Ml tiple Uhauthorized URL Access from 79.178. 125. 32 B ock 70
. . . Uhaut hori zed URL Access to
85.64.60.77 |Israel 147.237.77. 243|nobi | €. i df . i | mobi | e. i df . i | / cat egor yt enpl at es/ | i st chi | ddocunent s/ 1465 Bock |70
176.13.8.0 I srael 147.237.0.19 |madimatal .idf.il B‘é "g‘é‘g the Same Response Code (404) in Session from B ock 70
. . . D stributed Lhauthori zed URL Access on
66. 249. 64.212 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | i chi nuch. aka. i df . i1/404. htm Bl ock 70
109. 67. 105. 23 L srael 147. 237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response (ode (404) in Session from 8 ock 63
109. 67. 105. 23
84.108. 216. 232 |[Israel 147.237.77.216|dover.idf .l Distributed PHP Attenpt B ock 60
109. 65.179.98  |Israel 147.237.77. 170 |maar achot . i df . i | Mil ti pl e Unaut hori zed URL Access from 109. 65. 179. 98 B ock 60
84.108. 216. 232 |lIsrael 147.237.77.216|dover . i df . il Distributed Waut hori zed URL Access on waw i df . il/xnrpc. php B ock 60
66. 249. 65. 68 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 60
84.108. 216. 232 |Israel 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At tenpt B ock 60
46.151. 52. 63 Wrai ne 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 60
157. 55. 39. 251 g;:: 147.237.72. 166 |[aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 50
82.166. 22. 52 I srael 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed LRL Access to waw ei tan. aka.idf.il/xnmirpc. php B ock 50
46.151. 52. 63 kr ai ne 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 46. 151. 52. 63 B ock 50
m ny- kosher - kravi . i i i
84.110. 38. 123 I sragl 147.237.0. 17 TT]/ Paraneter Type \A_ ol_at|c_>n ct1 00$Cont entF_JIaceI-bI der 1%t xt Personal I d in B ock 50
df.il mny-kosher -kravi .idf.il/tenpl at es/| ogi n. aspx
111. 183. 179. 122|Chi na 147.237.77.216|dover . i df . il Dstributed PHP Attenpt B ock 50
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