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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
73.223.6.72 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 15944
66. 249. 65. 89 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 13467
188. 166. 248. 198 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 13120
66. 249. 65. 95 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12485
178.71.101. 216 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12440
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7914
66. 249. 65. 65 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 5793
181.117.4. 114 Argentina 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5751
66. 249. 65. 68 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 5670
197. 207. 68. 244 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4639
66. 249. 64. 92 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 2885
66. 249. 64. 230 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2231
149. 202. 112. 63 Ger many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1045
66. 249. 65. 71 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 792
66. 249. 64. 235 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 700
192.118.11.118 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 593
66. 249. 64. 102 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 528
66. 249. 65. 92 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 418
66. 249. 64. 225 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 193
79.181. 61. 64 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 170
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 131
46. 116. 127. 43 | srael 147.237.77. 243 nobi | e.idf.il Anonal y- SSL-renegoti ation-di dest - reset 83

84. 228. 85. 241 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 81
82.243.121.128 France 147.237.76. 38 eeneitav.idf.il |[B ock Wdp All Nets drop 42
2.54.44. 58 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 37
2.54.161. 110 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 36
79.181. 24. 136 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 34
77.158. 88. 41 France 147.237.77.216 dover.idf.il SYN H ood out of context drop 33

94. 159. 156. 200 | srael 147. 237. 72. 167 i shuri maka. i df. i l|Anonal y- SSL-renegotiation-A i dest - r eset 28

84. 109. 243. 29 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
84.94. 85. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 12
84.110. 212. 17 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 12
79.177.18.234 | srael 147.237.72. 166 aka.idf.il Anonal y- SS.-renegoti ation-di dest - reset 12
46.19. 86. 112 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 11
79.182. 137. 58 | srael 147. 237. 72. 167 i shuri maka. i df.il|Anonal y- SSL-renegotiation-d i dest - r eset 11
79.182. 146. 160 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 10
149. 78. 40. 55 | srael 147.237.77. 243 nobi | e.idf.il Anonal y-SSL-renegotiation-di dest - reset 10

46. 19. 86. 39 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 10
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 10
2.54.135.212 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 10
77.125.128. 88 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 10
109. 66. 198. 192 | srael 147.237.72. 166 aka.idf.il Inval i d TP H ags dr op 10
109. 66. 56. 75 | srael 147.237. 72. 156 anan.idf.il Invalid TGP H ags drop 10
74.66. 67. 255 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 9

46. 19. 85. 99 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 9
77.158. 88. 41 France 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 9
46.19. 85. 234 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
2.54.168. 174 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 8

79. 181. 55. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
79.182. 146. 160 | srael 147.237.72. 156 anan.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 8
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|Top Attackers In IPS|

At t acker

Attacker Address Count ry rget Address |Site Sgnature

213.246.49.97 |France 147.237.77.216|dover. i df . i | 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 204
98.19.222.133 |lhited Sates 147.237.77.74 |lawidf .il 3808: HITP. SQ Injection Variabl e Decl arati on BEvasion B ock 12
178. 210. 160. 50 |Turkey 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 6
216. 201. 148. 210|lnited Sates 147.237.72.166|aka. i df . i | 12715 HITP. Bind SQ Injection in WR B ock 4
111.183. 179. 122|Chi na 147.237.77. 216 |dover.i df . i | 8479: HTTP. Suspi ci ous HITP Request Bl ock 4
94.102.153.58 |United Kingdom|147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declarati on Bvasion B ock 4
213. 8. 145. 99 I srael 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
64.31.44. 6 Lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 4
74.208.133.60 [lhited Sates 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 4
87. 69. 80. 220 I srael 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 4
66. 135. 63. 82 Lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 4
70. 114. 160. 158 |Lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 4
216. 185. 43. 135 |Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
79.179.181. 164 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 4
46.120.85.130 |[Israel 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 4
23.91.127.130 [thited Sates 147.237.72. 166 [aka. i df . i | 3808: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 3
91. 142. 253. 133 |Net her| ands 147.237.77. 176 |mat pash. i df . i | 3808: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 3
74.81. 206. 25 Lhited Sates 147. 237.77. 226 ;AWN chanat z. aka. i df . | 3808: HITP. SQ Injection Variabl e Declaration Bvasion B ock 2
84.108.19.203 [Israel 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
85.64.194. 172 |[Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options method (M crosoft) B ock 2
8. 8.246. 60 Lhited Sates 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 2
94.245.88.135 |United Ki ngdom|147.237.76.31 |nakchal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasi on Bl ock 2
213.246.49.97 |Fance 147.237.77.216|dover. i df .i | 9785. HITP. SQ Injection (Referer Header) Bl ock 2
212.76.122.82 |Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
91.142. 253. 133 |Net her| ands 147.237.77. 176 |nat pash. i df . i | 5670. HTTP. SQ Injection (SALECT) Bl ock 1
212.83.182.10 |France 147.237.76.30 |hinush.idf.il 0543: HITP. php.cgi Access Bl ock 1
176. 12. 139. 244 |l srael 147.237.72. 166 |aka. i df . i | C1000004: HITP. options nethod (M crosoft) B ock 1
94.245.88.217 |United Ki ngdom|147.237.76.31 |nakchal .idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 1
62.210. 107. 201 |France 147.237.72. 166 |aka. i df . i | C1000106: HITP. maj estic bot B ock 1
192. 157. 201. 202|thited Sates  [147.237.77.205|pri sha.idf . il 0543: HITP. php.cgi Access B ock 1
5.28.181. 66 I srael 147.237.72. 156 [aman. i df . i | 13840: TLS (penSSL Heartbeat Packet Bl ock 1
74.81. 206. 25 Lhited Sates 147.237.77. 226 Y\WW chamat z. aka. i df . i 5670: HITP. SQ Injection (SALECT) B ock 1
37.142.206.126 |[Israel 147.237.77. 170 [maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
94.245.88.231 |United Ki ngdom|147.237.76.31 |nakchal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 1
207.244.66.241 |lhited Sates 147.237.77.216|dover. i df . i | Q008: HTTP: Xenu User Agent B ock 1
118. 238. 227. 101 |Japan 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 1
178. 210. 160. 50 |Turkey 147.237.76.42 |refuah.idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 1
45. 63. 18. 221 147.237.77. 216 |dover . i df . i | \lﬁsjli?ﬁ:rabl-lﬂl'll'Ft’y WrdPress Thene Ovi Drectory Traversal B ock 1
94.245.88.231 |United Ki ngdom|147.237.76.31 |nakchal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
209. 15. 196. 171 |Canada 147.237.77.216|dover.i df .i | 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 1
118. 238. 227. 101|Japan 147.237.76.86 |navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
8. 8.246. 60 Lhited Sates 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
94.245.88.135 |Wnited Kingdom|147.237.76.31 |[nakchal .idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 1
79.114.64.209 |Romani a 147.237.77. 216 |dover.i df .i | Q008: HTTP: Xenu User Agent B ock 1
192. 157. 201. 202|Uhited Sates 147.237.72. 166 [aka. i df . i | 0543: HITP. php.cgi Access B ock 1
46.117.126.69 |[Israel 147.237.77.216|dover. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 1
94.245.88.250 |Wnited Ki ngdom|147.237.76.31 |nakchal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
132.72.135.73 |Israel 147.237.77. 176 |nat pash. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
23.91.127.130 |Wited Sates 147.237.72. 166 |aka. i df . i | 12715 HITP. Bind SQ Injection in WR Bl ock 1
94.245.88.217 |Wnited Ki ngdom|147.237.76.31 |nakchal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
149.202. 112. 63 |147.237. 77. 216 |Ger many dover.idf.il SQ union select - possibl e sql injection attenpt - GET 17078
par anet er
149. 202. 112. 63 [147. 237. 77. 216 |Ger many dover.idf.il ET WEB SERVER Possible SQL Injection Aitenpt UNON SHLECT (17077
213.246.49.97 |147.237.77. 216 |Fance dover.idf.il SQ Injection - Select From 1954
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 96
149. 202. 112. 62 [147.237. 77. 216 |Ger many dover.idf.il QA waitfor delay function - possible SQ injection attenpt |67
98.19.222.133 |147.237.77.74 |Wited Sates  |lawidf.il SQ Injection - Select From 30
46. 19. 85. 108 147.237.77. 216 I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 20
213.8.145. 99 147.237.77.74 |Israel lawidf.il S Injection - Select From 12
94.102.153.58 |147.237.77.233|Uni ted Ki ngdom |atal.idf.il SQ Injection - Select From 12
178. 210. 160. 50 [147.237.76.42 |Turkey refuah.idf.il QA Injection - Select From 9
216.185.43. 135 |147.237.77.74 |lhited Sates  [lawidf.il S Injection - Select From 8
23.91.127.130 |147.237.72.166|Wited Sates  |akaidf.il SQ Injection - Select From 6
118. 238. 227. 101|147. 237. 76. 86 |Japan navy.idf.il QA Injection - Select From 6
66. 135. 63. 82 147.237.77.233|lhited Sates  |atal.idf.il S Injection - Select From 6
91. 142. 253. 133 |147. 237. 77. 176 |Net her | ands nat pash. i df . i | QA Injection - Select From 6
64.31.44.6 147.237.77.233|lnited Sates  |atal.idf.il QA Injection - Select From 6
66.249. 64. 235 |147.237.72. 166 |Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 6
77.126.18. 59 147.237.77. 170 |I srael naar achot . i of . i | ET SCAN NVAP -sA (2) 6
66.249. 64. 225 |147.237.72.166 |lLhited Sates [aka idf.il ET SCAN NVAP -sA (2) 6
216. 201. 148. 210|147. 237. 72. 166 |Whited Sates  |aka.idf.il S Injection - Select From 6
74.208.133.60 |147.237.77.74 |Wited Sates |lawidf.il SQ Injection - Select From 6
70.114. 160. 158 |147.237.77.233|Wnited Sates  [atal .idf.il QA Injection - Select From 6
209. 15.196. 171 |147.237.77. 216 |Canada dover.idf.il S Injection - Select From 6
66. 249. 65. 68 147.237.72. 166 |Wnited Sates  |aka idf.il ET SCAN NVAP -sA (2) 6
192.35.222.17 |147.237.77.216|lhited Sates  |dover.idf.il ET DO5 SSL Bonb DoS Attenpt 5
74. 81. 206. 25 147.237.77. 226 |lhited Sates  |wwnchamatz.aka. idf.il [SQ Injection - Select From 5
94.245.88.135 |147.237.76.31 |United Ki ngdom |nakchal .idf.il SQ Injection - Select From 5
8. 8. 246. 60 147.237.77.74 |Wited Sates  |[lawidf.il QA Injection - Select From 5
46117 31 43 147 237 77 233 |1 st el atal idh il ET DO5 Large anount of TCP ZeroViindow - Possible Nkiller2 5
DDos attack
66. 249. 65. 71 147.237.72. 166 |United Sates  [aka.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 64. 97 147.237.77.170|Wnited Sates  |nmarachot.idf.il ET SCAN NVAP -sA (2) 4
31.184.242.17 |147.237.77.216 gjzg'im dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 3
209. 15.196. 171 |147.237.77. 216 |Canada dover.idf.il ET VBB SERVER SQi - SHLECT and sysobj ect 3
66.249.64.193 |147.237.72.166|Wited Sates  [akaidf.il SERVER APAO_E Apac.he mod_ss| - non- S connection to SS. 3
port denial of service attenpt
66.249. 64.230 |147.237.72.166 |lhited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
94.102.49.102 [147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 2
186. 46. 39. 77 147.237.0.34  |Ecuador tikshuv.idf.il ET SCAN Potential SSH Scan 2
37.238.15.146 |147.237.76.39 |lrag nobi | e. neitav.idf.il ET SCAN Potential SSH Scan 2
218.87.111. 117 |147.237.8.27 |China e.nadi matal .idf.il ET SCAN Potential SSH Scan 2
94.102. 49.102  |147.237.77. 74 |Netherl ands lawidf.il ET SCAN Potential SSH Scan 2
185.82.201.17 |147.237.77.216 dover.idf.il ET DO5 SSL Bonb DoS Attenpt 2
66.249. 64. 151  |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
122. 242. 155. 168|147 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 2
218.87.111. 117 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 2
94.245.88.231 |147.237.76.31 |United K ngdom |nakchal .idf.il SQ Injection - Select From 2
94.102. 49. 102  |147.237. 76. 199 |Net her | ands e.nakchal .idf il ET SCAN Potential SSH Scan 2
218.87.111. 117 |147.237.76. 199 |Chi na e.nakchal .idf il ET SCAN Potential SSH Scan 2
66.249.93. 158 |147.237.72. 166 |Wited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
46.120. 73. 195|147 237 77. 74 |15 ael Lanidh il ET DO Large anount of TCP ZeroVindow - Possible Nkiller2 5
DDos attack
218.87.111. 117 |147.237.76. 148 |Chi na gacenter. aka. i of .i | ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

105. 156. 53. 207 |Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15180
Sreaning Engine: TP Invalid i i ssi

77.125.134.7  |israel 147. 237. 76. 200 |ei tan. aka i o . 9 =g Inval i d segnent retransnission. drop 4590
Ret r ansm ssi on Packet dr opped.

105. 155.168.5 |Morocco 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2896

31. 154. 180. 21 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1749

212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1641

79.183.213.193 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1481

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1253
Sreamng Engine: TCP Invalid i i ssi

66.249.65.92  |Wited Sates |147.237.77.216 |dover.idf.il 9 =g Inval i d segnent retransnission. drop 837
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.65.80  |Uited Sates |147.237. 77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. dr op 806
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249. 65.95  |Uited Sates |147.237.77.216 |dover.idf.il 9 =g Inval i d segnent retransnssion. drop 752
Ret r ansni ssi on Packet dr opped.

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 750

213.57.37.106 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 705

72.46.141. 74 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 587

68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 580

72.46.141. 77 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 545

192.249. 64. 249 |[Uhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 540

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 494

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 494

149. 202. 112. 62 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 492

52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 486

205.203.135.1 |lhited Sates |[147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 443

188. 165.15. 79  |Fance 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 413

109. 67. 60. 222 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 402

89. 138. 220. 185 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 402

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 393

149. 88. 143. 53 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 378

108.59.253.71 [lhited Sates [147.237.77.216 |dover.idf.il |drop Frst packet isn't SYN drop 368

198. 234. 106. 201 |Uhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 364

72.46.141.76 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 359

50.87.144.145 |lhited Sates |[147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 353
Sreamng Engine: TQP Invalid i i ssi

79.182.58.133 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 342
Ret r ansni ssi on Packet dr opped.

72.46.141. 75 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 338
Sreamng Engine: TQP Invalid i i ssi

84.228.233.98 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Inval i d segnent retransnission. drop 315
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.182.97.56  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. drop 309
Ret r ansni ssi on Packet dr opped.

109. 65. 172. 147 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 293

2.54.163. 207 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 290

212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 289
Sreamng Engine: TCP Invalid i i ssi

79.178.149.86 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Inval i d segnent retransnission. drop 282
Ret ransni ssi on Packet dr opped.

86.111. 149. 196 |lraq 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 266
Sreaning Engine: TP Invalid i i ssi

77.125.109.74  |israel 147. 237. 76. 200 |ei tan. aka i f . 9 =g Inval i d segnent retransnission. drop 258
Ret r ansmi ssi on Packet dr opped.

46. 19. 86. 205 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 253

46. 240. 28. 17 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 251

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 235

41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 234
Sreaning Engine: TP Invalid i i ssi

94.159. 191. 144 |israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. drop 234
Ret r ansni ssi on Packet dr opped.

92.241. 34. 30 Jordan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 233

65. 49. 68. 197 Lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SN drop 212

66. 249. 65. 89 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 206

108. 242. 200. 235|Uhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 196

157.55.39.194 |[Uhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 196
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84.109. 30. 25 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 4365
109. 65. 35. 215 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 3823
46. 120. 156. 185 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 3007
2.54.53.31 I srael 147.237.0.19 |nadimatal .idf.il|Too Miny of the Sane Response Code (404) in Session from2.54.53.31 B ock 1617
80.246. 136. 174 | srael 147.237.0.19 |nadi matal .idf.il gg?zﬁr.'ylgé. tlgi Sane Response (bde (404) in Session from B ock 1297
149. 78. 14. 47 I srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Miny of the Sane Response Code (404) Bl ock 1260
109. 64. 54. 253 |Israel 147.237.0.19 |madimatal .idf.il 183. '\ﬂysifzége Sane Response (ode (404) in Session from Bl ock 1060
84.111. 155. 200 I srael 147.237.76. 200 [ei tan. aka. i df i 1 [go Y™ & tzgg Sane Response (bde (404) in Session from Bock 980
79.178.113.31 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 960
77.125.146. 207 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 77.125. 146. 207 B ock 912
176. 12. 148. 225 |Israel 147.237.0.19 |nadi matal .idf.il I‘;‘é"\l"’;ylg' ;22 Sane Response (bde (404) in Session from Bl ock 850
79. 180. 166. 116 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 827
37.26.146.231 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 750
105. 156. 53. 207 |Morocco 147.237.77.216|dover. i df . il Mil tiple Unaut horized URL Access from 105. 156. 53. 207 Bl ock 450
188.165.15.79 |France 147.237.77.216|dover . i df . i Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 79 B ock 360
72.9.148. 10 Lhited Sates|147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.i|/994-8613- he/ navy. aspx. aspx |Bl ock 340
Lhaut hori zed URL Access to
89.139. 16. 155 |[Israel 147.237.72. 166 |aka. i df . i | wwv aka. i df . i | / expressfind-a. akamai hd. net/a24/ uti| s/ j s/ expressfind y9l ehby Bl ock 320
zxnzzm uzclhl nf r ywlhawhkl nbl dc9hm 269

46.120. 184. 9 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 46.120. 184.9 B ock 317
208.115.113.88 |lhited Sates|147.237.76.86 |navy.idf.il Mil tipl e Unhauthorized URL Access from 208. 115. 113. 88 Bl ock 270
104. 217. 216. 156|Uhited Sates|147. 237. 72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 104. 217. 216. 156 Bl ock 270
176. 12. 148. 242 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 220
109. 65. 179. 98 |l srael 147.237.77. 170 |maarachot . i df . i | |Dstributed PP Attenpt B ock 190
68.180.228. 112 |Wited Sates|147.237.77. 216 |dover.i df . il Ml ti pl e Uhaut horized URL Access from 68. 180. 228. 112 B ock 180
109. 67.18.181 |Israel 147.237.77.243|mobi l e. i df . i | Mil ti pl e Unaut horized URL Access from 109. 67. 18. 181 Bl ock 170
66. 249. 65. 95 I srael 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 65. 95 B ock 170
89. 138. 4. 157 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from89.138. 4. 157 Bl ock 167
176.13. 4. 222 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 158
72.9.148.10  [United Sates|147. 237.76.86 |navy. idf .| m;;’/‘;t?‘i”u?ﬁtgg' e ﬁ‘;ﬁissas‘;’; aspx Bock  [140
68. 180. 229. 239 |Wited Sates|147.237.72. 166 |aka. i df .| Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 130
208.115.113.88 |lhited Sates|147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to navy.idf.il/giyus/forumasp/ showforumasp  |B ock 130
66. 249. 65. 92 I srael 147.237.77.216|dover . i df . i Ml tipl e Unaut horized URL Access from 66. 249. 65. 92 B ock 120
109. 65.179.98  |Israel 147.237.77. 170 [maar achot . i df . i | |Whaut hori zed URL Access to maarachot.idf.il/xmrpc. php B ock 110
84.109. 181. 185 |Israel 147.237.72. 166 |aka. i df . i | ;2?1'\(%?)'1;’; tlgg Sane Response (bde (404) in Session from Bl ock 110
79.182.58.133 [Israel 147.237.76.200ei tan. aka. i df . il |Dstributed Too Miny of the Sane Response Code (404) Bl ock 100
66. 249. 65. 89 I srael 147.237.77.216|dover . i df . i Mil tipl e Unaut hori zed URL Access from 66.249. 65. 89 B ock 100
94.230.86. 166 [Israel 147.237.76.200|ei tan. aka. i df.i| |Dstributed Too Miny of the Sane Response Code (404) B ock 100
149. 202. 112. 62 |Ger many 147.237.77. 216 |dover.i df.i |l Paraneter Type M ol ation SearchText in wwidf.il/1129-he/ dover. aspx Bl ock 90
188.126.71.63 [Sweden 147.237.77.216|dover. i df . il Dstributed I11egal Paraneter Encoding None 80
109. 65. 179. 98 |l srael 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 80
188.126.71.63  |Sweden 147.237.77. 216 |dover . i df . i | E;;Lfged%?cﬂzf Type Mool ation on wwidf.il/1129-hef dover. aspx B ock 80
66. 249. 64. 230 |Israel 147.237.72. 166 |aka. i df . i | Mul tipl e Unhaut horized URL Access from 66. 249. 64. 230 B ock 80
109. 65. 179. 98 |l srael 147.237.77. 170 [maarachot . i df . i | |Dstributed Unaut horized URL Access on naarachot . idf.il/xnirpc. php B ock 80
199. 30. 24. 74 Lhited Sates|147.237. 76. 147 |chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 70
109. 65.179.98  |Israel 147.237.76.86 |navy.idf.il Distributed PP Attenpt B ock 70
66.249.78.128 |[Israel 147.237. 76. 147 [chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 70
46.120.85.130 |[Israel 147.237.77. 170 |maarachot . i df . i | |Mil tipl e Unaut hori zed URL Access from 46. 120. 85. 130 Bl ock 70
149. 202. 112. 62 |Ger many 147.237.77.216|dover . i df . i Miltiple Illegal Paraneter Encoding from 149. 202. 112. 62 None 70
105. 156. 53. 207 |Mbr occo 147.237.77. 216 |dover.idf.il Post Request - Mssing Content Type from 105. 156. 53. 207 B ock 62
178. 150. 15. 158 |lkrai ne 147.237.72. 166 |aka. i df . i | PHP Attenpt Bl ock 60
46.120.85.130 |Israel 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed HTTP Met hod B ock 60
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