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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66.249. 78.9 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 7388
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 6947
66. 249. 78. 146 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4702
192. 249. 64. 249 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3293
65. 222. 202. 204 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2651
66. 249. 78. 2 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1331
66. 249. 78. 153 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1039
5. 156. 16. 97 Ronani a 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 825
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 433
66. 249. 78. 254 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 426
147.235.236. 1 | srael 147. 237. 72. 167 i shuri maka. i df . i [JAnonal y- TLS-renegoti ation-Qdi dest - r eset 271
66. 249. 67. 65 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 209
80. 246. 136. 84 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 159
5. 28. 157. 76 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 150
79.176. 1. 56 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 148
168. 235.198. 171 Lhited Sates 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i forward 146
77.126.175. 125 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 137
81. 218. 241. 25 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 137
82. 80. 222. 116 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 124
2.54.191. 185 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 111
46.120.184. 9 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 110
2.54.31.217 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 108
46.116. 112. 108 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 103
192. 118. 30. 102 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 102
37.26.149. 151 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 94
80. 246. 136. 132 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 93
46.19. 86. 230 | srael 147.237.72. 166 aka.idf.il Anonal y- SS.-renegoti ation-di dest - reset 91
46.19. 85. 148 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 85
176. 12. 146. 26 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 85
176. 12. 150. 243 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 82
109. 67. 103. 167 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 80
37.26. 146. 232 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 79
2.54.182. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 79
46. 19. 85. 78 | srael 147.237.72. 167 i shuri maka. i df.il|Anonmal y-SSL-renegotiati on-Ai dest - r eset 74
37.26. 148. 251 | srael 147. 237. 72. 167 i shuri maka. i df.il|Anonal y- SSL-renegotiation-d i dest - r eset 72
46.19. 86. 208 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 70
185. 32.179. 19 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 70
80. 246. 139. 232 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 70
79.177. 160. 247 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 69
46. 121. 102. 202 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 67
185. 32.179. 125 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 66
46.19. 86. 109 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 57
80. 246. 139. 41 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 56
46.116. 105. 114 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 56
132. 66. 46. 94 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 53
37.26. 146. 208 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 52
95. 86. 77. 67 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 51
2.52.63. 156 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 51
80. 246. 139. 78 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 48
109. 67. 192. 192 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 46
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|Top Attackers In IPS|

Attacker Address ’Attacker Qountry |Target Address |Site Sgnature

81.218.251. 252 |[Israel 147.237.0.34 |tikshuv.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 36
81.218. 48. 37 I srael 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 10
212.97.133.140 |Dennark 147.237.76. 42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Declarati on Bvasion B ock 7
81.218. 155. 169 |[lIsrael 147.237.77. 226 :NNN chanat z. aka. i df . | C1000004: HTTP. options method (M crosoft) B ock 6
213.179.60.10 |Wnited Kingdom |147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 4
189.38.90.189 |Brazil 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declarati on Evasion B ock 4
178. 210. 160. 50 |Tur key 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
8. 8. 246. 60 Lhited Sates 147.237.77.74 |lawidf.il 3808 HIMP. SQ Injection Variabl e Decl arati on Bvasi on B ock 4
216.201. 148. 210|thited Sates 147.237.77.233|atal .idf.il 9785: HITP. SQ Injection (Referer Header) B ock 4
89.185.247.72 |Czech Republic  [147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
74.84.136.105 |lhited Sates 147.237.72. 166 |aka. i df . i | 3808: HITP. Q. Injection Variabl e Declarati on Bvasion B ock 4
5.156. 16. 97 Ronani a 147.237.77.216|dover.i df . i | 8262: HTTP. Soworis DoS Tool B ock 3
31.168. 144. 217 |[israel 147.237.77. 226 :AWN chanat z. aka. i df . | C1000004: HTTP. options method (M crosoft) B ock 3
77.242.124. 2 Net her | ands 147.237.77.216|dover . i df .i | 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 3
176. 228. 178. 161 |l srael 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
132.76.50.5 I srael 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
109.66.11.139 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
217.132.196.79 |[Israel 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
93.172. 6. 133 I srael 147.237.77.74 |lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
204.93.197.45 |Lhited Sates 147.237.77.233|atal .idf.il 3808 HIMP. SQ Injection Variabl e Decl arati on Bvasi on B ock 2
23.99. 3. 151 Lhited Sates 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 2
106. 38. 241. 118 |Chi na 147.237.77.233|atal .idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
95. 86. 115. 93 I srael 147.237.77. 216 |dover . i df . i | @91: HITP. Access to - adnmin.asp B ock 1
204. 102. 229. 130|thited Sates 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
89. 138. 85. 44 I srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
193.128. 60. 132 |United Kingdom |147.237.77.216|dover.idf.il C1000004: HTTP. options method (M crosoft) B ock 1
46.19. 85. 154 I srael 147.237.72. 166 |aka. i df . i | 13840: TLS. (penSSL Heartbeat Packet B ock 1
136. 243. 5. 87 Ger many 147.237.72. 166 |aka. i df . i | C1000106: HITP. naj estic bot B ock 1
98.142.212.37 |lhited Sates 147.237.77. 216 |dover . i df . i | 12580: HITP: SQ Injection (Qooki e Header) B ock 1
78.46.174.197 |Ger many 147.237.72. 166 |aka. i df . i | C1000106: HITP. naj estic bot B ock 1
211.59. 8. 170 Korea, Republic of |147.237.77.216|dover.idf.il Cl1000108: HTTP. Trying to |l ocate existing FQkeditor B ock 1
182.184. 69. 100 |Paki stan 147.237.77.216|dover . i df .i | Q008: HTTP: Xenu User Agent B ock 1
14.176. 3. 232 M et nam 147.237.77.74 |lawidf.il 12580: HITP. SQ Injection (Qookie Header) B ock 1
109. 67. 146. 245 |l srael 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
193.201.224.8 |lkrai ne 147.237.77. 216 |dover . i df . i | C1000196: HTTP. Bl ock adnin login to gov.il sites ?g=user |Bl ock 1
62.210. 225. 135 |France 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 1
162. 210. 196. 129|Uhited Sates 147.237.72. 166 |aka. i df . i | C1000106: HITP. naj estic bot B ock 1
106. 38. 241. 118 |Chi na 147.237.76.42 |refuah.idf.il C103: HTTP:. User Agent Sogou+web+spi der B ock 1
183. 80. 159. 188 |M et nam 147.237.77.216|dover. i df . il 12580: HITP. SQ Injection (Qookie Header) B ock 1
23.99.3.101 Lhited Sates 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variabl e Decl arati on BEvasion B ock 1
128. 69. 42. 161 :Zj;”ion 147.237.8.45 |e.eitan.idf.il ggl?elt: LS QpenSS. Encrypt ed/ nencrypted Heart beat Per nit 1
62.210.225. 135 |France 147.237.72. 166 |aka. i df . i | 5670. HTTP. SQ Injection (SALECT) B ock 1
173.48.141. 204 |Uhited Sates 147.237.77.216|dover. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
106. 38. 241. 118 [China 147.237.77. 176 [mat pash. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
212.97.133.140 |Denmark 147.237.76.42 |refuah.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
188. 116. 38. 101 |Pol and 147.237.77.216|dover . i df .i | Q)76: HITP. Access to - action=... (General) Bl ock 1
128. 69. 42. 161 gz::;”ion 147.237.77. 243 |nobi | e. i df . i | lljszelt: LS QpenSS. Encrypt ed/ nencrypted Heart beat Pernit 1
95.52.37.173 2;2::3 on 147.237.77. 216 |dover . i df .i | 12580: HITP. SQ Injection (Qooki e Header) B ock 1
204.93.197.45 |[thited Sates 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 61
46. 19. 85. 232 147. 237. 72. 166 | srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 44
189.38.90.189  |147.237.77. 233 |Brazil atal.idf.il SQ Injection - Select From 13
89.185.247. 72  |147.237.77. 74 |Czech Republic lawidf.il SQ Injection - Select From 12
213.179.60.10 |[147.237.77.74 |United K ngdom lawidf.il QA Injection - Select From 12
206. 72.113. 4 147.237.77. 216 |Wited Sates dover.idf.il SQ Injection - Select From 10
212.97.133. 140 |147.237.76.42 |Dennark refuah.idf.il SQ Injection - Select From 10
62.210. 225. 135 |147.237.72. 166 |France akaidf.il QA Injection - Select From 9
204.93.197.45 |147.237.77.233|lhited Sates atal.idf.il SQ Injection - Select From 9
74.84.136.105 |147.237.72.166|Wited Sates aka.idf.il SQ Injection - Select From 7
66.249.78.160 |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 6
178. 210. 160. 50 [147.237.77. 233 |Turkey atal.idf.il SQ Injection - Select From 6
8. 8. 246. 60 147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 6
216. 201. 148. 210|147.237. 77. 233 |Lhited Sates atal.idf.il QA Injection - Select From 6
188. 165. 246. 177(147. 237. 77. 216 |France dover.idf.il SQ Injection - Select From 5
176.13. 4. 48 147.237.76.30 |Israel hi nush. i df .i | ET DB Large anount of TGP ZeroWndow - Possi bl e 5
Nki |l er2 DDos attack
66.249.78.146 |147.237.72. 166 |Lnited Sates aka.idf.il ET SCAN NVAP -sA (2) 4
66.249.93.138 |147.237.76.30 |Wited Sates hi nush. i of . i1 ET SCAN NVAP -sA (2) 4
80.246.133.58  [147.237.76.30 |l srael hi nush. i df .i | ET DB Large anount of TGP ZeroWndow - Possi bl e 4
Nkiller2 DDos attack
66.249. 67. 13 147.237.72. 166 |Wnited Sates akaidf.il ET SCAN NVAP -sA (2) 4
23.99.3.101 147.237.72. 166 |Lhited Sates aka.idf.il A Injection - Select From 3
94.102.49.102 |147.237.8.45 |Netherlands eeitanidf.il ET SCAN Potential SSH Scan 3
77.242.124.2 147.237.77. 216 [Net her | ands dover.idf.il SQ Injection - Select From 3
46.116. 24. 30 147.237.77.74 |israel lawidf.il SERVER APACFE Apache Byte-Range Filter denial of service 3
at t enpt
59. 106. 108. 116 |147.237.77. 216 |Japan dover.idf.il Tehila - Perl LWP wth fake user agent 2
103.54.202. 74  |147.237.77. 227 e. hanaz. i df .i | ET SCAN Potential SSH Scan 2
66.249.78.223 |147.237.77.243|Wited Sates nobi | e.idf.il ET SCAN NVAP -sA (2) 2
106. 120. 201. 115|147. 237. 77. 243 |Chi na nobi | e.idf.il GPL SCAN nmap TCP 2
218.87.111. 117 |147.237.72. 167 |Chi na ishurimaka idf.il [ET SCAN Potential SSH Scan 2
82.102.228.83 |147.237.77.176 gcis;iigéa” ferritory. | atpashidf.il |ET SCAN NVAP -sA (2) 2
94.102. 49. 102  |147.237. 72. 156 |Net her | ands aman.idf.il ET SCAN Potential SSH Scan 2
218.87.111. 117 |147.237.8.27 |China e.nadimatal .idf.i|[ET SCAN Potential SSH Scan 2
176.13.18.177  [147.237.76.30 |Israel hi nush. i df .i | Er DOS Large anount of TGP Zerowndow - Possi bl e 2
Nki |l er2 DDos attack
94.102.49.102 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN Potential SSH Scan 2
80. 246. 130. 6 147.237.76.30 |Israel hi nush. i df .i | Er DOS Large amount of TGP ZeroWndow - Possi bl e 2
Nkiller2 DDos attack
218.87.111. 117 |147.237.0.200 |China . i df il ET SCAN Potential SSH Scan 2
93.174.93.100 |147.237.0.15 |Netherlands kosher-kravi.idf .i [ET SCAN Potential SSH Scan 2
66. 249. 67. 65 147.237.77. 216 |Wnited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
46. 19. 85. 42 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 2
218. 65. 30. 23 147.237.8.50 |China e.tikshw.idf.il |ET SCAN Potential SSH Scan 2
218.87.111. 117 |147.237.0.33 |China Pdf.il ET SCAN Potential SSH Scan 2
66. 249. 67. 53 147.237.77. 216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.64. 178 |147.237.77.216|Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
218.87.111. 117 |147.237.76. 199 |Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 2
68. 180. 228. 112 |147.237.77. 216 |Wited Sates dover.idf.il portscan: TCP D stributed Portscan 2
66.249. 64. 153  |147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 78.153  |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66.249.78.127 |147.237.0.34 |Wited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 2
103.54.202. 74 |147.237.72.156 anan. i df . i ET SCAN Potential SSH Scan 2
218. 65. 30. 23 147. 237. 76. 147 |Chi na chinuch. aka.idf.il |[ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature

212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4719

5. 156. 16. 97 Romani a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3603

79. 180.24. 3 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2514

2.54.6.12 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1268

212.76.117.155 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1251

91.227.71.250 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1250

212.76.116. 152 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 1199

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1056

192. 116. 218. 146|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1053

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 773

82.80. 64. 146 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 650

168. 244. 5. 60 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 644

68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 639

192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 622

2.54.59. 147 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 612

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 596

52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 595
Sreamng Engine: TCP Invalid i i ssi

84.228.29.74  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segment retransmssion. drop 582
Ret r ansm ssi on Packet dr opped.

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 575
Sreamng Engine: TCP Invalid i i ssi

66.249.67.53  |Uited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransnission. drop 564
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.67.59  |wited Sates  |147.237.77. 216 |dover.idf.il 9 g Invalid segment retransmssi on. drop 523
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.67.65  |lWited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransnission. drop 514
Ret r ansn ssi on Packet dr opped.

89. 138. 220. 185 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 441

80.178.157.40 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 430

46. 19. 86. 54 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 413

109. 67.177.169 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 399

45.219.92.75 U uguay 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 398

141.0.15.21 Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 391

190. 31. 136. 16  |Argentina 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 379
Sreaming Engine: TCP Invalid i i ssi

176. 106. 226. 120|I srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Inval i d segnent retransnission drop 372
Ret r ansn ssi on Packet dr opped.

Russi an S -

109. 73. 15. 149 erati on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 360

37.26.148.216 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 347
Sreamng Engine: TCP Invalid i i ssi

2.52.172.174  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segment retransmssion. drop 345
Ret r ansm ssi on Packet dr opped.

50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 343

95. 86. 124. 138 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 337

212.25.102.63 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 324

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 319
Sreamng Engine: TCP Invalid i i ssi

80.179.202.13 |[Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransnission. drop 306
Ret r ansm ssi on Packet dr opped.

82. 145. 216. 152 |Eur ope 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 298

65.222.202. 204 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 294

204.76.113.54 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 294

95. 5. 208. 244 Tur key 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 288
Sreaming Engine: TCP Invalid i i ssi

109. 64. 170. 210 | srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Inval i d segnent retransnission drop 288
Ret ransm ssi on Packet dr opped.

207.241.226.38 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 282

65.222.202.202 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 247

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 243

37.231.145. 105 |Kuwai t 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 238

82.145.211.76 |Europe 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 233
Sreamng Engine: TCP Invalid i i ssi

2.54.44. 124 I srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransnission. drop 231
Ret r ansn ssi on Packet dr opped.

41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 230
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
89.138. 85. 44 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 696586
89. 138. 85. 44 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 39574
85. 250. 126. 117 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 6155
37.26.146.232 | srael 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 5188
37. 26. 146. 232
37.26.149.234 |[israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 3524
46.19.85.4 I stael 147.237.0.19 |nadi matal .idf.il Zgolgm;‘gj the Sane Response Code (404) in Session from B ock 2954
176.12. 147. 125 |israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 2285
176.12. 147. 125
84.109. 152. 159 [Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2270
46. 19. 86. 53 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 1220
. . . Too Many of the Same Response Code (404) in Session from
176. 106. 227. 142|I srael 147.237.0.19 |madimatal .idf.il 176. 106. 227. 142 Bl ock 1140
212.235.98.139 |lsrael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 1000
176.13.6.183 [ srael 147.237.0.19 |madi matal .idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 859
176.13. 6. 183
37.26.149.192 | srael 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 630
37.26.149. 192
176. 13. 2. 54 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 560
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates(147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 490
84.228.41.22 I srael 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte Gode Character in URL from84. 228.41. 22 Bl ock 411
66. 249. 67. 59 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unauthorized URL Access from 66.249. 67. 59 B ock 360
132.72.64.219  |Israel 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Cbde (404) in Session from Bock  [310
132. 72. 64. 219
79.182.34.74  |israel 147.237.72. 166 |aka. i df . i | Too Many of the Sane Response Code (404) in Session from B ock 240
79.182.34. 74
66. 249. 67. 53 I srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unauthorized URL Access from 66.249. 67. 53 B ock 220
68.180.228. 112 |lhited Sates|147.237.77.216|dover.idf .i | Mil tipl e Lhaut hori zed URL Access from 68. 180. 228. 112 B ock 220
176. 12. 143. 159 |l srael 147.237.77.243|nobi [ e.i df . i | Ml ti pl e Unhaut horized URL Access from 176.12. 143. 159 B ock 190
176.13.7.3 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 190
46.120.184.9 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 46.120.184.9 B ock 180
79.182.175.204 |[israel 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut horized URL Access from 79.182. 175. 204 B ock 170
176.13.15.186 |Israel 147.237.77.243|nobi | e.i df . i | Paranet er Type M ol ation Password in nobile.idf.il/sachar/login B ock 170
84.108.20.110 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 160
66. 249. 67. 65 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66.249. 67. 65 B ock 130
216.113.24.1  |Canada 147.237.76.86 |[navy.idf.il Ml tiple Unauthori zed URL Access from216.113.24.1 B ock 130
213.8.242.98 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 213.8.242. 98 B ock 110
66.249. 64. 168 [l srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 168 B ock 100
79.181.126.48 |[Israel 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from 79. 181. 126. 48 B ock 90
. . D stributed Unhaut hori zed URL Access on
82.166.22.142 |Israel 147.237.72. 166 |aka. i df . i | v aka i of i1/ vwww ti kshav. i df i1 B ock 90
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 90
46.19.85.141  |Israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 90
46.19. 85. 141
46. 120. 8. 100 I srael 147.237.72. 156 [aman. i df . i | Unaut hor i zed HTTP Met hod B ock 90
66.249.78.153 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 90
190. 57.152.98  |Ecuador 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from190.57. 152. 98 B ock 90
79.181.126.48 |[Israel 147.237.77.74 [lawidf.il PHP Attenpt B ock 77
196. 219. 163. 49 |Egypt 147. 237.77. 170 |naar achot . i df . i | Distributed thauthorized URL Access on B ock 70
naar achot . i df . il /xnhrpc. php
176.13. 6. 229 I srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut horized URL Access from 176. 13. 6. 229 B ock 70
. . Unaut hori zed URL Access to
77.125.7.229 I srael 147.237.72.166 [aka. i df . i | wwn aka. i df . i |/ mai n/ har edi mi r esour ces/ cont r ol s/ capt cha. ashx Bt ock 70
5. 100. 249. 38 I srael 147.237.77.216|dover. i df . i | Mil ti pl e Unauthorized URL Access from 5. 100. 249. 38 B ock 70
87.68.167.106 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from87.68. 167. 106 B ock 70
196. 219. 163. 49 |Egypt 147.237.77. 170 |nmar achot . i df . i | D stributed PHP A tenpt B ock 70
82. 166. 22. 206 L srael 147.237.72. 167 li shuri maka. i of . i | Too Many of the Same Response Code (404) in Session from 8 ock 70
82. 166. 22. 206
89. 138. 85. 44 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 89. 138. 85. 44 B ock 60
149. 88. 42.200 |Israel 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 60
79.181.126.48 |[Israel 147.237.77. 170 |nmar achot . i df . i | PHP At t enpt B ock 60
m ny- kosher - kravi . i i
95.35.145.135 |Israel 147.237.0.17 ny Paraneter Type Mol ation ct | 00$Cont ent A acetbl der 13t xt A eaRemarks | 60
df.il in mny-kosher-kravi.idf.il/tenpl ates/trai ning/traini ng. aspx
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