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09-23-2016 to 09-24-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
168. 235. 207. 204 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 279
2.55. 146. 229 | srael 147.237.0.19 nadimatal .idf.il |Anonal y-TLS renegotiation-Q i dest - r eset 106
8. 37. 225. 228 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 61
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 31
109. 253. 195. 53 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 27
168. 235. 207. 204 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 26
8. 37. 225. 228 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 25
77.138.52. 97 France 147.237.77.216 dover.idf.il SYN H ood out of context drop 10
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
168. 235. 196. 48 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 6
178. 167. 184. 202 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
85. 64. 168. 182 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
134. 147. 203. 115 Ger nany 147.237. 76. 200 eitan. aka. idf.il B ack List drop 5
37.26. 146. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
77.125.7.150 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 4
80. 246. 133. 230 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
5. 28. 140. 183 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
192.117. 10. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
168. 235. 207. 204 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack _Con_Htp drop 3
212.76.109. 178 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
8. 37. 225. 228 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 3
79. 180. 206. 200 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
2.53. 140. 125 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
103. 206. 113. 59 I ndi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
37.26.149. 172 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ack List drop 2
204. 42.253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 2
69. 30. 193. 254 Lhited Sates 147. 237. 76. 200 eitan. aka.idf.il bl ock-sp-traf 1 f orward 2
84.109. 92. 217 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
183. 60. 48. 25 Chi na 147.237. 76. 148 ggcenter. aka.idf.il |JJLM Under _Attack_Con_Tcp drop 2
134. 147. 203. 115 Ger many 147.237.76. 198 e.yohal an.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 197 e. hinush.idf.il B ack List drop 2
204, 42. 253. 2 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ack List drop 2
58. 218. 200. 137 Chi na 147. 237. 76. 202 e.halag.idf.il JLM Under Attack_Con_Tcp drop 2
107.170. 124. 221 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
142.54.174. 86 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1l forward 2
204. 42. 253. 2 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ack List drop 2
120. 132. 50. 135 Chi na 147.237.77. 74 lawidf.il bl ock-sp-trafl forvard 2
204. 42.253. 2 Lhited Sates 147.237.76. 30 hi nush. i df . il B ack Li st dr op 2
198. 204. 224. 236 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df .il|bl ock-sp-trafl forvward 2
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf .il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 2
69. 30. 193. 252 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forward 2
173.244.198. 5 Lhited Sates 147.237.76. 200 eitan. aka.idf.il B ack List drop 2
173.244.198. 5 Lhited Sates 147.237.76. 30 hi nush. i df . il B ack Li st drop 2
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
204. 42.253.2 Lhited Sates 147.237.76. 202 e.halag.idf.il B ack Li st dr op 2
204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 2




09-23-2016 to 09-24-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature
199.58.86.209 |Uited Sates 147.237.77.216|dover.idf .l C1000074: HITP. naj estic bot Per nit 238
91.121.86.136 |France 147.237.77. 216 |dover.i df . i C1000074: HITP. naj estic bot Per nit 126
51.254.97. 22 France 147.237.77.216|dover.i df . il C1000074: HITP: naj estic bot Per nit 101
Macedoni a, the Forner Yugosl av . . C1000076: HITP. Trying to |l ocate existing .
5.32.182. 169 Republ i ¢ of 147.237.76.42 |refuah.idf.il FKedi o Per nit 84
5.32.182. 169  |MBeedonia, the Former Yugoslav |,/ 537 75 166 aka. i df .| CL000076: HITP: Trying to locate existing o, 4, 84
Republ i ¢ of FOKedi t or
Macedoni a, the Forner Yugosl av . . C1000076: HITP. Trying to |l ocate existing .
5. 32.182. 169 Republ i ¢ of 147.237.76.86 |navy.idf.il FKedi o Permt 84
5.32.182. 169 | Beedonia, the Former Yugoslav )/ 537 34 |tikshuv.idf.il CL000076: HITP: Trying to locate existing o, 4, 84
Republ i ¢ of FOKedi t or
Macedoni a, the Forner Yugosl av . . C1000076: HITP. Trying to |l ocate existing .
5.32.182. 169 Republ i ¢ of 147.237.77.233|atal .idf.il FKedi o Per nit 84
5.32.182. 169  |MBeedonia, the Former Yugoslav |,/ 537 27 74 |l awidf. il CL000076: HITP: Trying to locate existing o, 4, 84
Republ i ¢ of FOKedi t or
108. 59. 8. 70 Lhited Sates 147.237.77.216|dover.idf .l C1000074: HITP. naj estic bot Per nit 44
5.32.182. 169  |MBcedonia, the Former Yugoslav |, 537 77 170 |nmarachot . i df .| CL000076: HITP: Trying to locate existing o, 4, 42
Republ i ¢ of FCKedi t or
Macedoni a, the Forner Yugosl av - . C1000076: HITP. Trying to | ocate existing .
5.32.182.169 o e of 147.237.77. 176 [nat pash. i df . i | FKedi t or Pernit 42
5.32.182. 169  |Mcedonia, the Former Yugoslav 1,7 537 75 167|i shurimaka.idf.il CL000076: HITP: Trying to locate existing o, 4, 42
Republ i ¢ of FCKedi t or
Macedoni a, the Forner Yugosl av . . . C1000076: HITP. Trying to | ocate existing .
5.32.182. 169 Republ i ¢ of 147.237.76. 147 |chi nuch. aka. i df . i | Fokedi t o Per nit 42
5.32.182. 169  |Mecedonia, the Forner Yugoslav ;)7 537 o 15 |kosher-kravi.idf.il |G000076: HITR Trying to locate existing o, 5 42
Republ i ¢ of FCKedi t or
i wwv. chamat z. aka. i df . : i isti
5 32 182. 169 Macedqnl a, the Forner Yugosl av 147. 237.77. 226 | CLOOOQ?6. HITP. Trying to | ocate existing Pernit 42
Republ i ¢ of il FQKedi t or
5.32.182. 169  |MBeedonia, the Former Yugoslav )/ 537 76 31 |nakchal .idf. il CL000076: HITP: Trying to locate existing o, 4, 42
Republ i ¢ of FCKedi t or
Macedoni a, the Forner Yugosl av . . - C1000076: HITP. Trying to | ocate existing .
5.32.182. 169 Republ i ¢ of 147.237.76.200|ei tan. aka. i df.il FKedi t or Per nit 42
5.32.182. 169  |Mecedonia, the Forner Yugoslav ;.7 537 76 39 |nobile. meitav.idf.il |S000076: HITR Trying tolocate existing o, 4 42
Republ i ¢ of FCKedi t or
Macedoni a, the Forner Yugosl av . - C1000076: HITP. Trying to | ocate existing .
5.32.182. 169 Republ i ¢ of 147.237.72. 156 [aman. i df . i | FKedi t or Per nit 42
75. 56. 235. 20 Lhited Sates 147.237.77. 216 |dover.i df . il 5670. HTTP. SQ Injection (SALECT) Bl ock 24
. . 6134: HITP. SQ Injection Variable
209. 15. 196. 170 |Canada 147.237.77.233|atal .idf.il Decl arati on Bvesi on B ock 24
. - 6134: HITP. SQ Injection Variable
213.180. 89. 124 |Sweden 147.237.77.74 |lawidf.il Decl ar at i on Bvasi on B ock 12
209. 15. 196. 170 [Canada 147.237.77.233|atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 12
] . . 6134: HITP. SQ Injection Variabl e
23.91.70.95 Lited Sates 147.237.76.42 |refuah.idf.il Decl arat i on Bvesi on B ock 12
75.56.235.20  |Uited Sates 147. 237.77. 216 |dover . i df . i | 6134 HITR S Injection \ariabl e B ock 12
Decl arati on Evasi on
94. 136. 40. 77 Uhi ted Ki ngdom 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 12
50.63.196.229 |Wnited Sates 147.237.77.74 |lawidf.i | 6134 HITR S Injection \ariabl e B ock 12
Decl arati on Evasi on
213.174.55.11 |Ger many 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) Bl ock 12
. . 6134: HITP. SQ Injection Variable
144.76.70. 248  |Ger many 147.237.77.216|dover. i df . il Decl ar at i on Bvasi on Bl ock 12
61.220.26.201 |[Tai wan 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) Bl ock 11
] . . 6134: HITP. SQ Injection Variabl e
97.74.215.197 |Uhited Sates 147.237.76.86 |navy.idf.il Decl arat i on Bvasi on B ock 11
69.30.210.242 |[wnited Sates 147.237.77.216|dover . i df . il C1000074: HTTP. naj estic bot Per mit 9
91.121.86.136 |France 147.237.76.86 |[navy.idf.il C1000074: HTTP: naj estic bot Pernit 9
199.58.86.209 |Uhited Sates 147.237.76.200(ei tan. aka. i df.il C1000074: HITP. maj estic bot Per nit 8
23.91.70.77 Lhited Sates 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SALECT) B ock 6
! . . 6134 HITP. SQ Injection Variable
64.87.23.55 Lhited Sates 147.237.76.86 |navy.idf.il Decl arati on Evesi on B ock 6
209. 15. 196. 170 [Canada 147.237.77. 216 |dover.i df . i 5670. HTTP. SQ Injection (SALECT) Bl ock 6
188. 165. 250. 173|France 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) Bl ock 6
213.180.89. 124 |Sweden 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SELECT) Bl ock 6
50.63.197.204 [lhited Sates 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 6
] . . 3808: HITP. SQ Injection Variable
184.168.46.74 |lnited Sates 147.237.77.233|atal .idf.il Decl arati on Bvesi on B ock 6
69. 7. 43. 246 Lhited Sates 147.237.77.233|atal .idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 6
209. 15.196. 170 |Canada 147. 237.77. 216 |dover . i df . i | 6134 HITR S Injection \ariabl e B ock 6
Decl arati on Evasi on
123.56. 155. 81  |Chi na 147.237.77. 170 [maar achot . i df . i | C1000016: HTTP. adnministrator in LR Per nit 6
91.151.208.90 [United Ki ngdom 147.237.77.233|atal .idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock
] . . 6134: HITP. SQ Injection Variable
23. 96. 97. 203 Lhited Sates 147.237.77.74 |lawidf.il Decl arati on Bvesi on B ock 6
64.34.186.9 Lhited Sates 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) Bl ock
202.124.109. 87 |New Zeal and 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SALECT) B ock
50.77.136.81  |Wited Sates 147.237.77.233|atal .i df . i | 3808: HITP. SQ Injection Variable B ock 6

Decl arati on BEvasi on




09-23-2016 to 09-24-2016

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66.249. 93.205 |147.237. 72. 166 |Eur ope aka.idf.il ET SCAN NVAP -sA (2) 604
75. 56. 235. 20 147.237.77. 216 |lhited Sates |dover.idf.il SQ Injection - Select From 108
66.249.73.180 |147.237.77.176|Wited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 68
209. 15. 196. 170 |147.237.77. 233 |Canada atal.idf.il A Injection - Select Fom 40
209. 15. 196. 170 |147.237.77. 216 |Canada dover.idf.il SQ Injection - Select Fom 20
184.168. 46.74 |147.237.77.233|lnited Sates |atal.idf.il SQ Injection - Select From 20
64.87.23.55 147.237.76.86 |lLhited Sates [navy.idf.il A Injection - Select Fom 20
144.76.70.248 [147.237.77. 216 |Ger many dover.idf.il SQ Injection - Select Fom 20
213.180. 89. 124 |[147.237.77.74 |Sweden lawidf.il SQ Injection - Select From 20
23.91.70. 95 147.237.76.42 |Uited Sates |[refuah.idf.il A Injection - Select Fom 20
1.39.39.115 147.237.77.216|Indi a dover.idf.il G°PL SCAN nmap TCP 20
50. 77. 136. 81 147.237.77.233|Wnited Sates |atal.idf.il SQ Injection - Select From 19
97.74.215.197 |147.237.76.86 |lLhited Sates [navy.idf.il A Injection - Select Fom 19
50. 63.196.229 |147.237.77.74 |lhited Sates |[lawidf.il SQ Injection - Select Fom 19
202.124.109. 87 |147.237.76.86 |New Zealand  |navy.idf.il SQ Injection - Select From 19
195.76. 149. 15 [147.237.77. 233 |Sain atal.idf.il A Injection - Select Fom 18
177.185. 194. 130(147. 237. 77. 74 |Brazil lawidf.il SQ Injection - Select Fom 18
177.185.194. 80 |147.237.77.74 |Brazil lawidf.il SQ Injection - Select From 18
94. 136. 40. 77 147.237.77. 74 E?i;;gom lawidf.il SQ Injection - Select From 14
213.174.55.11  |147.237.77. 233 |Ger many atal.idf.il SQ Injection - Select From 14
61.220.26.201 |[147.237.77.233|Tai wan atal.idf.il SQ Injection - Select From 13
23. 96. 97. 203 147.237.77.74 |Uited Sates |[lawidf.il SQ Injection - Select Fom 12
173.198.251.2 [147.237.77.74 |Whited Sates [lawidf.il SQ Injection - Select From 8
69. 7. 43. 246 147.237.77.233|Wnited Sates |atal.idf.il SQ Injection - Select From 8
50. 63.197. 9 147.237.72. 166 |lhited Sates |aka.idf.il SQ Injection - Select Fom 8
202.124.109. 87 |147.237.77.233|New Zeal and  |[atal .idf.il SQ Injection - Select From 8
202.124.109. 87 |147.237.76.42 |New Zealand |refuah.idf.il SQ Injection - Select Fom 8
91.151.208.90 |147.237.77.233 E;ir:;cci]om atal.idf.il SQ Injection - Select From 8
208.52.175.27 |147.237.77.233|lhited Sates |atal.idf.il SQ Injection - Select From 8
168. 1. 80. 134 147.237.77. 233 |Austral i a atal.idf.il A Injection - Select From 8
158. 85. 253. 245 |147.237.77.233|lhited Sates |atal.idf.il SQ Injection - Select Fom 8
64. 34.186. 9 147.237.77.74 |Uited Sates |[lawidf.il SQ Injection - Select From 8
50. 63.197. 204 |147.237.77.74 |lhited Sates |[lawidf.il A Injection - Select From 8
23.91.70. 95 147.237.77.74 |Whited Sates |lawidf.il SQ Injection - Select Fom 8
184. 168. 193. 48 [147.237.77.74 |Whited Sates [lawidf.il SQ Injection - Select From 8
23.91.70.77 147.237.77.233|lhited Sates |atal.idf.il A Injection - Select From 8
23.96.97. 235 147.237.77.74 |Whited Sates |lawidf.il SQ Injection - Select Fom 5
46.183. 223.228 (147.237.8.46 |Latvia e. chinuch. i df .i | ET SCAN Potential SSH Scan 3
66.249. 64. 124  |147.237.72.166 |lhited Sates [aka idf.il ET SCAN NVAP -sA (2) 3
114.95.101.31 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 3
82.166.92.132 |147.237.77. 216 |Israel dover.idf.il SERVER APAO_E Apac.he "od_ssl non-S3. connection to SSL 3
port denial of service attenpt
114.95.101. 31 [147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 3
58.218.200. 137 |147.237.0.15 |China kosher -kravi .idf.il ET SCAN Potential SSH Scan 3
185. 60. 88. 25 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 2
128.232.110. 28 |147.237.8.50 E;ir:;cci]om e tikshuv.idf.il ET SCAN Potential SSH Scan 2
211197, 201. 106|147 237 76.39 [KOT€a Repudlic| .\ o i) ET SISAN Behavi oral UWusual 'y fast inbound Tel net Gonnecti ons, 5
of Potential Scan or Brute Force
66.249.73. 163 |147.237.77.170|Wited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
183. 60. 48. 25 147, 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
115 208, 231 65 |147. 237 77. 235 |chi na svivaidh il ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
59. 67. 64. 13 147.237.77. 227 |Chi na e. hamaz. i df .il G°PL SCAN nmap TCP 2




09-23-2016 to 09-24-2016

|Top Attackers In FW |

Attacker Address

A tacker

‘Tar get Address |[Ste

Signature

Devi ce

‘Count

Country

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Action

46.116.16.149 |Israel 147. 237.76. 200 |ei tan. aka.i df . i . dro 412
Ret r ansm ssi on Packet dropped. P
8. 37.225. 228 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 371
192.241.170.19 |wited Sates |147.237.76. 147 |chinuch. aka.i of .i I[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 142
Sreaning Engine: TGP Invalid i i ssi
87.69.119.111 | srael 147. 237.77. 243 |mobi le. i f . i 9 =g nvalid segnent retransmssi on. drop 112
Ret r ansm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 108
168. 235. 207. 204 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 103
168. 235. 207. 204 |Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 99
213.71.171. 203 |Cer many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 96
168. 235.196. 48 |United Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 94
. . SYNretransmt wth different .
77.126. 240. 205 |l srael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence wi ndow scal e noni t or 91
13.8.125.10 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 84
. . SYNretransmt wth different .
84. 109. 4. 76 | srael 147.237.77.233|atal .idf.il Bad TCP sequence wi ndow scal e noni t or 80
8.37.225. 228 Whited Sates [147.237. 77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 67
r N ine; TCP Invali i i ssi
223.24.41.53  |Thailand 147, 23777, 243 |nwbi 1 e, i of 11 | €AMNg Bngine: TCP Invalid  invalid segnent retransnission drop 63
Ret r ansm ssi on Packet dropped.
46. 117. 83. 50 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 62
168.235. 196.48 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 61
Sreaning Engine: TGP Invalid i i ssi
2.53.51. 31 I'srael 147. 237.77. 243 |mobi le. i f . i 9 =g nvalid segnent retransmssi on. drop 60
Ret r ansm ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi
2.53.42.26 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 60
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 200. 44 |1 srael 147. 237.77. 243 |mobi l e, i f . i 9 =g nvalid segnent retransmssi on. drop 60
Ret r ansm ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi
5.102.242.194 |israel 147.237.77. 243 |nobile. i of .| 9 =g Invalid segnent retransmssion. drop 60
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 67.222.18  |Israel 147. 237.77. 243 |mobi l e, i f . i 9 =g nvalid segnent retransmssi on. drop 60
Ret r ansm ssi on Packet dropped.
79.177.231.36  |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with different monitor |55
w ndow scal e
. . SYNretransmt wth different .
84.108.79.234 |lsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 54
168. 235. 196. 48 |Lnited Sates |147.237.77. 216 |dover.idf.il SYN At ack noni t or 50
77.127.22.57 | srael 147.237.72. 156 |anan. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 46
. . SYNtAXK retransnmit with different .
77.127.22.57 I srael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence wi ndow scal e noni t or 46
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
Sreaning Engine: TGP Invalid i i ssi
27.55.12.92  |Thailand 147. 237.77. 243 |mobi l e, i f . i 9 =g nvalid segnent retransmssi on. drop 40
Ret r ansm ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi
85. 65. 4. 85 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 40
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
223.24.19.235 |Thai l and 147. 237.77. 243 |mobi l e, i f . i 9 =g nvalid segnent retransmssi on. drop 40
Ret r ansm ssi on Packet dropped.
46. 19. 85. 180 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 39
62.0.236.1 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
109. 67. 101. 145 |Israel 147.237. 72. 156 |anan. i df . i | drop First packet isn't SN drop 36
156. 111. 216. 113|thited Sates |147.237.72. 167 |ishurimakaidf.il|Bad TCP sequence Inval i d ACK nunber alert 35
156. 111. 216. 113|Wnited Sates [147.237.72. 167 |ishurimaka.idf.il{Bad TCP sequence Inval i d AGK nunber noni t or 35
46. 19. 85. 180 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber alert 35
188. 120. 154. 65 |l srael 147.237.77. 234 |hal ag.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 33
Sreanming Engine: TP Invalid i i ssi
37.26.149.200 |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssi on. drop 33
Ret r ansm ssi on Packet dropped.
. . SYNtAXK retransmit with different .
2.55.13. 84 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal noni t or 32
85. 130. 227. 215 |l srael 147. 237.77. 216 |dover.i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 32
2.55.13.84 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 32
2.55.13. 84 I srael 147.237. 72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 32
85. 130. 227. 215 |l srael 147. 237.77. 216 |dover.i of .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 31
66. 249. 93. 87 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
Sreaming BEngine: TCP Invalid i i ssi
77.126.58.14  |israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. drop 30
Ret ransm ssi on Packet dropped.
77.139. 251. 236 |France 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 28
85.130. 227. 215 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
Sreanming Engine: TGP Invalid i i ssi
110. 7. 203. 165 |Thai I and 147.237. 77. 243 |robi 1 e i df . i | 9 =g nvalid segnent retransmssi on. drop 27
Ret ransm ssi on Packet dropped.
. . SYNretransmt wth different .
79.178.204.71  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 27
77.127.22.57 | srael 147.237. 72. 156 |anan.idf .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 26
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
84.109. 19. 68 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 310
188. 120. 148. 124/l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 238
109. 67. 122. 123 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 185
109. 253. 129. 119l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 177
2. 55, 146. 229 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 147
46.19. 86. 55 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 128
46. 19. 86. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 123
46. 19. 86. 244 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 118
2.55. 8. 243 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 116
46. 19. 85. 97 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 115
2.55.182. 163 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 108
109. 67. 157. 222 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 108
84. 95. 208. 20 | srael 147.237.77.216|dover . i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 Bl ock 94
87.71.34.52 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 93
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 82
2.53.7.150 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 76
109. 253. 159. 247|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 70
77.124.1. 220 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 67
2.53.162. 101 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 51
77.125.55. 32 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 49
218.87.49.237 [China 147.237.77.216|dover.idf . il Mil tipl e Unaut horized URL Access from 218. 87. 49. 237 B ock 37
2.53.31. 160 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 36
217.132.171.97 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 34
5.29.231. 35 I srael 147.237.0.19 |nadimatal .idf.il m‘ﬂ;’;} Zlegf _Li%t':n;fasfest/i il oy cat & 0g, 5P B ock 31
80. 246. 138. 186 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 31
46.19. 86. 63 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 30
77.125. 68. 54 I srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Code B ock 26
46.19. 85. 48 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 24
84. 95. 208. 20 | srael 147.237.77. 226 }NV\:,}/ chamat z. aka.id Ml ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 23
176.13.23.175 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
46. 19. 85. 47 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
42.123.65.19 Chi na 147.237.76.200|ei tan. aka. i df .i | Ml tipl e Unaut horized URL Access from 42.123.65. 19 B ock 17
49. 80. 88. 105 Chi na 147.237.77.216|dover. i df . i | Mil ti pl e Unhaut horized URL Access from 49. 80. 88. 105 Bl ock 16
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df .i | Dstributed PHP Attenpt B ock 13
Unaut hori zed Met hod PCBT for
77.138.174.95 |France 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r eend. asp |B ock 13
X
77.139.90.231 |France 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 12
176.13.9.148 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
46.19. 86. 245 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 11
2.55. 156. 84 I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 9
77.139.240.46 |France 147.237.0.19 |nadi matal .idf.il O stributed Suspicious Response Code B ock 9
109. 253. 159. 70 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 9
109. 253. 146. 54 || srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 9
84. 95. 208. 20 I srael 147.237.77. 226 }AMIN:/ chamat z. aka. i d Dstributed PHP Attenpt B ock 8
109. 253. 157. 57 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 8
84. 94. 167. 80 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in LR B ock 7
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 7
109. 66. 155. 167 |l srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut hori zed URL Access from 109. 66. 155. 167 B ock 7
109. 66. 155. 167 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 7
218.87.49.237 |[China 147.237.77. 216 |dover . i df .i | Dstributed PHP Attenpt B ock 6
46.121.92.183 |Israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut hori zed URL Access from 46.121. 92. 183 B ock 6
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