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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 78. 153 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 12050
66. 249. 69. 34 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5476
66. 249. 78. 160 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3005
66. 249. 78. 146 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2856
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 568
37.26. 146. 155 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 222
109. 226. 27. 49 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 159
37.26. 146. 251 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 125
37.26.146.179 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 86
80. 246. 136. 26 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 86
46.19. 85. 158 | srael 147. 237. 72. 167 i shuri maka. i df. i l|Anonal y- SSL-renegotiation-A i dest - r eset 72
175. 143. 29. 92 Ml aysi a 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 70
37.26. 146. 227 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 68
2.54.59.0 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 57
62. 219. 165. 93 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 55
46. 120. 47. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 52
5.22.130. 196 | srael 147. 237. 72. 167 i shuri maka. i df.il|Anonmal y-SSL-renegotiati on-A i dest - r eset 44
109. 67. 151. 217 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 39
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 36
188. 120. 152. 82 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 27
37.26.148.191 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 26
77.127.18.197 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 24
109. 64. 97. 100 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 23
5.22.129.130 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 23
66. 249. 69. 42 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 21
109. 64. 19. 131 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 20
109. 64. 19. 131 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 19
185. 32. 179. 240 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 18
79. 180. 208. 36 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
176. 13. 22. 171 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
149. 78. 98. 213 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 17
46. 19. 85. 55 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 16
79.177.43. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 16
46.19. 85. 255 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 15
89. 138. 252. 255 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
79.182. 206. 229 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
77.127.180. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 10
79.176.112. 23 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 10
46. 19. 85. 200 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 10
79.177. 39. 153 | srael 147.237.72. 156 anan.idf.il Anonal y-SSL-renegotiation-di dest - reset 10
2.54.180. 133 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 9
149. 88. 62. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
86. 221. 99. 126 France 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
79.176.218. 188 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 8
192.168. 1.4 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 8
176. 13. 4. 253 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
2.54.161. 139 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 7
2.54.190. 63 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 7
79.181. 186. 251 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess |Site

Sgnature

188. 166. 121. 88 |Russi an Federation [147.237. 77.216 |dover.idf.i | C1000108: HTTP. Trying to locate existing FQ<editor B ock 8
37.59. 255. 19 France 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 7
83. 169. 8. 217 Ger many 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
195, 234.228.90 |Ger many 147.237.77.233 |atal .idf.il 3808 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
198.57.215.224 |lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
204.93.156. 141 |lLhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 4
46.137.81.122 |Ireland 147.237.77.74 |lawidf.il 3808 HIMP. SQ Injection Variable Decl arati on Evasi on B ock 4
70. 89. 127. 77 Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 3
23.91.127.146 |lLhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 3
62. 90. 77. 249 I srael 147.237.77. 170 |n@ar achot . i df . i | C1000004: HITP. options nethod (M crosoft) B ock 2
23.91.127.146 |Lhited Sates 147.237.76.42 |refuah.idf.il 3809: HITP: SQ Injection Evasion SQL Conment Terminator  |B ock 1
208. 31. 49. 26 Lhited Sates 147.237.77.216 |dover.i df.i | Q008: HTTP:. Xenu User Agent B ock 1
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il C103: HITP. User Agent Sogou+web+spi der B ock 1
94.102.153.58 |United Kingdom [147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 1
213.138.94.94 |Russian Federation [147.237.72. 166 |aka. i df .i | Q71: HITP. Access to - install.php B ock 1
118. 238. 227. 101 |Japan 147.237.0.34 [tikshuv.idf.il 3808 HIMP. SQ Injection Variabl e Decl arati on Evasi on B ock 1
2.93.82.93 Russi an Federation [147.237.76.39 |nobile. neitav.idf.il13891: TLS enSSL Encrypted/ Uhencrypted Heartbeat Packet |Permit 1
198. 20. 69. 74 Lhited Sates 147.237.77.179 |le. mazi . i df . i | 13840: TLS QpenSSL Heartbeat Packet B ock 1
94.102.153.58 |United Kingdom [147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
37.59. 255. 19 France 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
172.240.96.58 |lLhited Sates 147.237.77.233 |atal .idf.il Q091: HITP. Access to - adnin. asp B ock 1
70.89.127. 78 Lhited Sates 147.237.77. 74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 1
2.93.82.93 Russi an Federation [147.237.76.176 |test.ncore.idf.il 13891: TLS (penSSL Encrypt ed/ Uhencrypt ed Heartbeat Packet |Permit 1
106. 38. 241. 118 |China 147.237.76.42 |refuah.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
37.142.187.20 |Israel 147.237.77.216 |dover.i df . i C1000004: HITP. options nethod (M crosoft) B ock 1
78.25.121.116  |Russian Federation [147.237.77.216 |dover.idf .i | 12580: HITP. SQ Injection (Qookie Header) B ock 1
106. 38. 241. 118 |China 147.237.77.233 |atal .idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
189.38.80.189 |Brazil 147.237.72. 166 |aka. i df . i | 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
46. 19. 85. 52 147.237. 72. 166 |I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 120
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 46
83. 169. 8. 217 147.237.77. 74 |Ger many lawidf.il QA Injection - Select From 12
89. 19. 29. 90 147.237.77. 216 |Turkey dover.idf.il S Injection - Select From 11
37.59. 255. 19 147.237. 77. 233 |France atal.idf.il SQ Injection - Select From 10
149. 78.98. 213  |147.237.76. 42 |lIsrael refuah.idf.il GPL SCAN SYN FI N 10
149.78.98.213 |147.237.76.42 |israel refuah.idf.il ET SCAN TCP Traffic (ET SCAN Mal forned Packet SYN H N 10
70. 89. 127. 77 147.237.77.74 |Wited Sates |[lawidf.il SQ Injection - Select From 9
66.249.78.160 |147.237.72.166|Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 8
66.249.78.146  |147.237.72.166 |lLhited Sates |aka.idf.il ET SCAN NVAP -sA (2) 8
66.249.78.153 |147.237.72. 166 |Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 8
46.137.81.122 [147.237.77.74 |Ireland lawidf.il S Injection - Select From 6
204.93. 156. 141 |147.237.77.233|Whited Sates |atal .idf.il S Injection - Select From 6
80. 246. 136. 172 |[147.237.0.19 |l srael madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 6
94.102. 153.58 |147.237.72. 166 E?i;;gom aka.idf.il QA Injection - Select From 6
23.91.127.146 |147.237.76.42 |lhited Sates |refuah.idf.il QA Injection - Select From 6
198. 57. 215. 224 [147.237.77.233|thited Sates |atal .idf.il S Injection - Select From 6
189. 38. 80. 189  [147.237. 72. 166 |Brazi aka.idf.il S Injection - Select From 6
94.102.49.102 |147.237.77.227 |Netherlands  |e. hamaz.idf.il ET SCAN Potential SSH Scan 5
89. 19. 29. 90 147, 237. 77. 216 | Tur key dover.idf.il ET VBB SERVER SQLi - SHLECT and sysobj ect 5
66. 249. 67. 65 147.237.77.216|Wited Sates |[dover.idf.il ET SCAN NVAP -sA (2) 4
66.249.69.92  |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 4
195. 234.228. 90 |147.237. 77. 233 |Ger many atal.idf.il QA Injection - Select From 4
70. 89. 127. 78 147.237.77.74 |Wnited Sates |[lawidf.il SQ Injection - Select From 3
62.178.30.192 |147.237.77.216|Austria dover.idf.il I_N] CATCR CBF.USCATI CN ‘?’C” Pt tag in PCBT parameters - 3
likely cross-site scripting

118. 238. 227. 101(147. 237. 0. 34  |Japan tikshuv.idf.il S Injection - Select From 3
94.102.49.102 |147.237.72.217 |Netherlands  |e.idf.il ET SCAN Potential SSH Scan 3
218.87.111. 117 |147.237.0.35 |China akavs. i df .il ET SCAN Potential SSH Scan 3
94.102.49.102 [147.237. 72. 166 [Net her | ands aka.idf.il ET SCAN Potential SSH Scan 3
94.102.49.102 [147.237.76.86 |[Netherlands navy. i df . il ET SCAN Potential SSH Scan 3
66. 249. 67. 39 147.237.77.233|Wnited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
94.102.49.102 [147.237.0.35 |[Netherlands akavs. i df .i | ET SCAN Potential SSH Scan 2
94.102.49.102 [147.237.77. 179 |Net her| ands e.nazi.idf.il ET SCAN Potential SSH Scan 2
66.249. 64. 156 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
37.26.147.232 |147.237.72. 167 I srael i shurimaka.idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
94.102.49.102 [147.237.76.34 |[Netherlands yohal an. i df .il ET SCAN Potential SSH Scan 2
199. 203. 59. 121 |147.237.77.61 |[Israel e.cogat.idf.il ET SCAN Potential SSH Scan 2
94.102.49.102 |147.237.0.17 |Netherl ands mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 2
66.249.93.246 |147.237.77.233|Wiited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
218. 65. 30. 23 147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 2
94.102.49.102 [147.237.76.30 [Netherlands hi nush. i df i ET SCAN Potential SSH Scan 2
218.87.111. 117 [147.237.77.234|China hal ag.idf.il ET SCAN Potential SSH Scan 2
66.249.78.199 |147.237.72. 166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
94.102.49.102 [147.237. 72. 167 [Net her| ands i shurimaka.idf.il ET SCAN Potential SSH Scan 2
218.87.111. 117 |[147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 2
94.102.49.102 |147.237.77.19 |Netherlands  |[lawforumidf.il ET SCAN Potential SSH Scan 2
159. 8. 28. 242 147.237.77. 227 |Wited Sates |e. hanaz.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
159. 8. 28. 242 147.237.0.34 [lnited Sates |[tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
88.204.187.90 [147.237. 77. 205 |Kazakst an prisha idf.il ET SCAN NVAP -sS wi ndow 3072 2
94.102.49.102 [147.237.8.46 |Netherlands e. chinuch.idf.il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address ‘Ste ‘Slgnature Action ‘Count

87.69.119. 84 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1790

149. 88.203.75 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1416

78.95.149.197 |Romani a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1375

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1053

84.109. 102. 246 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 976
Sreaming Engine: TGP Invalid i i ssi

77.126.233. 193 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 858
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

78.149. 4. 51 Uni ted Kingdom |147. 237. 76. 200 |ei tan. aka i df . i 9 =g Invalid segnent retransmssion. dr op 744
Ret r ansni ssi on Packet dropped.

5.29. 156. 169 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 692

212.179.42. 225 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 680

87.69. 226. 80 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 677

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 632

reanmn ine: TCP Invali i i ssi

79.180.25.101 |Israel 147. 237, 76. 200 [ei tan aka. i of | | SAM NG Engine: TCP Invalid - Jinvalid segnent retransnissi on drop 555
Ret r ansni ssi on Packet dropped.

188. 139. 249. 20 z:)'u‘;‘ﬂ ﬁ’ b 147.237.77. 216 |dover.idf.il |drop First packet isnt SN drop 539

79.182.51. 195 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 536
Sreaning Engine: TP Invalid i i ssi

109. 64. 115. 220 |Israel 147. 237.76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion drop 510
Ret r ansni ssi on Packet dropped.

reanming BEngine: TCP Invali i i ssi

82.166.22.58  |israel 147. 237.76. 200 [ei tan aka i of .| | SAM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 510
Ret ransmi ssi on Packet dropped.

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 509
Sreaming Engine: TGP Invalid i i ssi

77.125.82.19  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssi on. drop 498
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.54.6.219 I srael 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 492
Ret r ansni ssi on Packet dropped.

192.249. 64. 249 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 457
Sreanming Engine: TCP Invalid i i SSi

109. 64.31. 110 |israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. drop 447
Ret r ansni ssi on Packet dropped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 436

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 374

52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 373
Sreamng Engine: TCP Invalid i i ssi

66.249.69.26  |lWhited Sates  |147.237.77.216 |dover.idf. il 9 =g Invalid segnent retransmssion drop 366
Ret r ansni ssi on Packet dr opped.

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 356
Sreaning Engine: TCP Invalid i i ssi

84.228.130. 226 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =9 Invalid segnent retransmssion drop 339
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.179.142.84 | srael 147.237.76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. drop 336
Ret ransmi ssi on Packet dropped.

138. 106. 57. 131 [Sweden 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 333

89. 138. 220. 185 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 325

107.167.104. 32 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 322

89. 187.219. 181 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 322

176. 106. 227. 251|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 313
Sreaming Engine: TCP Invalid i i SSi

66.249.69.42  |nited Sates  |147. 237. 77. 216 |dover. i df il 9 =g Invalid segnent retransmssion. drop 312
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

66.249.69.34  |lWited Sates  |147.237.77.216 |dover.idf. il 9 =g Invalid segnent retransmssion drop 280
Ret r ansni ssi on Packet dr opped.

84.94.173.11 I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 276

80.241.255.91 |Georgia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 276

79.177. 8. 238 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 266

46. 19. 86. 181 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 261

89.139.0. 28 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 261

79. 230. 9. 86 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 257

50.87.144. 145 |[wnited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 254

62.0.104. 114 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 253

84.228.201.73 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 241
Sreaming Engine: TCP Invalid i i SSi

87.68.148.112 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. drop 234
Ret r ansni ssi on Packet dropped.

46.121.51. 13 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 228

190. 24.146.71  |Col onbi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 220

109. 186. 160. 238l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 217

84.228.96.9 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 213
Sreanming Engine: TCP Invalid i i ssi

109. 67.15.102 |Israel 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssi on. drop 213

Ret ransm ssi on

Packet dropped.




09-23-2015-00:00:00 to 09-24-2015-00:00:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
80. 246. 136. 172 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 6065
80.178.235.13 | srael 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from g o 3990
80. 178. 235. 13
176.12.141.75 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from g 2128
176.12. 141. 75
37.26.147.232 |israel 147.237.72. 167 |i shuri maka. i df . i | Too Many of the Sane Response (bde (404) in Session from g o 1308
37.26.147. 232
79.180.25.101 [Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) Bl ock 720
142.91.231.106 |[Uhited Sates |147.237.77.74 |lawidf.il Mil ti pl e Uaut horized URL Access from 142. 91. 231. 106 B ock 620
77.125.82.19 I srael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) Bl ock 578
212.179.40.173 |[israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) Bl ock 511
: ] ] Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 360
78.95.149.197 |Romani a 147.237.77. 216 |dover.idf .il Post Request - Mssing Content Type from 78.95. 149. 197 Bl ock 335
142.91.231.106 |[lhited Sates |147.237.77.176 |mat pash. i df . i | Mil tiple Unaut horized URL Access from 142, 91. 231. 106 B ock 327
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Ml tiple Unhauthorized URL Access from 68. 180. 228. 112 B ock 274
109.64.31.110 [Israel 147.237.76. 200 |ei t an. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from g 270
109. 64. 31. 110
142.91.231.106 |Uhited Sates |147.237.77.74 [lawidf.il Mil tiple Adnin Bl ocking from 142. 91. 231. 106 B ock 207
109. 66. 193. 235 |l srael 147.237.0.19 [madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 197
Russi an . .
213.138.94. 94 eration 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 131
142.91.231. 106 |[thited Sates  [147.237.77.176 |nat pash. i df . i | Ml tipl e Admin Bl ocking from 142. 91. 231. 106 B ock 130
213.138. 94. 94 R‘SS::I”i o 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 213. 138. 94. 94 B ock 117
. ; ; Unaut hori zed URL Access to
46.120.198.104 I srael 147.237.76. 200 [ei tan. aka. i df . i1 wan ei tan. aka. i df . il /tenpl at es/ honepage/ honepage. aspx Bl ock 110
66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf .il Ml tipl e Unauthorized URL Access from 66. 249. 69. 26 Bl ock 108
79.180.10. 197 |Israel 147.237.77.74 |lawidf.il PHP Attenpt B ock 90
84.228.130. 226 |lIsrael 147.237.76.200|ei tan. aka. i df .i | Dstributed Too Miny of the Sane Response Code (404) B ock 90
46.120. 198. 104 I srael 147.237.76. 200 |ei t an. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from g 90
46.120. 198. 104
: ] ] D stributed Unaut hori zed URL Access on
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- hel navy. aspx. aspx B ock 20
207.46.13.140 |lnited Sates |147.237.72.166 |aka. i df .| D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 83
66.249.78. 153 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 82
149.78.89.45  [Israel 147.237.76. 200 |ei t an. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from g o 81
149. 78. 89. 45
82.166.22.58  |Israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from g 0\ 81
82. 166. 22. 58
79.180.10.197 |[Israel 147.237.77. 74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 79. 180. 10. 197 B ock 80
66.249.78.160 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 78
66. 249. 69. 42 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut hori zed URL Access from 66.249. 69. 42 B ock 72
96. 21. 101. 19 Canada 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized LRL Access from 96.21. 101. 19 B ock 72
78.149.4.51  |united K ngdom|147. 237.76. 200 |ei t an. aka. i df i | ;gol'f;”ﬁ (glthe Same Response (ode (404) in Session from g 63
66. 249. 69. 34 I srael 147.237.77.216|dover. i df .i | Mil ti pl e Uhaut hori zed URL Access from 66. 249. 69. 34 B ock 63
157.55.39. 169 |Uited Sates |147.237.72.166 |aka. i df .| D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 63
m ny- kosher-kravi.id
176. 12. 138. 38 | srael 147.237.0. 17 f inly DOstributed I11egal Paraneter Encodi ng None 60
122. 246. 149. 166|Chi na 147.237.77. 170 |maar achot . i df . i | D stributed Suspicious Response Code B ock 60
178. 150. 15. 158 |krai ne 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 60
198. 204.249. 34 |Uited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka. i df.il/defaul t.aspx B ock 57
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 56
207. 46. 13. 43 Lhited Sates  |147.237.72.166|aka. i df . il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 55
. . . Lhaut hori zed URL Access to
46.116. 73. 85 I srael 147.237.77.243|nobi [ e.i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1152 B ock 50
. . . D stributed Unaut hori zed LRL Access on
66. 249. 67. 31 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | ot chi nuch. aka. i df i 1/404. ht m Bl ock 50
66. 249. 67. 38 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed thauthorized URL Access on Bl ock 50
vy chi nuch. aka. i df.il/404. htm
178. 150. 15. 158 |krai ne 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 178. 150. 15. 158 Bl ock 50
172.240.96.58 |lhited Sates |147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 172. 240. 96. 58 Bl ock 50
. . Uhknown Paraneter gt; in
66. 249. 78.153 |l srael 147.237.72. 166 |aka. i df . i | W aka. i o i |/ mai v  abanut/ gener al . aspx None 48
. . . . D stributed Unhaut hori zed LRL Access on
78.149.4.51 Lhi ted Ki ngdom|147.237.76.200|eitan. aka.idf.il vuww i tan. aka, i df . i 1/ shar el  ax/ | i ght boxred agal | ery. aspx Bl ock 45
-kosher -kravi . i df . i i i
46.116.186.64 | srael 147.237.0.16 |V Paraneter Type Mol ation Returntfl in- Bl ock 45
| ny- kosher-kravi .idf.il/tenpl ates/| ogi n/| ogi n. aspx
199.59. 148. 209 |Uhited Sates  [147.237.77.216|dover.idf .il Ml tipl e Uhaut horized URL Access from 199. 59. 148. 209 Bl ock 45
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