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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target

Address

Signature

Attacker Country ‘

66. 249. 69. 42 Lhited Sates 147.237.77.216  |dover.idf.il Z;]: handshake violation, first packet not |, ., 45761
176. 223. 83. 97 Ger many 147.237.77.226  |waw chanmat z. aka. i df . | I}?: handshake viol ation, first packet not |, . 14774
176. 223. 80. 97 Ger many 147.237.77.226  |vww chanat z. aka. i df . | Z;]: handshake viol ation, first packet not |, 13246
66. 249. 67. 208 Lhited Sates 147.237.72.166  |aka.idf.il I}?: handshake viol ation, first packet not |, . 7972
93. 127. 140. 136 Ger many 147.237.77.226  |vww chanat z. aka. i df . | Z;]: handshake viol ation, first packet not |, 7203
66. 249. 78.9 lLited Sates 147.237.72.166  |akaidf.il I;C/]; handshake viol ation, first packet not |, 6273
193. 188. 136. 30 Lebanon 147.237.77.216  |dover.idf.il Z;]: handshake violation, first packet not |, ., 5144
66. 249. 93. 160 lited Sates 147.237.77.216  |dover.idf.il I;C/]; handshake viol ation, first packet not |, 4440
84. 208. 79. 17 Nor way 147.237.77.216  |dover.idf.il Z;]: handshake viol ation, first packet not |, 3826
203. 99. 102. 194 I ndonesi a 147.237.77.216  |dover.idf.il I;C/]; handshake viol ation, first packet not |, 3504
66. 249. 69. 26 Lhited Sates 147.237.77.216  |dover.idf.il Z;]: handshake violation, first packet not |, ., 3463
66. 249. 93. 168 Lhited Sates 147.237.77.216  |dover.idf.il I}?: handshake viol ation, first packet not |, 3270
149. 78. 154. 69 I srael 147.237.77.216  |dover.idf.il Z;]: handshake violation, first packet not |, ., 3060
176. 223. 81. 161 Ger many 147.237.77. 74 lawidf.il I}?: handshake viol ation, first packet not |, . 2720
66. 249. 78. 254 Lhited Sates 147.237.72.166  |akaidf.il Z;]: handshake violation, first packet not |, ., 2584
93. 127. 140. 69 Ger many 147.237.77. 74 lawidf.il I}?: handshake viol ation, first packet not |, . 2546
66. 249. 78. 2 Lhited Sates 147.237.72.166  |akaidf.il Z;]: handshake violation, first packet not |, ., 2513
176. 223. 82. 30 Ger many 147.237.77. 74 lawidf.il I}?: handshake viol ation, first packet not |, . 1587
94.249. 211. 14 Ger many 147.237.77.74 lawidf.il Z;]: handshake viol ation, first packet not |, 1304
82. 211. 18. 100 Ger many 147.237.77. 74 lawidf.il I}?: handshake viol ation, first packet not |, . 734
176. 223. 81. 239 Ger many 147.237.77.74 lawidf.il Z;]: handshake viol ation, first packet not |, 732
176. 223. 82. 29 Ger many 147.237.77.74 lawidf.il I}?: handshake viol ation, first packet not |, . 669
79.176. 193. 67 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 608
176. 223. 80. 33 Ger many 147.237.77.74 lawidf.il Z;]: handshake viol ation, first packet not |, 513
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 366
66. 249. 78. 153 Wited Sates 147.237.72.166  |akaidf.il :}?; handshake viol ation, first packet not |, 328
79. 182. 62. 26 | srael 147.237.72. 166 aka idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 266
204. 93. 154. 198 Lhited Sates 147.237. 76. 31 nakchal .idf.il TP Scan (vertical) dr op 182
64.233.172. 144 Lhited Sates 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i forward 142
176.13. 1. 203 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 137
64.233.172. 160 Lhited Sates 147.237.72. 156 aman.idf.il Anonal y-TLS-renegoti ati on-Q i forward 126
46. 19. 85. 82 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-SSL-renegotiation-di dest - reset 99
2.54.171. 195 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 79
93.173.165. 8 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 67
82.211. 18. 127 Ger many 147.237.77.74 lawidf.il l}?: handshake violation, first packet not |, . 67
81. 218. 241. 25 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 65
2.54.62.0 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 65
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 62
199. 203. 142. 65 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 55
37.142. 64. 97 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 46
46.32. 215, 141 Pal eSt‘I nian Territory, 147. 237. 77. 216 dover idf il TCP handshake vi ol ation, first packet not drop a1
Cceupi ed syn
5. 28. 180. 142 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 35
62. 219. 254. 22 I srael 147.237.77.216 _ |dover.idf.il B ock Wp Al Nets dr op 30
199. 203. 142. 65 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 30
62. 90. 70. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 28
2.52.142.125 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-SSL-renegotiation-di dest - reset 28
31.168.51. 194 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 25
2.54.21.227 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 25
87. 68. 45. 182 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-di dest - reset 25
185. 32. 179. 17 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 25
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|Top Attackers In IPS|

At t acker

Addr ess Count ry ’Target Address |Site Sgnature

192. 118. 30. 102 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 18
194. 114. 146. 227 |l srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 12
104. 155. 193. 30 [lhited Sates 147.237.72. 166 |aka. i df . i | 13375: HTTP. Joom a Conponent JCE BOT for JCE Bl ock 11
104.155.193.30 |Whited Sates  |147.237.77.74 |lawidf.il \1432:;:.3;:_{3 Jooma JCE File Lpload Remote (ode Bxecution gy o0 11
104. 155. 193. 30 [lhited Sates 147.237.77.74 |lawidf.il 13375: HTTP. Joom a Conponent JCE BOT for JCE Bl ock 11
104.155.193.30 |thited Sates  |147.237.72. 166 |aka. i df . i | ﬁzr?;:ab?m;’ Jooma JCE File Lpload Renote Cbde Bxecution g 0 11
94. 23.17. 208 France 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 7
81.218.116. 129 |[lIsrael 147.237.76.86 |navy.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 6
23.91.127.130 |lnited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 4
67.216.79.204 |lLnited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
74.86.47.2 Lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration BEvasion B ock 4
94.245.88.135 |United Kingdom [147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 4
81. 218. 59. 82 | srael 147.237.77. 226 V\:V\:W chamat z. aka. i df C1000004: HTTP. options nmethod (M crosoft) B ock 4
62.210. 225. 135 |France 147.237.77. 74 |lawidf.il 3808 HIMP. SQ Injection Variable Decl arati on Evasi on B ock 4
105. 158. 242. 147 Mbr occo 147.237.77. 216 |dover . i df . i | ifto:i) HTTP. LG C DDoS Tool - (ONLY enabl e when under DS g 4
87.106. 184. 160 |Ger many 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 4
79.183.193. 233 [Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 4
188. 165. 250. 173|France 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
212.235.98.139 |[lIsrael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 3
212.143.40.26 |[Israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 3
62.219. 208. 184 |Israel 147.237.77. 226 V\:V\:W chamat z. aka. i df CL000004: HTTP: options nethod (M crosoft) B ock 2
46.116. 182. 143 |Israel 147.237.77.74 |lawidf.il C1000004: HITP. options nethod (M crosoft) B ock 2
189. 210. 211. 196 |Mexi co 147.237.77.74 |lawidf.il é2§;7(;suml E;Fabﬁ t?’ery String Paraneter |nfornation B ock 2
52.1.90.117 Lhited Sates 147.237.72. 156 |anan. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 2
140. 237.23.26 |China 147.237.77. 216 |dover.i df .i | Cl000108: HITP. Trying to |l ocate existing FO<editor Bl ock 2
212.150.37.22 [israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 2
37.26.147.189 |[lIsrael 147.237.77.74 |lawidf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
198. 143. 164. 221 |thited Sates 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variable Decl aration Bvasion B ock 2
212.199.97.194 |[Israel 147.237.72. 166 |aka. i df . i | C1000122: HITP. Access to - .exe or .dl| Per mit 2
79.181.115. 167 |[lIsrael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
212.199.97.194 |Israel 147.237.77. 216 |dover . i df . i | Cl000122: HITP. Access to - .exe or .dl| Per it 2
83.142. 167. 109 2;2::3 on 147.237.77.74 |lawidf.il 20114: HITP. PP Milicious Archive File Transfer B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.227|e. hanaz. i df . i | 13840: TLS QpenSSL Heartbeat Packet Bl ock 1
109. 64.171.59 |l srael 147.237.72.167|i shuri maka. i df . il 13840: TLS (penSSL Heartbeat Packet Bl ock 1
81.181.81.178 |Romania 147.237.77.74 |lawidf il |1r21j3:c?:i mﬁzn;aﬁl??y Qery String Parameter Comand Bl ock 1
31.154.10.131 [israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 1
85.132.77.12 Azerbai j an 147.237.77. 216 |dover . i df .i | C1000004: HTTP. options nethod (M crosoft) Bl ock
198.57.229.227 |wited Sates  |147.237.77.216|dover. i df i afiesra;ﬂ'?y Vérdrress Theme Dvi Drectory Traversal B ock 1
46.164. 154. 106 |Wkrai ne 147.237.77.74 [lawidf.il 12580: HITP. SQ Injection (Qookie Header) Bl ock 1
94.23.17.208 France 147.237.77.233|atal .idf.il 5670: HITP. SQ | njection (SALECT) Bl ock 1
81.218.33. 77 I srael 147.237.77. 216 |dover . i df . i | C1000004: HITP. options nethod (M crosoft) Bl ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 |dover.idf .i | 13840: TLS (penSSL Heartbeat Packet Bl ock 1
86.132.215.49 |UWnited Kingdom [147.237.77.74 |lawidf.il C1000106: HTTP. naj estic bot Bl ock 1
157.55.39. 122 |lhited Sates 147.237.77. 216 |dover . i df . i | Cl000158: HITR(S): Hacked in the Payl oad Bl ock 1
46.172.71.251 |Wraine 147. 237.77. 176 |nat pash. i df . i | \157:36“"{':'; G\ Bash HITP Header Renote Code Execution g oo 1
41.185. 31. 40 South Africa 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Evasion Bl ock

198. 143. 164. 221 |United Sates 147.237.72. 166 [aka. i df . i | 5670. HTTP. SQ Injection (SALECT) Bl ock
162.210.196. 98 |Uhited Sates 147.237.77. 216 |dover . i df .i | C1000106: HITP. maj estic bot Bl ock
46.172.71.251 |Wraine 147.237.77. 226 V\TAIW chanat z. aka. i df \157:5;“"{':'; G\ Bash HITP Header Renote Code Bxecution g 1
198.20.69.74  |[Lhited Sates 147.237.76. 198 |e. yohal an. i df . i | 13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
202.3.255.8 147.237. 77. 216 |French Fol ynesi a dover.idf.il GPL SCAN nmap TCP 8178
213.247.63.11 |147.237.77. 176 |Net her | ands nat pash. i of .i SQ Injection - Select From 293
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 64
50.59.103. 190 |147.237.77.216|Wited Sates dover.idf.il SQ Injection - Select Fom 27
46.19. 85.5 147.237.76. 42 |[Israel refuah.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 23
50. 31. 134. 53 147.237.77. 216 |Wited Sates dover.idf.il SQ Injection - Select From 19
62.210. 225. 135 |[147.237.77.74 |Rance lawidf.il SQ Injection - Select Fom 12
87.106. 184. 160 |147.237.77.74 |Ger many lawidf.il SQ Injection - Select From 12
67.216.79.204 |147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 12
94.23.17.208 147.237. 77. 233 |France atal.idf.il SQ Injection - Select Fom 11
74.86.47.2 147.237.77. 233 |lhited Sates atal.idf.il SQ Injection - Select From 11
188. 165. 250. 173|147. 237. 77. 74 |France lawidf.il SQ Injection - Select From 6
23.91.127.130 |147.237.77.233|lhited Sates atal.idf.il A Injection - Select From 6
198. 143. 164. 221(147. 237. 72. 166 |Lnited Sates aka.idf.il SQ Injection - Select From 6
94.245.88.135 [147.237.77.74 |United K ngdom lawidf.il SQ Injection - Select From 5
176.12. 146. 116 |147.237.76.30 |Israel hi nush. i df .i | EI' DOS Large anount of TGP ZeroWndow - Possi bl e 5
Nki |l er2 DDos attack
176.12. 143. 148 |147.237.0.19 |israel nedi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 5
171. 250. 100. 141(147. 237.0.34 |Metnam tikshuv.idf.il ET SCAN Potential SSH Scan 4
93. 89. 16. 110 147. 237. 77. 216 | Tur key dover.idf.il A Injection - Select From 4
41.185. 31. 40 147.237.76.42 |South Arica refuah.idf.il SQ Injection - Select From 4
171. 250. 100. 141(147.237.0.15 |Metnam kosher-kravi .idf.il ET SCAN Potential SSH Scan 3
80.246.136.41 [147.237.0.19 |lIsrael nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 3
50. 62. 58. 201 147.237.76.86 |[Lhited Sates navy.idf.il SERVER- WEBAPP backup access 3
176. 13. 6. 206 147. 237. 77. 233 |1 srael atal.idf.il EI' DOS Large anount of TGP ZeroWndow - Possi bl e 3
Nki |l er2 DDos attack
218.87.111. 117 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 3
66.249.78.146  |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 3
50.59.103. 190 |147.237.77. 216 |Wnited Sates dover.idf.il ET VBB SERVER SQi - SHLECT and sysobj ect 3
218.87.111. 117 |147.237.77.178|Chi na e. mat pash. i df .i | ET SCAN Potential SSH Scan 3
171. 250. 100. 141|147.237.0. 16 [\ et nam ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 3
66.249. 93.253 |147.237.76.30 |Lhited Sates hi nush. i df .i | ET SCAN NVAP -sA (2) 3
31.184.242.17 |147.237.77. 216 |Russi an Federation dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 2
66.249. 75.227 |147.237.77.176|Wited Sates nat pash. i of .i ET SCAN NVAP -sA (2) 2
93.174.93.100 |147.237.76. 200 |Net her | ands eitan aka.idf.il ET SCAN Potential SSH Scan 2
218.87.111. 117 |147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 2
92.252.167.222 |147.237.76. 196 |Russi an Federation e.svivaidf.il ET SCAN Potential SSH Scan 2
50. 31. 134. 53 147.237.77. 216 |Wnited Sates dover.idf.il ET VBB SERVER SQi - SHLECT and sysobj ect 2
218.87.111. 117 |147.237.76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 2
218.87.111. 117 |147.237.0.19 |China medi matal .idf.il ET SCAN Potential SSH Scan 2
54.224.149.230 |147.237.77.216|lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 2
37. 8. 105. 90 147.237.77. 176 g‘ijcisgiigéa” Territory:  \at pash. i of . il ET SCAN NVAP -sA (2) 2
93.174.93.100 |147.237.76.30 |Netherlands hi nush. i df .i | ET SCAN Potential SSH Scan 2
218. 65. 30. 23 147. 237. 76. 147 |Chi na chi nuch. aka. i df . | ET SCAN Potential SSH Scan 2
54.72.144.153 |147.237.77.216|Irel and dover.idf.il Tehila - Perl LWP with fake user agent 2
50. 31. 134. 53 147.237.77. 216 |Lhited Sates dover.idf.il ET VEB_SERVER ATTACKER SQUi - SELECT and Schena 2
Col umms
66.249.78.230 |147.237.77.243|Wited Sates nobi | e.i df .il ET SCAN NVAP -sA (2) 2
218. 65. 30. 23 147. 237. 77. 205 |Chi na prisha. idf.il ET SCAN Potential SSH Scan 2
218.87.111. 117 |147.237.8.46 |China e. chinuch.idf.il ET SCAN Potential SSH Scan 2
176.12.146. 222 |147.237.76.30 |Israel hi mush. i df . ET DCS Large anount of TCP ZeroWndow - Possibl e 2
Nki |l er2 DDos attack
171. 250. 100. 141(147.237.0.19 |Metnam madi matal .idf.il ET SCAN Potential SSH Scan 2
66. 249. 69. 42 147.237.77. 216 |Whited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Sig nature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20587
41. 46.195. 143  |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7469
23.27.248.223 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2328
46.32. 215, 141 glcisgi':('ja” Tertitory.l1 47 237.77. 216 |dover. i of . i drop First packet isn't SWN drop 2235
41.45.159.5 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2234
46. 116. 224. 60 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1425
82.145. 211. 109 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1387
209.88.198.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1339
185. 28. 155. 17 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1262
41. 46. 62. 119 Egypt 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 1100
31.223. 128. 197 if;;goi?ﬂa 147. 237. 77. 216 |dover. i df . i | drop Frst packet isn't SIN drop 1056
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1010
213.57.132.232 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 901
202. 3.255.8 French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 791
54.187.55.213 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 781
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 734
110.92.98.1 S ngapor e 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 732
. o Streaning Engine: TCP Inval i d segnent
79.180. 27. 103 |l srael 147.237.76. 200 |eitan.aka.idf.il . .. retransmssi on. Packet drop 624
Inval i d Retransm ssi on
dr opped.
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 606
46. 19. 86. 139 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 581
. o Streaning Engine: TCP Inval i d segnent
66. 249. 69. 34 Lhited Sates 147.237.77. 216 |dover.idf.il . .. retransmssi on. Packet drop 573
Inval i d Retransnission
dr opped.
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 557
170. 252. 248. 200|Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 556
31.168.171. 134 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 552
, o S reaning Engi ne: TCP Inval id segnent
66. 249. 69. 42 Lhited Sates 147.237.77. 216 |dover.idf.il . .. retransmssi on. Packet drop 534
Inval i d Retransm ssi on dr opped.
37.8.61. 210 g‘ilcisgi':('ja” Tertitony,l1 47 237.77. 216 |dover. i of . i drop First packet ismt SWN drop 533
. L Streaning Engine: TCP Ivalid segnent
66. 249. 69. 26 Lhited Sates 147.237.77. 216 |dover.idf.il . .. retransmssi on. Packet drop 532
I'nvalid Retransnission dr opped.
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 506
79.177.55. 244 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 500
2.54.184.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 499
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 492
37. 236. 228. 25 Iraq 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 474
85.31.3.11 Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 451
193. 188. 156. 18 |Sweden 147.237.77. 176 |nat pash. i df . i dr op First packet isn't SYN drop 444
94.249.211. 142 |Ger many 147.237.77. 74 [lawidf.il drop First packet isn't SW drop 420
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 407
176. 223.80. 77  |Ger many 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 403
176. 223. 84. 67 Cer many 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 382
82.211.18.138 |Ger many 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 381
176. 223. 81. 161 |Ger many 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 380
82.211.18. 123 Cer many 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 372
94.249.211. 60 |Ger many 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 358
. o Streaning Engine: TCP Inval i d segnent
37.26. 146. 200 | srael 147.237.76. 200 |ei tan. aka. i df .i | . .. retransmssi on. Packet drop 342
Invalid Retransnission
dr opped.
105. 158. 178. 255|Mor occo 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 341
89. 138. 220. 185 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 336
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 331
82.211.18.69  |Germany 147.237.77. 226 "‘:‘"IW chamatz. aka. idf |4 o First packet ismt SWN drop 330
46.248.223.12  |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 327
176. 223.82.30 |Ger many 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 322
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 315




09-21-2015-00:00:09 to 09-22-2015-00:00:09

|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site Sgnature Action ‘Count
176. 12. 143. 148 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 5971
2.54.159. 69 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 4945
176.13.0.255 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 2519
79.176.57.203 | srael 147.237.0.19 |madimatal .idf.il gg?l'\%]y;fzége Sane Response (bde (404) in Session from B ock 2430
2.54.22.12 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 1919
80. 246. 136. 41 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 1710
80. 246. 136. 107 |l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 1665
185. 32. 179. 113 [l srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 1307
176.12.151. 34 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 1179
176.13.18.74  |Israel 147.237.0.19 |madimatal .idf.il I?Z.'\g?ylgihe Sane Response (bde (404) in Session from Bl ock 1179
176. 12. 140. 191 |l srael 147.237.0.19 |nadi matal .idf.il I‘;‘;_'\gylfé_ tlgi Sane Response (bde (404) in Session from Bl ock 1059
79.180. 27. 103 |l srael 147.237.76.200|eitan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 691
176.13.3.112 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 648
80. 246. 136,20 |Israel 147.237.0.19 |nadi matal .idf.il ;8?2'\4’%[?3’1;; ;ge Sane Response (bde (404) in Session from Bl ock 601
109. 65. 124. 173 |l srael 147.237.72.167|i shuri maka. i df . i|Distributed Too Many of the Sane Response Code (404) B ock 586
87.69.17.251 |israel 147. 237.76. 200 |ei t an. aka. i df . i | ;‘;f’gf‘ly?_ozfsihe Sane Response (bde (404) in Session from Bl ock 513
46.19.85.148 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 405
46. 19. 86. 50 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 396
66.249.78.62 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 378
66.249.78.76 |[Israel 147.237.72.166|aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 341
157.55.39.237 |lWnited Sates [147.237.72.166|aka.idf.il Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 333
207.46.13.182 |lhited Sates  [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 333
72.9.148.10  |Wited Sates  |147.237.76.86 |navy.idf.il muzgsg' B e e/ navy. aspx. aspx B ock 324
66.249.78.69 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 315
66. 249. 67.216 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 306
176.13.16. 163 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 306
66. 249. 67. 208 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 297
66. 249. 67. 224 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI Sessi ons: Lhknown Server Certificate None 297
157.55.39. 231 |lhited Sates [147.237.72.166|aka.idf.il Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 288
46.19. 86. 97 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 270
68. 180. 229. 239 |Lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 243
46.10.85.32  |Israel 147.237.0.19 |nadimatal .idf.il Zg?l':%cgzthe Sane Response (bde (404) in Session from Bl ock 207
66.249. 78.240 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 207
66.249.69. 42 |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 42 Bl ock 198
66. 249.93. 174 |l srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 189
176.12.141. 188 |Israel 147.237.0.19  [nadi matal .idf.il|jo0 "M, Of the Same Fesponse Code (404) Tn Session from Bl ock 189

176.12. 141. 188

212.179.21. 194 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 189
66.249. 78. 141 |Israel 147.237.72. 156 |arman. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 180
54.187.55.213 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 171
66.249.78.134 |Israel 147.237.72. 156 [anan. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 171
66.249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 171
59. 174. 166. 143 |Chi na 147.237.77.216|dover. i df .il Mil tiple Uauthorized URL Access from59. 174. 166. 143 Bl ock 153
66.249. 78. 148 |l srael 147.237.72. 156 [anan. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 153
66.249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 153
84.94.180.91 |[lIsrael 147.237.72. 156 |aman. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 153
212.143.3.44  |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 152
66.249. 93. 166 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 144
66.249.78.2 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 135
66.249.78.9 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 135
66.249. 78. 234 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 135
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