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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
66.249. 78.9 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 23554
66. 249. 78. 254 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 23381
209. 166. 81. 254 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 20316
66. 249. 78. 2 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 17090
128. 242. 249. 10 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 12269
36. 80. 119. 148 | ndonesi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 9941
104. 6. 136. 124 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 9025
183. 171. 168. 200 Ml aysi a 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 5901
192. 249. 64. 249 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 5880
66. 249. 67. 45 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 4083
37.140. 188. 78 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4007
125. 25. 10. 125 Thai | and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3722
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3219
87. 69. 55. 77 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 3080
187. 180. 14. 37 Brazil 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2993
66. 249. 64. 97 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 1733
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 1324
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1050
82.211.18. 127 Cer many 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 755
176.13.21. 4 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 448
66. 249. 69. 26 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 423
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 277
37. 26. 148. 231 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 245
220.181.108. 108 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn|drop 199
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 175
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 151
66. 249. 69. 34 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 107
81.218. 241. 25 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 103
37.26. 147. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 75
220. 181. 108. 84 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn|drop 69
37.26.147. 185 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 66
84.108. 185. 140 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 64
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 63
37.26.147. 185 | srael 147.237.77.216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i forvard 61
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 52
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 51
177.232.54. 25 Mexi co 147.237. 76. 148 ggcenter. aka.idf.il Bl ock_UWp Al _Nets drop 38
185. 32.179. 139 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 30
176. 12. 139. 24 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 28
212.143. 3. 44 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 25

46. 19. 85. 60 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 23
79.177.173. 81 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 21
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 21
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 21

46. 120. 75. 206 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20

46. 120. 75. 206 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 20

79. 180. 209. 247 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 18
79.178.127.176 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 18
109. 65. 6. 174 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 17
109. 64. 170. 31 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 15
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature

112.54.80.101 |China 147.237.77. 216 |dover.i df .i | Cl000108: HTTP. Trying to | ocate existing FQeditor B ock 13
112.54.80.101 |China 147.237.77. 216 |dover . i df .i | 0854: HTTP. upl oad* Access B ock 7
62.219.229.77 |lIsrael 147.237.0.34 |tikshuv.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 7
195. 140. 210. 83 |Ger nany 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 7
78.129.243.85 |United Kingdom |[147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 6
64.186. 146. 196 |Lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ. Injection Variable Decl aration Bvasion B ock 5
81.218.118.126 |[Israel 147.237.77. 216 |dover.i df .i | C1000004: HTTP. options method (M crosoft) B ock 5
158. 85. 253. 245 |Lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 4
202. 146. 209. 164|Australia 147.237.72. 166 [aka. i df . i | 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
176.13.8.79 I srael 147.237.77. 216 |dover.i df .i | C1000004: HTTP. options method (M crosoft) B ock 4
37.61.201.161 |Ger many 147.237.72. 166 [aka. i df . i | 3808: HITP. SQ Injection Variable Declaration Evasion B ock 4
37.205. 0. 60 Tur key 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
79.178.191.115 [israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options method (M crosoft) B ock 4
158. 85. 253. 245 |thited Sates 147.237.77.74 |lawidf .il 3808: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 4
158. 85. 253. 245 |Lhited Sates 147.237.77. 216 |dover.i df .i | 3808 HIMP. SQ Injection Variable Declaration Evasion B ock 4
23.91.122. 26 Lhited Sates 147.237.72. 166 [aka. i df . i | 3808: HITP. SQ Injection Variable Declaration Evasion B ock 4
82.80.198.164 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
41.185. 31. 40 South Africa 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
96. 48. 22. 37 Canada 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 4
213.151.41.128 [Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 3
95.215.227.115 |United Kingdom |[147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 3
31.168. 146. 194 |[Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options method (M crosoft) B ock 2
87.69. 82. 29 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
52.1.90.117 Lhited Sates 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 2
109. 64. 210. 8 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options method (M crosoft) B ock 2
212.143. 137. 220l srael 147.237.77. 216 |dover . i df .i | Cl000122: HITP. Access to - .exe or .dl| Per nit 2
81.218.141.66 |[lIsrael 147.237.77. 226 :A:NW chamat z. aka. i df . C1000004: HTTP: options nethod (M crosoft) B ock 2
212.179.150. 17 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock
192.117.178.86 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock
77.222.56.203 gz::;”i on 147.237.77.216|dover.i df .i | 20114: HITP. PHP Malicious Archive File Transfer Bl ock 2
212.179. 221. 214|l srael 147.237.77. 216 |dover . i df .i | C1000004: HTTP. options nethod (M crosoft) B ock 2
80. 178. 24. 94 I srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
199.58.86.209 |Uited Sates 147.237.77. 216 |dover.i df .i | C1000106: HTTP:. naj estic bot B ock 1
195. 140. 210. 83 |Ger many 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SALECT) B ock 1
78.129.243.85 |Wnited Kingdom |147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
46.17. 46. 107 gs::;”i on 147.237.77.74 |lawidf.il \13&:; abkinl_ir?y Vérdrress Theme Divi Drectory Traversal B ock 1
114.250. 76.63 |China 147.237.77.179|e. nazi . i df . i | 13840: TLS (penSSL Heartbeat Packet Bl ock 1
2.93.82.93 gz::;”ion 147.237.76.38 |e.e.neitav.idf.il gfs;: LS (penSS. Encrypt ed/ Lhencrypt ed Heart beat Per nit 1
106. 38. 241. 118 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
81.182. 78. 36 Hungar y 147.237.77. 216 |dover.i df .i | C1000106: HTTP. maj estic bot B ock 1
64.186.146.196 [Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
217. 194. 203. 139]l srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
93.172.156. 211 |[lIsrael 147.237.77. 170 |n@ar achot . i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
197.0.104. 71 Tuni si a 147.237.77. 216 |dover.i df .i | 10714: HITP. Netsparker Security Scanner B ock 1
78.129.243.85 |United Kingdom |[147.237.77.74 |lawidf.il 9785. HITP. SQ Injection (Referer Header) B ock 1
134.90.58.141 |Georgia 147.237.77. 216 |dover.i df . i | 12580: HITP: SQ Injection (Qookie Header) B ock 1
2.93.82.93 gj::;”ion 147.237.77.179|e. nazi . i df . i | gcslfelt: LS QpenSS. Encrypt ed/ Lhencrypt ed Heart beat Per nit 1
176. 36. 80. 39 Werai ne 147.237.72. 166 |aka. i df . i | C1000106: HTTP. maj estic bot B ock
66.176.172. 168 |[Lhited Sates 147.237.77. 216 |dover.i df .i | Q008: HTTP. Xenu User Agent B ock

114. 250. 76. 63  |Chi na 147.237.76.38 |e.e.neitav.idf.il 13840: TLS (enSSL Heartbeat Packet B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
202.3.255.8 147.237. 77. 216 |French Fol ynesi a dover.idf.il GPL SCAN nmap TCP 7712
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 50
176.12.145.80 [147.237.76.30 |Israel hi nush. i df . i ET DO Large amount of TGP ZeroWndow - Possi bl e 13
Nki |l er2 DDos attack
195. 140. 210. 83 [147. 237. 77. 233 |Ger many atal.idf.il A Injection - Select From 13
2.52.26.238 147. 237. 72. 156 I srael aman. i df.il PCLI CY- OTHER TCP packet with urgent flag attenpt 12
64.186. 146. 196 |147.237.76.42 |Lhited Sates refuah.idf.il S Injection - Select Fom 8
202. 146. 209. 164 (147. 237. 72. 166 |Austral i a akaidf.il A Injection - Select From 8
23.91.122. 26 147.237.72. 166 |Lhited Sates aka. idf.il SQ Injection - Select Fom 6
158. 85. 253. 245 [147.237.77. 216 |Wited Sates dover.idf.il S Injection - Select Fom 6
66. 249. 64. 97 147.237.77. 170 |Lhited Sates maar achot . i of .i | ET SCAN NVAP -sA (2) 6
158. 85. 253. 245 |147.237.77. 233 |Wnited Sates atal.idf.il SQ Injection - Select Fom 6
158. 85. 253. 245 |147.237.77.74 |Wited Sates lawidf.il S Injection - Select Fom 6
78.129.243.85 [147.237.77.74 |united Ki ngdom lawidf.il SQ Injection - Select From 6
95. 215, 227. 115 |147.237.77.74 |United K ngdom lawidf.il SQ Injection - Select From 6
41.185. 31. 40 147.237. 77. 233 |South Arica atal.idf.il S Injection - Select Fom 5
66.249.81.168 |147.237.77.233|lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 4
176.13.7.237  |147.237.76.30 |israel hi nush. i df . i ET D05 Large amount of TCP Zerowndow - Possible |,
Nki |l er2 DDos attack
176.12. 146. 116 [147.237.76.30 |Israel hi nush. i df .i | EI' DOS Large anount of TGP ZerowWndow - Possi bl e 3
Nki |l er2 DDos attack
176.13.4.188  |147.237.76.30 |Israel hi nush. i df . i ET D05 Large anount of TCP ZerowWndow - Possible |,
Nki |l er2 DDos attack
66.249.81.205 |147.237.76.30 |Lnited Sates hi nush. i df .i 1 ET SCAN NVAP -sA (2) 3
217. 8. 253. 56 147.237. 72. 166 |Lhi ted Ki ngdom aka.idf.il SERVER- WEBAPP backup access 2
66.249.78.166 |147.237.77.216|Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
193. 105. 134. 220|147. 237. 72. 14 |Sweden dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 2
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TCQP O stributed Portscan 2
66.249. 75.235 |147.237.77.176|Wited Sates nat pash. i of . i ET SCAN NVAP -sA (2) 2
2.60. 37.226 147.237. 76. 176 |Russi an Federati on test.ncore.idf.il ET SCAN Potential SSH Scan 2
87.68. 45. 11 147.237.77. 216 |I srael dover.idf.il portscan: TGP DO stributed Portscan 2
159. 122. 67. 155 |147. 237. 76. 202 |Net her | ands e.halag.idf.il ET SCAN Potential SSH Scan 2
66.249. 65. 230  |147.237.76.30 |Lnited Sates hi nush. i df .i 1 ET SCAN NVAP -sA (2) 2
218.87.111. 117 |147.237.76.86 |China navy. i df . il ET SCAN Potential SSH Scan 2
66.249. 85.221 |147.237.77.216|W0ited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
37.142.242.94 |147.237.72. 166 |l srael aka idf.il ET SCAN NVAP -sA (2) 2
66.249.81.172 |147.237.77.233|lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
94.102. 49. 102  |147.237. 77. 243 |Net her | ands nobi | e.idf il ET SCAN Potential SSH Scan 2
66.249. 78.254 |147.237.72. 166 |Wited Sates aka idf.il ET SCAN NVAP -sA (2) 2
218. 65. 30. 23 147.237.8.50 |China e tikshuv.idf.il ET SCAN Potential SSH Scan 2
2.60. 37. 226 147. 237. 76. 201 |Russi an Federati on e.aa.idf.il ET SCAN Potential SSH Scan 2
66.249. 78. 76 147.237.72. 166 |Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
37.8.20. 127 147.237.77. 176 g‘ijcisgiigéa” Territory, | at pash, i . i1 ET SCAN NVAP -sA (2) 2
66.249. 64. 102  |147.237.77.170|Wited Sates n@ar achot . i df .i 1 ET SCAN NVAP -sA (2) 2
218.87.111. 117 |147.237.76. 148 |Chi na gocenter. aka. i df .il ET SCAN Potential SSH Scan 2
66. 249. 64. 92 147.237.77. 170 |Wnited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 2
176. 13.5. 235 147.237.76.30 |[Israel hi nush. i df .i | EI' D5 Large amount of TGP ZeroWndow - Possi bl e 2
Nki |l er2 DDos attack
46.120. 164. 180 |(147.237.72. 166 |l srael aka idf.il portscan: TGP O stributed Portscan 1
199. 203.59. 121 [147.237.0.17 |israel mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
2.54.128. 35 147.237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
159. 122. 67. 155 |147.237.76.34 |Netherl ands yohal an. i df .| ET SCAN Potential SSH Scan 1
93.172. 140. 211 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
176. 228. 186. 122|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
94.102.49.105 |147.237.0.33 |Netherl ands idf.il ET SCAN Potential SSH Scan 1




09-20-2015-00:00:01 to 09-21-2015-00:00:01

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘S te ‘Slgnature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 12306
31.168.169. 122 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2784
77.125.117.24 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2208
54.187.55.213 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 1632
37.26.148.231 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 1545
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1350
213.204.127. 38 |Lebanon 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1341
202. 3. 255. 8 g)le;‘rfgsi . 147. 237.77. 216 |dover. i df il |drop First packet ismt SWN drop 897
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 871
192.249.64. 249 |Uhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 853
5.29.76.127 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 806
Sreamng Engine: TCP Invalid i i ssi
79.182.99.184 | srael 147. 237.76. 200 |ei tan. aka. i df . | 9 =g nvalid segnent retransmssion. drop 774
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 707
52. 16. 5. 197 Lhited Sates |147.237.77.216 [dover.idf.il |drop Frst packet isn't SYN drop 683
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 674
87.69.55. 77 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 605
168. 235. 197. 149|thited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 597
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 587
31.154.148.49 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 557
2.52.191.75 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 535
82. 80. 144. 36 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 534
89. 138. 220. 185 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 513
2.54.13. 243 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 492
Sreaming Engine: TCP Invalid i i ssi
66.249.78.173 |Uited Sates |147.237.77. 216 |dover. i df i 9 =g Inval i d segnent retransmssi on. drop 490
Ret r ansm ssi on Packet dr opped.
125.25.10. 125 |Thail and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 490
85. 65. 76. 205 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 449
50. 87. 144. 145 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 427
188.247.74. 190 |Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 426
5. 28. 166. 159 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 420
Sreanming Engine: TGP Invalid i i Ssi
77.126.232. 126 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Inval i d segnent retransmssi on. drop 420
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.166 |lited Sates |147.237.77.216 |dover.idf. il 9 =g Invalid segnent retransmssion. drop 408
Ret r ansni ssi on Packet dr opped.
212. 150. 37. 22 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 407
37.26.146.210 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 398
Sreamng Engine: TCP Invalid i i ssi
66.249.78.159 |Wnited Sates |147.237.77.216 |dover.idf.il 9 =g nvalid segnent retransmssion. drop 394
Ret r ansni ssi on Packet dr opped.
176. 106. 227. 210|I srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 324
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 294
199. 203. 215. 1 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 287
212.117.136.7 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 287
46. 19. 85. 98 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 265
157.55.39.208 |Uhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 265
109. 65. 6. 174 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 260
81.218.174.241 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber moni t or 256
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 252
38.111.147.88 |lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 246
54.244.22.103 |Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 241
Sreaming Engine: TCP Invalid i i ssi
79.182.120. 138 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nvali d segnent retransmssi on. drop 234
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i Ssi
109. 65. 119. 173 |[israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nval i d segnent retransmssi on. drop 231
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
66.249.69.34  |Wited Sates |147.237.77.216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 224
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i Ssi
109. 66. 34. 204 I srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nval i d segnent retransmssi on. drop 222
Ret r ansmi ssi on Packet dr opped.
172.56. 31. 124 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 221
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Devi ce

A tacker

ount ry ‘Target Address |[Site Sgnature Action ‘Count
185.32.179.56 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 8598
2.54.163.56  |Israel 147.237.0.19 |nadimatal .idf.i ;Og Jfﬁ%?;;he Sane Response (pde (404) in Session from Bl ock 4907
149.78.146. 24 |l srael 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Same Response Code (404) B ock 3814
2.54.41.33 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 3345
84.109.33.11 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 3204
2.54.9, 229 I srael 147.237.0.19 |nadimatal .idf.i ‘2I'oc5) 4'_“;“'22(3 the Same Response Code (404) in Session from Bl ock 2858
46.19.86.182 |Israel 147.237.0.19 |nadimatal .idf.i Zg‘_jl'\:%ys_oiig;he Sane Response (pde (404) in Session from Bl ock 1787
79.177.118.51 |[Israel 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Same Response Code (404) B ock 1765
37 142.106. 25 |1 srael 147.237.0.19 |madimatal .idf. i ':I;t;?ll\g?ylgél ;ls1e Sane Response (ode (404) in Session from B ock 1035
176.13.0.22  [Israel 147.237.0.19 |nadimatal .idf.i I‘;Z '\g%gzthe Sane Response (bde (404) in Session from Bl ock 1026
46.19. 86. 125 | srael 147.237.0.19 |madimatal .idf.i Ig?l'\;%ye_oizéhe Sane Response (ode (404) in Session from B ock 963
5.29.72.200  |israel 147.237.0.19 |nadimatal .idf.i ;ogg'\";gy 2°c‘;9the Sane Response (bde (404) in Session from Bl ock 711
185. 32. 179. 181 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 693
176.13.11. 127 [ srael 147.237.0.19 |nadimatal .idf.i Eg '\g?yllo_flg;'e Sane Response (bde (404) in Session from Bl ock 630
207.46.13.182 |lLhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: Lhknown Server Certificate None 521
66.249. 67. 216 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: Lhknown Server Certificate None 459
207.46.13.56 |lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 450
66. 249. 67. 224 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: Lhknown Server Certificate None 441
72.9.148.10  |Wited Sates  [147.237.76.86 |navy.idf.il m“;gs;' e e navy. aspx. aspx B ock 414
66. 249. 67. 208 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 396
66.249.78.62 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: Lhknown Server Gertificate None 369
66.249.78.69 |lsrael 147.237.72. 166 |aka. i df . i | Wntraceabl e S Sessi ons: Lhknown Server Qertificate None 369
66.249.78.76 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 369
157.55.39.121 |Wited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: Lhknown Server Gertificate None 323
68. 180. 229. 239 |Lhited Sates 147.237.72. 166 |aka. i df . i | Wntraceabl e S Sessi ons: Lhknown Server Qertificate None 306
66.249.93.174 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 279
37.26.148.142 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 261
66.249.78.9 I srael 147.237.72. 166 |aka. i df . i | Wntraceabl e S Sessi ons: Lhknown Server Qertificate None 261
66.249. 78.240 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 261
68. 180. 229. 173 |Lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 261
79.182.99.184 |Israel 147.237.76. 200 |ei tan. aka. i df . i | ;g(_’l'\ézr?yggléze Sane Response (bde (404) in Session from Bl ock 261
207.46.13. 8 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: Lhknown Server Gertificate None 252
66.249. 78. 254 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: Lhknown Server Certificate None 225
66.249. 93. 166 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 225
66.249.93.170 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: Lhknown Server Gertificate None 225
176.13. 3. 12 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 221
84.94.180.91 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 216
66.249.69.31 |lsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e S Sessi ons: Lhknown Server Certificate None 189
66.249. 78. 2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: Lhknown Server Certificate None 189
66.249. 78. 234 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 189
212.179. 21. 194 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: Lhknown Server Gertificate None 180
79.182.100. 43 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: Lhknown Server Certificate None 171
66.249.69.39 |lIsrael 147.237.72. 156 |aman. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 162
84.228.230.77 |Rulgaria 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: Lhknown Server Certificate None 162
31.186.228.93 |United Ki ngdom|147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: Whknown Server Certificate None 153
46.19.86.217 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 153
68.180.228.38 |lLhited Sates 147.237.72. 156 |anan. i df . i | Lhtraceabl e S Sessi ons: Lhknown Server Gertificate None 153
31.186.228.30 |United Ki ngdom|147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: Whknown Server Certificate None 144
46.19.85.126  |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 144
46. 19. 86. 46 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: Lhknown Server Gertificate None 144

09-20-2015-00:00:01 to 09-21-2015-00:00:01




