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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66.249. 78.9 Lhited Sates 147.237. 72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 7857
66. 249. 69. 34 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 3656
54.224.21. 23 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 3022
66. 249. 78. 97 Lhited Sates 147.237.72. 166 aka.idf.il |TCQP handshake violation, first packet not syn drop 2820
66. 249. 78. 2 Lhited Sates 147. 237. 72. 166 aka.idf.il |TCQP handshake violation, first packet not syn drop 2425
66. 249. 78. 254 Lhited Sates 147.237. 72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 2051
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1938
66. 249. 78. 153 Lhited Sates 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 722
168. 63. 200. 167 Lhited Sates 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 504
149. 202. 112. 62 Ger nany 147.237.77. 216 dover.idf.il|TAP Scan (vertical) drop 312
149. 202. 112. 62 Ger many 147.237.77.216 dover. i df.il|\Véb- et c/ passwd- D r - Tr aver sal dest - r eset 234
46. 19. 85. 84 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 219
92. 44.25. 118 Tur key 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 191
2.54.173. 245 | srael 147.237.72. 166 aka.idf.il |Anomal y-TLS renegotiation-di dest - r eset 72
37.26. 149. 244 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 43
10.0.0.3 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 38
185. 32. 179. 221 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 33
193. 109. 199. 34 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il|Block |p Vb In drop 28
0.0.0.0 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 25
2.54.14.0 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 24
31.210.186. 163 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 22
10.0.0.4 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 22
0.0.0.0 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 22
79.181.116. 183 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 20
172.19. 3. 242 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 20
79.181. 53. 254 | srael 147.237.72. 166 aka.idf.il |Anonal y-SS.-renegotiation-Qi dest - r eset 19
46.19. 86. 247 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 18
5.29.164.9 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 18
84.95. 212. 217 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 14
10.0.0.1 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 14
10.0.0.9 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 14
10.0.0.5 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 13
10.0.0.2 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 12
37.26.149. 169 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 12
84.228. 17. 207 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 12
185. 32. 179. 99 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 12
192.168. 1. 6 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 11
46.121.99. 138 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 11
2.52.43.11 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 7

37. 26. 149. 228 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 7
84.108. 101. 92 | srael 147.237.72. 166 aka.idf.il |B ock Udp Al Nets drop 6
2.54.61.73 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 6
149. 202. 112. 62 Cer many 147.237.77. 216 dover.idf.il|HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 6
192. 168. 14. 94 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 6
10.0.0.8 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 6
178. 216. 252. 31 Cech Republic 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 6
176. 13. 13. 25 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 6

46. 19. 86. 93 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 6
77.127.52.234 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 6

46. 120. 218. 47 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 6
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|Top Attackers In IPS|

Attacker Address |Attacker CQountry|Target Address |Site Sgnature

194. 114. 146. 227|I srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 24
80.230.87.119 [Israel 147.237.72. 166 [aka. i df . i | 13840: TLS (enSSL Heartbeat Packet Bl ock 12
36. 71. 215. 66 | ndonesi a 147.237.77.216|dover. i df . i | 13444: HTTP: What V@b User - Agent Header B ock 5
216. 201. 148. 210|lnited Sates 147.237.77.74 |lawidf.il 12715: HITP. Bind SQ Injection in WR B ock 4
74.208.133.60 |lhited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variable Decl aration Evasion B ock 4
213.229.119.98 |United Kingdom |147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 4
212.97.133.238 |Denmark 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
213.246.49.97 |France 147.237.77.233|atal .idf.il 12715: HITP. Bind SQ Injection in WR B ock 3
87.106.179.116 |Ger many 147.237.72. 166 |aka. i df . i | 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 3
213.179.60.10 |United Kingdom |147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 3
84.111.224.83 |[Israel 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 2
109. 65. 164. 202 |Israel 147.237.0.34 |tikshuv.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
41.185. 31. 40 South Africa 147.237.0.34 |tikshuv.idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 1
89.163. 148.58  |Ger many 147.237.72. 166 [aka. i df . i | C1000106: HTTP. naj estic bot Bl ock 1
5. 28. 156. 217 I srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
213.179.60.10 |United Kingdom |147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SALECT) B ock 1
149. 202. 112. 62 |Ger many 147.237.77. 216 |dover.idf .il 9221: HTTP. PUT Method Execution over HTTP/ \bDAV Bl ock 1
41.185. 31. 40 South Arica 147.237.0.34 |tikshuv.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
194.201.253.5 |United Kingdom |147.237.77.74 (lawidf.il Q025: HITP. access to administrator/index. php -> Quarantine |B ock 1
93.95.216.168 |[Italy 147.237.77. 176 |mat pash. i df . i | Q025: HITP. access to adninistrator/index. php -> Quarantine |B ock 1
77.222.96. 42 :Zj;”ion 147.237.77. 216 |dover.idf .il 12580: HITP. SQ Injection (Cookie Header) B ock 1
23.91.121.130 |lnited Sates 147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 1
149. 202. 112. 63 |Ger many 147.237.77.216|dover. i df .i | 9221: HTTP: PUT Method Execution over HTTP/ VébDAV B ock 1
84.111.232.221 |Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
60.242.88.231 [Australia 147.237.77. 216 |dover.idf . il C1000004: HTTP. options nethod (M crosoft) B ock 1
212.35.188. 44 :Zg::tnim 147.237.77. 176 |mat pash. i df . i | 12580: HITP. SQ Injection (Qookie Header) B ock 1
94.23.2.218 France 147.237.76.42 |refuah.idf.il Q025: HITP. access to administrator/index. php -> Quarantine |B ock 1
78.137.12.229 |kraine 147.237.77. 216 |dover.idf .il 12580: HITP. SQ Injection (Cookie Header) Bl ock 1
160. 16. 82. 116  |Japan 147.237.77. 176 |mat pash. i df . i | 9221: HTTP: PUT Method Execution over HTTP/ V¢bDAV B ock 1
62.210. 225. 135 |France 147.237.76.31 |nakchal .idf.il 3808: HITP. SQ Injection Variabl e Declarati on Evasion B ock 1
96.44.187.133 |lwiited Sates  |147.237.77.226 :A:MN chanat z. aka. i df \1/37;?;13:1113 G\ Bash HTTP Header Remote Code Bxecution g 1
79.134.218. 10 gz::;”ion 147.237.76.86 |navy.idf.il 5119: HITP. Qoss Ste Scripting (HTM in HITP Headers) B ock 1
41.45.244.234 |Egypt 147.237.77. 216 |dover.idf .il 5141: HTTP. Sgl map HTTP Request B ock 1
213.246.49.97 |France 147.237.77.233|atal .idf .il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 1
166. 62.93. 125 |Uited Sates 147.237.77.74 [lawidf.il Q025: HITP. access to administrator/index. php -> Quarantine |B ock 1
87.106.179. 116 |Ger many 147.237.72. 166 [aka. i df . i | 5670: HTTP. SQ Injection (SALECT) B ock 1
62.210. 225. 135 |France 147.237.76.31 |nakchal .idf.il 5670: HTTP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

202. 3. 255. 8 147.237.77. 216 gle;fgsia dover.idf.il  |GPL SCAN nnap TCP 14017
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il Tehila - Perl LW wth fake user agent 2789
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET VB SERVER PHP Renote F le Inclusion (nonster |ist http) 1933
149.202.112. 62 |147.237. 77. 216 |Ger many dover.idf.il SERVER WEBAPP renot e i ncl ude path attenpt 843
149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il  |SQL waitfor delay function - possible SQ injection attenpt 743
149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il ET VEB_SERVER MWSQL Benchrmark Command in LR to Consure Server 490
Resour ces
149.202.112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET WEB_SPEQ FI C_APPS Manbo Expl oi t 188
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 93
149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il S Injection - Paranoi d 86
149.202.112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET VEB_SPEA FH C APPS Generic phpbb arbitrary comvand attenpt 67
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il GPL VB SERVER / et ¢/ passwd 66
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il SERVER WEBAPP /et c/ passwd fil e access attenpt 64
149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il SERER IS Drectory transversal attenpt 58
149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il SERVER- VEBAPP /et c/ passwd fil e access attenpt 52
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il SERVER- WEBAPP cat %20 access 36
149.202.112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET VBB SERVER Expl oit Suspected PHP I njection Attack (cnu=) 36
149. 202. 112. 63 |147.237. 77. 216 |Ger many dover.idf.il ET VBB SERVER Poi son Nul | Byte 27
66.249. 64. 102  [147.237.77.170|lhited Sates [naarachot.idf.il|ET SCAN NVAP -sA (2) 26
149.202.112. 62 |147.237. 77. 216 |Ger many dover.idf.il SERVER- WEBAPP admi n. php access 23
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET WBB SERVER Poi son Nul | Byte 22
149. 202. 112. 62 |147. 237. 77. 216 |Ger nany dover.idf.il SERVER VEBAPP G apAgenda renote file include in index. php page 21
149.202.112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET WEB SEFRVER PHP BNV Super@obal in R 15
149.202. 112. 62 [147.237. 77. 216 |Ger many dover.idf.il LOCAL RUES - Request with the string install.phpinit 13
213.179.60.10 |147.237.77.233 E?i;;gom atal.idf.il S Injection - Select Fom 12
149. 202. 112. 62 [147.237. 77. 216 |Ger many dover.idf.il ET VBB SPEA H C APPS GeekLog Renote Fle Incl ude Vul nerability 12
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET VEB SFEd R C—AP,PS Vérkbench Survival Qi de Renote | ncl usi on 10
Attenpt -- headerfile. php path
149.202.112. 62 |147.237. 77. 216 |Ger many dover.idf.il SERVER- WEBAPP cal endar . php access 7
80. 230, 14. 91 147 237 77. 233 |1 st el atal il ET DO5 Large amount of TQP ZeroVWndow - Possibl e Nkiller2 DDos 7
at t ack
212.97.133.238 |147.237.77.74 |Denmark lawidf.il SQ Injection - Select From 6
74.208.133.60 |147.237.77.233|Whited Sates |atal.idf.il S Injection - Select Fom 6
213.246.49.97 |147.237.77.233|Fance atal.idf.il SQ Injection - Select From 6
23.91.121.130 |147.237.77.233|Wited Sates |atal.idf.il SQ Injection - Select From 6
87.106. 179. 116 |147.237.72. 166 |Ger nany aka.idf.il S Injection - Select Fom 6
62.210. 225. 135 |[147.237.76.31 |Fance nakchal .idf.il |SQL Injection - Select From 6
216.201. 148. 210|147.237.77. 74 |Uhited Sates |[lawidf.il SQ Injection - Select From 6
213.229.119. 98 |147.237.77.233 LK?i;gegom atal.idf.il SQ Injection - Select From 6
66. 249. 64. 92 147.237.77.170|Whited Sates |nmarachot.idf.il|ET SCAN NVAP -sA (2) 6
149. 202. 112. 62 |147.237.77. 216 |Ger many dover.idf.il ET VB__SPEO FI CAPPS Recly Feederat or add._t m;_p. php . 5
nosConf i g _absol ute _path paraneter remote fil e inclusion
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET _VB—SPEO FICAPPS Mirtuehart Googl © Base Component 5
adni n. googl ebase. php Renote F | e | ncl usion
149.202.112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET VB SERVER PHP SESSI ON Superdobal in R 5
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il  |SERVER- WEBAPP backup access 5
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET VB _SPEC FIl CAPPS PHPFi rst Post Rerete | ncl usi on ALt enpt 4
bl ock. php | ncl ude
41.185.31. 40 147.237.0.34 |South Africa |tikshuv.idf.il |SQL Injection - Select From 4
149. 202. 112. 62 |147. 237. 77. 216 |Ger many dover.idf.il SERVER- WEBAPP phf access 4
66.249.93.236 |147.237.76.86 |Uhited Sates [navy.idf.il ET SCAN NVAP -sA (2) 4
218.87.111. 117 |147.237.76.30 |China himsh.idf.il |ET SCAN Potential SSH Scan 4
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il ET VEB_SPEC FI C_APPS PHP phpM/Agenda root agenda Remote File 4
I ncl ude Attenpt
66.249.78.254 |147.237.72.166|Wited Sates [aka.idf.il ET SCAN NVAP -sA (2) 4
37.61.201.161 |147.237.77. 216 |Ger many dover.idf.il S Injection - Select Fom 3
149.202. 112. 62 |147.237. 77. 216 |Ger many dover.idf.il  |SERVER WEBAPP yabb access 3
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S te ‘Signature
109. 64. 215. 223 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13449
109. 64. 52. 41 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 3446
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2344
178. 216. 252. 31 gpij%ﬂ c 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2245
79.181. 116. 183 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2172
54.187.55.213 |Lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 1947
141.0.13. 199 Nor way 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1657
208.54.39.216 |Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 1452
109. 65. 167. 176 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 1316
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1285
77.127.32.175 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1249
77.125.117.24  |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 1170
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1043
212. 235.124. 227 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 992
79.179. 150. 182 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 957
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 942
192.249.64.249 [nited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 940
202. 3. 2565. 8 g)le;fgsi . 147.237.77. 216 |dover. i df.il  |drop First packet ism't SWN drop 908
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 854
52. 16. 5. 197 Lhited Sates |147.237.77.216 [dover.idf.il |drop Frst packet isn't SYN drop 806
185. 27. 105. 87 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 792
37.26.149.219 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 763
2.52.13.33 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 702
89. 138. 220. 185 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 662
46. 19. 86. 116 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 637
37.26.148.251 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 619
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 606
197.162. 11. 156 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 595
83.130. 101. 195 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 586
79.182.9.115  |Israel 147, 237. 76. 200 e tan. aka i of | | SN NG Engine: TCP Inval i d Ivalid segnent retransnssion. drop 558
Ret r ansni ssi on Packet dropped.
50.87.144.145 |Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 552
168. 235. 197. 139|thited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 545
46. 117. 60. 150 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 540
37.142.64.1 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 512
208.54.44.197 |Lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 502
2.52.27.52 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 487
84. 110. 40. 49 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 487
2.52.153.128 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 481
79.180.24.3 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 467
46.116. 212. 158 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 456
90. 186. 2. 155 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 454
79.182.98. 216 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 450
212.179. 165. 129|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 438
172.56.40.252 |hited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 434
62. 90. 165. 220 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 432
79.177.215. 254 |Israel 147, 237.76. 200 [ei tan. aka i of || S2M NG Enginex TP Invalid nval i d segnent retransmssi on. drop 432
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 176 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 424
46. 19. 86. 199 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 420
84.108.106. 77 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 420
84.111.81.118 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 420
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Too Many of the Same Response Code (404) in Session from

Action

‘Count

37.142.123.176 |Israel 147.237.0.19 |[nadi matal .idf.i 37 142 123. 176 Bl ock 4026
46.116.35.180 |Israel 147.237.76. 200 |ei tan. aka. i df . i | Zg‘_’l'\fg_‘ygé’_flége Same Response (bde (404) in Session from Bl ock 945
207. 46.13. 56 Lhited Sates |147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: Lhknown Server Qertificate None 485
72.9.148.10  |[united Sates [147.237.76.86 [navy.idf.il m“tnzs;' e e ) navy. aspx. aspx B ock 450
66. 249. 78. 62 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 450
207.46.13.182 |lhited Sates |147.237.72.166|aka.idf.il Untraceabl e SI Sessions: Uhknown Server Certificate None 441
66. 249. 78. 69 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 437
207.46.13.8 Lhited Sates |147.237.72.166|aka.idf.il Untraceabl e S Sessi ons: Uhknown Server Certificate None 432
66. 249. 78. 76 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: Lhknown Server Gertificate None 432
157.55.39.121 |uhited Sates [147.237.72.166|aka.idf.il Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 396
66.249. 67. 208 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 315
66.249. 67.224 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: Lhknown Server Gertificate None 306
68.180.229. 239 |lnited Sates |147.237.72.166|aka.idf.il Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 297
79.177. 215. 254 I srael 147.237.76. 200 [ei tan. aka. i df . i1 [Jo° [ O 11e Sane Fesponse Code (404) i Session from Bl ock 297
66.249.78.246  [Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 288
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 279
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: Lhknown Server Qertificate None 270
66.249.67.216 [Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 270
66.249.93.170 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 252
79.182.9.115  |israel 147.237.76.200 |ei tan. aka. i df . i | ;g?l'\g;rfygloiléhe Sane Response (ode (404) in Session from B ock 234
66.249.93.174 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 225
68.180.229. 173 |Wnited Sates [147.237.72.166|aka.idf.il Untraceabl e S Sessi ons: Uhknown Server Certificate None 216
66.249.78.134 |Israel 147.237.72. 156 |anan. i df . i | Lht raceabl e SS. Sessi ons: Lhknown Server Gertificate None 216
84. 94. 180. 91 I srael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 216
104. 250. 147. 218 147.237.77.216|dover.idf .i | Mil ti pl e Uhaut hori zed URL Access from 104. 250. 147. 218 B ock 198
2.54.157.214 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: Lhknown Server Gertificate None 198
66.249.78.141 |Israel 147.237.72. 156 |anan. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 198
84.110.38.122 | srael 147.237.72. 166 |aka. i df . i | \;':‘;‘rwa’;elz;ri d'?a?l ?‘r:aﬁn\f;’;ﬁ];‘r’?p;p”upslmki ysachar . aspx None 198
208.115.113.88 |lhited Sates |[147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 208.115. 113. 88 B ock 198
84.111.217.77 |Israel 147.237.72. 156 |anman. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 189
85. 64.170.245 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI Sessions: Uhknown Server Certificate None 171
66.249.78.148 [Israel 147.237.72. 156 [anan. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 171
66.249.67.125 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 162
66.249.78.9 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: Lhknown Server Qertificate None 162
87.68.243.229 | srael 147.237.0.19 |nadimatal .idf.i ;3?6'\:?4302;36’ Same Response (bde (404) in Session from Bl ock 162
66.249.93.166 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 162
66.249.67.113 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SI Sessions: Uhknown Server Certificate None 144
46. 19. 86. 217 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 126
66.249. 78. 254  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 126
183. 206. 169. 193|Chi na 147.237.77.74 [lawidf.il Mil tiple Unauthorized URL Access from 183.206. 169. 193 B ock 119
66. 249. 69. 42 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unauthorized URL Access from 66.249. 69. 42 B ock 117
149. 88. 114. 141 |l srael 147.237.72. 156 |anman. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 117
66. 249. 69. 34 I sr ael 147.237.77. 216 [dover. i df . i | Mil tiple Unauthorized URL Access from 66.249. 69. 34 Bl ock 117
79.180. 131. 226 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 108
66.249.78.2 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 108
46. 19. 85. 55 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: Lhknown Server Gertificate None 108
66.249.93.137 |Israel 147.237.72. 156 |anan. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 108
176. 12. 140. 151 |l srael 147.237.77.243|nobi | e. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 108
68.180.228.38 |Wited Sates [147.237.72.156|anan.idf.il Lht raceabl e SS. Sessi ons: Lhknown Server Gertificate None 108
66.249.67.119 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 108
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