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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66.249. 78.9 Lhited Sates 147.237. 72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 35627
66. 249. 64. 173 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 22399
66. 249. 64. 178 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 12537
66. 249. 64. 168 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 7891
66. 249. 78. 254 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 5255
66. 249. 78. 160 Lhited Sates 147.237. 72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 5180
183. 109. 84. 194 Korea, Republic of 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 4952
109. 47. 0. 142 Ger many 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 4903
66. 249. 78. 2 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 4788
54. 187. 55. 213 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 4646
87. 65. 236. 69 Bel gi um 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 4517
203. 6. 69. 2 Australia 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2735
184.173. 166. 155 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2565
183. 91. 15. 98 \i et nam 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn dr op 2409
0.0.0.0 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1855
216. 165. 95. 70 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 1761
66. 249. 78. 153 Lhited Sates 147. 237. 72. 166 aka.idf.il |TCQP handshake violation, first packet not syn drop 1375
86. 163. 221. 233 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1245
17.142.152. 94 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 998
66. 249. 69. 26 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 932
66. 249. 78. 76 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 755
0.0.0.0 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 613
66. 249. 78. 146 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 501
17.142. 152. 89 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 500
192. 249. 64. 249 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 486
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 462
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 414
85. 17. 24. 66 Net her | ands 147.237. 72. 166 aka.idf.il |Anonal y-TLS renegotiation-Ai forward 328
128.177.108. 218 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 202
66. 249. 93. 168 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 193
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP- POST- Segrment ed- DoS dest - r eset 170
79.183. 148. 47 | srael 147.237.77.216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 103
10.0.0.2 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 78
87.69. 126. 168 | srael 147.237.72. 166 aka.idf.il |Anonal y-SSL-renegotiation-Qdi dest - r eset 72
10.0.0.3 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 54
10.0.0.3 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 51
10.0.0.4 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 45
10.0.0.1 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 43
89. 139. 175. 125 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 43
10.0.0.2 147.237.77.216 dover.idf.il|SYN Hood out of context drop 42
79.178. 99. 227 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 38
46.19.85.0 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 38
10.0.0.8 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 37
2.54.154. 99 | srael 147.237.72. 166 aka.idf.il |Anonal y-SS.-renegotiation-Qi dest - r eset 36
10.0.0.5 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 35
176.12.137. 139 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 33
176.12.137. 139 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 33
46. 19. 85. 246 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 31
213.57.88. 193 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 30
37. 26. 148. 225 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 27
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Count |
85.132.77.12 Azerbai j an 147.237.77.216 |dover.idf.il [Cl1000004: HTTP. options method (M crosoft) B ock 12
212.179.191. 202 |lsrael 147.237.76.31 [nakchal .idf.il| |Cl000004: HTTP. options nethod (M crosoft) B ock 10
79. 180. 250. 226 | srael 147.237.77.216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 6
23.91.127. 146 Lhited Sates 147.237.76.42 |refuah.idf.il |3808: HITP. SQ Injection Variable Decl arati on Bvasion Bl ock 5
152. 115. 70. 227 Denmar k 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
95. 215. 227. 115 Uhited Ki ngdom 147.237.77. 74 lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 4
96. 48. 22. 37 Canada 147.237.77.74  |lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
87.106. 12. 215 Ger nany 147.237.77.74 |(lawidf.il 3808: HTTP. SQ Injection Variabl e Decl aration Evasi on B ock 4
82.208. 46. 3 Czech Republic 147.237.77. 74 lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 4
206.72.113.51 Lhited Sates 147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 4
83. 169. 8. 217 Ger nany 147.237.77.74 |(lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
23.253.20.54 Lhited Sates 147.237.77.216 |dover.idf.il Cl04: HTTP. Access to - pagei nfo. php B ock 3
108. 168.219. 174 |whited Sates 147.237.77.74 |(lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 2
80. 246. 135. 51 I srael 147.237.72.166 |aka.idf.il C1000098: Bl ock - dns poi soni ng B ock 2
65. 175. 93. 98 Lhited Sates 147.237.77.74  |lawidf.il 3808: HITP. SQ Injection Variable Decl aration Evasion B ock 2
23.91.127.130 Lhited Sates 147.237.77.74  |lawidf.il 3808 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 2
97. 88. 205. 32 Lhited Sates 147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 2
50. 31. 147. 46 Lhited Sates 147.237.76.86  |navy.idf.il 3808: HITP. SQ Injection Variable Decl aration Evasion B ock 2
105. 237.119. 226 |South Africa 147.237.76.42 |refuah.idf.il [Cl000004: HTTP. options method (M crosoft) B ock 2
51. 254. 97. 22 Uni ted Ki ngdom 147.237.77.216 |dover.idf.il |ClL000106: HITP. majestic bot B ock 1
80. 230. 84. 249 | srael 147.237.76. 42 refuah.idf.il [CL000004: HTTP. options nethod (M crosoft) B ock 1
23.91.127. 146 Lhited Sates 147.237.76.42 |refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 1
87.68. 67. 199 I srael 147.237.77.216 |dover.idf.il |ClL000004: HTTP. options nethod (M crosoft) B ock 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
183.109. 84.194  |Korea, Republic of [147.237.77.216 |dover.idf.il |9221: HITP: PUT Method Execution over HTTP/ VébDAV B ock 1
108. 168.219. 174 |Whited Sates 147.237.77.74 |(lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.201 |e.atal .idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
148. 247. 67. 22 Mexi co 147.237.76.86  |navy.idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 1
91.90. 15. 141 kr ai ne 147.237.77.216 |dover.idf.il |12580: HTTP. SQ Injection (Cooki e Header) B ock 1
78. 46.174. 197 Ger many 147.237.72.166 |aka.idf.il C1000106: HTTP. naj estic bot B ock 1
23.91.127.130 Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
97. 88. 205. 32 Lhited Sates 147.237.72.166 |aka.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
50. 31. 147. 46 Lhited Sates 147.237.76. 86 navy.idf.il 5670: HITP. SQ | njection (SALECT) B ock 1
148. 247. 67. 22 Mexi co 147.237.76.86  [navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
95.91. 46. 111 Ger many 147.237.72.166 |aka.idf.il C1000106: HITP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

deni al of service attenpt

Gountry
202.3.255.8 147. 237.77. 216 |French Pol ynesi a |dover.idf.il GPL SCAN nmap TCP 13682
195. 34.150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 77
5.29.63.217 147.237. 72. 166 [I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 12
152. 115. 70. 227 |147.237. 77. 233 |Denmar k atal.idf.il SQ Injection - Select From 12
83. 169. 8. 217 147.237.77. 74 |Ger many lawidf.il SQ Injection - Select From 12
108. 168. 219. 174(147. 237. 77. 74 |Wited Sates lawidf.il SQ Injection - Select From 9
66.249. 64. 178  |147.237.77. 216 |lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 8
41.100.75.166 [147.237.77.216|A geria dover.idf.il ET WEB_SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 8
189. 221. 248. 16 |147.237. 77. 216 |Mexi co dover.idf.il ET SCAN NVAP -sA (2) 8
23.91.127.146 |147.237.76.42 |lhited Sates refuah.idf.il A Injection - Select From 8
176.13. 14,219 |147. 237 76.30 |15 ael i msh i df | ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 7
at t ack
66.249.93.250 |147.237.76.30 |Lnited Sates hi nush. i df .i 1 ET SCAN NVAP -sA (2) 6
95.215. 227. 115 |147.237.77.74 |United Kingdom [lawidf.il SQ Injection - Select From 6
82.208. 46. 3 147.237.77.74 |Czech Republic |lawidf.il SQ Injection - Select From 6
87.106.12.215 |147.237.77.74 |Ger many lawidf.il A Injection - Select From 6
66. 249. 64. 92 147.237.77. 170 |Lhited Sates mearachot.idf.il [ET SCAN NVAP -sA (2) 6
66. 249. 69. 34 147.237.77.216|Wnited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 6
65. 175. 93. 98 147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select Fom 6
206.72.113.51 |147.237.72.166 |Lhited Sates aka.idf.il SQ Injection - Select From 6
97. 88. 205. 32 147.237.72. 166 |Lhited Sates akaidf.il SQ Injection - Select From 5
23.91.127.130 |147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select Fom 5
50. 31. 147. 46 147.237.76.86 |Wnited Sates navy. i df.il SQ Injection - Select From 5
95.86. 121 162|147 237 77 233 |1 1 ael atal idh il ET DC5 Large amount of TCP ZeroWndow - Possible Niller2 DDos 5
attack
148.247.67.22 |147.237.76.86 |Mexico navy.idf.il SQ Injection - Select From 5
66. 249. 64. 97 147.237.77. 170 |Wnited Sates nearachot.idf.il |ET SCAN NVAP -sA (2) 4
94.75.251.138 |147.237.76.86 |Netherlands navy.idf.il Tehila - Perl LW wth fake user agent 4
218.87.111. 117 |147.237.77. 205 |Chi na prisha.idf.il ET SCAN Potential SSH Scan 4
66.249.81.230 [147.237.77.176|thited Sates nat pash. i df . i | ET SCAN NVAP -sA (2) 4
66.249.78.160 |[147.237.72.166|lhited Sates  [aka idf.il ET SCAN NVAP -sA (2) 4
96. 48. 22. 37 147.237.77. 74 |Canada lawidf.il SQ Injection - Select From 4
66.249.93. 168 |147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 4
66.249. 67. 79 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 4
66.249. 65. 213  |147.237.77. 176 |lhited Sates nat pash. i df . il ET SCAN NVAP -sA (2) 4
31.184.242.17 |147.237.77.216 ?ég:;;m dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 3
218.87.111. 117 |147.237.8.27 |China e.nadimatal .idf.i|ET SCAN Potential SSH Scan 3
218.87.111. 117 |147.237.0.19 |China nadi matal .idf.il |ET SCAN Potential SSH Scan 3
218.87.111. 117 |147.237.77.170|Chi na mearachot.idf.il [ET SCAN Potential SSH Scan 3
218.87.111. 117 |147.237.72.14 |China dover.idf.il(old) |ET SCAN Potential SSH Scan 3
218. 65. 30. 23 147.237. 77. 205 |Chi na prisha.idf.il ET SCAN Potential SSH Scan 3
94.102.49.102 |147.237.77. 121 |Net her| ands e navy.idf.il ET SCAN Potential SSH Scan 3
176.12.139. 172 |147.237.76.30 |Israel hi nush. i df .i | ET OCB Large anount of TCP ZeroWndow - Possible Niller2 Chos 3
att ack
218.87.111. 117 [147.237.77.176|hi na nat pash. i df . i | ET SCAN Potential SSH Scan 3
218. 65. 30. 23 147.237.0.19 |China nedi matal .idf.il [ET SCAN Potential SSH Scan 3
218. 65. 30. 23 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 3
66.249. 78.158  |147.237.72.166 |thited Sates  |akaidf.il SERVER: APACFE Apache nod_ss| non-SS. connection to SS. port 2
deni al of service attenpt
41.100.75.166 [147.237.77.216 |A geria dover.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in R 2
190.122.20.54 |147.237.0.35 |Argentina akaws. i df . i ET SCAN Potential SSH Scan 2
185. 38. 218. 243 [147. 237. 76. 147 |kr ai ne chinuch. aka.idf.il |ET SCAN Potential SSH Scan 2
218. 65. 30. 23 147.237. 72. 167 |Chi na ishurimaka idf.il [ET SCAN Potential SSH Scan 2
180. 97 106. 162 |147. 237 77. 176 i na rt pash  f 1 SERVER APACHE Apache nod_ssl non-SSL connection to SSL port 5
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|Top Attackers In FW |

At acker

Count ry Target Address ‘Ste ‘Signature
84.108.1.2 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2990
212.76.114. 153 [l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 1603
85. 250. 104. 13 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1496
149. 88. 215. 67 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1373
54.187.55.213 |lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SYN drop 1288
213.57.240.38 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1287
46. 19. 86. 116 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1272
149.78.154. 69 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 1145
46. 19. 86. 81 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1136
46.19. 85. 104 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1098
77.126. 163. 155 [l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 1096
68.180. 228. 112 |Lhited States |147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1066
79.181. 120. 147 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1065
2.54.0. 68 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 1055
46. 116. 99. 40 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1039
77.126.90. 253 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 996
213.57.63.161 |[lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 954
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 924
202. 3. 2565. 8 ';;F;‘rfgsl . 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 907
89. 139. 180. 208 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 905
2.54.6.141 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 904
46. 19. 86. 88 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 901
192. 249. 64. 249 |Wnited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 898
79.176.211. 101 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 863
46.117.183.10 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 844
52. 16. 5. 197 Lhited Sates [147.237.77.216(dover.idf.il [drop First packet isn't SYN drop 803
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 786
54.72.73. 168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 754
89. 138. 220. 185 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 750
85. 250. 53. 18 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 744
212.25.119. 193 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 743
79.178. 119. 159 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 733
84.228.214.64 |Israel 147, 237. 76. 200 |ei tan. aka i o | | S N9 Engi ne: TP Invalid Invalid segnent retransmssion. drop 711
Ret r ansni ssi on Packet dr opped.
2.54.52.125 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 704
85. 65. 204. 17 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 696
46. 19. 85. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 673
84.228.52. 254 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 670
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 632
66.249.93.168 |lLhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 624
66.249.93.164 |Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SYN drop 614
149. 88. 141. 134 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 613
66.249.93.160 |Lhited States |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 612
79.177.161. 201 [l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 610
85.130.192. 8 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 608
109. 66. 81. 21 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 601
2. 54. 30. 208 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 593
85. 64. 203. 92 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 583
77.127.174.212 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 572
79.178.113.79 |[lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 565
79.177.6.7 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 563
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|Top Attackers In V\AF|

At acker Devi ce

‘Target Address |Site Sgnature

‘Count

Gountry Action
46.19.86.156  |Israel 147.237.0.19 |nadimatal .idf.i Zg?l'\:rg&olséhe Sane Response (bde (404) in Session from B ock 2437
77.127.75.29  |israel 147.237.0.19 |madimatal .idf.i ;c;?l'\;'_]yg_fz;he Sane Response (ode (404) in Session from Bl ock 1581
66.249.78.69 |[lsrael 147.237.72. 166 |aka. i df . i | Lntraceabl e SS. Sessi ons: Lhknown Server Gertificate None 495
207.46.13.8 Lhited Sates [147.237.72.166|aka.idf.il Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 450
72.9.148.10  |Wited Sates  [147.237.76.86 |navy.idf. il m“tngs;' e R e navy. aspx. asp Bl ock 426
66.249.78.76 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 423
207.46.13.56 |lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 405
207.46.13.182 |lhited Sates |147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 404
84.109.73.218 | srael 147.237.76. 200 |ei t an. aka. i df . i | ;Z?lhcgygfz;ge Sane Response (bde (404) in Session from Bl ock 392
66.249.78.62 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 378
68. 180. 229. 173 |Lhited Sates 147.237.72. 166 |aka. i df . i | Lntraceabl e SS Sessi ons: Lhknown Server Gertificate None 350
66.249.78. 141 |l srael 147.237.72. 156 [anan. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 297
46. 120. 150. 182 |1 srael 147.237.76. 200 [ei tan. aka. i of . i 1 [3o° ™ & tlgg Sane Response (bde (404) in Session from Bl ock 279
66. 249. 67.216 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: Lhknown Server Gertificate None 261
66. 249. 67. 224 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 261
66.249.93.174 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 261
66.249.78.134 |[lIsrael 147.237.72. 156 |anan. i df . i | Lht raceabl e SS. Sessi ons: Lhknown Server Gertificate None 243
66. 249. 78. 148 |l srael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 234
66.249.93.170 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 233
68.180.228.38 |lLhited Sates 147.237.72. 156 |anan. i df . i | Lht raceabl e SSL Sessi ons: Lhknown Server Gertificate None 225
84.94.180.91 |lIsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 216
149. 88. 114. 141 (I srael 147.237.72. 156 |anan. i df . i | Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 216
66.249. 67.125 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Lhknown Server Gertificate None 212
66. 249.78.240 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 207
66. 249. 67. 208 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 198
66.249. 93. 166 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: Lhknown Server Gertificate None 198
68. 180. 229. 239 |Lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 198
84.111.217.77 |lsrael 147.237.72. 156 |anan. i df . i | Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 198
85. 65. 196. 248 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: Lhknown Server Gertificate None 198
157.55.39.121 |lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 198
157.55.39. 156 |[lLhited Sates  [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 198
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 189
66. 249. 67. 113 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 180
79.182.217.7 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 171
80. 246. 136. 223 i srael 147.237.0.19 |nadimatal .idf. | ;8(,)2'\4?y1§efs. ;2: Sane Response (bde (404) in Session from Bl ock 171
84.94.114. 184 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 171
5.22.130.225 |[Israel 147.237.72. 156 |anan. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Gertificate None 162
66. 249. 64. 178 |l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 64. 178 B ock 162
66.249. 78. 234 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 162
66.249. 67.119 |[Israel 147.237.72. 166 |aka. i df . i | Lntraceabl e SS. Sessi ons: Lhknown Server Gertificate None 153
66.249. 78. 2 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 153
66.249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 153
125. 254. 192. 50 |Chi na 147.237.77.216|dover. i df . i | Mil ti pl e Waut horized URL Access from 125. 254. 192. 50 Bl ock 153
66.249. 64. 173 |l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 64. 173 B ock 144
46.121. 102. 202 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 126
79.180. 36. 162 | srael 147.237.76.200 |ei tan. aka. i df . i ;g(.)l'\g:;ysgflége Sane Response (ode (404) in Session from B ock 126
84.94.169. 177 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown Server Gertificate None 126
93. 173. 248. 105 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Uhknown Server Certificate None 126
62.219.137.5 |[Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Lhknown Server Gertificate None 117
66. 249. 64. 168 |l srael 147.237.77.216|dover.idf .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 168 B ock 117
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