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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.illnetwork flood | Pv4 | QWP drop 338751
197.7.221.178 Tuni si a 147.237.77. 216 dover. i df.il|DOS- HTTP- t or shanmer f orward 8379
197.7.221.178 Tuni si a 147.237.77. 216 dover . i df . i l|DOS- Tool - Swi t chbl adG dest - r eset 6208
197.7.221.178 Tuni si a 147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 648
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP dr op 60
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 55
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 55
109. 226. 10. 107 | srael 147.237.77. 216 dover.idf.il|B ack List drop 52
213.219. 200. 147 Russi an Federation 147.237.77. 216 dover.idf.illnetwork flood | Pv4 | QWP drop 50
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il |network flood | Pv4 | OWP drop 49
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP dr op 45
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP dr op 42
187. 60. 34. 102 Brazil 147.237.77. 216 dover.idf.illnetwork flood | Pv4 | QWP drop 39
185. 23. 175. 81 | srael 147.237.77. 216 dover.idf.il|B ack List drop 38
141. 22.213. 34 CGer many 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP drop 37
197. 25. 74. 246 Tuni si a 147.237.77.216 dover.idf.illl nvalid TGP H ags drop 37
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP drop 33
85.114. 105. 118 Pal estinian Territory, Qrcupi ed|147.237.77.216 dover.idf.illB ack List drop 30
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP dr op 30
195. 66. 156. 6 Lkr ai ne 147.237.77. 216 dover.idf.illnetwork flood | Pv4 | QWP drop 29
85. 114. 107. 226 Pal estinian Territory, Cccupi ed|147.237.77.216 dover.idf.illB ack List drop 27
4.53.161. 218 Lhited Sates 147.237.77.216 dover.idf.illnetwork flood | Pv4 | QWP drop 27
197. 25. 74. 246 Tuni si a 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn [drop 26
192. 116. 105. 65 | srael 147.237.77. 216 dover.idf.illB ack List drop 24
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 24
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 24
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP drop 24
112.211. 251. 105 Phi |i ppi nes 147.237.77. 216 dover.idf.illnetwork flood | Pv4 | QWP drop 23
213.175. 157. 60 Uni ted Ki ngdom 147.237.77. 216 dover.idf.illnetwork flood | Pv4 | QWP drop 23
177. 67. 200. 30 Brazil 147.237.77. 216 dover.idf.illnetwork flood |1 Pv4 | QWP drop 22
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 21
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 21
80. 179. 119. 22 | srael 147.237.77.216 dover.idf.illB ack List drop 20
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 20
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP dr op 19
164. 107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP dr op 18
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP dr op 18
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 17
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP drop 17
80. 90. 83. 17 A bani a 147.237.77.216 dover.idf.illnetwork flood | Pv4 | QWP drop 16
153.90.1. 34 Lhited Sates 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP dr op 16
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il |network flood I Pv4 | QWP dr op 16
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 16
193.1.13.14 Irel and 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 15
85.114. 105. 161 Pal estinian Territory, Qccupi ed|147.237.77.216 dover.idf.illB ack List drop 15
200. 240. 240. 74 Brazil 147.237.77. 216 dover.idf.illnetwork flood | Pv4 | OWP drop 15
62.128.42.1 | srael 147.237.77. 216 dover.idf.illB ack List drop 15
212.199. 221. 116 | srael 147.237.77. 216 dover.idf.illB ack List drop 14
54.72.0.55 Irel and 147.237.77. 216 dover.idf.i || TGP handshake viol ation, first packet not syn |[drop 14
193. 0. 240. 58 Lkr ai ne 147.237.77. 216 dover.idf.illnetwork flood | Pv4 | QWP drop 14




09-17-2016 to 09-18-2016

|Top Attackers In IPS|

At t acker

Attacker Address Count ry Target Address |Site Sgnature

106. 38. 241. 105 |Chi na 147.237.77.216|dover . i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Per it 91
69.30.221.250 |lhited Sates |[147.237.77.216|dover.idf.il C1000074: HITP. naj estic bot Per nit 49
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Per it 45
69.30.221.250 [lnited Sates |[147.237.72.166|aka.idf.il C1000074: HITP. naj estic bot Per nit 34
106. 38. 241. 105 |Chi na 147.237.76.42 |refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 28
69. 30. 213. 82 Lhited Sates |147.237.77.216|dover.idf.il C1000074: HTTP. naj estic bot Per nit 19
106. 38. 241. 105 |Chi na 147.237.77. 176 |mat pash. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Per it 17
106. 38. 241. 105 |Chi na 147.237.77. 170 |maarachot . i df .i| [CL000071: HTTP. User Agent Sogou+web+spi der Per it 13
162.210. 196. 130|United Sates |147.237.77.216|dover.idf.il C1000074: HTTP. naj estic bot Per it 11
91. 200. 12. 47 Wkrai ne 147.237.77.74 |lawidf.il C1000016: HTTP. administrator in LR Per mit 8
46. 4. 116. 197 Ger many 147.237.77.216|dover . i df .i | C1000074: HITP. naj estic bot Per nit 8
197.7.221.178 |Tunisia 147.237.77.216|dover . i df . i | C1000064: HTTP: Access to - adnmin. asp Per it 8
178.32.203.32 |Pol and 147.237.77. 216 |dover. i df .i | C1000016: HTTP. administrator in LR Per mit 8
106. 38. 241. 105 |Chi na 147.237.77.233|atal .idf.il C1000071: HTTP:. User Agent Sogou+web+spi der Per it 6
46.119.115.28 |Wkraine 147.237.77.216|dover . i df . i | 15323: HITP. User-Agent (MRSPUTN K) Bl ock 5
106. 38. 241. 105 |Chi na 147.237.77.74 |lawidf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 4
197.7.221.178 |[Tunisia 147.237.77.216|dover . i df .i | C1000016: HTTP. adninistrator in LR Per it 4
88.198.230.79 |Ger many 147.237.0.34 |tikshuv.idf.il C1000074: HTTP. maj estic bot Per it 4
46. 4. 116. 197 Ger many 147.237.77.74 |lawidf.il C1000074: HITP. naj estic bot Per nit 3
144.76. 8. 132 Ger many 147.237.72. 166 |aka. i df . i | C1000074: HITP. naj estic bot Per nit 3
199.58.86.206 |lhited Sates |147.237.77.216|dover.idf.il C1000074: HTTP. naj estic bot Per nit 3
144.76.12.75 Ger many 147.237.77.216|dover. i df .i | C1000074: HITP. naj estic bot Per nit 2
211.157.151.57 [China 147.237.77.216|dover . i df .i | 24910: HITP. Python urllib User-Agent Header Bl ock 2
106. 38. 241. 105 |Chi na 147.237.72. 156 |anan. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 2
88.198.230.79 |Ger many 147.237.72. 166 |aka. i df . i | C1000074: HITP. naj estic bot Per nit 2
162.210. 196. 130|thited Sates [147.237.76.86 [navy.idf.il C1000074: HTTP: naj estic bot Pernit 2
69.30.221.250 |Lhited Sates [147.237.0.34 [tikshuv.idf.il C1000074: HTTP. maj estic bot Per nit 2
78. 46. 50. 246 Ger many 147.237.72. 166 |aka. i df . i | C1000074: HITP. naj estic bot Per nit 2
212.47.229.189 |France 147.237.77.216|dover . i df .i | C1000074: HITP. naj estic bot Per nit 2
88.198.230.79 |Ger many 147.237.76.86 [navy.idf.il C1000074: HTTP. najestic bot Per nit 2
162.210.196. 97 |Uited Sates [147.237.77.216|dover.idf.il C1000074: HITP. naj estic bot Per nit 2
88.198.230.79 |Ger many 147.237.77.74 |lawidf.il C1000074: HITP. naj estic bot Per nit 2
173.234. 159. 250|Uhited Sates |[147.237.77.216|dover.idf.il C1000074: HTTP. maj estic bot Per niit 2
144.76. 8. 132 Ger many 147.237.77.216|dover. i df . il C1000074: HITP. naj estic bot Per nit 2
69.30.221.250 |lhited Sates [147.237.76.86 |navy.idf.il C1000074: HTTP: naj estic bot Pernit 2
162.210.196. 98 |Uhited Sates |[147.237.77.216|dover.idf.il C1000074: HTTP. maj estic bot Per niit 2
87.68.16. 75 I srael 147.237.72. 156 |anan. i df . i | 3886: HITP. Qoss Ste Scripting in PCST Request B ock 2
69. 30. 213. 82 Uhited Sates |147.237.72.166|aka.idf.il C1000074: HITP. naj estic bot Per nit 2
111. 255. 177. 208|Tai ven 147.237.77. 216 |dover . i df . i | el éf?\;rvﬁgdwngr;;ﬁtﬁc;ess Server 1PV6 Invalid Header Bl ock 2
88.198.230.79 |Ger many 147.237.77.216|dover.idf . il C1000074: HITP. maj estic bot Per nit 2
144.76.12. 75 Ger many 147.237.76.86 |navy.idf.il C1000074: HTTP. naj estic bot Per it 2
69.30.221.250 |[hited Sates [147.237.77.74 |lawidf.il C1000074: HTTP. naj estic bot Per mit 2
162. 210. 196. 129|United Sates [147.237.77.216|dover.idf .il C1000074: HITP. maj estic bot Per nit 2
123.126. 68. 103 |Chi na 147.237.77. 176 |mat pash. i df . i | C1000071: HTTP. User Agent Sogou+web+spi der Per it 1
185. 26. 92. 74 zi;g’gom 147.237.77.216|dover . i df .i | 24910: HITP. Python urllib User-Agent Header B ock 1
123.126. 68. 105 |Chi na 147.237.77. 176 |mat pash. i df . i | C1000071: HTTP:. User Agent Sogou+web+spi der Per it 1
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 1
95.10.179. 158 |Turkey 147.237.0.15 |kosher-kravi . i df . i|C1000016: HITP. administrator in WR Per nit 1
188. 120. 154. 105]I srael 147.237.77.216|dover . i df .i | 3630: HITP. SQ Injection (Bool ean | dentity) Bl ock 1
151. 80.31. 182 |Fance 147.237.72. 166 |aka. i df . i | C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
167. 114. 17. 147 |147. 237. 77. 216 |Canada dover.idf.il Tehila - Perl LW with fake user agent 81
80. 246. 130,84 |147. 237 77 233 |1 51 ael atal idh il ET DCS Large anount of TCP Zer oWndow - Possible Niller2 9
DDos attack
87.68. 16. 75 147. 237. 72. 156 || sr ael aman.idf.il SER\/ER APACI—E'Apache mod_ssl non-SS. connection to SS. port 8
deni al of service attenpt
91.224. 160. 106 |147.237.0.34  |Nether| ands tikshuv.idf.il ET SCAN Potential SSH Scan 7
79.179. 151. 172 |147. 237. 72. 156 || srael anan. i df .| ET SCAN NVAP -sA (2) 7
91. 224. 160. 106 |147. 237. 76. 42 |Net her| ands refuah.idf.il ET SCAN Potential SSH Scan 6
91. 224, 160. 106 [147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 6
91. 224. 160. 106 [147. 237. 76. 196 |Net her | ands esvivaidf.il ET SCAN Potential SSH Scan 5
91. 224. 160. 106 |147. 237. 76. 176 |Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 5
91. 224. 160. 106 |147.237.8.50 |Nether| ands e.tikshuv.idf.il ET SCAN Potential SSH Scan 5
91. 224. 160. 106 [147. 237. 76. 199 |Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 4
91. 224. 160. 106 |147. 237. 77. 74 |Netherl ands lawidf.il ET SCAN Potential SSH Scan 4
84.93.84. 77 147.237.77. 74 |United Kingdom|lawidf.il Tehila - Perl LW with fake user agent 3
197.7.221.178 |147.237.77.216|Tunisia dover.idf.il SERVER- WEBAPP | ogi n. ht m access 3
58. 218. 200. 137 |147.237.0.35 [China akavs. i df il ET SCAN Potential SSH Scan 3
58. 218. 200. 137 [147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 3
91. 224. 160. 106 [147.237.0. 200 |Net herl ands ndu. i df il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 |147. 237. 77. 61 |Netherl ands e.cogat.idf.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 |147. 237. 76. 201 |Net her | ands eatal .idf.il ET SCAN Potential SSH Scan 3
91. 224, 160. 106 [147.237.0.19 |Netherl ands nadi matal .idf.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 |147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 |147. 237. 72. 167 |Net her | ands i shuri maka.idf.il ET SCAN Potential SSH Scan 3
120.33.120. 73 |147. 237 72. 14 |ni na dover. i i1 (0l d) ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 3
Potential Scan or Brute Force
91. 224. 160. 106 |147. 237. 72. 156 |Net her | ands anan.idf.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 [147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 [147. 237. 77. 212 |Net her | ands e.dover.idf.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 |147. 237. 76. 148 |Net her | ands gacenter. aka.idf . il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 [147. 237. 77. 179 |Net her | ands e mazi.idf.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 [147. 237. 76. 86 |Net herl ands navy.idf.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 |147.237.8.14  |Netherl ands e.orchot.idf.il ET SCAN Potential SSH Scan 3
91. 224, 160. 106 |147. 237. 76. 38 |Net her| ands e.eneitav.idf.il ET SCAN Potential SSH Scan 3
66.249. 69. 160 [147.237.77.170|Whited Sates  |mmarachot.idf.il ET SCAN NVAP -sA (2) 3
91. 224. 160. 106 |147. 237. 77. 243 |Net her | ands nobi | e. i df.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 [147.237.0.16 |Net herl ands ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 3
91. 224. 160. 106 [147. 237. 76. 200 |Net her | ands eitan aka. idf.il ET SCAN Potential SSH Scan 3
218.24.171. 223 |147.237.76. 31 |Chi na nakchal .idf . il GPL SCAN nmap TCP 2
202. 155. 58. 28 [147.237. 72. 217 |I ndonesi a eidf.il ET SCAN NMAP -sS wi ndow 1024 2
59.46.193. 114 |147.237.76.31 |China nakchal .idf.il G°PL SCAN nmap TCP 2
91. 224. 160. 106 |147. 237. 72. 14 |Net her| ands dover.idf.il(old) ET SCAN Potential SSH Scan 2
91. 224. 160. 106 [147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan 2
202. 155.58. 28 [147.237.8.46 |Indonesi a e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 2
91. 224. 160. 106 |147.237.8.45 |Netherl ands eeitanidf.il ET SCAN Potential SSH Scan 2
91. 224, 160. 106 |147. 237. 76. 147 [Net her | ands chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 2
91.224.161.69 [147.237.72. 167 |Net herl ands i shurimaka.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 |147. 237. 77. 178 |Net her | ands e. natpash.idf.il ET SCAN Potential SSH Scan 2
202. 155.58. 28 [147.237.0.15 |Indonesi a kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 2
91.224.161.69 [147.237.8.46 |Netherlands e.chinuch.idf.il ET SCAN Potential SSH Scan 2
109. 60. 153. 178 [147. 237. 76. 148 RF;Z:;:SO” gacenter.aka.idf.il  |ET SCAN Potential VNC Scan 5900- 5920 2
91. 224. 160. 106 |147. 237. 77. 121 |Net her | ands e navy.idf.il ET SCAN Potential SSH Scan 2
91.224.161.69 |147.237.0.33 |[Netherlands idf.il ET SCAN Potential SSH Scan 2
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
197.25.74.246 |Tunisia 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 41257
196. 225. 110. 72 [Tunisia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18252
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12942
31. 9. 86. 210 Z;'uglniﬁ(ab 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 10194
St reaning Engi ne: TGP SYN Dat a recei ved before SYN AXK was
197.25.74.246 |Tunisia 147.237.77. 216 |dover.idf.il .- g 9 . acknow edged. Sripping all packet drop 5011
Mdified Retransnmission (g4
197.25.74.246 |Tunisia 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor 3677
197.25.74.246 |Tunisia 147.237.77. 216 |dover.idf .il SYN Attack monitor  |3645
197.25.74.246 |Tunisia 147.237.77. 216 |dover.idf.il dr op drop 1375
196. 225. 110. 72 |Tunisia 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1301
159. 203. 4. 30 Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1174
154. 110. 236. 89 [Tunisia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 986
197.25.74.246 |Tunisia 147.237.77. 216 |dover.idf.i | Bad TCP sequence nonitor  |807
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 769
91. 109. 244. 66 E?'r:;gom 147. 237.77. 216 |dover.i df .i | drop First packet isn't SN drop 766
197.25.74.246 |Tunisia 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> Ti nmeout monitor |583
197.25.74.246 |Tunisia 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor  |576
196. 225. 110. 72 |Tuni sia 147.237.77. 216 |dover.idf.il dr op drop 540
37.142.194. 240 |l srael 147.237. 77. 170 |naar achot . i df . i | Bl ock HTTP Non Conpliant |Response out of state nonitor 520
197.25.74.246 |Tunisia 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 484
197.7.221.178 |Tunisia 147.237. 77. 216 [dover. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout monitor  |412
196. 225. 110. 72 |Tunisia 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> Ti nmeout monitor  |367
S reani ng Engi ne: TCP SYN Dat a recei ved before SYN AXK was
196. 225. 110. 72 |Tunisia 147.237.77. 216 |dover.idf.il L. L acknow edged. Stripping all packet drop 306
Mdified Retransmssion  (a
S reamng Engi ne: TCP i i ssi
2.53.148.230  |israel 147. 237. 77. 243 |nobil e.i df .i | mng tngine: 1 nval i d segnent retransmssi on. drop 300
I nval i d Retransmission Packet dr opped.
178. 62. 54. 14 z";;gom 147. 237. 77. 216 |dover. i of . i | drop First packet ism't SWN drop 257
S reamng Engi ne: TCP i i ssi
79.177. 162. 202 | srael 147. 237. 77. 243 |nobi l e.i df .i | mng tngine: 1 nval i d segnent retransmssi on. drop 180
I nval i d Retransmission Packet dropped.
197.25.74.246 |Tunisia 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 156
o . . SYNFAK retransmit with different .
197.25.74.246 |[Tunisia 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e nmonitor  |145
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber nonitor  |140
Sreaning Engi ne: TCP i i ssi
89.237.119. 248 |France 147.237.76. 200 |ei tan. aka. i df . mng gl ne. Ivalid segnent retransnission. drop 135
I nval i d Retransnission Packet dr opped.
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 131
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber alert 104
o D Streamng Engi ne: TCP TCP segnent out of maxi mum
197.25.74.246 |Tunisia 147.237. 77. 216 |dover.idf.il Segnent Linit Enforcenent |alloved sequence. Packet dropped. drop 101
109. 226. 40. 40 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 96
Sreaning Engi ne: TCP i i ssi
77.126.58.14  |israel 147.237.77. 243 |nobi l e. i df . mng tngine. Inval i d segnent retransmssi on. drop 90
I nval i d Retransnission Packet dr opped.
168. 235. 207. 211|Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 86
197.7.221.178 |Tunisia 147.237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 85
87.70.18. 136 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 85
167.114. 17. 147 |Canada 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop 81
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 80
62. 16. 72. 250 R‘Sf:;”ion 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 71
77.138.52.97 France 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 70
Sreaning Engi ne: TCP i i ssi
84.95.208.20 [l srael 147.237.76. 200 |ei tan. aka. i df .| mng tngine. 1 Invalid segent retransmssion. drop 69
I nval i d Retransnission Packet dr opped.
159. 203. 4. 30 Canada 147.237. 77. 216 [dover. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |64
82.145. 220. 37  |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 62
87.69. 79. 57 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout monitor |62
idf |[Streamng Engi ne: TCP i i ssi
84. 111, 25. 48 | sr a6l 147 237 77. 226 | chamat z. aka. i df ! g g > Invalid segnent retransnssion. drop 62
Al Inval i d Retransmi ssion Packet dr opped.
Sreaning Engi ne: TCP i i ssi
87. 68. 40. 45 I'srael 147.237.77. 243 |nobi l e i df . mng tngine. Inval i d segnent retransmssi on. drop 60
I nval i d Retransnission Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 55
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 55
Vb Server Enforcenent HITP Ceni
197.7.221.178 |Tunisia 147. 237. 77. 216 |dover i of . i Veb Servers S ow HITP Denial of reject |55
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A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
197.25.74.246 |Tunisia 147.237.77.216|dover. i df .i | D stributed Abnornal |y Long Request B ock 556
196. 225.110. 72 [Tunisia 147.237.77. 216 |dover . i df . i | Distributed Mal formed URL B ock 548
196. 225. 110. 72 |Tunisia 147.237.77. 216 |dover.i df .i | D stributed Unknown HTTP Request Met hod B ock 548
196. 225.110. 72 |Tunisia 147.237.77.216|dover. i df .i | D stributed Abnornal |y Long Request B ock 548
5. 29. 84. 146 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 547
37.142.194.240 |[israel 147.237.77. 170 [maar achot . i df . i | Dstributed Aonormal |y Long Request B ock 490
197.25.74.246 |Tunisia 147.237.77. 216 |dover.i df .i | Mil tiple Malformed URL from 197. 25. 74. 246 Bl ock 432
107.25.74.246 |Tunisia 147.237.77. 216 |dover. i df . i | 'i";'?t i2|c5>I. ° 49;'2230‘“" HTTP Request Method from Bl ock 432
109. 253. 131. 211l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode Bl ock 362
46.19. 86. 191 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 247
84.109. 115. 233 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 230
176.13.239.25 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 221
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 193
46.19. 86. 24 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 148
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 136
87.68. 16. 75 I'sr ael 147.237.72. 166 |aka. i df . i | g";' tsg‘:"'l%l%a“t hori zed Method for Known LR from B ock 123
197.25.74.246 |[Tunisia 147.237.77. 216 |dover.i df . i Dstributed Ml formed URL B ock 123
197.25.74.246 |Tunisia 147.237.77.216|dover. i df . i | Distributed Uhknown HTTP Request Mt hod B ock 123
46. 19. 85. 106 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 121
109. 253. 195. 165]I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock 119
176.13.13.185 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 113
2.53.29. 106 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 107
2.53.172. 214 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock 101
37.26.146.190 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 99
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 90
109. 253. 133. 147|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 87
46. 19. 86. 202 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 82
46.19.86.8 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 79
109. 65. 120. 172 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 69
87.70.59. 40 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 59
2.53.141. 136 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 58
2.53.140. 1 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 57
37.26.149.133 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 57
154, 110. 236. 89 [Tunisia 147.237.77. 216 |dover.i df .i | Dstributed Abnormal |y Long Request B ock 55
154.110. 236. 89 |[Tunisia 147.237.77. 216 |dover.i df . i Dstributed Ml formed UR B ock 55
154.110. 236. 89 |Tunisia 147.237.77.216|dover. i df . i | Distributed Uhknown HTTP Request Mt hod B ock 55
176.13.18. 82 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 51
109. 253. 223. 110]I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock 43
2.53.132.131 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 39
2.53.52. 111 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 36
141. 226. 145. 55 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock 34
37.26.149.181 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 32
37.142.194. 240 |Israel 147.237.77. 170 |naar achot . i df . i | Ml tiple Abnormal |y Long Request from 37.142. 194. 240 B ock 29
109. 253. 135. 182|I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock 29
46. 19. 86. 193 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 26
84. 95. 208. 20 I srael 147.237.77. 226 ;AWN chamat z. aka. i df . i Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 25
2.55.20.77 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 18
87.71.112.18 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 18
87.70.10. 19 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 17
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 16
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