09-17-2015-00:00:01 to 09-18-2015-00:00:01

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
320, 000+"
240, 000+
160, 000"
Nunmber ]
a 80, 000"
At acks
. H N
R R G & 3\& 3
> \. (\‘ . 3 ) Q)’ (b.‘ . (b,
& b&z N '8\,» @.& > S S N\ ¥
L Q O & < R 0(‘;0
O O S RS
& ) oS
Top Tar get

[Top Attackers |

M aka.idf.il

M dover.idf.il

M anan.idf.il

M radi matal .idf.il

M ishurimaka.idf.i

M nobi le.idf.il

[ refuah.idf.il

Meitan aka.idf.il
navy.idf.il

M chi nuch. aka. i df . i

Top Attackers

MW 212.179.21.194
202. 3. 255. 8

I 46. 121. 159. 30
5. 28. 162. 106

Il 82. 145. 218. 251

W 37. 26. 149. 181

[ 2.54.31. 163

M 66. 249. 64. 178
197. 237. 77. 99

M 66. 249. 64. 168




09-17-2015-00:00:01 to 09-18-2015-00:00:01

|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Target
Address

‘Signature

66.249.78. 9 Lhited Sates 147. 237. 72. 166 akaidf.il :;]; handshake violation, first packet mot |, ., 9450
54.72.0.55 Irel and 147.237.77.216  |dover.idf.il ;C/]: handshake violation, first packet mot . 7566
66. 249. 78. 2 Lhited Sates 147. 237. 72. 166 akaidf.il :;]; handshake violation, first packet mot |, ., 6733
66. 249. 78. 153 Lhited Sates 147.237. 72. 166 akaidf.il ;c/]: handshake vi ol ation, first packet not drop 5432
84. 30. 136. 232 Net her | ands 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 5428
66. 249. 78. 146 Uited Sates 147.237.72.166  |akaidf.il ;c/]: handshake violation, first packet mot . 4038
54.72.73. 168 Irel and 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 2648
149. 78. 154. 69 I'srael 147.237.77.216  |dover.idf.il ;C/]: handshake violation, first packet mot |, 2550
192. 249, 64. 249 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 2524
5. 30. 144. 201 Lhited Arab Enirates 147. 237.72. 217 eidf.il ;c/]: handshake violation, first packet mot |, 2520
66. 249. 64. 173 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 2048
138.49. 1. 30 ited Sates 147.237.77.216  |dover.idf.il ;C/]: handshake violation, first packet mot |, 1386
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 1276
222.166. 55. 177 Hong Kong 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet mot . 1241
66.249. 67. 115 Uited Sates 147.237.77.233  |atal.idf.il ;?;ha”dsmke vioation first packet mot . 961
66. 249. 78. 62 Wited Sates 147.237.72.166  |akaidf.il :;]; handshake violation, first packet mot ) 889
66. 249. 67. 13 Wited Sates 147. 237.72. 166 aka.idf.il ;c/]; handshake violation, first packet mot . 871
66. 249. 78. 213 Wited Sates 147.237.72.166  |akaidf.il :;]; handshake violation, first packet mot ) 603
66. 249. 78. 254 Uited Sates 147.237.72.166  |akaidf.il ;c/]: handshake violation, first packet mot . 531
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 491
141.0. 13. 16 Nor way 147.237.77. 216 dover i df il I;]; handshake violation, first packet mot . 471
54. 187. 55. 213 Lhited Sates 147. 237.72. 166 aka.idf.il :;J; handshake violation, first packet mot . 430
66. 249. 67. 208 Wited Sates 147.237.72.166  |akaidf.il Z;J; handshake violation, first packet mot |, 370
212. 25. 84. 200 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 338
66. 249. 64. 248 Lhited Sates 147. 237.77. 170 n@ar achot . i df .1 :;]; handshake violation, first packet mot |, ., 231
81.218. 241. 25 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS renegotiation-di dest - reset 195
159. 123. 253. 1 Wited Sates 147.237.77. 216 dover i df il ;c/]; handshake violation, first packet mot . 171
204. 93. 154, 212 Chited Sates 147. 237. 77. 233 atal id.il TP Scan (verti cal) dr op 171
66. 249. 67. 224 Wited Sates 147.237.72.166  |akaidf.il Z;J; handshake violation, first packet mot |, 158
212.199.112. 144 | srael 147.237.72. 167 i shurimaka. i df . i [Anonal y- TLS-renegoti ation-d i dest - r eset 114
77.127.6.51 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 94
81. 218. 241. 25 | srael 147.237.72. 167 i shuri maka. i df.i|Anonal y- TLS-renegoti ation-d i forward 70
2.54.146. 97 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 24
81.218.97.114 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 24
109. 134, 197. 215 Bel gi Um 147. 237. 77. 176 natpash.idf. il |invalid L4 Header Length drop 23
46. 19. 85. 72 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 20
109. 134. 197. 215 Bel gi um 147. 237. 77. 176 metpash.idf. il |invalid TGP A ags drop 18
46.244.87. 138 Z:d'cisgi'gc'ja” Territory, 147.237.77.216  |dover.idf.il HTTP- M SG- Havi j - User - Agent dest - eset 16
80. 246. 137. 184 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
10. 0. 0. 92 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
85. 73. 210. 44 G eece 147.237.72. 166 aka.idf.il Anonal y- SSL-renegotiation-di dest - reset 11
2.54.131. 54 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 10
66. 249. 64. 178 Wited Sates 147.237.77.216  |dover.idf.il Z;J; handshake violation, first packet mot |, 10
10.0.0.1 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 9
2.54.28.102 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 9
204. 93. 154, 212 Chited Sates 147. 237. 72. 166 akaidh.il TP Scan (verti cal) drop 9
2.54.134. 29 | srael 147.237.72. 166 aka idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 8
2.54. 133. 255 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 7

79. 181, 17. 184 srael 147. 237. 72. 166 akaidf.il Block Uip Al Nets drop 6

79. 183. 125. 4 I srael 147. 237. 72. 166 akaidh.il Bock Up Al Nets drop 6
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry ’Target Address |Site Sgnature

85. 65. 33. 229 I srael 147.237.72. 166 [aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 13
81.218.251. 252 |[Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 6
81.218.251.250 |[Israel 147.237.77. 216 |dover.i df .i | C1000004: HTTP: options method (M crosoft) Bl ock 5
84. 94. 60. 242 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
193. 43. 245. 250 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 3
87.69. 143. 94 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 3
193. 43. 246. 250 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
82.166.29.166 |l srael 147. 237.77. 226 [wwinv. chanat z. aka. i df . i | |Cl000004: HTTP:. options nethod (M crosoft) B ock 3
192.115.252.2  |Israel 147.237.77.74 [lawidf.il C1000004: HTTP: options method (M crosoft) Bl ock 3
188. 247. 76. 255 |Jordan 147.237.77.216|dover.idf . il Q91: HITP. Access to - adnin.asp B ock 2
41.137.68.194 |Mbrocco 147.237.77.216|dover . i df . i | Q091: HITP. Access to - adnin.asp B ock 2
50.112. 9. 154 Lhited Sates 147.237.0.15 |kosher-kravi .idf.il 10993: HTTP: Mrfeus Scanner Scanni ng Attenpt B ock 1
212.143.44.5 I srael 147.237.77. 170 [maar achot . i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
162. 210. 196. 130|Uhited Sates 147.237.77. 216 |dover.idf.il C1000106: HTTP. naj estic bot Bl ock 1
92.112.84.11 Lkr ai ne 147.237.77. 216 |dover.i df .i | 12580: HITP: SQ Injection (Qookie Header) Bl ock 1
50.112.9. 154 Lhited States 147.237.0. 17 Im ny-kosher -kravi . i df. i 10993: HITP. Mrfeus Scanner Scanning Attenpt B ock 1
212.235.98.139 |[lIsrael 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
175. 44. 4. 117 Chi na 147.237.77. 216 |dover . i df . i | 3798 HITP. SQ Injection (Bool ean | dentity) B ock 1
5.102.218.188 [Israel 147.237.77. 216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.24 |e.lifestyle.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
93.173.140.50 |[Israel 147.237.77. 216 |dover . i df . i | C1000004: HTTP:. options nethod (M crosoft) B ock 1
50.112. 9. 154 Lhited Sates 147.237.0.19 |[madimatal .idf.il 10993: HTTP. Morfeus Scanner Scanning Attenpt B ock 1
14.169.172.72 [V et nam 147.237.77.216|dover. i df . i | 12580: HITP. SQ Injection (Cookie Header) Bl ock 1
212.67.184.106 [Netherlands 147.237.77.74 |lawidf.il C1000004: HTTP:. options nethod (M crosoft) B ock 1
110. 89. 42. 228 |Chi na 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to locate existing FQ<editor B ock 1
72.66.65. 14 Lhited Sates 147.237.77. 170 |maar achot . i df . i | C1000004: HTTP:. options nethod (M crosoft) B ock 1
212.143.38.222 |[Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP:. options nethod (M crosoft) B ock 1
128.73. 249, 04 [RSSI AN 147. 237. 72. 156 |anan. i df . i | 13891 TLS: QpenSSL Encrypt ed/ Uhencrypted Feartbeat ooy 1

Feder at i on

Packet
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|Top Attackers In |D|

Signature

Target Address ‘Attacker Qountry

202.3.255.8 147. 237. 77. 216 |French Pol ynesi a dover.idf.il GPL SCAN nnmap TCP 9178
66.249. 64. 165 [147.237.77.234 |nited Sates hal ag. i df .il ET SCAN NVAP -sA (2) 71
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 67
2.52.166. 99 147.237.72. 166 I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 54
176.13.22.11  [147.237.76.30 |[Israel hi nush. i df . i ET OG5 Large anount of TGP ZeroWndow - Possible Niller2 21
DCDos attack
2.52.13.177 147.237. 72. 166 I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 17
188. 247. 76. 255 [147. 237. 77. 216 [Jor dan dover.idf.il Admin | ogin page scan - Havij 13
82.80.196.44 |147.237.72.166 I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 13
80. 246. 137. 152 |147. 237. 72. 166 | srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 7
66.249. 64. 102 [147.237.77.170|thited Qates mearachot.idf.il  |ET SCAN NVAP -sA (2) 7
176.12.149.7  |147.237.76.30 [Israel hi nush. i df .i | ET OG5 Large anount of TGP ZeroWndow - Possible Nkiller2 6
DDos attack
66. 249. 64. 178 |147.237.77. 216 |Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 6
66.249. 64. 173 [147.237.77. 216 |Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 4
66.249.93. 164 [147.237.77.233|thited Sates atal.idf.il ET SCAN NVAP -sA (2) 4
66.249. 93. 250 |147.237.76.30 |[lhited Sates hi nush. i df .i ET SCAN NVAP -sA (2) 4
5.30.144.201 |147.237.76.38 |lhited Arab Emrates eeneitav.idf.il [ET SCAN Potential VNC Scan 5800- 5820 4
66.249. 64. 243 [147.237.77. 170 |Lhited Sates mearachot.idf.il  |ET SCAN NVAP -sA (2) 4
5.30.144.201 [147.237.72. 166 |nited Arab Enirates aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 4
66.249. 64.92  [147.237.77.170|wnited Sates nearachot.idf.il  |ET SCAN NVAP -sA (2) 4
188. 247. 76. 255 [147. 237. 77. 216 [Jor dan dover.idf.il SERVER- WEBAPP | ogi n. ht m access 4
5.30.144.201 |147.237.0.15 |lhited Arab Emrates kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 4
66. 249. 64. 248 [147.237.77. 170 |Wnited Sates nearachot.idf.il  |ET SCAN NVAP -sA (2) 4
122.11.138. 65 |147.237.77.179|S ngapore e mazi.idf.il ET SCAN Potential SSH Scan 3
218.65.30.23 |147.237.76.39 [China nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 3
5.102. 254. 191 |[147.237.76.30 |Israel hi nush. i df . i | ET OG5 Large anount of TGP ZeroWndow - Possible Niller2 3
DCDos attack
176. 13, 8. 69 147 237 76.30 |1srael i s, i i ET DC5 Large anount of TCP ZeroWndow - Possible Nciller2 3
DDos attack
46.244.87.138 [147.237.77. 216 zjcis;iig;a” Territorydover. i df .| GPL WEB_SERVER / et ¢/ passwd 3
5.30.144.201 |147.237.76.42 |lhited Arab Bnirates refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
5.30.144.201 |147.237.76.39 |lnited Arab Emirates nobi | e. nei tav.idf.i|ET SCAN Potential VNC Scan 5800- 5820 3
66.249. 93.200 [147.237.77.170|thited Sates naarachot.idf.il  |ET SCAN NVAP -sA (2) 2
176.12.141. 95 |147.237.77. 233l srael atal.idf.il ET OG5 Large anount of TGP ZeroWndow - Possibl e Niller2 2
DDos attack
218.87.111. 117 |147. 237. 72. 167 [Chi na ishurimakaidf.il |ET SCAN Potential SSH Scan 2
66.249.93. 172 [147.237.77.233|thited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
122.11.138.65 |[147.237.76.31 |9 ngapore nakchal . i df.il ET SCAN Potential SSH Scan 2
5.30.144.201 |147.237.72.166 |Lhited Arab Enirates aka.idf.il ET SCAN Potential VWNC Scan 5800- 5820 2
218.65.30.23 |147.237. 76. 197 Chi na e. hinush. i df.il ET SCAN Potential SSH Scan 2
218. 87.111. 117 |147. 237. 77. 176 |Chi na nat pash. i of .i | ET SCAN Potential SSH Scan 2
5.30.144.201 |147.237.72.156 |Lhited Arab Enirates aman. i df .| ET SCAN Potential VNC Scan 5900- 5920 2
66.249. 64. 119 [147.237.76.86 |[lhited States navy. i df .il ET SCAN NVAP -sA (2) 2
176.13.23. 99 |147 237 77 233 srael atal idh il ET DC5 Large anount of TCP ZeroWndow - Possible Nciller2 5
DDos attack
94.102. 49. 102 |147.237.76.34 |[Netherl ands yohal an. i df .i | ET SCAN Potential SSH Scan 2
66.249. 81. 230 [147.237.77.176 |Lhited Sates nat pash. i of . i1 ET SCAN NVAP -sA (2) 2
5.30.144.201 [147.237.72. 156 |thited Arab Bnirates aman. i df . il ET SCAN NVAP -sS w ndow 1024 2
66.249. 64.97  [147.237.77.170|thited Sates naarachot.idf.il  |ET SCAN NVAP -sA (2) 2
122.11.138. 65 |147.237.8.45 |S ngapore eeitanidf.il ET SCAN Potential SSH Scan 2
5.30.144.201 |147.237.76.42 |lnited Arab Emirates refuah.idf.il ET SCAN Potential VNC Scan 5800- 5820 2
66.249. 81. 164 [147.237.77.233|thited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
122.11.138. 65 |147.237.77.19 |S ngapore lawforumidf.il [ET SCAN Potential SSH Scan 2
5.30.144.201 |147.237.0.34 |lnited Arab Emirates tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
66.102.8.145 [147.237.76.42 |[lhited States refuah.idf.il ET SCAN NVAP -sA (2) 2
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|Top Attackers In FW |

‘Attacker Qountry Target Address ‘Slte ‘Signature
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 13058
82. 145. 218. 251 |Eur ope 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 3597
197.237.77.99 |Kenya 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 2128
195. 190. 19. 253 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 1855
46.19.85.150 |Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 1783
79.179.0.6 I srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 1726
141. 0. 13. 16 Nor way 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 1524
84.228.115.42 |[lIsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 1334
149. 78. 154. 69 [l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 1043
77.126.21.100 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 951
202. 3.255. 8 French Pol ynesi a 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 904
66.249. 64. 168 |Lnited Sates 147. 237, 77. 216 |dover i [ €AM NG Engine: TCP Invalid  Jinvalid segnent retransmissi on drop 818
Ret r ansni ssi on Packet dr opped.
190. 24. 146. 71 |Col onbi a 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 812
66. 249. 64. 178 |Uiited Sates 147, 237. 7. 216 |dover. i i | €2 NG Engine: TCP Invalid  invalid segnent retransnission drop 802
Ret r ansni ssi on Packet dr opped.
66.249. 64. 173 |United Sates 147. 237, 77. 216 |dover i | SAM NG Engine: TCP Inval id  Jinval i d segnent ret ransnissi on drop 762
Ret r ansm ssi on Packet dr opped.
192. 249. 64. 249 |Lhited Sates 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 752
66.249. 93. 168 [lLhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 745
66.249. 93. 164 |[lLhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 718
66.249. 93. 160 |[Lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 690
132.66. 40. 116 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 627
46.19. 85. 121 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 605
54.72.73.168 Irel and 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 603
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 598
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 597
77.127.188.92 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 562
89. 138. 220. 185 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 527
2.52.164. 63 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 513
208.109.97.62 |[lLhited Sates 147.237.77. 216 |dover. i of .i|dr op SAMrul e drop 512
46.244.87. 138 Z";'Cis;iigija“ Territory: 1947, 237.77. 216 |dover. i .idr op First packet isn't SWN drop 494
172.56.38.36 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 494
81.218. 251. 250 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 469
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 462
172.56.39.210 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 455
67.66. 140. 31 Lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 454
93.173.135. 138 [l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 453
46. 19. 86. 69 I srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 433
5.22.130. 15 I srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 391
152. 252. 163. 66 |Brazi | 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 383
188. 247. 76. 255 |Jordan 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 381
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 376
205. 156. 84. 229 |Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 365
67.2.23.116 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 364
2.54.154. 96 I srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 361
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 343
130. 63. 124. 46 |Canada 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 342
46.121.81. 86 I srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 333
46. 19. 85. 16 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 332
37.26.148.135 |[lIsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 311
141.0. 14. 28 Eur ope 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 310
31.154.92.106 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 299
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |[Site S gnature Action ‘Count
46.121.159.30 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 4554
5.28.162.106  |Israel 147.237.0.19 |nadi matal .idf. i ;?cz’g'.\"i%yz.oioéhe Sane Response Qode (404) in Session from Bl ock 3914
37.26.149.181 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 2889
2 54.31 163 | srael 147.237.0.19 |madimatal .idf.i ;’0;4l\gnly 106f3the Sane Response Code (404) in Session from 8 ock 2914
46.19.86.22  |Israel 147.237.0.19 |nadi matal .idf. i Ig?l';é';’g_ozfzthe Sane Response Code (404) in Session from B ock 1854
46.19.85.249 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 1575
2.54.22.30 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 1572
2.54.42. 102 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 1395
2.54.48.111 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 1269
46.19.86.91  |Israel 147.237.0.19 |nadimatal .idf. i lgf’lz’_’%_oélthe Sane Response Qode (404) in Session from Bl ock 1233
66.249. 64. 178 |[lIsrael 147.237.77.216|dover . i df . i | Mil tipl e Unhaut horized URL Access from 66.249. 64. 178 B ock 972
46.19.85.238 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 855
2.52.53.245  [Israel 147.237.0.19 |nadi matal .idf. i ;0‘;2'\‘;”33’ ;{5”16 Sane Response Code (404) in Session from B ock 729
66.249. 64. 173 |[Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 64. 173 B ock 657
66. 249. 64. 168 |l srael 147.237.77.216|dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 168 Bl ock 648
157.55.39. 156 |lhited Sates  [147.237.72.166|aka.idf .i | Untraceabl e S3. Sessions: Wnhknown Server Certificate None 513
66.249.78.76 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Lhknown Server Certificate None 474
46.19.86.203 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 441
66.249.78.62 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: Wnhknown Server Certificate None 441
66.249.78.69 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Lhknown Server Certificate None 432
72.9.148.10  |Uited Sates  |147.237.76.86 [navy.idf.il m“tnzs;' e R e navy. aspx. aspx Bl ock 423
207.46.13.39 |Whited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 405
66. 249. 67. 216 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: Whknown Server Certificate None 351
207.46.13.39 |thited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 342
66. 249. 67. 224 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 315
68.180. 229. 173 |Lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: Lhknown Server Certificate None 300
66.249.78. 2 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: Wnhknown Server Certificate None 288
66.249.78.9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 270
46.19.85.220  |Israel 147.237.0.19 |nadi matal .idf. i Ig?l'\:%yslozfzéhe Sane Response Qode (404) in Session from Bl ock 261
66.249.65.93 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e S3. Sessions: Wnhknown Server Certificate None 261
66. 249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Lhknown Server Certificate None 261
66.249.65.90 |Israel 147.237.72. 156 [anan. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 259
207.46.13. 8 Lhited Sates  [147.237.72.166|aka. i df .i | Untraceabl e S3. Sessions: Wnhknown Server Certificate None 252
66. 249. 67.208 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Lhknown Server Certificate None 243
188. 247. 76. 255 |Jordan 147.237.77.216|dover . i df . i | Mil ti pl e Admn B ocking from 188. 247. 76. 255 Bl ock 243
212.179. 21. 194 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: Wnhknown Server Certificate None 243
46. 19. 86. 24 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 234
66.249.65.87 |Israel 147.237.72. 156 [anan. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 234
66.249. 78.240 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: Wnhknown Server Certificate None 234
66.249.93. 174 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Lhknown Server Certificate None 225
207.46.13.10 |thited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 225
31.186.228.29 |United Kingdom|147.237.72.166|aka.idf.il Untraceabl e S Sessi ons: Uhknown Server Certificate None 216
66.249. 67. 113 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Lhknown Server Certificate None 216
66.249.78.234 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 216
66.249. 93.170 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: Wnhknown Server Certificate None 216
84.94.180.91 |[Israel 147.237.72. 156 [anan. i df . i | Untraceabl e S Sessi ons: Lhknown Server Certificate None 216
84.111.217.77 |Israel 147.237.72. 156 [anan. i df . i | Untraceabl e S Sessi ons: Uhknown Server Certificate None 216
188. 247. 76. 255 |Jordan 147.237.77.216|dover.idf .il Mil ti pl e Unaut horized URL Access from 188. 247. 76. 255 Bl ock 216
5.22.130.225 |lIsrael 147.237.72. 156 |aman. i df . i | Untraceabl e SS. Sessions: Lhknown Server Certificate None 207
31.186.228.31 |United Kingdom|147.237.72.166|aka.idf.il Untraceabl e S Sessi ons: Uhknown Server Certificate None 207
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