09-13-2016 to 09-14-2016

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Targets|
12, 000+
9, 000-
6, 000-
Nunmber
a 3, 000"
At acks
ORI T ST SN S
N - O O AN S
P & '@f& \zo éé\ ° N & N \'Q'?
& & &

Top Tar get

Nunber
(6]
At acks

Top Attackers

M dover.idf.il

M aka.idf.il

M nadi matal .idf.i

M refuah.idf.il

M anan.idf.il

Watal.idf.il

I navy.idf.il

Meitan aka. idf.il
lawidf.il

M natpash. i df i |

M 197. 28. 169. 38
187. 16. 219. 213
I 201. 46. 55. 42
8.23.24.85
Il 79. 182. 26. 169
M 37.26.147. 192
I 66. 249. 64. 106
M 46. 19. 85. 113
46. 120. 122. 219
M 193. 43. 246. 250




09-13-2016 to 09-14-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
134.191. 232. 72 | srael 147.237.77. 233 atal.idf.il |JLMPurple Gon Linmt Htp drop 96
134.191. 232. 72 | srael 147.237.77. 233 atal.idf.il [JLMPurple Gon_Limt_Tcp dr op 46
176.13.1.22 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 32
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 31
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 29
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 26
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 25
195.113. 161. 82 Czech Republi c 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 23
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 23
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 23
195. 113. 161. 84 Czech Republi c 147. 237. 72. 166 aka.idf.il |network flood | Pv4 | QWP drop 22
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 22
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 22
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 22
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 21
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 20
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 19
193.1.13. 14 Irel and 147.237. 72. 166 aka.idf.il |network flood | Pv4 | QWP drop 19
151. 100. 59. 194 Italy 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 18
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 18
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 18
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 17
153.90. 1. 34 Lhited Sates 147. 237. 72. 166 aka.idf.il |network flood | Pv4 | QWP drop 17
131. 247.2.241 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 17
212.150. 127. 133 | srael 147.237.77. 216 dover.idf.il|l OVP- Fr ag- Needed- St or m drop 16
129.97.74.12 Canada 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 15
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 15
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 14
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 14
84.111. 118. 56 | srael 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 14
200. 55. 189. 172 Cuba 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 14
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 13
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 13
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 12
2.53.55. 4 | srael 147.237.77. 216 dover.idf.il|TCGP handshake viol ation, first packet not syn drop 12
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 12
194. 254. 215. 12 France 147.237. 72. 166 aka.idf.il |network flood | Pv4 | QWP drop 12
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 12
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 12
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 12
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 12
88. 65. 147. 114 Cer many 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 12
5.102. 220. 105 | srael 147.237.72. 166 aka.idf.il |Back List drop 11
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 11
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 11
164. 107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 10
86. 107. 52. 39 Romani a 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 9
212.25.74. 130 | srael 147.237.77. 216 dover.idf.il|H ack List drop 9
147. 83. 29. 234 Spai n 147.237. 72. 166 aka.idf.il |network flood | Pv4 | QWP drop 9
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 9




09-13-2016 to 09-14-2016

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S’gnature Devi ce Action ‘Oount |
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 65
51. 255. 51. 250 France 147.237.77.234 |hal ag.idf.il C1000074: HTTP: naj estic bot Pernit 53
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per nirt 53
50. 77. 136. 81 Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
168. 1. 80. 134 Australia 147.237.77.176 |mat pash.idf.il |6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 12
77.67.47.7 France 147.237.76. 42 refuah.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 12
92.222.142.219  |France 147.237.76.86  [navy.idf.il 6134: HITP: SQ Injection Variabl e Declaration Evasion B ock 12
177.12.172. 43 Brazil 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 12
51. 255. 51. 250 France 147.237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Per nirt 10
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 8
51. 255. 51. 250 France 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Per it 8
91.109. 242. 34 Lhi ted Ki ngdom 147. 237. 76. 86 navy.idf.il 5670: HITP. SQ Injection (SELECT) Bl ock 7
202. 124. 109. 87 New Zeal and 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70. 42 Lhited Sates 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
23.91.70. 95 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
74. 208. 230. 195 Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
168. 1. 80. 134 Australia 147.237.77.176 |mat pash.idf.il |5670: HITP. SQL Injection (SELECT) B ock 6
205. 144. 171. 34 Lhited Sates 147.237.77.74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
23.91.70. 51 Lhited Sates 147.237.77.233 |atal .idf.il 3808 HIMP. SQ Injection Variabl e Decl arati on Evasi on B ock 6
184. 168. 27. 81 Lhited Sates 147.237.0. 34 tikshuv.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
87.242.112. 45 Russi an Federation [147.237.77.74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
213.246. 49. 11 France 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
108. 166. 190. 139 [thited Sates 147.237.72.166 |aka.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
77.67.47.7 France 147.237.76. 42 refuah.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
50.77.136. 81 Lhited Sates 147.237.77.74  |lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
205. 144. 171. 34 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 6
23.91.70.51 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
184.168.104. 215 |lhited Sates 147.237.77.74  |lawidf.il C1000016: HTTP. adninistrator in LR Per nit 6
92.222.142.219 France 147. 237. 76. 86 navy.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
24.222.4.86 Canada 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
177.12.172. 43 Brazil 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
208.52. 175. 27 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
72.167.131. 75 Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
199. 79. 62. 138 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
64.87.23.55 Lhited Sates 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
185. 21. 133. 159 United Ki ngdom 147.237.77.74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
91.109. 242. 34 United Ki ngdom 147.237.76.86  |navy.idf.il 3808 HIMP. SQ Injection Variabl e Declarati on Evasi on B ock 6
74.208. 218. 66 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
168. 1. 80. 134 Australia 147.237.77.176 |natpash.idf.il |3808: HITP. SQ Injection Variable Decl aration Evasion B ock 6
67.199. 10. 25 Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 5
51. 255. 51. 250 France 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per it 5
91. 109. 242. 34 United Ki ngdom 147.237.76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 5
144. 76. 4. 148 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 5
23.91.70.51 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 5
51. 255. 51. 250 France 147.237.77.74 lawidf.il C1000074: HTTP. naj estic bot Per nirt 4
199. 58. 86. 211 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 4
51. 255. 51. 250 France 147.237.77.176 |mat pash.idf.il [CLO00074: HTTP: najestic bot Pernit 4
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 3
69. 30. 213. 138 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 3
216.119.125. 34 Lhited Sates 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 3




09-13-2016 to 09-14-2016

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
66.249.64. 106  [147.237.76.86 |[lnited Sates navy.idf.il ET SCAN NVAP -sA (2) 212
46.120.122.219 |147.237.72. 166 |l srael akaidf.il Xenu Link Seuth User Agent 89
62.219.229.118 [147.237.0.34 |[Israel tikshuv.idf.il  [ET SCAN NVAP -sA (2) 57
46.120.122.219 |147.237.77.216 (I srael dover.idf.il Xenu Link Seuth User Agent 28
23.91.70.51 147.237.77. 233 |Wited Sates atal.idf.il S Injection - Select From 26
168. 1. 80. 134 147.237.77.176 |Australia mat pash. i df .i | SQ Injection - Select From 26
74.208.230.195 (147.237.77.74 |nited Sates lawidf.il S Injection - Select From 25
46.19. 85. 164 147. 237. 72. 166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 22
50. 77. 136. 81 147.237.77.74 |Wited Sates lawidf.il S Injection - Select Fom 22
177.12.172.43  |147.237.77. 74 |Brazil lawidf.il S Injection - Select From 20
92.222.142.219 (147.237.76.86 |[France navy.idf.il A Injection - Select From 20
91.109.242.34 |147.237.76.86 |United Kingdom |navy.idf.il SQ Injection - Select From 20
77.67.47.7 147.237.76.42 |Fance refuah.idf.il S Injection - Select From 20
74.208.218.66  [147.237.72. 166 |Lnited Sates aka idf.il S Injection - Select From 18
24.222.4.86 147.237. 77. 233 |Canada atal.idf.il S Injection - Select Fom 18
199.79.62.138  [147.237.77.74 [lhited Sates lawidf.il S Injection - Select From 17
46.120.122.219 |147.237.76.31 |[Israel nakchal .idf.il  [Xenu Link 9 euth User Agent 17
205.144.171. 34 [147.237.77.74 |United Sates lawidf.il S Injection - Select Fom 14
67.199. 10. 25 147.237.77.74 |Wited Sates lawidf.il S Injection - Select From 14
79.182.32.127  |147.237.77. 216 |Israel dover.idf.il Xenu Link Seuth User Agent 10
79.182.32.127  |147.237.72. 166 |Israel aka.idf.il Xenu Link Seuth User Agent 10
194. 114. 146. 227 |147. 237.76. 42 |l srael refuah.idf.il LOCAL_ RULES - HITP Request with GPTIONS nethod to a .doc file |10
202. 124.109. 87 |147.237. 77. 233 [New Zeal and atal.idf.il QA Injection - Select From 8
213.246.49.11  |147.237.72. 166 |France aka.idf.il S Injection - Select Fom 8
72.167.131. 75  [147.237.77.216 |Wnited Sates dover.idf.il S Injection - Select From 8
185.21.133. 159 |147.237.77.74 |Wnited Kingdom [lawidf.il QA Injection - Select From 8
23.91.70.95 147.237.77. 233 |Lnited Sates atal.idf.il S Injection - Select Fom 8
108. 166. 190. 139 |147. 237. 72. 166 |Lhited Sates aka idf.il A Injection - Select From 8
64.87.23.55 147.237.77.74 |Wited Sates lawidf.il QA Injection - Select From 8
23.91.70.42 147.237.77. 233 |Lnited Sates atal.idf.il S Injection - Select Fom 8
216.119.125. 34 (147.237.77.74 |nited Sates lawidf.il S Injection - Select From 8
87.242.112.45 |147.237.77.74 |Russian Federation |lawidf.il S Injection - Select From 8
184.168.27.81 |147.237.0.34 |[lnited Sates tikshuv.idf.il  [SQL Injection - Select Fom 8
208.52.175.27  [147.237.77.233 [Wnited Sates atal.idf.il S Injection - Select From 8
79.177.227.200 |147.237.72. 166 |Israel akaidf.il ET SCAN NVAP -sA (2) 6
87.70. 25. 125 147, 237. 72. 156 |l srael anan. i of . i | ET SCAN NVAP -sA (2) 5
46.120.122.219 |(147.237.76.42 |Israel refuah.idf.il Xenu Link Seuth User Agent 5
91.224.160. 106 |147.237.77. 170 |Nether| ands naarachot.idf.il |ET SCAN Potential SSH Scan 4
45.79.71.122 147.237.0.34 |wited Sates tikshuv.idf.il  |WWEB- M SC Chunked- Encodi ng transfer attenpt 4
91.224.160. 106 |147.237.72.14 |Netherlands dover.idf.il (o d) |[ET SCAN Potenti al SSH Scan 4
84.93.84.77 147.237.77.176 |United Kingdom [natpash.idf.il [Tehila - Perl LWP with fake user agent 4
79.182.32.127 |147.237.77.74 |israel lawidf.il Xenu Link Seuth User Agent 4
45.79.103.178  |147.237.72.167 |Lhited Sates i shurimaka.idf.i |WWEB- M SC Chunked- Encodi ng transfer attenpt 4
91.224.160. 106 |147.237.76.34 [Netherlands yohalan.idf.il  [ET SCAN Potential SSH Scan 4
91.224.160. 106 |[147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 [147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 3
84.93.84.77 147.237.77. 216 |Uni ted Kingdom |dover.idf.il Tehila - Perl LWP with fake user agent 3
84.93.84.77 147.237.77.74 |United Kingdom |[lawidf.il Tehila - Perl LW wth fake user agent 3
58.218.200. 137 [147.237.0.34 |China tikshuv.idf.il |ET SCAN Potential SSH Scan 3
31.168.172.136 |147.237.72. 156 |Israel aman. i df il ET SCAN Potential SSH Scan 3




09-13-2016 to 09-14-2016

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
197.28.169.38 |Tunisia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6182
79.182.26.169 I srael 147.237.76.42 |refuah.idf. il Bad TCP sequence S retransmt with different wndow foovor 201
62.0.237.1 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 165
31.154.17.106 |[lIsrael 147.237.72. 166 |aka.idf il drop SAMrul e drop 150
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 140
197.28.169.38 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor 129
203. 117. 143. 1299 ngapor e 147.237.77. 216 |dover.i df il drop Frst packet isn't SWN drop 115
141.8.132. 78 RJSf::I”ion 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout moni tor 107
168. 235. 197. 222|lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 94
St ream ng Engi ne: TCP i i ssi
109. 253. 144. 177 |1 sr ael 147.237.76. 200 |6 tan. aka. i of . i mNng Engine: 1 Invalid segnent retransmssion. drop 87
Inval i d Retransm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 87
109.66.31.170 |Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence S retransmt with different wndow | oo tor a4
87. 69. 32. 204 | srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |83
197.28.169.38 |Tunisia 147.237.77. 216 |dover.idf.il SYN Att ack monitor |78
. . SYNtAXK retransmit with different :
87. 69. 32. 204 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence i ndow scal e monitor |71
84.229.33.93  |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence ig;e”ansm't with different wndow | o iior |70
107.167.112. 193|Uhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |69
84.111.216.12 |Israel 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |68
St reani ng Engi ne: TCP i i ssi
217.132.99.86 | srael 147, 237.76. 200 |ei tan. aka. i df . mng Enhgine: 1 nval i d segnent retransmssi on. drop 68
Inval i d Retransm ssion Packet dropped.
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 66
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 63
168. 235. 197. 242|Uhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |57
Russi an . . SYNtAXK retransmit with different .
141.8.132. 78 eration 147.237.77. 216 |dover. i df .i | Bad TCP sequence wi ndow scal e monitor |56
46.19. 86. 144 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
141.0.14.73 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 50
S ream ng Engi ne: TCP i i ssi
89.139.29.68  |Israel 147. 237.76. 200 |ei tan. aka. i df . i mng tngihe. Invalid segnent retransmssion. drop 50
Inval i d Retransm ssion Packet dropped.
79.180.29.8  [Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence S retransmt with different wndow | oo vor |46
187.16. 219. 213 |Brazil 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |46
185.120.126.5 |Israel 147.237.72. 166 |aka. i df . i1 drop SAMrul e drop 44
212.179.21.194 |Israel 147.237.77. 227 |e. hamaz. i of . i | SYN Attack SYN -> SYN-ACK -> RST monitor |44
187.16. 219. 213 |Brazil 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |43
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43
62.0.251.1 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 43
187.16. 219. 213 |Brazil 147. 237. 77. 170 |naar achot . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |42
187.16.219. 213 |Rrazil 147.237.0.19 |nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |42
85. 130. 242. 146 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni tor |42
85. 130. 242. 146 |l srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST monitor |42
187.16.219. 213 |Rrazil 147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |41
41.36.58. 134 Egypt 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |41
187.16.219. 213 |Brazil 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |40
84.108.224.82 | srael 147.237.77. 233 |atal i df.il Bad TCP sequence ?Cg;e”ansmt with different wndow |oonvor 40
187.16.219. 213 |Brazil 147.237.77.235|sviva.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |40
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 40
187.16.219. 213 |Rrazil 147. 237. 77. 226 V‘:"‘IW chanatz. aka. 1df |y At t ack SYN -> SYN-ACK -> Ti neout monitor |40
187.16.219. 213 |Brazil 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |40
187.16.219. 213 |Rrazil 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |40
St ream ng Engi ne: TCP SYN Dat a recei ved before SYN ACK was
197.28.169.38 |Tunisia 147.237.77. 216 |dover.idf.il L. L acknow edged. Stripping all packet drop 40
Mbdi fied Retransm ssion dat a.
193. 43. 246. 250 |l srael 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 39
187.16. 219. 213 |Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |39
77.124.61.79 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46. 19. 85. 113 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 210
37.26.147.192 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 207
176. 13.228. 134 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 160
77.139.42.238 |France 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 139
77.125.89.255 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 136
46.19. 86. 237 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 136
79.177.53.102 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 132
46. 19. 85. 84 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 117
46.19. 85. 125 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 107
77.139.74.12 France 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 107
2.53.190. 158 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 105
109. 253. 201. 213]I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 99
141. 226. 218. 86 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 90
46. 19. 86. 220 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 87
46.19. 85. 251 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 83
109. 253. 197. 167|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 82
2.53.56. 134 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 79
46.19. 86. 181 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 79
2.55.182.19 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 76
46. 19. 85. 187 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 72
2.53.161. 88 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 65
2.53.166. 17 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 63
212.179.21. 194 |Israel 147.237.77. 226 :’W\W chamat z. aka. i df. | Ml tiple Wnhaut horized URL Access from212.179.21. 194 B ock 60
46. 19. 85. 219 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 56
194. 114. 146. 227|I srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 48
46.19. 85. 63 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 47
109. 253. 143. 1261 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 46
176.13.227.36 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 44
31.168. 8. 110 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 41
46. 19. 85. 209 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 40
80. 246. 136. 106 |l srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 40
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | 2‘16'_ tliz‘g_elgagigo” zed Nethod for Known URL from Bl ock 39
37.26.146.212 |lIsrael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 36
2.53.159. 23 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 36
2.53.162. 190 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 36
46. 19. 86. 104 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 35
194. 114. 146. 227 |1 sr ael 147.237.76.42 |refuah.idf.il Ml ti pl e Unauthorized URL Access from 194. 114. 146. 227 B ock 35
95. 35. 144. 236  [lIsrael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 35
31.168. 8. 110 | srael 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized URL Access from 31. 168. 8. 110 Bl ock 34
121. 204. 154. 166|Chi na 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut horized URL Access from 121.204. 154. 166 B ock 34
109. 253.156.8 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 34
80. 246. 136. 185 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 33
176. 13. 249. 105 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 33
109. 253. 210. 212|I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 32
46. 19. 85. 31 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 32
109. 253. 140. 1111 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 31
2.55.138. 155 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 30
46. 19. 85. 203 | srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 29
79.177.233.232 |Israel 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod B ock 27
79.177.233.232 [israel 147.237.77.74 [lawidf.il Mil tipl e Unhaut hori zed URL Access from 79. 177. 233. 232 B ock 26
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